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Digital identity infrastructures are undergoing a fundamental
transformation as trust mechanisms are shifting toward digital,
infrastructure-based systems. While traditional models such as Public
Key Infrastructure (PKI) enable robust authentication and signature
verification, they can introduce coordination complexity in distributed
healthcare environments where verification goes beyond institutional
and technical boundaries. This thesis investigates how a Verifiable
Credential (VC)-based architecture can support verifier-independent
presentation and verifier-specific interpretation of healthcare profes-
sional authorisations and document-specific permissions. The research
is guided by the core argument that cryptographic validity is neces-
sary, but not sufficient for institutional acceptability, since verifica-
tion decisions in healthcare contexts also need to consider issuer trust,
professional roles, credential status, document permissions, and local
institutional policies. Following a Design Science Research approach,
a conceptual target architecture and a local proof-of-concept proto-
type were developed to demonstrate how these dependencies can be
explicitly modelled. The prototype includes a simulated HPR-like
source, healthcare authorisation issuer, clinician wallet, verifier con-
texts, trust registry, status registry, proof catalogue, verifier policy
evaluator, and audit log. The results provide architectural support of
the model’s plausibility. The thesis positions VC-based verification
as a complementary verification layer designed to coexist with, rather
than replace, established Norwegian infrastructures such as HelseID,
the Health Personnel Register (HPR), and PKI-based trust services.
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