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ibility into shared data. This thesis presents
the analysis, design, and implementation
of a privacy-preserving secure data shar-
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audit logging to protect sensitive data and
information of employees in a cloud-based
supply-chain environment. The proposed
framework helps in strengthening confi-
dentiality, controlled accessibility, and se-
cure data sharing within cloud-based sup-
ply chain ecosystems.
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1 Introduction

The rapid development of digital technology has drastically changed how organization
manage their data and coordinate with supply chains. Modern supply chain management
(SCM) systems heavily depend on cloud-based platforms. These technologies facilitate
real-time data sharing, increased visibility, operational flexibility, and a reduction in cost
by using different types of cloud services and platforms.[59]

However, it is evident that a company’s connectivity and integration with external cloud-
based SCM solutions introduce substantial security and privacy challenges, such as the risk
of cyberattacks, unauthorized access, and data breaches [25]. To preserve stakeholder con-
fidence and ensure regulatory compliance, businesses must strike a balance between pro-
tecting data and leveraging it for operational gains. They must evaluate the possible risks
factor, security threats, and vulnerabilities related to cloud environments. To safeguard
sensitive data and company resources, careful planning and implementation of potential
security countermeasures are crucial because effective information risk management also
requires an understanding of cloud computing’s advantages as well as drawbacks.[10]

Numerous companies, suppliers, and cloud service providers are interconnected in a sup-
ply chain that can increase the attack surface and make the system vulnerable to various
security threats, including unauthorized access, data leakage, and cyber attacks. Users
may be at risk of being compromised or attacked due to all of these vulnerabilities as well
as other flaws. Ineffective security techniques include things like uncontrolled terminators
and infrastructure, full privileged access to cloud services, and insufficiently quick fixes
for identified vulnerabilities [33]. Organizations rely on different outside partners and
cloud providers, each of which may have varying security standards. It is more difficult
for organizations to identify hazards because they frequently lack complete access or con-
trol over the systems of their suppliers. The entire supply chain system may be impacted
if one cloud provider has been compromised.

Although current security measures offer some control and data protection, they don’t
provide strong and sufficient privacy-preserving data sharing and controlled access in
cloud-based supply chain environment. To overcome this challenges, the thesis proposes
a privacy-preserving secure data sharing framework which combines privacy-preserving
technologies, secure access control mechanisms and data protection techniques to facilitate
secure data sharing between organizations in a cloud-based supply chain environment.

1.1 Problem statement

Cloud-based Supply Chain Management (SCM) systems highly rely on continuous data
sharing between multiple organisations, cloud platforms, and third parties. While this
integrated environment improves operational efficiency and real-time cooperation, it also
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introduces significant security and privacy concerns like unauthorized access, data leak-
age, insecure API interactions, lack of visibility into shared data, and third-party breaches.
Existing trust-based data sharing solutions are inadequate in ensuring the security of the
operational or personal data that are shared between organizations. Thus, it shows a re-
quirement of a secure data sharing framework that allows privacy-preserving before and
during sharing sensitive data, ensures controlled access, secure communication, and ac-
countability in a cloud-based supply chain environment.

1.2 Research Questions

These research questions are discussed and developed based on the identified security,
privacy and other challenges in cloud-based supply chain management system. These
questions help and also guide the research and development of the proposed privacy-
preserving secure data sharing framework. These questions make our main concern to
focus on secure inter-organizational data sharing, privacy protection, access control, and
cloud security techniques within distributed supply chain environments. The research
questions are listed below:

• What are the security and privacy challenges during data sharing among different
vendors in the cloud-based supply chain ecosystem?

• What security and privacy mechanisms can be adopted into a proposed framework
to enable secure and privacy-preserving data sharing in cloud-based supply chain
environments?

• How can a privacy-preserving, secure data-sharing framework be implemented to
secure personal sensitive data in cloud-based supply chain management systems?

2



2 Methodology

2.1 Research Approach

The report follow a Design Science Research(DSR) approach in order to address prob-
lem and privacy challenges with current cloud based supply chain management. This
approach focuses on addressing real-world issues through the design, development, and
assessment of innovative artifacts like models, methods and framework and helps to inte-
grates theoretical contribution with practical problem-solving [27].

The research began with the study and analysis of current problems and major privacy
risk in cloud-based supply chain management system like data breaches, insecure APIs
communication, data exposure and modification by unauthorized parties and lack of safe
controlled data sharing between organization and vendors. Existing trends, frameworks
and literature review is reviewed to understand the limitations and finding new suitable
privacy-preserving technique mechanism. Based on current existing problems, a privacy
preserving framework is design that supports secure communication, data protection and
robust security.

Finally, the prototype implementation is developed using Python, FastAPI, HTML, CSS,
and JavaScript to to show secure data sharing between organization and third party ven-
dors. The dataset used is available publicly in Kaggle. During the implementation phase
an AGILE inspired iterative development idea is adopted to develop, test, refine backend
APIs, authorization technique, frontend and privacy preserving framework. The Agile
methodology is chosen for prioritizing continuous collaboration among team members
and and to enable easy adaptation to changes rather than relying on a predefined plan.
The proposed framework and its implementation are analyzed to evaluate how they per-
form supporting confidentiality, privacy, accountability, and security within a modern in-
tegrated cloud-based supply chain management system.

2.2 Desktop Research

Desktop research is conducted to develop a comprehensive understanding of how supply
chain management operates and to identify the challenges and opportunities for cloud-
based supply chain management systems. This involved systematically reviewing aca-
demic articles from the AAU project library, industry reports from online sources, and
case studies from various online sources. Also, we have a review of different cybersecurity
guidelines and regulatory documents on the topic of ICT supply chain, cloud security, pri-
vacy engineering, API based integration, GDPR, and the NIST framework. The purpose
behind the desktop-based research is to understand the typical data sharing methods, com-
mon cyber attacks, and where the system lacks security, as well as current cybersecurity
practices. Overall, Desktop research is a structured and web-based research that we did
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without collecting data from users. However, taking meaningful inputs from the experts’
interviews.

2.3 Expert Interview

To support the literature review and validate the practice of the proposed research ap-
proach, an expert interview was conducted with a professional involved in data sharing
with different vendors in the supply chain ecosystem. The purpose of these interviews
was to collect real-world insights, find current challenges, and evaluate the possibility of
the proposed solution in real-world environments. All the responses are analyzed to iden-
tify common perspectives, challenges, and suggesstions relevant to the research objectives.
All the queries that were asked to collect the responses are listed below:

• How does your company currently share employee, customer, or operational data
with external partners such as payroll providers, insurance companies, municipali-
ties, or vendors?

• What are the biggest security or privacy risks you see when sharing sensitive data
with third-party service providers?

• Do you think external partners always need full personal data, or would limited data
(minimum necessary information) be enough in most cases?

• Would replacing real identities with pseudonymous IDs improve trust and reduce
privacy risks in your business operations? Why or why not?

• How important is encryption of sensitive information, such as salaries, financial
records, or personal details, when sharing data externally?

• Would it be valuable if each partner could only access the specific data they need
based on their role and purpose, instead of receiving full datasets?

• What challenges does your company face in meeting GDPR or privacy compliance
requirements when using cloud services and third-party providers?

• What business benefits would you expect from a secure privacy-preserving data-
sharing framework (e.g., trust, reduced risk, efficiency, customer confidence)?

• What could prevent companies from adopting systems like this (cost, complexity,
lack of awareness, resistance to change, technical limitations)?

• As mobility services become smarter with AI, IoT, and connected platforms, how do
you see secure data sharing evolving in the future?

4



This set of questions was asked to our expert interviewee, whose organization is based on
employee data sharing and secure management of that data. From the interview, we come
to know that most of the organizations are based on Trust with their vendors. There is no
proper verification or any contract regarding misuse or theft of shared information. All
activities are done by the services provided by the cloud, and the organization only has
data backup, so that if anything happens, they can work with the backup data. They do
not have any security features to prevent data from being attacked. From overall responses
to the queries, we come to have one conclusion that it would be a helpful and practical
thing in real work if we could develop a framework that can help organizations to protect
their data by themselves without depending on vendors and have a privacy-preserved
dataset to share with vendors.

2.4 Case Study

According to the Verizon 2025 data breach investigation report, 30 percent of recent breaches
are attributed to third-party suppliers. When an attacker compromises any vendor system,
they gain access to the mother company’s data. Some recent incidents also indicate that
the supply chain system is as vulnerable as before [1].

2.4.1 SolarWinds Orion Attack.

A trusted vendor is supposed to be a strength in security. However, in recent years, some
incidents have proved how it can be the ultimate backdoor for the branches. One of the
most damaging supply chain attacks was the 2020 SolarWinds Orion attack. In this attack,
the attacker didn’t target the victim directly; they targeted the third-party vendor who was
responsible for developing software updates. Reportedly, the Russian intelligence Opera-
tive compromise onion software development environment. They injected malicious code
into the onion network management system. When SolarWinds published the software
update, thousands of customers had already installed the compromised version. Over
18000 customers installed the compromised version between March and June 2020. The
incident raised many questions, one of the most terrifying questions is why the breaches
occurred went undetected for nine months. The answer is also very alarming for the sup-
ply chain system. Because the software update came from the trusted vendor and was
digitally signed with the certificate, Orion doesn’t have any reason to be doubtful about it.
Monitoring vendor security is not a common practice; most of the companies assume that
vendor security is a vendor issue[13].

2.4.2 Moveit managed file transfer breach.

In May 2023, a critical zero-day vulnerability occurred in the moveit, a widely used file
transfer product lead to the largest supply chain breaches in recent years. The application
is used by thousands of customers across sectors, such as health care, finance, education,
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and government, to exchange large amounts of sensitive data with vendors and partners.
A ransomware called CLOP explores its previously unknown flow to gain unauthorized
access to its server. Public analysis estimates that around 2773 companies and around
95,788,491 individuals are affected through this attack[49].

From a supply chain perspective, Moveit acted as a central hub; many organizations
trusted it as a secure channel for exchanging files and data with the numerous exter-
nal partners. This moveit fall indicate that even the organizations with high security can
be compromised indirectly because their data passed through a vulnerable third-party ser-
vice. The incident illustrates how traditional assumptions about using an enterprise MFT
product mean the file transfer is safe. However, it can fail when supply-chain software is
targeted, and how the breach impact is amplified when a service concentrates data from
many different controllers and processors.

2.5 Requirement Gathering

The system requirements for the proposed framework are gathered through extensive re-
search on papers and journals, case study, literature review, analysis of security and cloud
based supply chain and the requirement gathering focused on finding necessary require-
ments like security, privacy requirements, access control, cloud communication , vendor
trust and regulatory considerations. In addition an expert interview is conducted with the
CEO of Mobility Service ApS, a Denmark-based company involved in digital and cloud-
integrated services and is conducted to gain practical industry insights into real-world
challenges related to cloud-based data sharing supply chain, third-party trust manage-
ment and privacy concerns in interconnected modern business environments.

The identified requirements are categorized into functional requirements and non-functional
requirements. Also, MoSCoW prioritization technique is applied to classify requirements
into must have, should have, could have and won’t Have. Finally, this prioritization helps
to identify the core security and privacy mechanisms required for the prototype imple-
mentation.

2.6 Research Limitations

The research and prototype implementation shows the following limitations which are
listed as below:

• The proposed framework is implemented, executed and tested in a local develop-
ment environment instead of real enterprise cloud infrastructure.

• The framework focuses mainly on dataset protection related to employees and secure
scenarios of inter-organizational sharing instead of all supply chain data categories.

• The research does not include real time testing and cyberattack simulations.

6



• Though the proposed architecture conceptually includes the integration of a Key
Management Service (KMS) but prototype implementation utilizes Fernet-based sym-
metric encryption with locally managed keys.

• API keys are used for simulating vendor verification and authentication mechanisms,
rather than utilizing sophisticated enterprise Identity and Access Management (IAM)
solutions.

• Real cloud-based platforms like AWS KMS, Azure Key and oogle Cloud KMS are
not included in the prototype implementation.

• The research does not cover additional and advanced security mechanisms at the
enterprise level, such as SIEM integration, anomaly detection or AI-driven threat
analysis.
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3 Theory and Background

This chapter is established to show the theoretical background for the proposed privacy-
preserving secure data sharing framework in cloud-based ICT supply chain management.
At first, we will discuss the ICT suppliers and how modern supply chain management
relies on interconnected information systems and cloud platforms, where multiple in-
dependent organizations, vendors, and services continuously exchange operational and
security-relevant data. Then we will discuss how current supply chain management shar-
ing their sensitive data, and in such an ecosystem, how complex trust relationships increase
the risk of cyber attacks, data leakage, and privacy violations. The chapter also discusses
privacy-preserving techniques, such as anonymization, pseudonymization, tokenization,
encryption, and privacy-by-design regulations, and examines existing risk-assessment and
cybersecurity frameworks used to evaluate and decrease supply-chain threats.

3.1 Supply Chain in Information System.

In an information system context, “supply chain” means the end-to-end chain of the ICT
products, data, services, and providers that are needed to deliver our digital system, not
just physical goods. It is a globally distributed, interconnected set of organizations, people,
processes, products, and services. It spans the entire system life cycle from design to
delivery, maintainance and final decommissioning or disposal.[12] In another way, the ICT
supply chain specifically refers to the chain of actions that transforms raw resources into
ICT products and services such as computer hardware and software, applications, and
cloud subscriptions. In some cases, this service can be accessed from the physical object,
such as microchips. In other cases, it is heavily reliant on the distribution and access to
service via telecommunications infrastructures such as the internet.

3.1.1 Who is an ICT supplier.

An ICT supplier refers to any business or enterprise that provides ICT products or services
to individuals or organizations. It also refers to businesses or enterprises that provide
electronic components or the raw materials required for their production. It also refers to
software, cloud services, and managed services. The following is a non-exhaustive list of
the different categories of ICT suppliers[70].

• Software Developer.

• Cloud Developer.

• Software as a service provider.

• ETC

Also, the ICT supply chain includes many more services, such as technology and internet
service providers.
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3.1.2 What type of data is shared between suppliers

In the IT supply chain, most of the operational data is shared, and businesses sometimes
share personal data they shared between the partners.

1. Operational and logistics data, which includes Inventory levels, stock locations, bar-
codes, Orders, order status, shipment status, and delivery confirmations.

2. Production and process data, which included production schedules, capacities, lead
times, Bills of materials, quality control data, and maintenance logs

3. Personal Data, which included Sales data, Name, Personalized choices, Customer
feedback, Warranty information, Return and refund records. Personal information
sharing can be changed between the sector to sector. For example, for a Banking
supply chain system, the sharing of personal data includes payment details, Amount,
account details, currencies, and customer details.

3.1.3 Cyber Risk in Supply Chain Information System.

In a supply chain, Cyber risk means any of the suppliers, component or stages in the
life cycle becomes the weakest point for an attack on the entire system. The question is
where the risk comes from in the supply chain. Usually, the companies work with multiple
parties; however, they don’t have the full insight into the company’s security practices or
where the components come from. This limited the visibility and made it hard to see the
back door for the attack. Also, poor design, weak security, tampering during shipping,
and a compromised update process are responsible.
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Figure 1: Supply Chain Risk Life Cycle[14].

According to the World Economic Forum[20] five most important risk factor into the sup-
ply chain environment are as follows,

• Cyber Inequity.

• Limited visibility on the supply chain.

• Vulnerabilities introduced by third parties.

• Dependency on critical Providers.

• Geopolitical Impact.

These factors directly influence the supply chain environment. Organizations must proac-
tively tackle the complexities and risks stemming from supply chain inter-dependencies.

3.1.4 How to mitigate cyber risk in supply chain system.

Today, cyber supply chains can be complex, global, and interconnected, with resources and
processes across multiple levels of organizations. Mitigating cyber risk in the ICT supply
chain is about managing the risky suppliers or components and limiting the harm they
can do. Different frameworks are established to help companies to manage and reduce IT
cyber risks. For examples C-SCAR, FISMA, and NIST C-SCAR and ETC. In general, we
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have to map our ICT supply chain by knowing that our vendors, cloud services, libraries,
and integrators are critical and what systems and data they touch. Then, we need to build a
formal cyber risk management(C-SCRM) process. Where we have to define policies, roles,
and regulations that align with frameworks such as NIST or EU supply chain tools. Then
we need to do a regular audit on critical suppliers to make sure they are following that
framework[6]. In our thesis, we will try to reduce cyber risk by restricting and protecting
the data that flows between the partners, even when the partners or components might be
compromised.

3.2 Cloud Computing Architecture and Security Models

Cloud computing acts as the main technological infrastructure for modern Supply Chain
Management(SCM) systems, as most of the SCM system depends on cloud. Cloud com-
puting enables distributed data sharing among multiple stakeholders of the organization.
As this thesis proposes a privacy-preserving secure data sharing framework, it is very
important to understand the architectural structure and security governance of the cloud.

This section mainly focuses on different cloud service models and their relevance to SCM
platforms. It shows multi-tenant cloud architectures and associated data isolation chal-
lenges, discusses the Shared Responsibility Model in cloud security and outlines common
cloud security threats. All these components collectively establish the necessary under-
standing and foundation for designing the proposed framework.

3.2.1 Cloud Service Models

Cloud computing provides computing resources on a demand-driven, scalable basis. It is
typically delivered through three main service models: Infrastructure as a Service (IaaS),
Platform as a Service (PaaS), and Software as a Service (SaaS).[30]

Figure 2: Cloud Service Model [30]
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The role of three service models in cloud based Supply chain management system are
listed below:[30]

• IaaS offers virtual machines, storage systems and networking infrastructure to host
the supply chain databases and logistics systems.

• PaaS includes development platforms, which have API integration, analytics engines
and data processing modules.

• SaaS delivers the full cloud SCM applications includes procurement management,
warehouse management and shipment tracking systems.

The proposed privacy-preserving framework is majorly performed at the SaaS layer, where
data transmission among supply chain stakeholders take place. However, security mea-
sures are expanded both to PaaS and IaaS layers in order to provide encrypted data,
confidential settings and protect infrastructure levels. This layered alignment provides
comprehensive coverage of security within the cloud stack.

3.2.2 Multi-Tenant Cloud Architecture in Supply Chain Ecosystems

The cloud-based SCM systems in the modern world are generally implemented on a multi-
tenant platform, meaning that more than one organization (supplier, manufacturer, distrib-
utor, and retailer) uses a shared cloud infrastructure.[66]

Figure 3: Multi-tenant Cloud Architecture [66]
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Multi-tenancy enhances the scalability and cost-efficiency of a system, but it also presents
serious risks of privacy and data isolation. unauthorized Cross-tenant data access, mis-
configuration, or logical isolation failure might result in sensitive business information
leakage.[66] To deal with these issues, the suggested framework assumes:

• Organizational logical data segregation.

• Encryption keys of tenants.

• Grained policies on access control.

• Enforcement of Attribute-Based Access Control (ABAC).

These mechanisms ensure that only the data that is supposed to be used in its operational
purpose is accessed by every participant in the supply chain ecosystem, thereby preserving
confidentiality and organizational privacy.

3.2.3 Shared Responsibility Model in Cloud Security

Cloud security follows the Shared Responsibility Model, in which security responsibilities
are shared between the cloud service provider and the customer organization.[48]

Figure 4: Shared Responsibility in cloud [48]

The cloud provider is responsible for [48]:

• Physical infrastructure security

• Hardware maintenance
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• Network infrastructure protection

The customer organization is responsible for [48]:

• Data protection

• Identity and access management

• Application security

• Configuration management

The privacy and data-sharing risks in cloud-based supply chain management are primarily
the customer’s responsibility. Thus, the suggested framework is aimed at reinforcing the
customer-side controls through providing encryption, identity checking, and access control
enforcement, as well as secure API communication solutions.[48]

This alignment guarantees that the framework supplements the infrastructure security of
the provider, as well as dealing with the issues of application-level and data-level confi-
dentiality.

3.2.4 API-Based Integration and Security Risks

Cloud-based SCM systems rely heavily on API-driven integration to facilitate real-time
communication among the stakeholders. APIs connect:

• Procurement systems suppliers.

• Inventory databases to warehouses.

• Shipment tracing providers to logistics providers.

• ERP solutions to cloud-based SCM solutions.

However, APIs always have some loopholes for the attackers. Some of the attacks are listed
below:

• Man-in-the-middle attacks

• Unauthorized API access

• Information eavesdropping in transit.

To address these risks, the suggested framework will incorporate secure API gateways,
token-based authentication schemes like OAuth, encrypted communication protocols like
Transport Layer Security (TLS), verification of digital signatures to guarantee data integrity
and authenticity, and API rate limiting and ongoing monitoring of the use of the APIs to
detect and prevent abnormal behaviors. The structure can help the supply chain partners
of the cloud environment to share the data safely, controlled, and preserving data privacy
by providing strong inter-organizational API communication security with the help of
these layered controls.
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3.2.5 Cloud Security Threat Landscape in Supply Chain Systems

The cloud-based supply chains are vulnerable to various security risks such as:

• Misconfigured storage Data breaches.

• Insider threats from privileged users

• Distributed Denial-of-Service (DDoS) attacks affecting availability

• Cross-tenant data leakage

• Third party integration malware insertion.

These risks have the potential to affect operations and competitive business information,
as well as damage the trust of the supply chain partners.

The proposed privacy-preserving architecture overcomes these threats by a multi-layered
security solution incorporating encryption, access control, identity verification, API pro-
tection, and governance by policy. This multi-layered design would increase the resilience
while maintaining efficiency in supply chain operations in cloud-based settings.

3.3 Information Security Fundamentals

The rapid development of Internet technologies defines the present trends in the devel-
opment of SCM systems. Modern supply chains are interconnected through a digital
ecosystem that is composed of manufacturers, suppliers, contractors, transport, and trad-
ing companies. The lines between businesses vanish as they integrate into the business
community. As a result, there is an exchange of data in real time and supply chain part-
ners operate within tightly coupled digital infrastructures, for e.g. Using web-based design
with Japanese partners, a company like Adapter saves 10 million dollars a year.[11]

This shows that there is a huge increase in digital connectivity that can cause security
challenges and risk. For example risk of illegal access, data leakage, and cyber attacks rises
when several business organization share operational and business data across network or
systems. Thus, in order to guarantee that shared data or information is safe, accurate
and can be trust there should be depth understanding and implementation of information
security fundamentals.

3.3.1 The CIA Triad: Core Principles of Information Security

Information Security Fundamentals refers to the techniques that help to protect and pre-
serve the data from unauthorized access, threats, loss, and alteration. The foundation of
Information Security is CIA( Confidentiality, Integrity, and Availability) traid[17], and the
majority of security events fit into one of these three groups. Confidentiality means that
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the sensitive and private information is accessible only to the authorized users, integrity
ensures the information is not altered and is accurate, and availability ensures that the data
and information are accessible to the authorized users when they are required in time [69].
These three core principles help to preserve the integrity and security of the supply chain
management.

Figure 5: CIA Traid[69]

3.3.2 Access Control Mechanisms in Modern Supply Chains

Modern supply chains are becoming more complex incorporating production facilities,
warehouses, logistics operations, and IT systems and this complexity results in several
vulnerable points that can be exploited by criminals, insider threats, or even competitors so
for this the access control mechanism plays crucial role in securing modern supply chains
by implementing technique for accessing system and handling sensitive information [16].
Access control is vital for preventing unauthorized access, ensuring regulatory compliance,
enhancing theft prevention measures, improving operational efficiency, and facilitating
data-driven decision-making. [3].

3.3.3 Data Protection and Trust Mechanisms for Privacy-Preserving Secure Data Shar-
ing

Data protection technique such as pseudonymization, encryption, hashing, Multi-factor
Authentication, and anonymization plays an important role in privacy-preserving secure
data sharing. Organizations have two primary choices for safeguarding personally iden-
tifiable information (PII): anonymization and pseudonymization. Their implementation,
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benefits, and regulatory impacts may vary, but both of them protect sensitive identity [39].
While anonymization permanently eliminates all identifiers that make re-identification
impossible, pseudonymization substitutes identifying information with a pseudonym.

The lack of trust between the stakeholders in the SCM system remains a very difficult
problem. Thus, the following should be guaranteed by the safe data sharing approach: [9]

• restricted exchange of information in sites that are trusted.

• keeping an eye on data consumption and spotting unauthorized sharing in trusted
domains

• audit logging, monitoring and reporting companies that use or disclose information
without authorization while it’s being transferred between partners.

3.3.4 Risks of Unauthorized Data Disclosure in Inter-Organizational Environments

In a modern supply chain,a significant risk is the unauthorized disclosure and leakage of
data related to information shared among partners across various domains and this infor-
mation could be spread to other organizations, thereby making it impossible to monitor
how the information is accessed and used[9]. Such risks can emerge from Man-in-the-
Middle attacks during data transmission, data leakage due to less access controls, and in-
sider threats where authorized users abuse their privileges and these weaknesses therefore
increase the chances of breaches of confidentiality occurring across inter-organizational
networks. So, the organizations should implement and adopt application-layer security
mechanisms that follows principle of privacy-by-design, rather than depending only on
the infrastructure-level protections provided by cloud providers.

3.3.5 Threat Modeling in Supply Chain Data Sharing (STRIDE Framework)

In 2024 serious supply chain Attack was noticed, an attacker spent several years pre-
tending to be a helpful developer in an open-source project called XZ Utils that is used in
many Linux systems.After gaining the trust of the project maintainers, the attacker secretly
added a malicious code into the software. This software is used by millions of computers,
so the backdoor could have allowed attackers to secretly login and get access to many
systems through SSH. Fortunately, by chance a Microsoft engineer named Andres Freund
noticed that SSH logins were slightly slower than normal, investigated it, and discovered
the attack before it spread widely.[38]
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Figure 6: STRIDE Threat Model[54]

This shows why the STRIDE framework is important and helps to detect threats or attacks
in the supply chain. In order to identify and resolve software vulnerabilities. Microsoft ex-
perts developed STRIDE in the 1990s, which identifies six security threats: Spoofing, Tam-
pering, Repudiation, Information Disclosure, DoS, and Elevation of Privilege. By identify-
ing weaknesses in security early in the development process, STRIDE is more economical
than later solutions and assists teams in creating robust defenses against cyber attacks, the
model secures system infrastructure, devices, and networks [54]. STRIDE framework in-
directly ensures CIA traids in the system by identifying possible attacks that could violate
CIA properties [54].

3.4 Cryptography and Secure Data Transmission

Cryptography is the practice of safeguarding information by developing and using coded
algorithm so that only authorized parties can read or modify. It helps to masks commu-
nications to prevent unauthorized individuals or parties from accessing them thus main-
taining security and integrity of software and data.[64]. It also plays an important role
in supply chain systems by protecting sensitive business data such as orders, shipment
details, supplier information as well as necessary records from unauthorized access or
modification as modern systems mostly rely on many third-party components that can
introduce security threat or vulnerabilities.[73]

3.4.1 Symmetric encryption and Asymmetric encryption

Symmetric encryption uses the same key at both the sender as well to the recipient sites for
both encryption and decryption. The distribution of keys must occur before to the starting
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of information transmission. It means it uses one secret key and the process is very fast,
efficient for large data volumes and require low computational cost [50]. Example: DES,
AES etc.

Asymmetric encryption uses two different keys one is public key that is used to encrypt
data and the other is private key that is used to decrypt data. Here, the receiver creates
both the public as well as private keys and the public key is subsequently sent to the sender
by a public-key distribution channel by the receiver [50]. Example:RSA, ECC etc. For both
encryption and decryption, asymmetric key cryptography uses mathematical techniques.
On the other hand, symmetric encryption operates by changing and rearranging data
symbols. Asymmetric cryptography is frequently used for safe secret key exchange, digital
signatures as well as authentication. [50]

It can be challenging to decide between symmetric and asymmetric encryption, therefore
here are some important distinctions. For speed because symmetric encryption uses less
processing power than asymmetric encryption, it can encrypt massive volumes of data
more quickly [58]. For Key distribution, since the same key is used for both encryption
and decryption in symmetric encryption, safe key distribution is essential and in asym-
metric encryption only the public key must be shared while the private key is kept private,
asymmetric encryption makes key distribution easier[58].For use cases, while asymmetric
encryption is frequently employed for safe key exchanges, digital signatures, and authen-
tication in open systems, symmetric encryption is best suited for bulk data encryption
and secure communication within closed systems and for security, because asymmetric
encryption uses two distinct keys, it is thought to be more safe because it is more difficult
for hackers to breach the system [58]. However, when properly implemented with robust
key management procedures, symmetric encryption can still offer high security and the
security of encrypted data is further improved by modern encryption standards, which
are specifically made to protect against brute force attacks [58].

3.4.2 Hashing functions and Digital Signatures

Hashing transforms input data of arbitrary size into a fixed-length string of characters
known as a hash digest or hash value. So, regardless of the size of the input, this pro-
cedure produces a distinct digital fingerprint for the input that guarantees consistency in
output length [24]. It also provide collision resistance that makes impossible to find two
information that creates same hash value. Common hashing algorithm are SHA family
(SHA 1, SHA 2, SHA3), MD family, etc.Hashing is also used in file verification, digital sig-
natures and password protection. In SCM, before the records is sent to the cloud systems,
a company can generate a hash value to ensure the data was not altered or modified.
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Figure 7: Hashing[35]

SHA-256 is the member of SHA 2 family and is used by most of the modern system
where strong security is needed. It produces a 256 bit hash values and is utilized by nu-
merous cryptocurrencies, including Bitcoin.The NSA created it, and NIST standardized
it. It provides robustness and great resistance to collisions. [28]. For example,the in-
put text: 2256, the SHA-256 hash is: 5e3e69c8d4c5e0c70b0a64c96b86c09f70f9137bac9c0ed
912055e294d9af89c

A digital signature is a cryptographic method that is use to ensure integrity, authenticity
and non-repudiation. It provides evidence that the message was sent by the respective or
known sender and has not been altered during transmission By validating that the content
or message hasn’t been changed while in transit, this verification procedure adds a layer of
trust and protection removing the need of phyiscal signature. Here, the message must first
be hash or digitally fingerprint. After that, the digital signature is created by encrypting
this hash with the sender’s private key and sending it with the message. After receiving
the message, the receiver decrypts the signature and compares the hash values using the
sender’s public key. Finally, the message’s authenticity is checked if both hashes matches
or not.[26]

3.4.3 Public Key Infrastructure (PKI)

Public Key Infrastructure (PKI) is a mechanism to verify and manage the legitimacy of
digital certificates and public keys. It guarantees that public keys are assigned to the
right entities and enhances the legitimacy of cryptographic systems by establishing cryp-
tographic links between digital certificates and unique users, institutions, entities or third
parties [68]. The main components of PKI are Certificate Authority (CA),digital certifi-
cate ,registration authority (RA), and certificate repository. So, PKI assists supply chains
in confirming that downloaded data or software comes from reliable sources. For in-
stance, PKI employs SSL/TLS certificates to verify the platform’s identity and guarantee
secure communication when a company connects to a cloud-based supply chain platform
through https.[40]
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Figure 8: PKI Authentication Process[40]

The above figure shows how the PKI authentication process works, where digital cer-
tificates that link a user’s identity to a public key are issued by a respective Certificate
Authority. These certificates guarantee safe and reliable communication by enabling recip-
ients to validate signed data and authenticate the sender.The sender’s public key can be
obtained by downloading or accessing the certificate and the data is sent to a third party
after being signed by the sender using their private key.The public key from the certificate
is used by the receiver to authenticate the sender and ensure that the data has not been
tampered. [40]

3.4.4 Encryption at rest and encryption in transit

Encryption at rest means encryption applied to stored data. Examples: cloud storage,
databases, backup systems, disks, etc. It helps to protects data if storage systems are
compromised or misused and prevents unauthorized database access [42]. Encryption at
transit means encrypting data when it is moving between networks so it means that it is
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used when data is traveling between systems or networks.Examples: HTTPS ,TLS,secure
APIs, etc.[42]

This concept helps in supply chain management for protecting sensitive logistics, inven-
tory or transactional data as it moves between supply chain partners and are kept in
company databases.

3.4.5 Key Management and Key Management Service (KMS)

Key management refers to the systems and policies that a company uses which includes
key generation, storage in secure manner, backup, distribution to the authorize user, ro-
tation and destroy of cryptographic keys.It also shows how keys are handled throughout
their existence as it is an essential part of cryptographic systems.Proper key management is
an important factor essential for maintaining the confidentiality, integrity, and availability
of encrypted data and systems because even if the data are encrypted strongly it becomes
useless if the keys are exposed, weak or used in improper way [36].

Organizations can centrally manage encryption keys required to safeguard data and apps
with the use of Key Management Service (KMS). It is a cloud-based tool and using an in-
tegrated interface, KMS platforms from major cloud providers like AWS, Microsoft Azure,
and Google Cloud helps to enable customers to produce, rotate, disable as well as monitor
key [37]. KMS is also commonly used with Identity and Access Management (IAM) ser-
vices so that organizations can control who is allowed to do what,use respective key for
specific purpose as well as maintain audit records of key activities [37].

In cloud-based supply chain systems, KMS helps to secure important resources such as
databases, storage, APIs, backup files, and activity logs by managing encryption keys in
a centralized way. Overall, this reduces the complexity of manual key handling while
guaranteeing confidentiality and compliance [37].

3.5 Privacy-Preserving Techniques

Privacy-preserving methods are essential for safeguarding sensitive information in cloud-
based Supply Chain Management (SCM) systems. Because the supply chain partners often
share operational and business data on the cloud, it is important to secure confidential
information to ensure it is not shared with the wrong parties. These methods enable
organisations to exchange useful information and reduce the risk of exposing confidential
information. Privacy can be ensured in the process of sharing of data in a distributed
environment by the following approaches.
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3.5.1 Anonymization and Pseudonymization

Anonymization and pseudonymization methods are used to protect sensitive identifiers
in datasets that are shared across systems. Anonymization completely alters personally
identifiable information in such a way that no individual or organization can be directly
identified using the data. On the other hand, Pseudonymization, instead of replacing
identifiable information with artificial identifiers or tokens, it retains the ability of the
pseudonymized data to be re-identified when it is needed. [4]

Figure 9: Anonymization vs Pseudonymization [4]

In the proposed solution, these methods could be employed to store sensitive data like
supplier identities, contract details, or customer-related data in cloud-based supply chain
systems when the data is shared by several different organizations. With the use of
anonymization or pseudonymization, the organizations will be able to minimize the risk
of privacy and preserve the utility of the shared operational data.

3.5.2 Tokenization and Data Masking

Both tokenization and masking of data are widely used methods of securing sensitive data
stored or transferred in clouds. In tokenization, sensitive data elements are replaced with
randomly selected tokens that possess no exploitable value outside the system. The data
is stored in a secure location and would only be accessed with the help of secure mapping.
On the other hand, data masking hides certain aspects of sensitive data by replacing it
with a distorted or partial hiding of the values. As an example, financial data or contract
values can be masked when they are distributed to third-party partners.[52]
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Figure 10: Tokenization vs Data Masking [52]

These methods are used in the cloud-based supply chain systems to ensure that there is
no unauthorized disclosure of confidential business information and that the necessary
operational processes continue.

3.5.3 Differential Privacy

Differential privacy is a privacy-saving method that is created to protect the entry of an
individual’s data when conducting a statistical analysis on datasets. It operates by adding
controlled random noise to query results so that the presence or absence of one record
does not have a big impact on the output. [43]

Differential privacy can be introduced in supply chain environments whenever an organi-
sation share some analyticals or aggregated performance information. The system will be
able to give useful analytical information by introducing minor differences to the results
without exposing specific operational information about individual companies.

3.6 Access Control Models

Access control models are models that specify the way permissions are assigned in a
system to allow only authorized users to access certain resources. Cloud-based supply
chain environments involve several organizations communicating on common grounds,
and it is a critical requirement to implement effective access control measures. These
models control the user privileges and ensure that sensitive data can be accessible only to
the identifiable stakeholders.
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3.6.1 Role-Based Access Control (RBAC)

Role-Based Access Control (RBAC) is a system that assigns roles to users based on their
organizational roles. Rather than assigning permissions to specific users, access privileges
are associated with roles such as supplier, warehouse manager, or logistics coordinator.
[45]

Figure 11: RBAC Model [45]

RBAC makes it easier to manage permissions, and it has been widely used in enterprise
systems. However, in some complex supply chain ecosystems where access might need
different requirements based on the situation, RBAC itself might not offer enough flexibil-
ity. SO, the RBAC model performs weak when: [57]

• There is unique users with multiple roles and responsibilities.

• Roles are hard to establish because of difficult business logic.

• Permissions should be continuously managed as well mapped to both new and cur-
rent roles in order to scale up to a large size.

• Authorizations is specially based on dynamic parameters. [57]

3.6.2 Attribute-Based Access Control (ABAC)

Attribute-Based Access Control (ABAC) is a more dynamic and flexible form of access
control model that takes decisions with regards to attributes linked to the users, resources
and other environmental conditions. These attributes may include user role, type of orga-
nization, location, time or context of transaction.[18]
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ABAC enables fine-grained access control policies that can be flexible form of supply chain
environment. This model enables organizations to apply stricter and context-sensitive
security policies in data sharing across different cloud platforms by considering numerous
attributes at the same time. The benefits and drawbacks of ABAC are explained below:
[63]

Advantages: [63]

• Highly adaptable: It can manage various complex scenarios.

• Intelligent choices: By considering a wide range of factors, it can determine access
rights in a more nuanced manner.

Disadvantages [63]

• More challenging implementation: Due to the multitude of factors to take into ac-
count, ensuring everything is set up accurately requires more effort.

• Speed: Verifying all those particulars can be time-consuming, leading to latency—particularly
in large systems.

3.6.3 Policy-Based Access Control (PBAC)

Policy-Based Access Control (PBAC) is an authorization model that assesses declarative
policies to determine access based on attributes, context, and rules and offers centralized
and flexible policy management [41]. It is closely associated with Mandatory Access Con-
trol (MAC) and Attribute-Based Access Control (ABAC), which uses security categories
and policies to control access to protected resources [46]. A PBAC system uses centrally
managed policy requirements to grant or deny access (and other) requests as compared to
automatically providing access to data or limiting access based on static attributes [15].

The important elements of PBAC consist of: [67]

• User attributes that includes features of users, including departments, clearance lev-
els, and positions.

• Resource attributes which is the information about the resource, including its kind,
owner, and sensitivity.

• Environmental conditions like situational elements such as location, time of day, and
level of network security.

26



3.7 Zero Trust Architecture

Zero Trust Architecture is a concept of security implemented on the premise that one
should never trust anything, but must verify “never trust, always verify.” Unlike the tradi-
tional security models that are based on network boundaries, Zero Trust demands constant
authentication and permission of each access request, regardless of the position of the user
within or outside the network.[31]

Figure 12: Zero Trsut Architecture [31]

Zero Trust principles are used in cloud-based systems of a supply chain to verify users,
devices, and applications prior to accessing sensitive resources. This will enhance security
as this strategy reduces the chances of intrusion and insider threats in distributed clouds.

3.8 Regulatory and Compliance.

This section explained the regulatory and complaints landscapes that shape how cyber
risk must be managed in a supply chain environment. At first, we will introduce some key
data protection principles and framework such as GDPR, including data minimization and
privacy by design, and clarify the role of the data controller when multiple organizations
are sharing data across a complex digital environment. Finally, the section will discuss the
cross-border data transfer obligation and cloud-specific compliance challenges, providing
the foundation for the privacy-preserving secure data-sharing framework proposed in this
thesis.
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3.8.1 GDPR principles and privacy by design.

According to the Global Data Protection Regulation, sharing personal data must follow
core principles such as lawfulness, fairness, and transparency, purpose limitation, data
minimization, accuracy, storage limitation, integrity, confidentiality, and accountability.
Data minimization means we should collect the data only for a legitimate purpose, and
further processing must be for the achieving somethings for the public interest. And also
deleting the data when it is no longer needed. This directly constrains how much data
supply chain partners are allowed to exchange[7].

Article 25 introduces the data protection by design and default, which require controller
to build appropriate technical and organizational measures into the system from the start
of the design to ensure that, by default, only the minimum data is collected for each
purpose[23].

3.8.2 Data Controller vs Data Processor.

According to the GDPR, there must be one data controller for any organization. The role
of the data controller is to control the purpose of the data processing. Controllers remain
responsible for compliance, and the data processing must follow the GDPR requirements.

On the other hand, a data processor processes data on behalf of the Data controller. Data
processors are bound by the contract, which prohibits them from acting outside the doc-
umented instructions, applying appropriate security measures, assisting with rights re-
quests, and returning or deleting data at the end of the engagement.[7]

In an ICT supply chain, a local organization such as a bank or a hospital will often work
as a data controller, while the cloud provider, SaaS vendors, and other ICT suppliers
act as data processors. This role is important for our framework because its affect who
is authorized to see what, who must sign a data processing agreement, and who bears
minimum accountability if data sharing goes wrong.

3.8.3 NIST Cyber framework

The NIST cyber framework also provides a widely used structure for managing cyber
attacks. The framework has five core functions [13] Identify, Protect, Detect, Respond, and
Recover, with a newer Govern function added in CSF 2.0.
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Figure 13: NIST Five Core Functions in the Framework[5].

These functions are the highest level of abstraction included in the framework; they act as
the backbone of the framework, and all the other elements are organized around them.

Identity is about first understanding what type of data we have and what risks we can face.
According to that, we need to map our assets, systems, and data. This early assessment
will give us a clear picture of which supply chain equipment is most valuable for our
system.

Protect is about putting safeguards in place to control and mitigate the cyber incident. This
included technical measures like access control, encryption, and network control. Also, the
role of the employees who have access to what. The goal is that if the system is misused,
the core asset and the data remain as safe as reasonably possible.

Detect is identifying the issue as quickly as possible, which includes logging, monitoring,
intrusion detection systems, and alerting processes that can recognise unusual activity,
suspicious access patterns, or known indicators of compromise

Respond describes what organizations should do if a cyber incident occurs. This includes
trialing and analyzing the event, containing its spread, communicating with stakeholders,
and taking short-term remedial actions.

Recover is about restoring normal operations. This includes bringing the system back
online, restoring the data from the backup file, and making sure that the vulnabilities got
fixed.
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3.8.4 Cross Border Data Transfer.

Data that takes place outside the EEA, according to the GDPR, requires that the level of
protection in the receiving jurisdiction must be essentially equivalent. The mechanisms
that are typically uses and available include the use of adequacy decisions, Standard Con-
tractual Clauses (SCCs), Binding Corporate Rules (BCRs), and technical and organizational
measures such as high-grade encryption. Recent guidance has clarified that organizations
must do risk assessments for the transfer, assess the surveillance and access risks in the
third country, and, where necessary, consider the use of additional measures such as the
use of end-to-end encryption with the key located within the EEA.

In the context of an ICT supply chain or cloud computing environment, the use of cloud
services outside the EEA, global support teams, and sub-processors outside the EEA can
give rise to obligations in order to cross-border transfers. The creation of an environ-
ment that minimizes the amount of personal data that is exported, utilizes pseudonymity,
and ensures that the keys are under the control of the EU can therefore have the direct
consequence of reducing the legal risk associated with the sharing of personal data with
extra-EU suppliers[72].

3.9 Risk Assessment and Security Evaluation Model

This section introduces how cyber risks are systematically understood and measured
within the ICT supply chain. First, it will discuss some common risk assessment frame-
works for cyber risk assessment. Then we will move into what kind of cyber attack can
happen in a supply chain scenario. It then distinguished between qualitative and quan-
titative risk analysis. Finally, it will discuss the security performance trade-offs that arise
when adding stronger protection mechanisms.

3.9.1 Risk Assessment Framework.

Risk assessment framework provides a structured way of identifying what can go wrong,
how likely it is, and how bad the impact would be, so that the security measurement can be
prioritized. Typically, approach identifying threats and vulnerabilities, estimate likelihood
and impact, then derive a risk level that informs treatment options such as mitigation,
transfer, acceptance, or avoidance. In the ICT supply chain, identifying risk linked to the
third-party component, cloud service, development tools, and data sharing relationships.
One of the most common examples of the risk assessment model is the open fair model
[14].
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Figure 14: Open Fair Model [53].

Factor analysis of information risk is the international standard quantitative model for
information security and operational risk. It provides understanding, analysis, and quan-
tifying risk in financial terms. Unlike other models, which only focus on the qualitative
color chart assessment.

3.9.2 Type of Cyber attack in ICT supply chain.

ICT supply chain is more vulnerable to cyber attacks due to it tree shape nature. As
it deals with several third party component, if one element gets compromised, then the
whole system can be compromised easily. Some common examples of the attack are

Man-In-the-Middle is a common attack happening in the supply chain environment.
Where an adversary secretly positions themselves between the two supply chain part-
ners and intercepts or alters the data exchange, while both parties are still believing they
are communicating with each other[29].

Phishing Attack is another common attack scenario happening in the supply chain envi-
ronment. In this attack, the attacker send a email, massage or a login link to any supply
chain partners by pretending it came from the true chain partners. This link or massage
lead to a fake website where the partner put their credential and expose it to the attacker.
Then the attacker can use these credentials to gain access to the real partner account[55].

Brute Force Attack is a trial-and-error-based attack where the attacker tries to guess the
password to get access to the system. This attack is effective in exposing partners’ portal,
APIs, and admin console used by suppliers[60].

There are a lot of attack can happen in the supply chain, such as web attacks, DoS, and
DDoS attacks. With this attack, the attacker can gain access to the vulnerable partner
devices and store our customer information[55].
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3.10 Secure API Gateway

API stands for Application Programming Interface. While an application could be software
that carries out a specific activity, an interface serves as a common point of communication
between two applications [61]. .

Organizations carry out business activities including order management, shipment track-
ing, inventory updates, and invoice sharing because of the help of API that helps to enable
real-time interaction with other computer systems, servers or cloud platforms. However
it is seen that API provide a significant attack surface for cyber threats such unauthorized
access, credential theft, data interception, API abuse, and denial-of-service attacks because
they are exposed over networks and frequently accessible by several external parties.In
addition when the API tends to trust data from such third-party services, attackers may
choose to target those other services instead of the API itself [71].

In order to reduce this risk organization uses secure API gateway as a centralized, security
and governance layer between client and server. So, API request goes through an API
gateway that serves as main entry point that ensures required security measures such as
proper authentication and authorization, monitoring events and applying policy control
before request passes through main or internal system. It also depends on robust identity
management, encryption and observability to safeguard microservices and data exchanges
at scale. [19]

3.10.1 Secure Transmission(HTTP over TLS (HTTPS))

In the digital age, secure data transmission over networks is critical requirement because
data is exchanged between different entities over networks and ongoing risks such data
tampering, eavesdropping, and man-in-the-middle attacks can happen in this process [44].
In order to address these risks, secure communication protocols are used to ensure confi-
dentiality, integrity, non-repudiation, authenticity as well as availability during data during
transmission and to offer high-level security features [44].

HTTPS stand for hypertext transfer protocol secure and is a secure version of http. The
requirement for privacy became critical as the web expanded and activities like online
banking, e-commerce, and cloud-based systems have grown. The main goal of HTTPS is to
safeguard the data integrity, confidentiality, authenticity and privacy during transmission
of data. [34]. It does this by employing Transport Layer Security (TLS) that encrypts data
sent between communicating parties. This encryption protects attackers from intercepting
sensitive information such as login credentials, financial data, or personal records through
attacks such as Man-in-the-Middle attacks. [34]

Transport Layer Security (TLS) is a protocol that allows a client to safely communicate
with a server over an unsecured network and provide network security and connection
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using three ways that are explained below: [56]

• It uses encryption which means the data shared between client and server is en-
crypted in transit so that attacker cannot misuse or read it.

• Integrity which means an attacker cannot secretly modify data while in transit be-
tween the client and server.

• Client and server prove each other what they claim to be ensuring authentication.

There are Four Versions of the Transport Layer Security which are Transport Layer Security
1.0, 1.1, 1.2 and 1.3 with the same goal to to achieve a secure internet connection and
provide different level of security protection [47]

3.10.2 Authentication

Authentication is the process of confirming claimant’s identity before granting them access
to a system or service. It has different entities such as claimant, monitor and information
service(IS). Here, a claimant (person or system) says:“I am this user”. The monitor is a
service that checks whether that claim is true and if the identity is verified, the Information
System (IS) grants access to its service.[51].

It is very important to verify that each request originates from a reliable and authorized
source because weak authentication can enable attackers to impersonate suppliers, steal
credentials, access sensitive APIs and make malicious requests [2].In a supply chain man-
agement an authentication ensures that only registered supply chain partners can start
data-sharing requests that helps in strengthening trust among stakeholders as well sup-
ports Zero trust principles where every request must be verified.

3.10.3 Authorization

Authorization helps to decide what an authenticated identity such as user or service can do
and what resources it can access within a system. Authorization comes after authentication
in the majority of systems . It establishes what one is permitted to do once the system has
determined who they are.[62]

In supply chain management system it is crucial that all the participants do not have equal
access to the data or information that is shared.If the authorization is poorly implemented
then it may allow system to obtain more privilege than required that can increase the risk
of data leakage, privacy violation and misuse of data.

Modern authorization models include: Role-Based Access Control (RBAC), Attribute-
Based Access Control (ABAC) and Policy-Based Access Control that are explained in sec-
tion 3.6. In the proposed framework, the Secure API Gateway applies Attribute-Based
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Access Control (ABAC) that guarantees that only authorized partners can reach specific
datasets, while sensitive information is dynamically restricted or masked according to se-
curity and privacy rules.

By reducing exposure and upholding the Principle of least Privilege, both aunthentication
and authorization process collectively serve as the cornerstone of efficient access control
[8]. Some of the Key points are explained below.[8]

• Access control: Authorization authorizes access, while authentication confirms iden-
tity.

• Identification Check: Authentication uses biometrics or passwords to confirm iden-
tification.

• Permissioning: Authorization determines resource access by applying policies(such
as RBAC and ABAC).

• Zero Trust: One essential component of Zero Trust architecture is efficient access
control.

• Cloud Focus: Misconfigured access policies present special difficulties in cloud sys-
tems.

34



4 Analysis

This chapter is a bridge between the theory and background chapter and the concrete
problems observed in real cloud-based supply chain environments. At first, we will an-
alyze how the current supply chain management system sharing their data and where
they fall short with respect to security, privacy, and control over shared information. This
chapter will analyze the different challenges for the current supply chain management
system, and also the challenges for the users. At last, we will discuss some functional
and non-functional requirements for our proposed privacy-preserving secure data sharing
framework and categorize them by using the MosCoW prioritization.

4.1 Current System Analysis.

Figure 15: Data Sharing In Current System
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Figure (15) illustrates the data sharing architecture of the existing cloud-based supply
chain system, emphasizing the interaction of various stakeholders, including suppliers,
manufacturers, logistics providers, and cloud platforms, via interconnected data flows.
The figure shows that data is continuously shared across organizational boundaries through
centralized cloud services and API-driven integrations, enabling real-time coordination
and operational efficiency.

However, the figure implicitly reveals a number of flaws in the existing system as. First, it
has shown the lack of control and Visibility over shared data after once it shared from orig-
inated organization because the information is passed on to various third-party networks
and clouds without any explicit ownership and usage limitations.

Second, the figure shows a strong dependence on cloud infrastructure and shared plat-
form, whereby several tenants operates the same platform. This introduces the possible
threats of cross-tenant data access, misconfigurations, and responsibility boundaries which
are compliant to the risk of cloud-based system.

Moreover, the figure reveals that it is exposed to transmission-level threats (such as in-
terception, unauthorized access, and data leakage during exchange) because of intercon-
nected APIs and communication channels. These weaknesses are part of the larger security
and privacy issues especially in upholding confidentiality, integrity and secure access con-
trol.

Lastly, the figure represents a system where sensitive operational and personal data flows
in an unprocessed or minimally secured manner through various organizations and height-
ens the possibility of misusing or re-identifying the data, which is confirmed in the real-
world dataset.

In general, the figure is a conceptual representation of the existing insecure and trust-
based model of data sharing, in which centralized data sharing, the low visibility, and an
inadequate protection system all pose serious security, privacy, and compliance threats.
The weaknesses identified are at the basis of the requirement analysis and inspire the
necessity of privacy-sensitive and secure data sharing framework that is presented in this
thesis.

Further More, the details analysis of the current system on different privacy context are
described below:

4.2 Problem and Context Analysis

This section analyzes and examines the challenges and risks linked with the data sharing in
cloud-based supply chain management (SCM) systems. The section focused on identifying
different security threats, vulnerabilities, data exposure, leakage of sensitive information
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and privacy risk as explained in 3.1 . It will study supply chain environment and cloud
related privacy risk that will help for gathering requirement and designing the proposed
privacy-preserving framework.

4.2.1 Supply Chain Environment Challenges

Supply Chain Management span the globe where everything is inter-connected and op-
erate in integrated environment. This involves the exchange of data information between
various stakeholders and parties. As explained in section 3.1, supply chain management is
made up of network of organization, information, resources and services that collaborate
together in a chain behavior to achieve effective coordination and flow of information. This
process introduce and bring about difficulties concerning security,data control and access
to sensitive systems.

As explained in section 3.1.3, the main challenge is the lack of visibility, unable to monitor
and control over the data once it has been shared with third parties. The reason for the
increase in cyber threats and misuse of data is because of the dependencies with third party
systems and insufficient knowledge of their security practices.Also, the process involve the
exchange of operational as well as personal data that are sensitive (3.1.2), that can further
raises the risk of unauthorized access and data leakage .

This issue increase and support the need of mechanism that protects data from leakage
and minimize it before it is shared to third party in supply chain which is addressed in
this thesis by having a privacy-preserving data transformation approach.

4.2.2 Cloud Based System Risks

Cloud Computing is one of the most important component of supply chain system that
helps in real time data sharing as well helps in operational efficiency. As highlighted in
section 3.2.1, it offers different types of service models such as IaaS, SaaS and PaaS which
helps in enabling different layers of supply chain management and makes it functional.
However, as explained in section 3, this process of applying multi-tenant cloud environ-
ment bring risk such as unauthorized access by cross-tenants, misconfiguration and lack of
isolation among tenants. Also, the shared responsibility model adds complexity to these
risks as company must safeguard their own data and access controls that is shown in
section 3.2.3.

It is also seen that cloud-based supply chain management system depends mostly on API-
driven integration for real time data sharing among stakeholders as it helps in achieving
fast and standard communication but it can be vulnerable to attacks such as data inter-
ception, Man-in-the-middle attacks, eavesdropping and exposure of sensitive information
during transmission (3.2.4). So, to overcome this risk the thesis proposes an privacy pre-
serving framework that focuses on securing data before it is shared to third party with
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cloud systems by applying different technique such as encryption, removing identifiers,
and minimizing sensitive information within the prototype implementation.

4.2.3 Security and Privacy Challenges

Within cloud-based supply chain systems one of the key issue and difficulty is the main-
tenance of data security because the sensitive data is continuously shared among multiple
stakeholders and parties. As it is seen that information security heavily relies on CIA
triad as explained in section 5 which must be maintained , but ensuring this triad remains
critical challenges in distributed environment. The reason for this is multiple access point
and complex system. Lack of proper safeguarding mechanism can lead to compromise of
data, unauthorized access and exposure of sensitive information.

4.2.4 Real-World Problem Validation

In order to validate the identified challenges and issue practically, a real-world dataset
consisting of 30,000 employee records from Kaggle is used. This dataset includes typi-
cal organizational data shared within supply chain environments, including sensitive at-
tributes and details such as employee identifiers, salary information, department and other
personal details. As discussed in Section 3.1.2, supply chains often involve sharing both
operational and personal data across multiple partners that increases the risk of data expo-
sure .The dataset’s initial version has direct and quasi-identifiers that it is shared without
protection can result in re-identification and privacy violations.

4.3 User Centric Analysis

4.3.1 Secure Data sharing requirement.

Stakeholders in the ICT supply chain ecosystem require continuous data exchange to main-
tain smooth operations, monitor risk, and maintain service quality; they lack control once
the data goes beyond the organization’s boundaries. For example, the ICT suppliers need
a configuration file, log file, SBOMs, or a survey report from their customers to provide
support and security services. While the customers expect that their private data will
not be exposed to any third party or subcontractor. The Solarwind and Moveit incident
indicates that current practices are more focused on the complete datasets on central plat-
forms or vendor environments, so a single technical vulnerability or compromise turns
into a widespread data breach across many controllers and processors [2.4].

From a user centric prospective, that leads toward several concrete requirements. First,
data sharing should align with the GDPR principles [3.8.1] and allow for data minimiza-
tion rules. Ensuring that the attributes that are only needed for the partner task are shared
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with them. High-risk attributes are anonymised or pseudonymised before leaving the
controller’s environment [3.5.1]. Second, users accept a confidentiality and integrity guar-
antee typically through any encryption in transit and at rest, integrity checks, and protec-
tion against tampering, such as man-in-the-middle attacks [3.9.2] or compromised update
channels. Third, the stakeholders need transparency and traceability; they must see where
their dataset is traveling, which party is receiving their data, and when, so that they can
demonstrate due diligence and investigate incidents. The proposed framework, therefore,
has to provide not only secure channels but also policy-driven, privacy-preserving trans-
formation and logging of all data-sharing activities.

4.3.2 Access Control and Identity Requirement.

Because the supply chain ecosystem comprises many independent organizations, users
can’t rely on a single perimeter or a homogeneous security system. Instead, they oper-
ate as a federal or partially zero-trust environment, where every partner or service must
be explicitly authenticated or authorized. Section [3.6] describes cloud-based SCM solu-
tions that combine role-based and attribute-based access control, API keys, and service
identities, and sometimes a federal identity to enable cross-tenant access, while still en-
forcing least privilege. From the user prospective this result is needed for a consistent and
understandable access control model that spans their own system, cloud providers, and
third-party services used for data sharing. More specifically, stakeholders require that ev-
ery user account that interacts with the system needs to be unambiguously identified and
authenticated using strong methods such as a multi-factor authenticator, TLS, or a signed
token. Users expect that a compromised supplier account, a brute-forced credential, or
a misconfigured API key cannot automatically access raw datasets, but is constrained by
fine-grained access policies and network segmentation. Moreover, access decisions should
be context-aware: attributes such as partner identity, contractual role [3.6.1], data sensitiv-
ity, and processing purpose should influence what subset of a dataset becomes visible or
which operations are permitted.

4.3.3 Privacy And Compliance Requirement.

Users in the regulated sector they faces strong regulation and compliance when they pro-
cess and share personal data or sensitive business data with an ICT supplier or third-party
vendor. As summarized in the section [3.8], every organization must follow the GDPR
principles [3.8.1], which tell data minimization, purpose limitation, integrity and confiden-
tiality, and accountability, and that they embed data protection by design and by default
into technical architectures. In practice, this means that the organizations rely on the third-
party vendor, and they remain responsible for ensuring that the processor only receives the
minimum necessary data, processes it only for the purpose, and implements appropriate
security controls for data storage. From a user centric view points this obligations must
be met and translated into the privacy policies inside the data sharing network. The data
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controller must express what data is shared for what purposes, under which legal basis,
and in which privacy-preserving technique is used, such as anonymized, pseudonymized,
tokenised, or aggregated, and they expect the framework to automatically apply these
transformations before data leaves their domain [3.5]. Cross-border data sharing require
addition security measures, for example, keeping encryption keys under their own con-
trol, limiting access to de-identified data, and documenting transfer risk assessments and
supplementary measures [3.4.3]. Additionally, the organization must be able to respond
to data subject requests and regulatory audits, which require clear logging of where per-
sonal data has been shared, with whom, and in what form. The proposed framework
is therefore expected to enforce privacy-by-design principles by coupling policy-driven
data minimization and transformation with strong security controls and comprehensive
compliance evidence.

4.3.4 Trust and Risk Related requirement.

Trust in the supply chain ecosystem is fragile because each organization can only see a
small part of the system, and also, inside the entire ecosystem, each entity has limited
control over the entire system. The Solarwind and the moveIt incident indicate that even
a highly secure organization with strong regulatory compliance can be compromised in-
directly through third-party services [2.4]. For users, this creates a fundamental tension.
Users need to share their data to do business, but they cannot trust all the parties inside the
ecosystem, and they cannot assume that every partner or component will behave correctly
or remain uncompromisable.

4.4 Design Requirements and Implications

The analysis of the problem domain, combined with user-centric requirements and the-
oretical backgrounds, results in the development of specific system requirements in a
privacy-preserving, secure data-sharing framework in a cloud-based supply chain sys-
tem. As most of the systems are distributed, multi-tenant, and inter-organizational, the
derived requirements should not only deal with technical security concerns but also with
the constraints of trust, regulatory requirements, and real-world situations of threats.

4.4.1 Security Requirements

The discussion on cloud-based supply chain systems indicates the necessity of strong secu-
rity systems to safeguard sensitive information shared among various stakeholders. Due
to the complexity of supply chain systems, there is a high chance of cyber attacks as the
number of external partners and integration points grows. Such an expanded attack area
creates vulnerabilities like unauthorized access, data tampering, and service disruption.
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To overcome these challenges, the system must ensure to provide the three fundamental
concepts of information security namely Confidentiality, integrity, and availability. Confi-
dentiality states that any information exchanged among supply chain members must be
secured with highly encrypted algorithms, both during transmission and storage. This
is more important in API-driven environments where data is constantly shared between
organizations.

Integrity is required to avoid unauthorized modification of information during transmis-
sion. This process can be done by applying cryptographic hashing and digital signatures
so that any data change can be identified. It is also important to ensure availability because
any failure in the supply chain system may have serious operational and financial implica-
tions. Consequently, the system needs to have resilience mechanisms to reduce risks like
Distributed Denial-of-Service (DDoS) attacks and infrastructure failure.

4.4.2 Access Control and Identity Requirements

A multi-organizational supply chain environment makes access control as a fundamental
requirement to ensure that only authorized entities have access to particular data and
system resources. Although traditional Role-Based Access Control (RBAC) models are
very popular, they fail in dynamic settings where access decisions are based on various
contextual factors.

To address these limitations, Attribute-Based Access Control (ABAC) should be imple-
mented to enable fine-grained, context-aware access control. With attributes like user
roles, organizational affiliation, location, and the context of a transaction, ABAC offers
higher flexibility and accuracy in the enforcement of access policies.

Moreover, a Zero Trust Architecture should be adopted to address the inherent lack of trust
in distributed supply chain systems. Based on the principle "never trust, always verify," it
ensures that the everlasting verification and authentication of each access request is done
by an authorized user. This strategy will significantly reduce the risk of insider threats
and unauthorized lateral movement through the system.

4.4.3 Privacy and Compliance Requirements

The concept of privacy preservation is a critical requirement in cloud-based supply chain
systems because of the frequent exchange of high volumes of sensitive business and per-
sonal data. Legal regulatory frameworks like GDPR put organizations under strict require-
ments to make sure data processing is legal, transparent, and to the minimum.

Data minimization is one of the main principles that says that only the required informa-
tion should be shared among the stakeholders. This reduces the exposure of sensitive data
as well as the possible effects of a data breach. Moreover, privacy preserving methods like
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anonymization, pseudonymization, and tokenization should be implemented to ensure
that identifiable information can be safeguarded and data can still be used for operational
purposes.

Quantitatively, these methods reduce the chances of successful re-identification and limit
the scope of data exposure in case of a breach. Some other advanced methods, like dif-
ferential privacy and homomorphic encryption, can also be used to improve privacy by
allowing the analysis of data without exposing raw data.

4.4.4 Cloud and System-Level Requirements

Cloud computing presents its own challenges because of the multi-tenant architecture
and a shared responsibility model. When several organizations are hosted in the same
infrastructure, the likelihood of cross-tenant data leakage and misconfiguration is high.

To mitigate these risks, the system should enforce powerful logical data isolation mecha-
nisms, ensuring that each organization’s data is securely segregated. Access policies and
encrypted keys of tenants should be used to avoid unauthorized cross-tenant access.

Moreover, the shared responsibility model suggests that cloud providers take care of the
infrastructure, but it is the responsibility of organizations to ensure the safety of their data
and applications. This requires the adoption of strong customer-side security measures,
such as a secure API gateway, Transport Layer Security (TLS) for encrypted traffic, and
effective authentication systems.

Since APIs are the main entry point of data communication, their protection is essential
to prevent the typical attack vectors such as man-in-the-middle and unauthorized access
attacks.

4.4.5 Trust and Risk Considerations (Case Study Integration)

The relevance of the above requirements is highly validated by the real-world supply
chain attacks that prove that the traditional assumptions of trust are no longer valid in the
modern digital ecosystems.

The SolarWinds Orion attack demonstrates that an authorized vendor can turn into a weak
point. In the given case, attackers got access to the software development environment of
the vendor and distributed malicious updates to more than 18,000 customers. The case
shows the fact that the use of legitimate digital signatures enabled the attack to remain
undetected for several months, highlighting the limitations of trust-based security models.
Similarly, the MoveIT breach shows the consequences of how vulnerabilities in centralized
third-party services can be widespread. The incident highlights the increased effect of
attacks in highly interconnected systems with about 2,773 organizations and more than 95
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million people affected. These results suggest that major organizations that have excellent
internal security could be attacked through their supply chain relationships.
One of the main key sights of these case studies is that the risk of compromise is not
limited only to the direct vulnerabilities of the system, but also to all partners and service
providers involved in it. Thus, the system should be constructed on the basis of a zero-trust
assumption, according to which no parties are trusted automatically and all relationships
are constantly checked.

4.5 System Requirements

System requirements outline the technical conditions, behaviors, features, and functions
that a system must have to meet user objectives and to function properly .In order to
guarantee secure as well as trustworthy inter-organizational data sharing in cloud-based
supply chain environments, the proposed framework for privacy-preserving secure data
sharing must need and meet both functional and non-functional requirement.

Functional requirement shows the functions in a visible manner that the suggested cloud-
based data sharing system must carry out in an effective order. These can include the safe
sharing, access, processing, and management of data among supply chain participants .
Since it shows core behavior of the system and describe what a system must do [32], they
are listed as below:

• The system should authenticate vendors through a secure API gateway using API
keys before allowing access to organizational datasets.

• The system should encrypt sensitive data and information before it is shared.

• The system should pseudonymize sensitive employee identifiers before sharing datasets
with third-party vendors.

• The system should implement the use of simplified attribute-based access control
(ABAC) so that only authorized users can access specific data.

• The system should generate audit logs for authentication, authorization, data shar-
ing, re-identification as well as for decryption .

Non-functional requirements include quality or operational characteristics that describe
how well the system performs its functions, which means they guarantee that the data
sharing framework satisfies privacy as well as compliance requirements while functioning
effectively and securely in a cloud-based supply chain environment. It shows how well
the system performs [32]. Following are some of the non-functional requirements that are
listed below:
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• The system should ensure the confidentiality of data while it has been in stored or
when it has been shared.

• The system should protect user privacy by collecting minimum amount of data that
is required.

• The system should provide a scalable and secure architecture suitable for cloud-
integrated supply chain environment.

• The system should guarantee safe and secure management of key to prevent unau-
thorized access.

• The system should impose strict data access and can only be used for approved
function.

• The system should follow Zero Trust security principles and is done by verifying
every access request before authorization is granted.

4.6 MoSCoW Prioritization

MoSCoW is a type of numerical assignment technique that classifies system requirements
into four categories: Must Have, Should Have, Could Have, and Won’t Have, in which
each requirement will be assigned to a group according to its priority to prioritize them
[21].

Here, the term "Must have" refers to the necessity of implementing these requirements in
the software before its release."Should have" indicates that the product or software will
benefit from the implementation of the group’s requirements."Could have"indicates that
the project or program will benefit if the group’s requirements are met, and finally "Won’t
have" indicates that the low priority of the criteria in this category prevents them from
being implemented in the current process or implementation.[21]
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Priority Description

Must have Ensure data minimization before sharing with third parties.

Must have Encrypt sensitive data at rest and in transit.

Must Have Use a secure API gateway for external communication.

Must have Apply strong authentication for all users and systems.

Must Have Enforce ABAC for fine-grained access control.

Should Have Maintain audit logs for all access and sharing actions.

Should Have Monitor activities and detect suspicious behavior.

Should Have Generate compliance reports for GDPR and audits.

Should Have Apply least privilege access policies.

Should Have Use vendor-specific sharing rules and permissions.

Could Have Support differential privacy for analytics sharing.

Could Have Use automated risk scoring for vendors or requests.

Could Have Provide an administrative dashboard for management.

Could Have Apply geo-based access restrictions.

Could Have Automate policy creation and recommendations.

Won’t Have Blockchain-based trust management between partners.

Won’t Have AI-powered threat prediction system.

Won’t Have Fancy UI for policy management.

Won’t Have Advanced analytics or dashboard over logs.

Won’t Have Biometric authentication mechanisms.

Table 2: [MoSCoW Prioritizations]
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5 Design

This chapter represents the overall proposed design for the privacy-preserving secure data
sharing framework for supply chain management. Building on the challenges and re-
quirements identified in the analysis section, this section presents a strong architecture
and data flows. This section also shows how secure data will flow through the security
control, access control, and privacy control architecture. Finally, it shows the overall sys-
tem architecture, indicating how each component will interact with each other to give a
strong, exposure-free, secure data sharing framework.

5.1 Design Objectives

The proposed framework is designed to facilitate privacy-preserving and secure sharing
of data in cloud-based Supply Chain Management (SCM) systems. Modern supply chain
ecosystems are engaged in continuous data sharing and access among different manufac-
turers, suppliers, logistics providers, cloud platforms, and third-party service providers.
However, these interconnected ecosystems enhance operational efficiency and real-time
collaboration; they also introduce significant security and privacy threats such as unautho-
rized access, insider threats, insecure API communications, and third-party compromise.
So, the main purpose of this proposed framework is to ensure that data is shared securely
between organizations while keeping it confidential, complete, accessible, and compliant
with regulations.

The framework is designed based on principles of Zero Trust Architecture, Attribute-Based
Access Control (ABAC), privacy by design, and secure cryptographic protection. Rather
than trusting assumptions about data sharing between partners in the supply chain system,
this framework applies continuous verification and least-privilege access control mecha-
nisms before any data sharing operation is allowed. Additionally, the framework includes
privacy-preserving techniques like pseudonymization and encryption to reduce the expo-
sure of sensitive business or personal data throughout storage and transmission.

5.2 Framework Components

The proposed framework includes several security and privacy aspects that enable secure
data sharing in the cloud. The first component is the Vendor Trust Verification mechanism
that assesses whether a supply chain partner meets the predefined security and compliance
criteria before data access is granted. This process follows the Zero Trust principle, where
every access request to any partner should be verified, irrespective of the trust relationship.

The second component is the Attribute-Based Access Control (ABAC) mechanism, which
enforces fine-grained authorization policies based on user attributes, organizational roles,

46



location, and access context. ABAC ensures more flexible and context-aware access control,
which is more suitable for dynamic supply chain environments.

The third one is the Privacy-Preserving Data Protection layer. This layer ensures the use
of privacy-preserving techniques like pseudonymization and encryption on sensitive data
before sharing with different service providers. Pseudonymization replaces identifiable
data with artificial identifiers, minimizing the risk of unauthorized disclosure of data. It
also preserves the usability of the data for operations.

The other key element is the Secure API Communication layer, which provides secure
communication between the supply chain parties through HTTPS over TLS, encrypted
communication channels, and token authentication. Finally, the centralized Key Manage-
ment Service (KMS) functionality is integrated to securely generate, manage, rotate, and
store the cryptographic key that encrypts and decrypts the data.

Figure 16: Security Control Data Flow.

Figure (16) shows the multi-layered security control workflow integrated with the pro-
posed framework . It includes different features like encryption of sensitive data, secure
API interactions, authentication, authorization, audit logging, and central key manage-
ment, ensuring that sensitive information is safeguarded throughout its entire lifecycle of
data sharing. The figure illustrates the combined effect of multiple security mechanisms on
securing the supply chain system in cloud environment ensuring confidentiality, integrity,
accountability and secure communication.

5.3 Vendor Selection and Trust Verification Process

The proposed framework proposes a vendor selection and trust verification protocol based
on the principle of Zero Trust Architecture. Cloud-based supply chain ecosystems contain
multiple cloud-based external parties like logistics suppliers, cloud platforms, and third-
party service providers that constantly share data with each other, using various security
standards and infrastructures. Thus, the framework assumes that no vendors should be
automatically trusted, regardless of their relationship with the organization.
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The framework continuously validates different security attributes and compliance re-
quirements before a vendor are given access to the organization’s resources or shared data.
The verification process includes identity verification, authentication status verification,
API communication security checks, compliance assessment, and access privilege evalua-
tion. Vendors are required to meet certain security standards defined by the organization,
including Multi-Factor Authentication (MFA), support for encrypted communications, and
adherence to regulatory standards, such as GDPR.

It also follows the concept of "the least privilege," which restricts vendors to access only
the required data they need to perform their functions. Access is dynamically controlled
by Attribute-Based Access Control (ABAC) policies that ensure access decisions are based
on organizational role, location, transaction context, and operational requirements.

The vendor trust verification process minimizes risks of third-party compromise, insider
threats, and unauthorized access in distributed supply chain ecosystems. In addition,
continuous verification helps to uphold the Zero Trust principle of “never trust, always
verify”, by which all interactions in the system are verified before access is permitted.

Figure 17: Access Control Data Flow.

Figure (17) shows the proposed framework access control and trust verification workflow
. This applies Zero Trust principles, which continuously validate and accept or deny
access to any request before sharing of data. Access to protected resources is controlled
by Attribute-Based Access Control (ABAC) policies according to the organization roles,
security attributes, access context and level of authorizations. The figure also shows the
"least-privilege" access and restrict unauthorized supply chain interactions.

5.4 Privacy-Preserving Secure Data Sharing Workflow

Once verified by vendors and external parties, the framework enables secure abd privacy
preserving data sharing , with a multi-layered protection workflow. Initially, a request is
made to the secure API gateway to access or exchange information and the secure API
gateway accesses information on the vendor’s behalf. The system then checks the request
for validity via Zero Trust verification rules and ABAC authorization policies before grant-
ing access to the data.
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Upon authorization, sensitive data in the requested data set is transformed in a privacy-
preserving methods. PII and supplier identifiers and confidential operational records are
pseudonymous before sharing with outside parties. Pseudonymization replaces identifi-
able information with artificial identifiers, which helps to minimize the risks if an unau-
thorized disclosure occurs, while preserving operational functionality of dataset.

Besides pseudonymization, sensitive fields are also encrypted while being stored and
transferred to guarantee the confidentiality during communication. The Key Management
Service (KMS) manages encryption keys, which are centrally managed for key generation,
secure storage, access control and key lifecycle management. This centralized solution
enhances cryptographic security and minimizes the manual key handling risks.

The encrypted and transformed data is securely transmitted via the TLS communication
path using the HTTPS communication protocol to protect from attacks such as intercep-
tion, eavesdropping and manipulation of the data during transmission. Finally, all com-
munications, authorizations and data sharing is logged through audit logging to provide
accountability, tracking and security incident investigation.

The suggested workflow shows how privacy-preserving mechanisms and secure commu-
nication controls can work together to reduce the risk of data exposure while ensuring
secure collaboration among supply chain parties.

Figure 18: Privacy Control Data Flow.

Figure(18) shows the data-sharing flow of private data in the proposed framework. The
framework introduces privacy-preserving measures like pseudonymization and encryp-
tion to minimize the disclosure of confidential and personally identifiable information
before sharing sensitive information among the supply chain parties. The figure shows
how sensitive data is converted before it can be transmitted and at the same time main-
tain the usability of the dataset in operation. This workflow comply with the principles
of GDPR, privacy by design and reduce the risk of any unauthorised disclosure during
sharing of data between organizations.
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5.5 Proposed Framework Architecture

The proposed architecture incorporates various security components, such as vendor trust
verification, Zero Trust security principles, Attribute-Based Access Control (ABAC), privacy-
preserving data protection mechanisms, secure API communication, and centralized key
management into a single cloud-based security architecture for supply chain environ-
ments.

The external vendors and supply chain stakeholders communicate through a secure API
gateway that act as the single point of enforcement for authentication, authorization, moni-
toring and policy validation. All accesses from the external entity are continuously verified
based on the Zero Trust principles before accessing data.

The framework integrates ABAC authorization mechanisms to ensure context-aware and
fine-grained access control policies based on organizational role, access attribute, trans-
action context and operational requirements. Confidential informations are minimized
during cloud storage and transmission by using pseudonymization and encryption pro-
cesses.

The architecture also includes a centralized Key Management Service (KMS) for the se-
cure management of the cryptographic keys in the framework. The Audit logging and
monitoring modules log the system’s activities, access requests, authorization decisions,
and communication events on an ongoing basis, aiding accountability, anomaly detection,
compliance monitoring, and incident response.

The proposed architecture incorporates these security and privacy-enhancing features to
develop a secure environment for vendor authentication and confidential collaboration
between different organizations in a distributed cloud-based supply chain system.
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Figure 19: Proposed System Design Architecture.

Figure (19) shows the overall architecture of the proposed secure data sharing system
preserving privacy for cloud-based supply chain systems . The Zero Trust verification,
Attribute-Based Access Control (ABAC), secure API communication, pseudonymization,
encryption, audit logging, and centralized Key Management Service (KMS) all work to-
gether in a unified system to ensure security. External supply chain stakeholders interact
with each other trough the secure API gateway, with authentication, authorization and
policy enforcement filters applied before access to the protected resources is granted. The
architecture illustrates how different security and privacy-preserving techniques can com-
plement one another in providing a high level of security for data sharing across multiple
organizations in a distributed cloud-based supply chain ecosystem.
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6 Implementation

This section presents the prototype implementation of the proposed Privacy-Preserving
Secure Data Sharing Framework for cloud-based Supply Chain Management (SCM) sys-
tems. The implementation addresses the combination of privacy preserving mechanisms,
Zero Trust security principles, Attribute Based Access Control (ABAC), secure API com-
munication, and auditing mechanisms to secure sharing of sensitive organizational data
between organizations.

The proposed implementation demonstrates a security-by-design and privacy-by-design
approach, where every data-sharing request is continually validated before access is granted.
The implementation is an example of how sensitive information can be altered, protected,
and shared with third-party vendors without compromising the operational usability of
the cloud supply chain ecosystem.

The implementation of the proposed framework mainly focuses on the following compo-
nents:

• Use of Zero Trust Architecture for secure vendor confirmation.

• Dynamic authorization of vendors using Attribute-Based Access Control.

• Use of privacy-preserving techniques like pseudonymization and encryption for se-
cure data transformation.

• Secure API-based communication between different stakeholders in the supply chain
ecosystem.

• Audit logging and monitoring of shared data for accountability and traceability.

6.1 Development Environment and Technologies

This framework is implemented using different modern technologies that support secure
communication, identity verification, access control, and privacy-preserving data process-
ing. The implementation concept is mainly focused on developing a secure and simplified
data-sharing platform in a cloud-based supply chain ecosystem.

The following technologies and security mechanisms were used during implementation:
The proposed implementation was built by using dataset from kaggle(Employee Records
Dataset)" [22] on the following technologies:
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Component Technology Used

API Communication REST API over HTTPS

Authentication API key Authentication

Data Transformation Pseudonymization

Secure Transmission TLS/HTTPS

Logging Audit Logging Module

Encryption Fernet Encryption

Table 3: Environment And Technologies

This implementation environment shows the privacy-preserving and security mechanisms
that can be incorporated into a cloud-based supply chain architecture to develop a pro-
posed data-sharing framework.

6.2 Secure Vendor Verification

It appears that the primary security challenge in cloud-based supply chain systems is ver-
ifying the trustworthiness of external vendors and third-party organizations before grant-
ing access to sensitive data. Most of the current supply chain systems often rely on static
trust relationships, where authenticated vendors are automatically trusted. However, re-
cent supply chain attacks such as SolarWinds and MOVEit show that the compromised
vendor can be the center point of a cyber attack on the organization’s sensitive data.

To address the situation, the proposed implementation adopts different mechanisms as
described below:

Authentication Implementation

Authentication is implemented to ensure the identity of external vendors before allowing
any access to protected organization data. As cloud-based supply chain environments
have many outside parties involved, it is very important to confirm the identity of each
party making a request.

The prototype implementation is based on API-key authentication as a simple authentica-
tion mechanism for proof-of-concept validation. Every authorized vendor will be granted
a unique API key, which will be required in every API request. Once an API request is
received, the Secure API Gateway checks and validates the provided API key against the
registered vendor records.

53



Simplified ABAC Authorization Implementation

Following successful authentication, the framework utilizes a simplified Attribute-Based
Access Control (ABAC) mechanism to check if the authenticated vendor has access priv-
ileges to specific datasets. ABAC relies on a single contextual attribute in making an
authorization decision based on multiple contextual attributes, such as:

• Vendor role

• Organization type

• Data access purpose

• Allowed dataset category

• Geographical region

The security mechanism demonstrate attribute driven access control system. ABAC offers
dynamic and fine-grained access control suitable for distributed supply chain environ-
ments involving multiple organizations and cloud platforms. This verification process
helps to reduce the risks of unauthorized access, insider threats, and compromised vendor
accounts and enhances trust management across the supply chain ecosystem.

Zero Trust Architecture

The proposed framework adopts a Zero Trust Architecture (ZTA) approach based on the
principle of “never trust, always verify.” All vendors who request access to the system
have to undergo continuous identity and authorization verification before accessing data.
Regardless of previous authentication status, each request would be continuously verified
using contextual information such as:

• Vendor identity

• Session validity

• Request source

• Access time

This continuous verification method helps to minimize the risk of unauthorized access
caused by compromised vendor accounts or insider threats.
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Figure 20: Secure vendor verification process.

Figure(20) shows a simple process of a vendor being verified to gain access to the API key
that is required for the proof of identity confirmation and secure data transformation in
supply-chain ecosystem.

6.3 Secure Privacy-Preserving Data Transmission

The proposed framework uses privacy-preserving data transformation before any data is
shared from the organization to external vendors or third parties. These transformations
are done to minimize the risk of sensitive information being disclosed, re-identified, and
misused, while maintaining the operational usability of the dataset for business processes.
This implementation is directly connected to the data minimization and privacy-by-design
aspects of privacy-preserving principles, particularly in the context of GDPR.

In cloud-based supply chains, organizations often share operational and employee data
with their different stakeholders, like insurance companies, logistics firms, and subcon-
tractors. Sharing of raw data without any data protection techniques can lead to the expo-
sure of personal and organizational data to unauthorized access or third-party breaches.
So, the framework implements multiple data preservation techniques before the external
exchange of data.
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The implemented transformation process prioritizes anonymizing sensitive identifiers and
confidential business information using pseudonymization and encryption. The following
protection mechanisms were implemented in the prototype system:

Original Data Protection Method

Employee ID pseudonymization

Salary Information Encryption

Other Sensitive Fields Modifying

Table 4: Privacy Preserving Techniques

This transformation process ensures that the externally shared dataset contains no directly
identifiable employee data. This minimizes privacy risks while maintaining sufficient data
usability within different vendors’ data processing activities.

Employee ID pseudonymization

In a privacy-preserving dataset, pseudonymization is used to replace directly identifiable
information with artificial identifiers before sharing the data. In our proposed framework,
sensitive data like employee ID is converted into pseudo-anonymous data to minimize the
chances of direct identification.

Under different methods of pseudonymization, the proposed framework adopts the tok-
enization method to alter the original employee ID, where the real data would be altered
and shared with vendors as a token.

Original Employee ID Tokenized Employee ID

EMP11025 TKN-82H4-PQ91

Table 5: Pseudonymization Techniques

This approach supports the pseudonymization principle and minimizes the risk of unau-
thorized disclosure of identity during data transformation between different vendors.

Salary Encryption

The proposed framework implements symmetric encryption to protect sensitive salary
information. This process creates an encryption key and applies encryption before data
is shared through the API Gateway. This mechanism prevents any financial information
from being leaked if a third party accesses the shared information without authorization.
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The process shows the use of encryption as a privacy-preserving technique for protecting
sensitive organizational data in cloud-based supply chain systems.

To enhance security, scalability, and compliance, cryptographic keys are stored in securely
managed cloud-based Key Management Services (KMS) in a cloud environment. This
ensures that even if the data is intercepted during transmission, attackers cannot read the
information without the appropriate decryption key.

The framework also employs HTTPS and TLS protocols to establish secure API-based
communication between supply-chain vendors. These protocols adopt encryption during
communication and help protect against Man-in-the-Middle (MITM) attacks, unauthorized
interception.

The combination of pseudonymization, encryption, and secure communication protocols
in this implementation helps to develop a layered privacy-preserving data-sharing frame-
work for cloud-based supply chain environments.
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Figure 21: Implemented Secure data flow Architecture

The figure (21) shows the secure data sharing process steps between vendors and organi-
zations. As per the proposed workflow, the vendor requests access to organizational data.
The organization validates and verifies the vendor with the principles of Zero Trust Archi-
tecture and ABAC policies, that includes purpose, data sensitivity, role, and identity. Once
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the vendor is verified and access is granted, the organization anonymizes the dataset,by
pseudonymizing the direct identifiers and encrypting the sensitive fields. The protected
data is then transferred to the vendor via a secure HTTPS/TLS channel.

Once the vendor gets the protected dataset, they could again request the original data of
the required field from the dataset if required. The organization does a recheck on the
role, purpose and access attributes of the vendor before decryption is permitted. Once
the request is approved, the organization system asks for access to decrypt the data in
the Key Management Service. The KMS doesnot exposed master key to the vendor, but it
allows the organization’s system to decrypt the authorized data fields for the vendor. The
approved original data can then be viewed by the vendor through a secure session. All
accesses, authorization decisions, data sharing, and KMS key usage events are recorded in
audit logs for accountability and compliance.

6.4 Audit Logging and Monitoring

The proposed framework aslo implements audit logging and monitoring features to pro-
vide accountability, traceability, and security visibility of shared data in the supply chain
ecosystem.

In a cloud-based supply chain approach, most of the businesses organization loss control
of shared data to third parties. So, it is important that audit records are maintained to
check for suspicious activity, investigate incidents, and meet regulatory compliance.

The framework is set to record all significant data sharing activities that occur in the
system, such as:

• Vendor authentication attempts

• Access authorization decisions

• Shared data transactions

• Failed access attempts

• API communication activities

• Date and vendor ID data

The details of each log entry include the information about who accessed the data, what
resource was being requested, the date of data accessed, and whether the request was
granted or denied.

The logging mechanism provides different security goals. It gives an organization ac-
countability as it can be able to monitor the activities of the vendors in the system. It also
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enhances traceability, and security teams can go and investigate any abnormal behavior or
access attempt. It aids compliance requirements like GDPR accountability principals and
NIST monitoring recommendations too.

Moreover, audit logs can be monitored in real-time to detect any patterns of suspicious
login attempts, requests, or vendor activities. This enhances the organization’s ability to
identify and react to any potential security issues in the supply chain ecosystem.

Overall, the audit logging mechanism enhances transparency, trust and governance of the
proposed privacy-preserving secure data sharing framework.
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7 Evaluation

This section reviews the proposed Privacy-Preserving Secure Data Sharing Framework
against traditional approaches to supply chain data sharing to assess its security, privacy,
and access-control features. The key security features assessed include vendor verification,
privacy-preserving data protection, secure data communication, access control, controlled
decryption, and support for accountability. The comparison shows how the proposed sys-
tem facilitates secure data sharing in cloud-based supply chain environments by combin-
ing Zero Trust Architecture, Attribute-Based Access Control (ABAC), pseudonymisation,
encryption, a Key Management Service (KMS), and audit logging mechanisms.

7.1 Comparative Security Improvement of the Proposed Framework

Security and Privacy Feature Traditional SCM Systems Proposed Framework

Zero Trust Vendor Verification ✗ ✓

Continuous Vendor Verification ✗ ✓

Attribute-Based Access Control (ABAC) ✗ ✓

Fine-Grained Authorization ✗ ✓

Privacy-Preserving Data Sharing ✗ ✓

Pseudonymization Support ✗ ✓

Encryption in Transit (TLS/HTTPS) ✗ ✓

Encryption of Sensitive Data ✗ ✓

Controlled Decryption Using KMS ✗ ✓

Secure API Communication Partial ✓

Third-Party Risk Reduction ✗ ✓

Audit Logging and Monitoring Partial ✓

Accountability and Traceability ✗ ✓

GDPR Privacy-by-Design Support ✗ ✓

Table 6: Comparative Security Evaluation Table

As seen in the evaluation table, the proposed framework provides better security, pri-
vacy preservation and access control features than traditional supply chain data sharing
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systems. The proposed architecture combines Zero Trust Architecture, continuous ven-
dor verification, Attribute-Based Access Control (ABAC), pseudonymization, encryption,
controlled decryption via KMS, and audit logging mechanisms all under one roof and
security umbrella. The comparison also emphasizes that the proposed system provides
better protection from unauthorized access, third-party risks, insecure data sharing, and
unauthorized disclosure of sensitive information and allows for accountability, traceability,
and GDPR privacy-by-design in cloud-based supply chain environments.

7.2 Limitation and Possible Future Work

The proposed framework shows how the implementation of Zero Trust Architecture,
ABAC, privacy-preserving methods, KMS-based controlled decryption, and audit logging
can enhance secure data sharing in cloud-based supply chain systems. It is designed as
a prototype-level system and not deployed within a large-scale enterprise supply chain
environment. Also, the ABAC policies and monitoring mechanisms were kept simple for
demonstration purposes, but they could be further optimized for larger distributed cloud
infrastructures.

Future research efforts could involve implementing more sophisticated automated trust
evaluation mechanisms, real-time anomaly detection, AI-based risk assessment, and Se-
curity Information and Event Management (SIEM) systems. The combination of all tech-
nologies would contribute to better continuous monitoring and threat detection system.
The research can also be extended to check the feasibility and implications of large-scale
cloud deployment, audit verification using blockchain technology, and enhanced privacy-
preserving cryptographic methods to strengthen secure data sharing between organiza-
tions in complex supply chain ecosystem.

Limitation Possible Future Improvement

Prototype-level implementation Real cloud deployment

Simplified ABAC policies AI-driven adaptive policies

Basic audit monitoring Real-time SIEM integration

Manual vendor trust validation Automated trust scoring

Table 7: Limitations and Possible Future Work
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8 Conclusion

This thesis addresses the security and privacy challenges of data sharing in cloud-based
supply chain management systems, as organizations and third-party vendors continuously
exchange operational and personal data. Guided by our research questions, the thesis in-
vestigated how privacy-preserving techniques can be implemented in inter-organizational
data sharing. In addition to this, how API based communication and access control mech-
anisms help to reduce security risk, and a multilayer framework can bring more security
control over the third-party and cloud-integrated ecosystem.

For the state of the art of the thesis, we analyse the current supply chain management prac-
tices, including real-world cyber incidents such as SolarWinds Orion and Moveit breaches,
to identify many trust mechanisms and control over shared data, depending on the ven-
dor’s security system. A user-centric analysis then derives requirements from the prospec-
tive from the organization and the third-party vendors, highlighting the need for secure
data sharing mechanisms, strong identity and access management, and explicit zero trust
and risk handling in multi-tenant cloud environments. According to this discussion, the
thesis proposed a secure data sharing framework that integrates a secure API gateway,
reversible pseudonymization and selective re-identification, encryption and key manage-
ment, simplification of ABAC, zero-trust based authentication, verification, and auditing,
and applied the same on an example employee dataset from an insurance company resem-
bling that of the supply chain.

Taken together, the findings show that privacy protection techniques can be integrated di-
rectly into the data-sharing workflow rather than being treated as a costly afterthought. As
to the first research question, this thesis shows the implementation of pseudonymization,
the removal of identifiers, encryption, and data minimization before the data leaves the
organization, and selective disclosure to third-party authorized vendors will effectively di-
minish the risks of re-identification and exposure of personal information. For the second
research question, how API based security gateway, authentication, and ABAC can control
least privilege access, partner-specific data views, and verify each request. In relation to
the third research question, the multilayer approach provides a clear indication that using
the combinations of the mentioned technology together with the zero trust, always verify
and audit logging will increase the resilience towards the risks commonly associated with
supply chain management.

Contributions include a practical framework for protecting privacy while sharing data
within ICT supply chain systems, which contrasts with the abstract nature of existing pri-
vacy practices, being specific to operational and security data being shared using cloud-
based solutions and APIs. The research provides a comprehensive list of user and system-
level requirements, as well as a detailed reference architecture and prototype that may
serve as the foundation for subsequent studies or commercialization. Yet, some weak-
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nesses should be noted regarding the research, such as the prototype’s evaluation on only
one publicly available dataset rather than using organizational data in practice; insuffi-
cient performance and scalability testing; lack of validation of the proposed framework
with actual supply chain partners or in adversarial scenarios.

Future work can extend this research into several directions, such as including more ad-
vanced privacy-preserving techniques like differential privacy or a hardware-backed ex-
ecution environment. Scaling the prototype with a larger dataset with multilayer cloud
settings. On the organization’s side, working with industrial partners to test the frame-
work on actual ICT supply chains could aid in testing the usability of the framework and
ensuring better alignment with other European projects on data space and data sharing.
Overall, the thesis underlines that the cloud-based supply chain becomes more intercon-
nected and risk-free by including the privacy-preserving and security-by-design principles
directly into data-sharing architectures, which is essential to maintaining confidentiality,
trust, and regulatory compliance in the face of evolving third-party and supply-chain
risks.
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9 Appendix

9.1 system Development Environment And Technologies.

The proposed implementation was built on the following technologies:

Component Technology Used

Programming Language Python

Backend Framework FastAPI

API Server Uvicorn

Front end HTML, CSS, Java Script

Data Processing Pandas

Library Pandas

Encryption Cryptography (Fernet)

Dataset Kaggle Employee Dataset

Data 30,000

Development Environment Visual Studio Code

Table 8: [Environment And Technologies]

FastAPI was selected because of its lightweight and high-performance nature and its suit-
ability for implementing secure API gateways. In addition to that, it will also expose the
endpoints like post/data/upload or post/events where partners upload logs, vulnerabili-
ties, config snapshots, etc. HTML, CSS, and JavaScript were used to create a user interface
for interacting with the vendor and the system.

9.2 The Implementation Data Pipeline.

The data-flow pipeline [22] in the implementation section follows the proposed architec-
ture in the design chapter. The pipeline first received the raw employee data. Privacy-
preserving transformation, then share the result applied to the raw data before the data is
shared externally. Then the secure data is exposed only through the secure API gateway,
where an authentication and authorization mechanism is enforced before the vendor can
access the protected dataset. All the information about the data transformation and how
the data will be processed, following compliance or not, will be recorded in the audit log
for future investigation.
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Figure 22: Data Pipeline

9.3 Data Preparation and Pre-processing.

To validate the proposed framework in a practical environment, a real-world employee
data set with 30,000 data points was used. The data set included features such as:

Feature

Employee ID

Age

Department

Country

Salary

Employment Year

Insurance Details

Table 9: Dataset Containing Features.

The dataset containing the operational and personal information is commonly shared be-
tween organizations and third-party vendors in cloud-based environments. As discussed
in the chapter [4], sharing this type of information without protection invites security and
privacy risks. The dataset is loaded process using the pandas library in Python. Then the
pre-processing process begins with checking the rows and columns, checking for missing
values, and duplicates. All the missing values are dropped, and the duplicates are re-
placed by the most frequently used value. Throughout the entire data processing tried to
follow the data mining pipeline to build a strong model.

9.3.1 Employee ID Hashing

In a privacy-preserving dataset, employee identifiers would be hashed using SHA-256 to
create pseudonymous identifiers. Hashing converts the real employee identifier to a fixed-
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length cryptographic hash value. It would prevent from direct identification of employees
and preserve the uniqueness in the dataset.

The SHA-256 algorithm was selected as it ensures strong collision resistance and is widely
approved in modern secure systems. Since hashing is a one-way transformation, the real
identifier cannot be reconstructed from the generated hash value.
The mentioned hashing process was implemented in Python using the hashlib library, and
an example of the transformation result is shown below:

Original Employee ID Hashed Employee ID

EMP11025 2c642232cdd221771294dfbb310dcd000a0df6ac8b66b696d90ef06fdefb64a3

Table 10: Hashing Techniques

This approach supports the pseudonymization principle and minimizes the risk of unau-
thorized disclosure of identity during data transformation between different vendors.

9.3.2 Salary Encryption

The Python Cryptography library’s Fernet encryption mechanism was used to implement
symmetric encryption to protect sensitive salary information. Unlike hashing, encryption
enables authorized parties to decrypt the protected information using the correct crypto-
graphic key.

This process creates an encryption key and applies encryption before data is shared through
the API Gateway. This mechanism prevents any financial information from being leaked
if a third party accesses the shared information without authorization. The process shows
the use of encryption as a privacy-preserving technique for protecting sensitive organiza-
tional data in cloud-based supply chain systems.

In this prototype, encryption keys are stored locally for demonstration. To enhance secu-
rity, scalability, and compliance, cryptographic keys would be stored in securely managed
cloud-based Key Management Services (KMS) in a production cloud environment.

9.4 Secure API Gateway Implementation

The Secure API Gateway was implemented with the FastAPI framework and serves as a
centralized communication point between the external vendors and the protected data of
the organization. In the proposed architecture, every external access request should pass
through the API Gateway before any data can be retrieved or processed.

The API Gateway provides several security control features such as authentication, au-
thorization, secure response generation and audit logs. This centralized security approach
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aligns with the proposed security architecture and complies with the concept of Zero Trust,
where every access request is always checked.

The proposed API Gateway performs the following security functions:

• Vendor authentication

• Authorization enforcement

• Controlled dataset exposure

• Secure response generation

• Audit logging and monitoring

FastAPI was chosen as it offers high performance and lightweight API development along
with automatic API documentation generation through Swagger UI. This enabled effi-
cient testing and validation of API functionality during implementation. The Secure API
Gateway architecture will make sure transformed datasets can never be directly accessed
by any external entities. Instead, all communications occurred through a monitored and
policy-controlled interface.

9.5 Frontend User Interface Implementation

To make the implemented Secure API Gateway system accessible, the web-based fron-
tend interface was created, using HTML, CSS and JavaScript. This make it possible to
provide interactive access to the implemented Secure API Gateway system. The frontend
is a demonstration platform through which external vendors can communicate with the
protected API services.

The interface would allows users to:

• Enter API authentication keys

• Submit API requests

• View authorization results

• Display protected employee records returned by the API

The frontend dynamically shows the answers according to the security decisions returned
by the backend API. The implemented response behaviors are shown below:

68



Status Code Meaning

200 Access Granted

401 Unauthorized

403 Access Denied by ABAC Policy

Table 11: Privacy Preserving Techniques

In order to enable communication between the front-end application and back-end API
service, Cross-Origin Resource Sharing (CORS) middleware was enabled to the FastAPI
server configuration. The frontend implementation demonstrates the interaction of exter-
nal vendors with the proposed secure data sharing framework, being subject to authenti-
cation, authorization and privacy-preserving security controls enforced by the Secure API
Gateway.

9.5.1 Homomorphic Encryption

Homomorphic encryption is a sophisticated cryptographic tool that enables computations
to be made on encrypted data without the need for decryption. This implies that the cloud
system is capable of working on data when it is encrypted, and the chances of data being
exposed are minimal. [65]

Homomorphic encryption allows secure cloud-based supply chain system analytics and
data processing, and maintain privacy in the environment of cloud-based supply chain
systems. This is a computationally intensive method, but it shows that encrypted supply
chain information can still be analyzed without violating sensitive business information.
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