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Abstract
Current online consent mechanisms frequently utilise dark patterns
and manipulative architectures, inducing widespread privacy fa-
tigue and a state of resignation known as the "Okay, whatever"
effect. This behaviour reflects deeply entrenched learned helpless-
ness, where users feel their actions have no real effect on tracking
outcomes. These manipulative frameworks are typically manifested
through complex consent management platforms (CMPs), which
hide tracking intentions within dense, inaccessible interface lay-
ers and underlying system metadata. Moving beyond traditional
data-processing interaction models, this paper introduces a browser-
level privacy protection tool built on third-wave Human Computer
interaction (HCI) and instrumental interaction design principles.
By reifying abstract data policies into manipulatable objects and
providing polymorphic reusable instruments, the Cookie Slayer ex-
tension lowers the degree of indirectness for querying, evaluating,
and enforcing privacy personal privacy preferences. To facilitate
this interaction, the extension integrates two key components: a
large language model (LLM) that parses dense privacy interfaces
to deliver contextual explanations, and a transparent, dynamically
evolving recommendation algorithm that suggests personally rele-
vant privacy actions directly at the objects of interest. A qualitative
technology probe study (𝑁 = 9) across users with high, medium,
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and low levels of privacy literacy suggests that direct interaction
with CMP metadata fosters a distinct sense of digital ownership
and active agency. Our findings indicate that while instrumental
mediation successfully fosters user appropriation and heightened
privacy care, true preference alignment remains structurally limited
by language model reliability and recommendation algorithm flexi-
bility. This underscores critical design trade-offs between seamless
automation and active reflection.

1 Introduction and motivation
Current online consent mechanisms are fundamentally broken. Al-
though the GDPR mandates "freely given, specific, and informed"
[12] consent, dark patterns and unethical click-maximisation de-
signs frequently manipulate users. This systematic failure has led to
widespread privacy fatigue and the "Okay, whatever" effect, where
people reflexively click through pop-ups rather than truly enforc-
ing their privacy preferences [11]. Such actions reflect a state of
behavioural, emotional, and cognitive apathy rooted in learned
helplessness. This phenomena is not merely a result of insufficient
comprehension, but of a perceived lack of contingency; the belief
that no matter what action a user takes, the outcome, such as track-
ing, remains the same [30].

Overcoming this futility requires a step beyond second-wave HCI,
which treats users as data processors and making their jobs easier
with static automation or information pre-processing. Today’s users
are just as conscious in the online space as in the real world, bearing
unique experiences as well as cultural and personal backgrounds.
We argue that a more promising avenue is a shift toward interactive
instruments that provide users with clear evidence of their influence
through appropriation and mediation. By promoting digital own-
ership through these principles, it becomes a possible prospect to
transform the user from resigning to the system to actively shaping
it. As users appropriate a tool to fit their unique life contexts, they
move beyond mere compliance toward active agency, turning what
once felt like a lost cause into a manageable domain of personal
control.

This paper makes two primary contributions to the field of HCI.
First, we introduce an empirical and artifact-driven contribution
through the design, implementation, and in-the-wild deployment
of an artificial intelligence (AI) powered browser extension that
instantiates generative instrumental interaction design principles
[5]. By providing direct manipulation and localised visual cues over
adversarial CMPs, this artifact serves as an architectural blueprint
for dismantling the "Okay, whatever" effect and countering learned
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helplessness at the user interface level. Second, we provide an em-
pirical understanding of how different privacy-literacy user groups
appropriate automated recommender systems and language models
in adversarial environments. Through a mixed-methods evaluation,
we uncover critical interaction dynamics regarding how algorith-
mic friction and system disagreements can paradoxically act as a
cognitive safety net that stimulates user agency, while identifying
the systemic limitations that black-box models impose on sustained
tool ownership.

2 Related work and theoretical foundations
Moving from information processing to meaning-making requires a
shift in how privacy tools mediate the user’s relationship with their
data. The process begins with an evaluation of current browser-level
solutions.

Extensive research has utilised black-box automation alongside
rich data management and abstraction to reduce user burden and
combat dark patterns through protocols like Generalisable Active
Privacy Choice or tools like Consent-O-Matic [9] [10] [32]. Building
on these foundations, recent studies leverage AI-driven systems for
automated scraping and personalised explanations to bridge the
transparency gap in black-box solutions [27] [17] [1] [9]. However,
despite these advancements, interactions remain trapped in rigid
popup conventions or become entirely decoupled from the browsing
context. From an instrumental interaction design perspective, these
tools function as disconnected utilities rather than true mediators.

While these approaches are frequently validated through high per-
formance in traditional usability metrics, one may argue that such
measurements are insufficient indicators of a solution’s true quality.
These browser-level tools often score well on second-wave met-
rics such as task-completion speed and error reduction, precisely
because they automate the user out of the loop. However, by pri-
oritising functional efficiency over the human experience, they fail
to address the underlying erosion of agency. Consequently, high
usability in this context does not signify user empowerment, but
rather a streamlined path to the "Okay, whatever" effect, leaving
the user’s situated experience unaddressed [11]. To reinforce these
observations, Duarte et al. [18] further elaborates on these points,
highlighting the fact that although addressing the burden of privacy
fatigue, such solutions often introduce complacency and foster a
placebo-effect of security.

In our previous study, From Learned Helplessness to Digital Agency:
Evaluating Seamful Design Interventions in Consent Management
Platforms [29], we evaluated the short-term effects of a plethora
of design approaches on user-perceived quality in CMPs. While
our work produced valuable findings regarding the necessity of
"seams" in automation to establish psychological safety nets and
increase perceived performance, both the intervention and its eval-
uation remained confined to second-wave methodologies. By devel-
oping these solutions in a vacuum, we inadvertently overlooked the
broader, solidified impact of everyday CMP interactions on the user
experience.

Nevertheless, our findings, alongside numerous related studies [11]
[26] [9], reinforce the notion that trust is notmonolithic; it is built dif-
ferently across individuals, making "one-size-fits-all" privacy tools
fundamentally inadequate. Because privacy choices are deeply situ-
ated, they require a level of flexibility that current, rigid tools fail to
provide. This is a limitation that prevents users from appropriating
technology into the complexities of their daily lives; a challenge
that is directly addressed by instrumental interaction design the-
ory. As proposed by Beaudouin-Lafon, this paradigm suggests that
digital tools should function as flexible instruments that users can
manipulate and adapt to their context, rather than rigid containers
that restrict user agency [3] [3].

Currently, CMPs rely heavily on declarative transparency, expecting
users to read and synthesise abstract information. However, as Gib-
son’s theory of affordances suggests, humans learn how the world
works primarily through interaction [13]. By adopting a generative
theory of interaction and reifying abstract privacy constraints into
manipulatable objects, we could allow users to explore the system’s
boundaries through epistemic actions. Rather than treating consent
as a static declaration, this instrumental approach transforms pri-
vacy preferences into tangible tools that users can actively probe and
adapt. This direct interaction approach within a privacy instrument
could, in theory, provide immediate, tangible feedback that builds a
more robust sense of data ownership than static, pre-determined
text ever would, as the user discovers system properties by probing
it. This shift from passive observation to active exploration is not
only a learning advantage; it is the fundamental mechanism through
which user agency is reclaimed.

As explored in the paper, Understanding Agency in Human-Computer
Interaction Design [21], the concepts of instrumental interaction de-
sign and agency are inherently linked; agency being defined as the
capacity of an actor to take intentional action and exert control within
a digital environment [21]. In the context of online privacy, this
capacity is defined by a user’s ability to make autonomous deci-
sions that align with their personal preferences. Designing privacy
tools as instruments rather than automated barriers may potentially
transition users from passive objects of data processing to active
agents. This shift suggests the possibility of fostering a stronger
sense of digital ownership, possibly moving individuals past a state
of passive compliance and toward active appropriation, where they
might more freely shape the technology to fit their specific life
contexts. Transforming the interaction from a passive encounter
into a deliberate exercise of control and ownership is central to
moving beyond purely functional interactions and addressing the
broader socio-technical shifts that define the third-wave of HCI [21].

However, the transition from the second- to the third-wave of HCI
introduces significant issues, as outlined by Susanne Bødker in
When Second Wave HCI Meets Third Wave Challenges [8]. Bødker
suggests that designers should not abandon second-wave theories,
but rather refine them through two key principles; appropriation
and mediation. By focusing on appropriation, designers can study
how users integrate tools into their daily lives in ways that often
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diverge from their original intent. Furthermore, building on the prin-
ciples of instrumental interaction design, designers should not only
view technology as a mediator of human activity but acknowledge
that what is being mediated is often social connection or personal
expression rather than just a job. Ultimately, Bødker argues for a sit-
uated understanding where context is dynamically created through
user action, shifting the evaluative focus from functional usability
to the experience.

3 Instrumental interaction design inspirations
While instrumental interaction design has yet to gain traction in
the domain of online privacy, several state-of-the-art applications
demonstrate its potential. For our system’s design, we primarily
draw inspiration from innovative interfaces such as DirectGPT [33],
Memolet [35], StickyLines [4], and CPN2000 [2]. By examining
how these tools allow users to bypass rigid, predefined workflows
through direct interaction and appropriation, we can establish a
blueprint for moving automated privacy management away from
black-box automation toward a model of user-led, situated control.
In this section, we provide a summary of the most notable ideas
that inform our design approach. If you are interested in a rundown
of all examples of reification, polymorphism, and reuse we found in
other systems, see appendix A.

DirectGPT is a primary source of inspiration for us. This paper doc-
uments a new approach to LLM interactions, replacing traditional
linear conversations with physical actions like clicking, dragging,
and dropping. Our key takeaway from this paper is how the authors
chose to reshape their users’ hard-wired interaction models with
physical actions like clicking, dragging, and dropping. Importantly,
any object of interest is interacted with directly, and queries and
prompts are turned into actionable items for later reuse. Further-
more, DirectGPT provides an outstanding example of reification
through their prompt objects; instead of a static chat history, pre-
vious queries become actionable buttons that can also be executed
on outputs, providing improved support for follow-up questions.
This point also ties into reuse, as successful prompts are not lost.
DirectGPT also uses polymorphism, enabling users to apply actions
to different media, which provides more flexibility to their system.

The second example, Memolet, is an interface designed to address
the linear memory problem in AI chat-bots. Our key takeaway from
this paper is how it applies the principle of reification to turn conver-
sational snippets into tangible, reusable memory-objects. Memolet
applies polymorphism by having memos that are applicable in a
wide range of contexts and promotes reuse by allowing users to
manually curate and reuse specific memories across different ses-
sions.

StickyLines gives a good example for shaping a workplace to ac-
commodate direct interactions and increase autonomy. Instead of
hiding alignment options below a sub-menu disconnected from the
canvas, StickyLines reifies this solution by placing their tools right
where the object of interest is located. StickyLines also supports
polymorphism in their design by enabling their lines to adapt their

behaviour based on how the user interacts with them orwhat objects
are attached, and applies the reuse-principle through configurations.

Lastly, CPN2000 presents an innovative approach to colour palettes
where, instead of moving the cursor to a menu, the user can move
the instrument directly over the object of interest. CPN2000 pro-
motes reuse by enabling macros, turning a complex series of edits
into a single reusable instrument. A major takeaway from this prod-
uct is the ability to stack functions and perform otherwise complex
operations in a single action.

Other interesting examples include the reification in dragging and
dropping files available in most operating systems, translating the
semi-complex action of relocating resources into a more tangible
action. Additionally, as the cursor changes, although the tool re-
mains the same, the appearance is adjusted to the target interaction
- a prime example of polymorphism. One gesture leads to multiple
object-specific outcomes.Microsoft Excel’s fill handle also gives a
good example of a mix of principles, enabling the user to drag the
corner of a cell to continue a pattern (1, 2, 3...), reusing the logic and
data from the previous cells to generate new ones.

While some modern interfaces leverage tangible shortcuts, they
often lack true polymorphism. For example, Instagram maps a long-
press interaction to entirely different commands - previewing a
photo on a profile, pausing a video on a story, or opening a menu in
a messaging list. Because the underlying command changes rather
than the object type, this represents a context-dependent mode map-
ping rather than polymorphism, which strictly requires a singular
command to be applicable across diverse object types.

Regarding the LLM-driven integration of our approach, PRISMe
(from the paper, Helping Johnny Make Sense of Privacy Policies with
LLMs [7]) offers a significant technological precedent. This study
demonstrates that while LLM-based tools can effectively increase
privacy awareness and emotional engagement, noted by partici-
pants who remarked that visual cues like "a sad face does something
to me emotionally". Such tools primarily function as advisory dash-
boards rather than active instruments. While PRISMe primarily
assists users in the meaning-making process, our project extends
this paradigm by reifying abstract privacy criteria andmodel outputs
into tangible, directly interactive workspace objects. By translating
data into manipulable artifacts such as sticky notes and reusable
action items, our probe should enable users to actively negotiate
tracking architectures and retain complete ownership over the final
decision-making process.

PRISMe’s findings indicate that users often struggle with incon-
sistent privacy criteria across websites; this provides empirical jus-
tification for our focus on reusable instruments, which should allow
users to apply a consistent logic across diverse digital contexts. At
the same time, these issues with criteria are strongly linked to leav-
ing the user out of the loop when producing the assessments. In
contrast, we aim to keep the users in control of their algorithms.
Another major issue with this product was the lack of context-
awareness. PRISMe is not aware of which document object model
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(DOM) element the users are looking at and which website they
accessed. Because of these issues, interactions are reportedly cum-
bersome and confusing at times.

As these papers and corresponding systems illustrate, the transition
from abstract data management to tangible, instrumental interaction
can yield higher degrees of user flexibility, control, and ownership.
Combining this approach with an appropriate LLM inclusion, which
is aware of the user in the loop, seems like a promising yet unproven
approach that we aim to test. By applying the principles of reifica-
tion, polymorphism, and reuse found in these precedents, we can
begin to dismantle the rigid, black-box nature of current privacy
automation.

4 Project aims and research question
This section details how we aim to move beyond usability bench-
marks to investigate how such an instrumental interaction design
approach can foster appropriation, ownership and care, providing
an empirical path to reclaiming user agency in the context of online
privacy.

In this project, we seek to adopt a third-wave lens, moving be-
yond functional metrics to explore how privacy technology fits into
everyday lives, emotion, and social context. Through an innovative
approach driven by instrumental interaction, we aim to move from
information processing to a model of meaningful appropriation and
user ownership.

Through an exploratory study, we aim to investigate how applying
instrumental interaction design principles to AI-powered, browser-
level privacy tools influences user agency. Specifically, we will exam-
ine the process of meaningful appropriation and mediation, explor-
ing how users move beyond passive compliance to actively integrate
and adapt these tools into the unique messiness of their everyday
lives and complex network of personal values. By reifying complex
CMP architectures and privacy policies into manipulatable interface
instruments, specifically through spatial, colour-coded post-it notes
and draggable action tokens, we seek to understand if this direct
interaction fosters a sense of digital ownership and care that can ef-
fectively counter the "Okay, whatever" effect of learned helplessness.
To implement the theoretical principles of instrumental interaction,
this research focuses on three core terminisms - reification, poly-
morphism, and reuse [6].

Furthermore, highlighting the exploratory nature of this research,
we aim to gain insights on how users’ experience changes with this
unique approach and what value they find in it.

While our study involves a functional browser extension, we do not
frame this phase as a traditional usability evaluation of a finished
product. Instead, following the methodology of Hutchinson et al.
[31], we deploy our tool as a technology probe. According to this
framework, a probe serves distinct, but overlapping, goals which
define the core aims of this research.

We aim to use the tool as an exploratory technology probe to un-
derstand the effects of instrumental interaction design on users in
real-world online privacy contexts, primarily on CPMs encountered
during everyday browsing. We seek to uncover how users would
navigate the tension between convenience and privacy when pro-
vided with an open-ended instrumental interface, and how it can
be appropriated to serve as a mediator of personal goals. Secondly,
by implementing the tool in-the-wild, we aim to field-test the tech-
nical viability of combining LLMs with instrumental interaction
for supporting informed consent decisions. This is not to prove
the readiness of the software, but to observe how the technology
performs and fails under the unpredictable conditions of diverse
web architectures. Importantly, we aim to move beyond existing de-
sign constraints and gather "inspirational data" that will inform the
requirements for future third- or maybe even fourth-wave privacy
solutions. By adopting the technology probe approach, we acknowl-
edge that our current design is a non-commercial prototype. Our
primary aim is not to validate the usability of the extension’s cur-
rent features, but to use it as a medium for co-discovery - learning
alongside the user what it means to appropriate a privacy tool and
what specific affordances are required to successfully reclaim digital
agency.

4.1 Problem statement
Using an AI-powered, browser-level privacy management tool built
on instrumental interaction design principles, can users make active
decisions that actually align with their preferences? How does direct
interaction with CMP interface data in�uence the way users appro-
priate these technologies, and does this appropriation foster a sense of
ownership, agency and care that counters learned helplessness?

5 Design process
This section details the central features and interface design of our
proposed probe, Cookie Slayer. For a full list of features and system
components along with their completion statuses, see appendix B.

5.1 Feature design
Drawing inspiration and reflecting on our previous research into
online privacy protection software, the diverse landscape of state-
of-the-art solutions, and the practical applications of instrumental
interaction design, we have implemented our learning in practice
and developed our proposed probe.

Through a high-level rundown of the core features of our probe,
this section outlines the measures taken during our design process
to implement instrumental interaction design principles that sup-
port appropriation and mediation, and most importantly aid us in
addressing the fundamental issue at hand; empowering users to
actually make decisions that align with their preferences through
ownership and care through their personal perception and use of
our probe.

In light of the current trends in privacy protection tools and the
extensive opportunities presented by LLMs, we have established our
technical baseline as a browser extension providing AI-powered,
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browser-level automation. By equipping users with such advanced,
yet familiar technology, we expect the potential for meaningful
appropriation and mediation increases significantly.

Based on our key takeaways from previous research on CMPs, we
emphasise the importance of implementing a framework of psy-
chological safety nets alongside seamfulness [16] and operational
flexibility. By making automated systems modifiable, we aim to en-
sure that automation acts as a supportive mediator, allowing users
to actively regain digital ownership and agency.

1. Promoting ownership through concern calibration and
dynamic privacy choice recommendations
Upon installation, following the optional viewing of the provided
introductory material, the user engages in a recommender algo-
rithm calibration phase to establish their general privacy profile.
This design choice is grounded in the behavioural clustering re-
search of Dupree et al. [19], which categorises privacy personas into
three major groups, namely marginally concerned, pragmatists, and
fundamentalists. Rather than imposing an initial one-size-fits-all au-
tomated policy, our system uses this calibration to gauge the user’s
self-reported behavioural archetype. These preferences are then
systematically applied through transparent automation, directly
indicating recommended choices with icons placed on the objects
of interest (e.g. cookie popups buttons). Going forward, the system
functions dynamically by adapting to the user’s choices by listening
to their subsequent choices, while the underlying algorithm remains
directly manipulable by the user itself at any time.

By approaching automation through the lens of these personas,
the system employs goal estimation even from a cold-start scenario
to provide dynamic, context-aware, automated recommendations
that align with the user’s likely intent, while remaining easily modi-
fiable. This dynamic goal estimation model is loosely inspired by the
intent prediction frameworks of Qu et al. [14]. Our goal is to enable
the logic-based algorithm to provide increasingly accurate, context-
aware recommendations that evolve from the initial semi-cold-start
persona. This transition from broad archetypes to situated, real-time
intent prediction ensures that the automation remains a responsive
mediator of users’ unique goals rather than a rigid, predefined script.
Importantly, our system is designed with the objective to ensure that
we do not act on the user’s behalf in a black-box manner; instead,
we provide a flexible psychological safety net. Users retain owner-
ship of the automation, possessing the agency to manually override
both the persona-based defaults and subsequent fine-tuning of the
algorithm through everyday use. Essentially, both the underlying
algorithm and the final decision remains in the users’ hands, and
they are free to make exceptions at any time.

Fig. 1. Recommender interface

2. Direct manipulation through DOM object selection
Any website and internal system element can be interacted with
directly through manual selection, by opening an LLM prompt field
and using a list of actions, both suggested by us and created by
the user. This feature is primarily intended for CMPs, but can in
fact be used on any website elements on any website, including
notes created by our system. This gives the users a big wiggle-room
for appropriation, and lets them express any concerns they might
have regarding a specific website, or following up on a response
they might have more questions for. DOM elements and potential
previous outputs are also used in the prompt-engineering process,
so the responses are context-aware.

3. Actions powered by instrumental interaction design prin-
ciples
When executing a prompt, user input is translated into reusable
action items, which is executable in numerous ways - by dragging
them on a website element, clicking them, stacking them in the
prompt field, or following up on previous system output. This fea-
ture, inspired by the reuse principle, turns a static prompt history
into actions that can be reused in future queries - similarly to Di-
rectGPT and Memolet.

Additionally, all previous queries are accessible at all times, allow-
ing users to shape their workspaces to their individual preferences,
always having their most used queries at hand. The principle of
reification plays an important role in this feature with respects
to how prompts can be dragged or selected to appear in the input
field, so the user can rework their previous actions for a new context.

Lastly, inspired by Memolet and StickyLines, polymorphism and ap-
propriation come to fruition in how actions applied using multiple
tangible interactions (e.g. clicking and dragging) can be performed
on any website elements and notes created by our system. This fea-
ture also promotes directness and tangibility. Actions are performed
directly on - and are aware of - the selected object of interest, and
can be drag-and-dropped if they are in the taskbar. As a small extra
detail, we decided to stylise saved actions with emojis to capture
a complex query and simplify it into a symbol that the user can
associate with their action, making further reuse easier.
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Fig. 2. Inspector tool

4. Post-it notes containing flexible answers combating current
LLM interface shortcomings e.g. command-line-esque setup
of current models
When an action or prompt is executed, a post-it note is created
containing the answer linked to the selected object. This means
that the tool-object relation is clearly established through visible
links between notes and selected elements - similarly to StickyLines.
Furthermore, implementing one of the key ideas behind Direct GPT,
even though notes represent the output of the system, they remain
flexible for further follow-ups and edits. The contents of notes which
have been interacted with change based on the user’s query, but
interaction is reversible by the undo safety net. Importantly, notes
can linger as long as the user considers them useful, or potentially
for future reference - otherwise they can be closed.

Fig. 3. Notes

A comprehensive breakdown of the client-side UI layouts, including
the user onboarding flows, the recommender system dashboard, the
inspector tool overlay, and the spatial tracking of interactive post-it
notes mapped against usability heuristics, can be found in appendix
C.

While these core components define the structural capabilities of
Cookie Slayer, the system is flexible enough to support open-ended

individual appropriation. To preserve the focus on our primary
design choices, a detailed breakdown of the system’s intended work-
flows, including baseline use cases and an exploration of the unin-
tended yet possible examples of user appropriation across political,
contextual, and linguistic boundaries is provided in appendix D.

6 System architecture
The technical implementation is split into a client-side browser ex-
tension and a server-side backend. This is done to ensure a clear
separation of concerns while balancing user-side interactive per-
formance with the significant computational requirements of our
Gemma 4 LLM ran through Ollama, in a remote environment. The
setup of the system can be seen in figure 4.

Fig. 4. Overview of the system design

6.1 Frontend (Browser Extension)
The frontend serves as the primary mediator for the user’s interac-
tion with the web environment. Its primary technical responsibility
is the extraction and manipulation of DOM elements. To identify
potential CMPs, the system employs a scraping heuristic that targets
elements with a 𝑧 − 𝑖𝑛𝑑𝑒𝑥 > 1, operating on the assumption that
privacy banners typically occupy the topmost visual layer of the
interface.

Once these high-level containers are identified, the system utilises
regular expressions (regex) to parse the inner text of button elements,
mapping them to specific privacy decisions/categories (shopping,
social, entertainment, productivity, health, finance and government).
Beyond automated scraping, the frontend implements the custom
inspector logic required for direct manipulation, allowing the user to
select and reify any DOM element into a manipulatable object. This
inspector element handles the direct manipulation aspects of the
interaction, including the drag-and-drop interactions for prompts
placed in the toolbar, and the dynamic injection of UI overlays onto
native CMP buttons to display personalised recommendations based
on the user’s calibrated persona.

Additionally, the frontend interacts with the Supabase database
and the Gemma 4 LLM by sending asynchronous HTTP requests
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to their respective API endpoints via GET and POST methods. We
have structured our application to be loosely coupled, rendering a
potential shift to another service provider easy. During our devel-
opment work, this approach saved us from a lot of headache when
switching from Google AI Studio to Ollama due to Google’s rate
limits and costly service.

6.2 Backend (Ollama & Supabase)
The system’s backend is divided into two functional areas running
in parallel; an LLM serving service for real-time reasoning, Ollama,
and a remote database for data persistence, Supabase. This infras-
tructure is designed to maintain high availability for the user study.
Hosting these services separately also ensures that database-related
processes are not subjects to bottlenecks by, for instance, a high
number of concurrent LLM request processes.

6.2.1 Ollama LLM. Our LLM serving service, Ollama [23], is hosted
on AAU Strato through OpenStack [24], which provides the nec-
essary bandwidth and computational power to support real-time
AI mediation. The model utilises specific prompt engineering to
ensure that regardless of the user’s input, the output is systemati-
cally steered toward privacy-centric evaluations and situated data
ownership. On the other hand, AAU Strato comes with a couple of
known limitations. For one, setting up an autonomous development
pipeline is largely blocked by the numerous security measures, and
more crucially, students are limited to CPU usage. The lack of GPU
access is unfortunately a massive limitation regarding the poten-
tial complexity of the LLMs we are able to host with a reasonable
response time.

6.2.2 Supabase. We utilise Supabase [15] as a lightweight, off-the-
shelf remote solution to handle the logging of user interactions
during the duration of the study. This includes capturing prompts
and system actions, which are essential for evaluating how users
appropriate the tool over time. The structure of the database is
described in more detail in figure 5.

7 Methodology
With the design and development phases complete, the research
shifts toward an exploratory user study designed to capture insights
regarding our problem statement through real-world use done by
real people. This methodology is centered on understanding how
users weave instrumental interaction into the messiness of their
daily lives.

7.1 Study type
This technology probe user study is designed to adopt a third-wave
HCI perspective, with respect to our wish to elevate the evaluation
of privacy tools to more current HCI concerns. Our key source of
inspiration for the technology probe approach is Hutchinson et al.’s
paper, Technology probes: inspiring design for and with families [31],
originally published in the proceedings of CHI ’03. Furthermore,
this approach is most suitable to investigate deeply-rooted cultural
issues regarding a loss of agency and learned helplessness. Rather
than relying on traditional second-wave metrics like efficiency or
task completion, the study uses a longitudinal, in-the-wild approach

that captures how users engage with and appropriate the tool into
their everyday lives and capture the contextual nature of privacy
interactions. By avoiding predefined tasks and allowing interaction
to emerge from users’ own contexts and goals, the study enables
observation of whether users make meaningful, preference-aligned
decisions and how they appropriate the system over time. This ap-
proach is essential for examining whether and in what ways direct
interaction with privacy mechanisms fosters a sense of ownership
and control, and whether it can counter the passive "Okay, what-
ever" behaviour.

By combining these perspectives with the probe’s development’s
instrumental interaction design-driven generative theory approach,
the study aims to move beyond evaluating whether users can com-
plete tasks, and instead investigates how they engage with, shape,
and take ownership of an unconventional system. Additionally, we
are interested in learning about how a flexible system can be a me-
diator of a plethora of personal goals and beliefs, which ultimately
fuel a decision-making process.

The longitudinal user study is conducted over a period of one week.
This design allows us to observe how user experiences evolve over
time and how they naturally occur in everyday contexts. By moving
beyond controlled laboratory settings, the study prioritises ecologi-
cal validity and embraces the inherent complexity and messiness
of everyday life. This is particularly important in the context of
privacy, where decisions are shaped by situational factors, habits,
and emotions rather than isolated tasks. Since our probe is vastly
different from other available solutions, seeing how habituation can
take effect as the novelty-effect wears off over time is another major
factor in opting for a longitudinal study.

While this approach introduces variability and limits direct com-
parability across participants, it provides deeper insight into how
agency and appropriation emerge in practice, on a personal level.

7.2 Practical information
The study includes 9 participants recruited to represent a diverse
range of technical proficiency, privacy awareness, and browsing
habits. Participants are required to use a browser compatible with
the developed extension.

Before participation, all users provide informed consent and are
briefed on the purpose of the study. They are informed that their
interaction data will be anonymised and used solely for research
purposes. Participants are also made aware that they can withdraw
from the study at any time without consequences.

Participants are instructed to use the tool as part of their normal
browsing activities. No artificial tasks are imposed, ensuring that in-
teraction emerges from their own needs and contexts. This decision
should reflect both third-wave HCI and instrumental interaction
design principles, as it allows interaction to emerge from users’ own
goals and contexts, supporting meaningful appropriation rather
than prescribed use.
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Fig. 5. Overview of the database structure

To ensure a problem-free installation process, users are provided
with a document detailing the installation procedure. This document
can be found in appendix I.

7.3 Procedure
The user study consists of three main phases.

Phase 1: Pre-study survey Participants take part in a survey aimed
at understanding current privacy practices, attitudes toward consent
mechanisms, and perceived level of control over their data. Some of
the questions are inspired by the A�nity for Technology Interaction
Scale [28] to assist our understanding of our users' likeliness to
actively engage in or avoid intensive technology interactions. This
phase establishes a baseline of users' experiences and expectations.

Our pre-study questions are designed to give us valuable insights
on a personal-level regarding our participants' primary privacy con-
cerns, contextual dependence, level of resignation, and perceived
control among other things. Other than being able to map these

characteristics to di�erent concern-level groups, it also aids us in
crafting more personal inquiries for the post-study survey in along-
side our with the logs. For a complete list of questions, see appendix
F.

Phase 2: Probe introduction Participants are introduced to the
browser extension. Instructions are intentionally minimal to en-
courage exploration and support epistemic interaction, allowing
users to discover how the system works through direct engagement.
In case of any doubts that the revisitable tutorial does not answer,
facilitators can be reached out to during the duration of the study.

Phase 3: In-the-wild use Participants use the tool during their
normal browsing activities over a period of one week. No speci�c
tasks are assigned, allowing the tool to be integrated into partici-
pants' everyday routines and contexts. Participants encounter the
tool across di�erent contexts such as shopping, social, or enter-
tainment, providing insight into how privacy practices vary across
situations. During this phase, interactions, prompts, outputs, and
general usage metrics are logged. This data will aid us in proposing
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new discussion points and observing tendencies among participants.

Throughout the study, we analyse the logs and do regular check-ins
through private messaging channels, calls, or in-person to gather
feedback and learn about participants' experiences on an individual
level - similarly to a study diary, but with the possibility of immedi-
ate followups. The data gathered during these check-ins culminate
in the the �nal question of the closing survey, primarily focusing
on gaining further insights about personally interesting use-cases,
tendencies, feedback, or other data points that could give us valuable
insights regarding our problem statement.

Phase 4: Post-study survey At the end of the study, participants
engage in a second survey re�ecting on their experiences. Here,
we aim to explore if the participants' use of the tool has evolved,
whether they appropriated it in unexpected ways, and how it in�u-
enced their sense of agency and control. Additionally, our objective
is to learn about the e�ects instrumental interaction design has had
during their time with the probe. It is worth mentioning, that we
adjust our initial questions to account for the feedback we get along
the way, data we gather, and the users' discoveries shortcomings of
our probe. For a complete list of questions, including personalised
questions based on a mid-study analysis of the logs and previous
survey responses, see appendix E.

7.4 Data collection methods
To evaluate the psychological shifts between baseline learned help-
lessness and meaningful appropriation, this study utilises a mixed-
methods data collection approach. This combination allows us to
cross-examine subjective user re�ections (qualitative) alongside
objective behavioural patterns (quantitative) across the one-week
in-the-wild deployment.

The data collection architecture is explicitly structured to support
our core research goals along three dimensions: verifying whether
an AI-driven, browser-level instrument can enable active, preference-
aligned decisions; examining how direct interaction with CMP meta-
data in�uences technology appropriation; and observing whether
this appropriation fosters a sense of personal ownership capable of
dismantling the passive "Okay, whatever" e�ect. By avoiding arti�-
cial, prede�ned laboratory tasks, this experimental setup prioritises
ecological validity. Consequently, it allows us to gather empirical
evidence that directly addresses our problem statement within the
natural complexity of daily browsing routines.

7.4.1 System Logging. During the third phase of our study (in-
the-wild use), the extension automatically logs user interactions to
record how participants engage with the interface elements. Rather
than collecting sensitive user data, the logging architecture is strictly
scoped to record structural system events. The objective is to track
the transition from passive automation bias to active, instrumental
interaction, capturing the reality of user engagement without self-
report bias. Each logged category addresses our core research aims:

System override frequency (countering learned helplessness)
Reversals or mismatches of privacy recommendations. This veri�es

active decision-making, indicating whether users treat the tool as
an instrumental extension of intent rather than defaulting to rec-
ommended passivity.
Epistemic clicks (fostering understanding) Tracks how often
users explore or inspect system layers. This measures epistemic
interaction, evaluating whether exposing abstract tracking mecha-
nisms triggers the curiosity and care required to dismantle the e�ect
of complex CMP wordings.
Prompt generation mechanics and reuse (appropriation) Prompt
executions and the use of reusable interaction items such as action
buttons. Tracking how these features are customised over time veri-
�es the velocity of appropriation, showing whether users actively
tame the technology for context-dependent routines.

7.4.2 Semi-structured questionnaires. The qualitative inquiries are
structured around speci�c theoretical benchmarks to explicitly trace
how users engage with the tool over time:

Mapping baseline resignation (pre-study): Probes emotional
stressors, fatigue, and passivity caused by standard website CMPs,
documenting where users felt forced into tracking defaults or trapped
on a predetermined route.
Assessing the tactile shift and ownership (post-study): Eval-
uates how physically probing elements or interacting with recom-
mender status symbols (ticks and crosses) shifted data ownership
feelings, moving users closer to a domain they actively in�uence.
Evaluating system confrontation and overrides (post-study):
Explores moments where users disagreed with automated recom-
mendations and used the interface to "argue" with the system, serv-
ing as a direct qualitative test of active agency.
Reactive care and technical imperfections (post-study): Inves-
tigates user reactions to lackluster LLM outputs to evaluate if system
imperfections trigger a protective form of reactive care, prompting
users to take ultimate responsibility for outcomes.
Velocity of appropriation (post-study): Prompts users to identify
the exact browsing session during which the tool altered how they
navigate a site, pinpointing the moment the extension felt like it
truly belonged to them.

7.5 Analysis approach
To interpret the potential psychological and behavioural shifts from
baseline learned helplessness to active digital agency, we apply an
iterative, mixed-methods analytical approach. First, qualitative text
from the pre- and post-study surveys and mid-study diary checks
are evaluated using an open- and axial-coding process. These codes
were grouped into macro-themes - such as data proximity, cognitive
safety nets, and systemic power imbalances; also accounting for the
participants' technical backgrounds (high, medium, and low privacy
literacy groups). This qualitative sweeping allows us to uncover
conceptual thresholds and behavioural tendencies unique to each
literacy tier.

Second, we triangulate these subjective insights with quantitative,
objective interaction logs automatically captured in our database
during the in-the-wild deployment phase. This log data serves as
an empirical lens to identify interaction anomalies; instances where
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a user's self-reported perception was disproven or validated by
their actual system usage, mitigating self-report and recall bias. Fi-
nally, we synthesise these behavioural trajectories into high-level,
colour-coded cross-comparison matrices representing user stances
before and after deployment. Conducting a semi-direct comparison
between these tabular artifacts should allow us to map individual
empowerment trajectories and isolate precisely where systemic
algorithmic boundaries restricted true tool ownership.

8 Results
This section presents the empirical �ndings gathered throughout
our study, pairing baseline data with the behavioural logs and expe-
riential insights observed during the deployment period. We �rst es-
tablish a user-typology baseline through an analysis of our pre-study
surveys, subsequently evaluating how these distinct user groups
appropriated the system, managed systemic errors, and negotiated
tracking architectures across natural browsing contexts.

8.1 Pre-study insights
Based on the results of our shortened OPLIS questionnaire results,
we have grouped our participants into three privacy literacy groups.
This was done to gain a more nuanced view of our results and pre-
requisites with regards to individual concern levels. In this new
grouping, there are two high-level (P6, P8), �ve medium-level (P2,
P3, P4, P7, P9), and two low-level participants (P1, P5).

To give a quick overview of the most crucial di�erences between
literacy groups, we have created a table seen in �gure 6. The colour-
coding of the �eld should represent the degree to which a behaviour,
feeling, or status aligns with the user's true preferences or pre-
ferred actions. To present a high-level overview of our participant
insights, we conducted an analysis on our qualitative data to iden-
tify, analyse, and interpret key patterns within the dataset (for the
full anonymised dataset, see appendix F). To provide deeper context
for the resulting user archetypes, this section details the distinct
behaviours, emotional responses, and privacy attitudes of high-,
medium-, and low-level participants. See appendix J for the full
breakdown of the di�erences in results.

8.2 User study results
We concluded the study with a closing questionnaire. Below, we
walk through the most signi�cant insights we have gathered from
our analysis of the responses. To see all individual responses, see
appendix G and H.

Direct manipulation can aid in closing the data proximity
gap
6 out of 9 participants reported that direct, tangible interactions,
both with the cookie popups and the underlying algorithm itself,
increased their sense of control and made their preferences more
tangible and systematically enforceable. For instance, P6 noted that
through these interactions, they "felt more in control" and found that
their data-sharing preferences were "a lot easier to maintain and
not compromise". The speci�c interaction, described by participants,
included being able to double-check the meaning of complex terms

directly where they were presented, thereby implying a circum-
vention of the deceptive nudging tactics of unique CMPs through
AI-driven content condensing. Furthermore, several users attributed
their closeness to the data to the active critical thinking enabled by
the tools at their disposal; as P7 summarised, the system �changed
in that way that I felt closer to my data, and who I let get to my data�.

On the other hand, as some participants pinpoint, although they
felt closer to their data, the known shortcomings of our LLM made
it hard for them to verify the true outcomes, even when they made
a choice that aligned with their preferences. The main pain points
and drawbacks were the generic answers and the inherent issues
that arise with only guiding users to customise their privacy op-
tions, then letting go of their hand. These downsides resulted in
participants feeling less agency over their decisions. One participant
saw the possibility of them exercising more caution, but without
complete con�dence, and two participants did not feel that direct,
tangible interactions in�uenced their behaviour in any major way.

Overlaid privacy recommendations can inspire cautiousness
toward consent choices
6 out of 9 participants indicated that the recommender system di-
rectly placed on the objects of interest made them more cautious, or
felt that the mediation of their intentions was more straightforward.
As P2 re�ected on this shift: �I did become more cautious, as to what
website should have access to my data, and more comfortable, because
i got honor my personal preferences�. Interestingly, this participant
also noted becoming �more aware of the times, where I wasn't able to
simply reject the cookies and I [had] to compromise with my chosen
preferences�. This highlights that users felt extra cautious in cases
where none of the interface options perfectly matched their privacy
pro�les. However, when the system �agged con�icts across all avail-
able choices, it could also induce friction; for example, P5 shared that
�in the cases where all buttons were marked with red I felt somewhat
lost and demotivated in terms of understanding�. In these select in-
stances, users frequently treated the visual indicators as a cognitive
shortcut, remaining more mentally present in complicated scenarios
where optimal choices were buried behind sub-pages or where web-
sites proposed functional restrictions based on enforced preferences.

Elaborating on this point, another participant pinpoints that when
the choice is straightforward, they would not oppose complete
automation either - inspired by our previous study, a seamful im-
plementation of this, while retaining some safety net features from
the extension, could yield interesting results. Conserving user e�ort
for highly problematic consent encounters where the enforcement
of preferences is actively threatened, while automating straightfor-
ward scenarios could dramatically lower overall privacy fatigue. A
comparative A/B study between these two interaction paradigms
would clarify the exact behavioural and attitudinal di�erences that
emerge. Such an evaluation could demonstrate whether maintaining
a visible safety net during automated tasks prevents user resignation
while still alleviating the friction of repetitive compliance actions.

Some participants also mention that although the prompt-driven
interaction could feel tedious at times, if they felt like taking a
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Fig. 6. An overview of our pre-study insights on the di�erent study-participant types

backseat, they could just rely on the simple visual cues. Although
checkmarks and crosses were reported to be highly intuitive and
aided users in unique ways, this approach introduces a potential
danger of complacency. When interface elements become "invisible",
users risk falling into passive automation bias, relying on simple
visual shorthands rather than evaluating the underlying privacy
data. For example, P3 highlighted this e�ortless reliance, noting:
�It was very easy, because you intuitively know to click on the green
tick�. This suggests that while colourful icons may e�ectively re-
duce interaction friction, they can inadvertently trigger peripheral
cognitive processing. If users blindly trust a green checkmark as an
absolute stamp of safety, they may bypass the critical evaluation
needed to verify if the recommendation actually aligns with their
speci�c privacy boundaries.

Based on the �ndings in table 7, users semi-successfully taught
the algorithm to re�ect their personal preferences, resulting in an
overall 63.6% alignment rate between user decisions and system rec-
ommendations. Despite the system's inconsistent success rate, the
high level of overall trust expressed in the post-study questionnaire
suggests that participants successfully adapted their strategies to
leverage the recommender for their speci�c needs. Interestingly, all
accept decisions from users were in the start of the study, which
suggests a display of learned behaviour of instinctively going for the
easiest choice, seen in table 6. The recommended action for reject
only had one mismatch the �rst day of the study, and otherwise
all the reject user decisions matched the system-advised decision.
Although more data would be needed to con�rm this point, the logs
suggest that the users felt it was easier to identify their true choice
as they truly inhabited the system.

System inaccuracies dismantle passive compliance through
re�ective friction
8 out of 9 participants had examples for disagreeing with the AI as-
sistant or recommender algorithm. Although most answers outline
clear frustrations, it is clear that all users were ready to "argue" for
their case, expressing high ownership over their decisions or resort-
ing to sharing the least amount of data possible. This tendency can
be linked to the concept of "rage-baiting". [25] Taking inspiration
from Oxford University Press' de�nition (REF), our privacy-focused
adaptation of this would be �vague or incorrect content provoking

users to exercise heightened caution within a privacy decision�. As
Cunningham's law states, �the best way to get the right answer on
the internet is not to ask a question; it's to post the wrong answer� [34].

This provocative friction actively broke users' passive scrolling
habits; as P4 remarked, �It de�nitely made me question myself (...)�.
Instead of yielding to the system, this confusion instigated deeper
investigation. For instance, P5 noted that �in the case of all cookie
choices having red x marks I felt the need of understanding further
exactly why this was,� while P3 bypassed the automated suggestion
entirely: �It didn't understand what to do, so i just clicked to show
details (...)�. When the algorithm failed or was overly restrictive,
users instinctively fell back on defensive privacy defaults, exem-
pli�ed by P1 who shared, �(...) so then I went with only necessary (...)�.

The critical design implication extracted from this behaviour is
that privacy instruments must be inherently dialectic, supporting
counter-prompting, and low-friction correction mechanics. When
users encounter an incorrect AI interpretation, their immediate be-
havioural impulse is to override and correct it. Therefore, interfaces
should avoid rigid binary choice architectures and instead provide
visible, physical avenues for disagreement, such as immediate over-
ride shortcuts, dynamic feedback loops, and polymorphic tools that
let users explicitly reshape the recommendation algorithm on the
�y. Designing for disagreement ensures that when the system in-
evitably fails, the failure mode actively supports user agency rather
than causing frustration or abandonment.

Objective interaction logs expose user blind spots and self-
report biases
Interestingly, when users were asked speci�cally about the above-
mentioned behavioural shift, which was explicitly con�rmed by our
system logs through an increased number of prompts, choices, and
self-reported behavioural data, the majority (6 out of 9) reported
that they did not believe they had behaved any di�erently regarding
the care or e�ort put into their decisions. This blind spot is neatly
illustrated by P4, who noted: �I would tend to move away from what
the AI told me and return back to my usual routine�, despite explicitly
describing a behavoural shift in their previous response. This in-
consistency between clear-cut interaction logs and user perception
brings the classic issue of self-report bias into question, pointing
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toward either a lack of introspective awareness or a heavy recall
bias where users anchor their memory to prior web habits rather
than their actual actions within the tool.

Another example of one such data point hinting towards the pre-
viously mentioned behavioural shift can be found in our logs; the
number of followup questions clearly out-weighing the creation or
reuse of previous queries, see table 1.

Note Follow-up

Action Type Count % Count %

TYPED 47 70.1% 95 93.1%
CLICKED 17 25.4% 4 3.9%

DRAGGED 3 4.5% 3 2.9%

Total Valid Actions 67 100% 102 100%

Table 1. Comparison of Reuse Actions on Note vs. Follow-up post-its

Direct interaction shortcuts can shift website navigation and
prompt broader privacy curiosity
5 out of 9 participants described that the extension changed their
way of navigating websites. The listed examples include asking the
AI assistant about certain websites' data policies and political agen-
das before accessing them; as P7 noted, �Before even going into the
website I would use the tool to see what they used my information for
and if they had any political agenda behind them�. Other participants
used the interface to ask questions that they would otherwise have
to open new pages for, or to request concise summaries of long legal
texts. Remarkably, this structural directness also shifted some users
out of lifelong passive compliance habits. P4 shared, �For the �rst
time I actually read the text inside of cookie banners instead of just
straight out rejecting it�. Generally, it seems like the directness of
the tool, driven by instrumental interaction design principles, acted
as a form of shortcut, enabling users to perform tedious compliance
and auditing actions with signi�cantly less e�ort.

An interesting remark by P3 is also worth mentioning here: �I found
out that I [encounter] less cookies than I thought I do�. As we have
learned, looking out for your privacy is not always directly related
to CMPs. As shown in the table below, only 46% of the prompts
were targeted at cookie-related elements.

Interaction Category Click Count

Cookie-Related Elements 170
Non-Related Elements 201

Total Interactions 371

Table 2. Inspector Tool Click Distribution

Personal value aligned customisation can foster ownership
and serve as a congnitive safety net
8 out of 9 participants could describe a moment where the extension
truly felt like it belonged to them, suggesting a transition toward

ownership. A primary catalyst for this feeling was knowing the
system was explicitly tailored to their values; as P3 noted, �(...) the
fact that [the recommendation] was based on my decision to protect
my data was a point when I felt ownership over it�. This tailored
foundation allowed users to feel signi�cantly safer, with the exten-
sion acting as a protective baseline. P6 illustrated this comforting
presence, sharing: �I felt a lot safer and that my data wasn't being
unnecessarily shared. It felt like a friend trying to look out for me, in
a way�.

Additionally, participants embraced the tool as an active assistant
for navigating cluttered CMPs and avoiding deceptive layouts, es-
pecially when optimal choices were intentionally obscured by the
website. Within these complex architectures, the extension served
as a cognitive safety net; P4 recalled that �(...) the tool helped me
reevaluate and click the right things so my choice aligned with what
I actually intended�, while P2 added that it �does some of the hard
lifting when it comes to the additional decision making that cook-
ies impose�. In contrast, the single user who did not experience
this sense of natural interaction explained that it was entirely due
to their pre-existing con�dence in their personal privacy work�ows.

Algorithmic transparency can help in demystifying online
surveillance but highlights barriers to complete user agency
4 out of 9 participants believed they discovered something interest-
ing during their time with the extension, noting that it was the �rst
time they truly understood what online tracking meant. However,
while the tool successfully heightened their structural awareness, it
simultaneously exposed the deep systemic imbalances of the web, of-
ten leaving users without direct, actionable pathways. For instance,
P1 re�ected on this tension, noting that while the system �(...) made
me aware that I have a bit more power, it still felt too cumbersome
to actually do something about it�. This friction quickly translated
into a sense of resignation regarding the current state of internet
surveillance; as P4 states, the experience �(...) opened my eyes to how
alarmingly little there truly is I can do to protect myself when using
the internet, and how regardless of my best e�orts, some of me and my
activity will always be monitored, analysed, and used for somebody's
advantage�.

To give a quick overview of the most crucial di�erences within
and between literacy groups, with some aspect being compared to
the pre-study questionnaire, we have created a table 7. The colour-
coding of the �eld should represent the degree to which a behaviour,
feeling, or status aligns with the user's true preferences or preferred
actions. An interesting insight that can be observed on this table is
how users naturally prefer and put more trust into the fully �exi-
ble and user-driven recommender algorithm in comparison to the
black-box LLM. Although, to draw de�nitive conclusions, a more
advanced language model should be used.

8.3 Personal followups
Throughout our study, we monitored our users closely and did regu-
lar check-ins with them to gather insights without subjecting them
to having to keep a study-diary. For the �nal question of our study,

, Vol. 1, No. 1, Article . Publication date: May 2026.



Cookie Slayer: Challenging Learned Helplessness Through Instrumental Interaction Design ˆ 13

Fig. 7. An overview of our post-study insights on the di�erent study-participant types

we chose to dive deeper into a single aspect of each person's data
(see appendix H), for instance unique use-cases or potential changes
in opinions.

Overall, participants were eager to share their personal insights
from the study and o�er concrete suggestions on how to adapt the
probe to better serve their needs.

A major takeaway from these insights is the participants' newfound
perception of cross-site tracking as creepy; a mechanism often con-
sidered far more invasive than sharing sensitive information directly
with a primary service provider due to its stalker-like surveillance
behaviour. For instance, P6 highlighted the unsettling nature of this
boundary-crossing tracking, noting that because social media is so
"closely connected to one's personal life," also highlighting that, "ran-
dom websites you browse should not know much about exactly what
types of reels you watch the most". This systemic lack of transparency
suggests a massive disconnect between corporate data practices and
public awareness; as P8 argued, the public "would be completely
outraged if they actually learned what happens to their data, where it
goes, and who really knows everything about them".

Furthermore, we got a clearer picture about how some users would
like to be more knowledgeable about who their data is shared with,
and not what data is shared, with the majority of the arguments
being linked to political and cultural ties. Elaborating on this point,
multiple users believe that a key feature that would give them more
agency would be proper citations of up-to-date sources and website
elements - P4: "(...) I'd feel better about the AI guiding my hand in
picking which privacy options I want, as it would understand up-to-
date literature as well as my preferences". Given that state of the art
AI is already able to do this, its implementation would not pose a
massive technical hurdle.

Interestingly, two of the participants outlined an idea similar to
an eventually scrapped feature of the probe, namely the seamful
automatic application of batch actions. One of the proposed use
cases was preemptively informing the user whether their prefer-
ences could be truly enforceable on a website (before entering the
site), and if yes, by which option. Another idea was making seamful,
automatic, override-able choices on the user's behalf.

9 Discussion
This section contextualises our mixed-methods �ndings against the
theoretical backdrop of online consent architectures, privacy fatigue,
and generative instrumental interaction design.

9.1 Evaluation of our findings in light of the problem
statement

The empirical �ndings from our closing questionnaire, when com-
bined with our interaction logs, o�er a nuanced answer to our core
problem statement: whether an instrumental, AI-powered privacy
tool can foster active, preference-aligned user decisions to counter
learned helplessness. By implementing a probe grounded in genera-
tive instrumental interaction design theory, utilising direct, tangible
interactions, and contextual visual overlays, the data suggests that
our tool successfully lowered the degree of interface indirectness.

This structural shift allowed the majority of participants to migrate
from a state of passive resignation to one of active agency. As demon-
strated in Q1, 6 out of 9 participants reported an increased sense of
control, explicitly exempli�ed by P6 feeling that their data-sharing
preferences became "a lot easier to maintain and not compromise",
and P7 noting that they felt physically "closer to my data, and who I
let get to my data". This qualitative shift is quantitatively supported
by our system logs, which suggest a a temporally-evolving 63.6%
overall alignment rate between user actions and system recommen-
dations in table 7, alongside purposeful personal adjustments made
beyond the baseline dynamicity of the recommender algorithm.
This interaction architecture enabled users to actively utilise the
system for the mediation of their personal goals, transforming the
otherwise overwhelming, opaque task of privacy management into
a tangible, personally adaptable domain.

Crucially, the emergence of user-driven ownership and care was
most evident when the system encountered operational friction or
delivered inaccurate recommendations. Rather than reverting to a
state of learned helplessness when faced with vague or incorrect AI
behaviour, users leveraged the �exible interface to "argue" with the
system and assert their unique privacy pro�les. This behavioural
phenomenon represents a privacy-focused application of Cunning-
ham's Law [34], where 8 out of 9 participants (Q3) successfully
navigated algorithmic disagreements.
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Instead of yielding to the interface, this provocative friction acted as
a cognitive speed bump that broke passive scrolling habits, leading
P4 to note that it �de�nitely made me question myself� and prompt-
ing P5 to seek a deeper understanding when confronted with a wall
of red indicators. Users actively deployed the tool's instruments
to override errors (e.g., P3 clicking to "show details" when the AI
faltered), frequently falling back on defensive privacy defaults, such
as P1 choosing to go with "only necessary".

However, our results also expose a critical tension between automa-
tion and active re�ection. While localised visual cues (checkmarks
and crosses) directly mediated user intentions during straightfor-
ward choices (Q2), they introduced a clear risk of user complacency
and automation bias. This vulnerability is perfectly captured by P3,
who admitted: �It was very easy, because you intuitively know to click
on the green tick�.

Consequently, the logs documenting that the vast majority of user
choices aligned with system recommendations cannot exclusively
be attributed to the system's �exibility; it also highlights a potential
pattern of uninformed trust and peripheral cognitive processing.
If users blindly accept a visual shorthand as an absolute stamp of
safety, the instrument risks replacing legacy "cookie-clicking" habits
with a new form of learned compliance, undermining the deep re-
�ection required for genuine digital agency.

Furthermore, as highlighted by structural drawbacks like the LLM's
common vagueness, simply guiding users to customise options be-
fore "letting go of their hand" is insu�cient to dismantle systemic
web power imbalances. While the directness of the tool acted as an
empowering shortcut, true preference alignment remains tightly
bound to the reliability and transparency of the underlying model.
When the LLM delivered generic answers, participants experienced
a localised collapse in agency, realising, as P4 states, �how alarm-
ingly little there truly is I can do to protect myself... some of me and
my activity will always be monitored�. This underscores that for an
interaction instrument to fully conquer learned helplessness, it must
couple actionable, direct manipulation at the UI layer with veri�able,
transparent system outcomes from the underlying language model.

9.2 Evaluation of our key takeaways for individual
privacy-concern groups

A granular evaluation of our user-type matrix (see �gure 7) reveals
that the capacity to make active, preference-aligned decisions varies
structurally depending on the user's technical baseline (privacy lit-
eracy). For high-level users, who entered the study with pre-existing
privacy paradigms, the tool served as an e�ciency-maximising in-
strument that e�ectively lowered their level of daily compromise.
Their appropriation manifested in advanced, proactive ways during
browsing sessions, such as utilising the inspector tool to explicitly
query cross-site tracking and hidden ad mechanics. By routing their
intentions through a customisable recommender algorithm, these
users experienced a pronounced reduction in learned helplessness,

translating system friction into heightened caution rather than de-
feat.

Conversely, medium-level and low-level users experienced the most
transformative shifts in agency. Previously paralysed by the opaque,
multi-layered architectures of standard CMPs, these groups used
the extension to simplify complex legal texts (such as EULAs) and
demystify tracking behaviours. This behavioural shift is empirically
substantiated by our follow-up logs (see table 1), which show that
users generated 102 follow-up actions compared to 67 initial notes,
with 93.1% of those follow-ups being explicitly typed inquiries. This
high volume of text-driven interaction highlights a transition from
passive compliance to an actively articulated search for system
understanding; suggesting a shift from passive compliance to ex-
pressing more care and exerting heightened ownership over their
data.

This interaction layer enabled users to break passive compliance
loops, leading P4 to re�ect that, �for the �rst time I actually read the
text inside of cookie banners instead of just straight out rejecting it�.
Furthermore, the tool's instrumental directness allowed users to
expand their privacy auditing behaviour beyond traditional cookie
dialogs; as shown in table 2, 54% of user interactions (201 clicks) tar-
geted non-cookie elements, with users like P7 proactively deploying
the tool as a gateway to check a website's underlying data policies
and �political agenda� before even engaging with the page.

However, �gure 7 also highlights a shared architectural ceiling
to this empowerment: across all literacy groups, trust in the black-
box LLM remained universally low. When the AI agent's guidance
failed or turned vague at highly customisable con�gurations, users
were abruptly reminded of their systemic lack of power. When con-
fronted with these system con�icts, medium and low-level users
occasionally exhibited a localised resurgence of demotivation or a
resignation back to legacy tools. For instance, P5 reported feeling
�somewhat lost and 'demotivated'� when confronted with con�icting
red indicators, while P1 noted that despite an increased awareness
of their own power, executing advanced choices still �felt too cum-
bersome to actually do something about it�.

This cross-group disparity suggests that while direct interaction
with CMP elements may trigger the initial stages of user appro-
priation, the complete erasure of learned helplessness is entirely
dependent on sustained system reliability. True tool ownership re-
quires an unbroken chain of transparency; if the underlying model
remains an unveri�able black box, users will ultimately drift back
toward legacy tools or default to historical routines, as summarised
by P4: �I would tend to move away from what the AI told me and
return back to my usual routine�.
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9.3 Advancing the state of the art in privacy fatigue and
learned helplessness

Our �ndings advance the HCI literature on privacy fatigue and
learned helplessness by moving beyond passive, educational noti-
�cation systems and automated black-box tools. Prior research es-
tablishes that manipulative architecture on CMPs induces a chronic
"Okay, whatever" e�ect, leaving users feeling structurally power-
less against tracking. Traditional technical interventions attempt
to counter this resignation either by shielding the user entirely
through absolute automation or by bombarding them with dense
privacy noti�cations. However, our study demonstrates that abso-
lute automation merely replaces old habits of passive compliance
with new forms of unre�ective trust, while noti�cation-heavy ap-
proaches aggravate cognitive fatigue. By contrast, Cookie Slayer
advances the state of the art by demonstrating that embedding an
active, instrumental layer directly on top of adversarial interface ele-
ments can systematically disrupt these deeply ingrained habit loops.

Crucially, this work introduces a paradoxically productive design
paradigm to the privacy domain: the deliberate leveraging of algo-
rithmic friction as a tool for cognitive empowerment. While classical
usability heuristics prioritise seamlessness and the minimisation
of user disruption, our empirical results show that when an AI
recommendation tool exhibits localised inaccuracies or ambiguous
states, it acts as a constructive cognitive speed bump. This friction
e�ectively triggers a privacy-centric application of Cunningham's
Law. Rather than inducing a resurgence of learned helplessness,
system errors and disagreements actively provoke users to re-assert
their agency, investigate underlying policy text, and defensively
override the system to demand data minimisation. Consequently,
we push the boundaries of current privacy design by showing that
an "invisible" system can be counterproductive to digital literacy;
instead, a dialectic interface that leaves room for user disagreement
is what sca�olds genuine tool ownership.

Finally, this study re�nes our understanding of user-tailored pri-
vacy mediation across distinct technical baselines. Existing literature
frequently treats privacy-fatigued users as a monolithic group suf-
fering from identical modes of resignation. Our strati�cation of high,
medium, and low privacy literacy groups reveals that the path out
of learned helplessness varies structurally. While higher-literacy
individuals leverage instrumental tools as e�cient shortcuts to min-
imise data compromise, low- and medium-literacy users utilise the
exact same tools to completely alter their web navigation work�ows,
transforming passive resignation into active domain pre-vetting. By
mapping these distinct trajectories, this work proves that overcom-
ing privacy helplessness is not dependent on achieving absolute
corporate transparency, but rather on providing users with an ad-
justable, value-aligned UI safety net that restores their perceived
behavioural control.

9.4 Study limitations
While our �ndings provide interesting insights into user appropria-
tion, several methodological limitations must be acknowledged re-
garding the study's validity and long-term generalisability. First, the

evaluation faces constraints in external validity due to the relatively
small sample size (# = 9). Although this setup is not uncommon
for qualitative HCI evaluations, the distinct behavioural splits be-
tween high, medium, and low-Level users suggest that a wider, more
diverse demographic might yield entirely di�erent appropriation
patterns.

Second, while the deployment of a functional browser extension
directly within the participants' personal browsing routines granted
the study high ecological validity, it simultaneously introduced
threats to internal validity. Because users navigated uncontrolled,
real-world web environments, confounding variables, such as vary-
ing website complexity, pre-existing ad-blockers, or distinct struc-
tural layouts of unexpected CMPs, unavoidably impacted user frus-
tration levels independent of our tool's design.

Furthermore, the study's brief timeline leaves the critical question of
true habituation unanswered. The documented increase in user care,
prompt frequency, and willingness to "argue" with the AI might
partially re�ect a temporary novelty e�ect or an arti�cial evalua-
tion bias, where users feel a heightened sense of duty simply by
participating in a study. Over an extended deployment, this active
agency might erode into a di�erent form of learned helplessness or
complacency, especially given the low universal trust in the generic
LLM responses.

Finally, our reliance on a mixed-methods approach exposed a stark
self-report bias (as seen in Q4); users frequently claimed their base-
line behaviour remained unchanged despite clear back-end logs in-
dicating highly active follow-up questioning and customised actions.
This mismatch underscores the di�culty of accurately mapping a
user's internal cognitive shift away from helplessness using retro-
spective metrics alone, highlighting the need for future long-term
longitudinal studies to observe how true habituation a�ects digital
ownership over time.

9.5 Technical limitations
The most signi�cant challenge encountered in our implementation
is the inherent context-window and memory limitations of cur-
rent LLMs [20]. While even the smaller models we work with are
mostly decent at point-in-time analysis, their short-term memory
restricts our ability to perform longitudinal goal estimation; a pro-
cess where the system reduces uncertainty about a user's intent
over time through repeated interactions.

In the context of third-wave HCI, where the focus shifts from func-
tional information processing to the "felt life" and situated expe-
rience of the user, this technical bottleneck also becomes a theo-
retical one. A truly third-wave privacy instrument should evolve
alongside the user, learning from their experiences alongside their
environmental stressors and emotional contexts to move beyond
rigid, rule-based automation. However, because the LLM often "for-
gets" the nuances of past appropriations, the interaction remains
trapped in a series of disconnected, second-wave encounters. An
approach we have experimented with, where we fed information
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