
Summary

In this thesis, we have sought to understand cyber security in Danish SMEs. SMEs face increas-
ing regulatory demands and cyber threats from sophisticated malicious actors. At the same time,
SMEs have the least resources available to combat these threats. Therefore, we researched the topic
further to understand how cyber security is handled in SMEs and which resources are available to
them. We also conducted an expert interview, where we gained insight into the challenges SMEs
face and which cyber risks they can face in light of technological advancements such as generative
artificial intelligence.

To continue our research into the field of IT security in SMEs, we conducted interviews with
seven different SMEs. To ensure relevance for our research aim when collecting data, we created
criteria for the participating companies. We interviewed only Danish SMEs with no formal IT de-
partment to understand their practices. We also chose to speak with IT managers in the companies,
as they had the most knowledge about how IT is managed internally. Following the interviews, we
conducted a thematic analysis to gain a better understanding of the interviews. The analysis re-
vealed that many managers bear the sole responsibility for IT in their organisations and often hold
other areas of responsibility. Additionally, we observed that nearly all interviewed SMEs outsource
the management of their IT and IT security to a third party. However, this discovery also exhibited
that many managers tended to view the third party as the main holders of responsibility, in the
case of a cyber attack. Furthermore, many expressed that they lack the appropriate competencies
about IT, making the SMEs very dependent on their service providers. To address these challenges
and problem areas in regard to outsourcing and negation of responsibility, we sought to promote
feelings of ownership among IT managers. This is also reflected in the research question for this
thesis: How does outsourcing of IT influence IT managers’ attitudes toward cybersecurity in Dan-
ish SMEs?

In this exploration, we developed a tangible design along with a tablet application. The goal
of our design, titled LockEd, was to support knowledge of IT security and general IT practices, as
research finds that this could help empower feelings of responsibility. To implement LockEd, we 3D
printed a physical padlock with a servo motor and a tablet application, connected via Bluetooth.
The padlock was chosen as a design to create a physical manifestation of security, where the shackle
of the padlock can move up and down, representing security. To move the motor, we connected it to
an Arduino which was programmed to send signals to the motor at fixed times. The Arduino was
connected to our application, which included tasks in the form of multiple choice questions, as well
as a reflection question for the user. The content of these tasks and reflections was designed to be
relevant for SMEs and derived from interview data. To indicate when the user should engage with
the padlock, the shackle would be driven up, to show that it was open. Once the user completed
the tasks on the tablet, the shackle moved down, representing that it was physically secured.

To evaluate our system, we conducted a test with one of the participating IT managers. LockEd
was installed in their office and was present for one and a half week, where the manager had to
use the system twice. To avoid any problems during use, a step-by-step guide was provided to the
participant. Finally, to gather insights about the participant’s experiences, we held a follow-up
interview to learn about their thoughts.

The interview revealed that the participant had a positive experience with LockEd with no
difficulties using the system. However, there was a minor delay in the shackle moving down the
first time they interacted with the system. The participant stated that they found the system to
be fun and engaging to use. They also felt that they learned new things about IT security and
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felt the tasks in the system were of appropriate difficulty. Further, the participant stated that they
could see the benefits of using the system long term and including other employees in using it as
well.

Discussing our results showed that having a tangible design, coupled with a digital application,
could be beneficial to support awareness of IT and security. It can be beneficial to separate the
system from the other digital clutter, e-mails and other apps, that are often present in an office
environment. Additionally, the intuitiveness of the padlock can create interest and curiosity, thus
creating engagement in cyber security, which can be intimidating for those with low IT expertise.
However, despite these findings, it is important to note that our research was limited by the
amount of time that LockEd was tested. To observe more concrete results about how our design
can support awareness of responsibility and ownership, longer testing is required. Additionally,
more test subjects would also be essential in further validation of results.

Concluding our study, we have discovered that outsourcing in SME environments can affect the
feelings of responsibility and ownership in IT managers in the face of cyber threats. Additionally, we
learned how this challenge can be mitigated via a tangible design, coupled with a digital application
to promote regular learning about IT. In conclusion, the study provides a meaningful foundation
for future research on how physical artefacts can support digital systems to increase awareness and
a sense of responsibility surrounding IT security in outsourced environments.
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1 Introduction

Danish small and medium-sized enterprises (SMEs) are far advanced in the digitalisation of
their business practices [8], making them more dependent on IT systems and more vulnerable to
the rising threat of cyber attacks [8]. However, SMEs often lack access to help and information
regarding cyber security [6], which makes the threat of cyber attacks towards SMEs a serious issue.
Additionally, new and extended regulations, such as the NIS2 Directive [28] and the General Data
Protection Regulation [13], place growing demands on how businesses and their suppliers should
manage cyber security. These regulations are often more challenging to comply with for smaller
businesses that lack the necessary IT expertise and resources. As a result, SMEs risk being passed
over as suppliers in favour of companies with greater resources, which could cost them important
business opportunities (Cyber security expert, interview 03.03.25).

Faced with the increasing demands of regulations and the increasing cyber threats [8], many
SMEs choose to outsource their IT operations to external providers [9]. Outsourcing to third parties
can have great benefits [10] and let the SMEs focus their resources on core business operations [27].
It can also bring in the necessary technical expertise and technologies to meet evolving regulatory
demands and changes in applications [27]. However, some consequences can also arise as a result
of outsourcing. Literature suggests that outsourcing may increase dependence on providers [18],
leaving them vulnerable if their security providers are attacked (Cyber security expert, interview
03.03.25). However, SMEs would still be the ones affected if something happened to their suppliers,
particularly if they are unaware of how their IT has been managed.

Although some literature exists on the effects of outsourcing on SMEs ([18]; [2]), research in
this area remains limited. Therefore, we aim to understand this further, as reflected in our research
question:
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How does outsourcing of IT influence IT managers’ attitudes toward cybersecurity in Dan-
ish SMEs?

To answer this research question, we conducted interviews with seven Danish SMEs across
different industries, along with a thematic analysis [4]. Based on these findings, we have developed
a physical design aiming at enhancing the awareness of IT and promoting responsibility among IT
managers.

2 Background

2.1 Cyber Security in SMEs

Cyber security can be defined as: ”[...] the collection and concerting of resources including per-
sonnel and infrastructure, structures, and processes to protect networks and cyber-enabled computer
systems from events that compromise the integrity and interfere with property rights, resulting in
some extent of loss.” ([31] p. 11). While there are various alternative definitions of cyber security
[7], this interpretation highlights the importance of resources in protecting businesses against cyber
threats. The view that cyber security is comprised of resources, such as personnel (e.g. employees
with IT expertise) and infrastructure (e.g. two-factor authentication, antivirus software), helps us
in understanding cyber security in SMEs as they often face significant limitations in terms of both
financial and human resources [6].

SMEs face unique challenges in addressing cyber threats ([21]; [20]). When compared to larger
enterprises, SMEs are at greater security risks as they have limited cyber security knowledge and
allocate a lower, if any, budget to handling security and cyber attacks [21]. Consequently, this
may lead to the neglect of preventive security measures and an insufficient level of IT security
[21]. Another challenge lies in the fact that SMEs often underestimate how attractive a target
they are for malicious actors [20]. These SMEs feel they are uninteresting due to their size, and
that their security measures are adequate [20]. However, a risk analysis of Danish SMEs regarding
cyber security finds that they are increasingly vulnerable to cyber attacks (e.g. ransomware and
spoofing) [8], which highlights the need for effective yet affordable security measures [17].

To apply these measures and mitigate cyber security challenges, various studies ([17]; [26]; [15])
present a range of recommendations for SMEs. It is recommended that SMEs should establish
a comprehensive information security policy that includes guidelines for employee training [17].
Additionally, SMEs should identify critical assets, secure accounts and data, and implement mon-
itoring and security systems to detect threats early [26]. Employees should be trained to recognise
threats such as phishing and social engineering, as human error is often a significant risk factor
([15]; Cyber security expert, interview 03.03.25). SMEs should also establish a documented incident
response and recovery plan in case of a cyber attack [15].

Thus, there is a wide range of recommendations for SMEs, which can be challenging to navigate,
especially given their limited resources. This lack of resources is also a significant reason why SMEs
choose to outsource IT security [18].

2.2 IT Outsourcing in SMEs

Outsourcing IT operations enables SMEs to concentrate on their core business operations [27].
Having third parties manage IT and security allows SMEs to ”[...] limit IT expenditures, reduce the
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need for specialized personnel, and focus on core areas of expertise to help maximize profits.” ([27],
p. 29) Thus, outsourcing can help SMEs combat the limitations in available resources for managing
IT and mitigating cyber threats. However, despite the benefits that outsourcing IT security can
offer [10], it can also pose risks. As an expert in cyber security explains: ”[...] once you have handed
it over, it’s also somewhat out of your hands how it is actually managed. Especially in the case of
SMEs, which might not have the resources to thoroughly investigate: What is the security of their
providers and how much risk are they exposing themselves to?” (Cyber security expert, interview
03.03.25) This shows that involving third parties can lead to increasing operational uncertainty.
Furthermore, it can also lead to failures in safeguarding sensitive information (e.g. the security
provider may leak the SME’s sensitive data to outsiders) [10]. This can be problematic for SMEs,
as they still bear full legal and financial responsibility in the event of a security breach caused by the
third party provider [10]. Correspondingly, Lair (2012) [25] emphasises that while organisations can
outsource tasks to external parties, they cannot outsource the responsibility for data. Therefore,
outsourcing IT security does not exempt companies from being held accountable for potential data
losses and breaches [10].

3 Method

3.1 Data Collection

Relating to the research aim of our paper, we sought to understand how the outsourcing of
IT influenced the attitudes toward cyber security among IT managers in SMEs. Therefore, we
conducted interviews with IT managers from seven Danish SMEs. We decided to conduct the
interviews with those responsible for managing IT in SMEs (referred to as IT managers), as they
had the most information regarding current practices within the companies. The interviews aimed
to gather information on their cyber security practices and their attitudes towards this. Since there
is a general lack of research on cyber security practices in SMEs [22], it was important for us to
understand more about them and the role that outsourcing played in these businesses.

Before interviewing, we applied the principles of purposive sampling [5] to ensure the selection
of relevant interviewees who could inform our research question. The purposive sampling included
the following criteria:

1. The SMEs had to be Danish.
2. The SMEs had to represent different industries.
3. The SME could not have a formal IT department.

We limited the research to a Danish context for the purpose of narrowing our scope. Including
SMEs from different industries could help represent the broad scope of Danish SMEs, as well as
their different IT practices. In the process of contacting SMEs for interviews, we reached out to a
large number of businesses. However, many were not able to allocate time or were not interested
in participating. As a result, the sample of participating SMEs was predominantly composed of
cultural institutions. We focused our research on SMEs without a formal IT department, as we
wanted to focus on SMEs with the least amount of internal expertise. When contacting the com-
panies, we learned that many IT managers had other areas of responsibility in their companies. In
some cases, there was no direct IT manager assigned, rather, there was an employee who had the
responsibility for IT in addition to their other roles. This is visible in Table 1, showing which roles
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our interviewees held in the companies as well as the business’s industries. However, I7 will not
play a prominent role in the rest of this paper as, according to our interview, they do not outsource
any of their IT.

ID Professional Role SME Industry

I1 IT Coordinator Cultural Institution 1

I2 IT Manager & Marketing Cultural Institution 2

I3 Finance & Administration Manager Cultural Institution 3

I4 Sales & Marketing Manager Cultural Institution 4

I5 IT Manager Design Company

I6 CEO Production Company

I7 Head of IT Recruitment Agency

Table 1: Roles of interviewees

To collect data from our participants, we chose narrative interviewing [19], allowing the intervie-
wees to articulate their lived experiences [19] and attitudes towards cyber security and outsourcing.
An interview guide [24] served as a framework to ensure consistency across interviews, while still
allowing the interviewees to speak freely and share their narratives. The interview guide was com-
prised of three main parts:

1. A presentation of the interview structure and introductory questions regarding IT setups,
practices, and the manager’s responsibilities

2. Presentation of a fictional scenario, involving a cyber attack which disables the company’s
critical functions

3. Prompting a narrative from the manager relating to the scenario, and follow-up questions

A significant part of the interview was based on the fictional scenario that we developed and
adapted to each company. For example, in the case of a cultural institution, we described an attack
where the institution’s ticketing system was down. We chose to use a scenario as it could allow
the interviewees to share their attitudes [30] toward their IT security and external providers by
reflecting on how they would respond to the cyber attack. Furthermore, the attack was triggered
by a colleague rather than the interviewee. We made this decision because being responsible for a
cyber attack is often associated with feelings of shame and guilt [29]. We therefore assumed that
it would be easier for the interviewee to engage with the scenario and speak more openly if a
colleague triggered the attack. The interviews were conducted in Danish to allow the interviewees
to express themselves freely without any language barriers.

Following each interview, audio recordings were transcribed, with filler words, repetitions, and
non-verbal communication removed. This process also included anonymisation by changing names
and other identifiers. The transcriptions were furthermore translated into English, whilst keeping
closest to the original meaning.

3.2 Data Analysis

After transcribing the interviews, we began analysing the data according to the principles of
thematic analysis [4]. During the analysis, we created codes that reflected the IT practices in the
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SMEs and the managers’ attitudes toward cyber security. An example of some of the codes are
’Lack of control’ and ’Lack of information from IT security providers’ which we derived from the
quote: ”I don’t know exactly what they do, but they save things and then they can see what exactly
they do and then I think they just delete it. It’s kind of out of our hands what they do.” (I3). Based
on the codes, we identified themes that emerged across multiple interviews. Initially, related codes
were grouped to form preliminary themes. These groupings were then reassessed, and the themes
were named based on their contents and patterns within the codes. As the aim of our research
was to explore the attitudes toward cyber security in SMEs outsourcing their IT, this analysis
allowed us to gain insight into their current IT practices and the influence outsourcing has on their
attitudes.

4 Findings

Our thematic analysis of the seven interviews with IT managers led to the discovery of 24
themes. These themes encompassed a variety of IT related topics, including codes about general
knowledge of the managers’ responsibilities and work routines. Additionally, the themes included
codes relating to attitudes towards cyber security and the practices in place to ensure IT security.
As our research aimed to understand the influence of outsourcing on SMEs, we explored findings
from themes that could contribute to this goal. Along with these findings from the interviews, we
also derived design considerations which can help guide a physical design to support IT managers
in light of the challenges they face. The key findings from our analysis are summarised in Table 2.

4.1 Internal IT Responsibility

A consistent finding across all the interviews was that the internal responsibility for managing
IT and cyber security in the SMEs was assigned to one employee. The IT managers often had
multiple roles within the organisation. For instance, one interviewee shared: ”I’m a sales and
marketing manager with responsibility for IT. So I wouldn’t say everything that’s powered, but
everything that’s business-critical is my area of expertise. Everything that is sold online, all internal
systems are my responsibility.” (I4) This example shows some of the IT managers’ multiple roles
and responsibilities that may not be directly related to IT.

This multifunctional nature of the IT managers’ roles meant that the IT manager handled
a mix of responsibilities. Another interviewee noted: ”Whether it’s security, whether it’s phones,
computers, printers, internet, intranet, I’m in charge of. And I make sure that it works.” (I2)
Because of this wide-ranging workload, time and resources dedicated specifically to IT security
were often limited. One manager admitted: ”I probably spend 10% on IT and IT security and the
remaining 90% I spend on finance and financial management.” (I3) This additionally meant that
preventative measures in regard to cyber security were not prioritised. Furthermore, they expressed
that the measures were often informal and they relied on ”common sense” rather than on doc-
umented guidelines when informing employees about cyber security. One interviewee emphasised
this approach by stating: ”No, first of all, if I get such an email from a customer, I will never
download it. Never, ever.” (I3) Another described a more practical workaround: ” [...] if in doubt,
we open on the phone to see if it’s something real [...] so it’s not something that goes in the system
here.” (I6). While some had IT security policies in writing, they also expressed that ”[...] many
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people are busy and don’t prioritise it [reading the policy].” (I1) Thus, SMEs that had documented
security policies also struggled with getting their employees to read them and engage in security.

When considering the limited amount of time that SMEs can devote to IT management, par-
ticularly cyber security, a design that supports IT managers should be convenient and flexible.
This is essential so as not to interfere with their everyday work routines and many other areas of
responsibility.

4.2 IT Expertise

In connection with the limited allocation of time and resources, some SMEs also acknowledged
a lack of IT expertise and that they did not feel confident handling their IT security independently.
One interviewee stated at the beginning of the interview that ”I’m not an IT technician.” (I3)
while another commented: ”I don’t know anything about that. There are some people who are a bit
better than me.” (I6) We also found that this was a large reason for the SMEs to outsource their
IT and security, as explained by one IT manager: ”[...] we are so dependent on our partners and
we have chosen to outsource and chosen to buy these services, because then we know that we get all
the specialists we need.” (I5) This lack of internal expertise made the SMEs very reliant on their
IT providers.

Considering the lack of expertise among IT managers, a design that aims to support them,
needs to account for their lack of IT knowledge. A design should be accessible to accommodate for
the feelings of insecurity that exist in relation to their IT competencies.

4.3 Uncertainty of External IT Management

Another theme that emerged was uncertainty about their internal IT setup and security pro-
vided by their external partners, such as data storage, and backup routines. One manager expressed:
”I don’t know exactly what they do, but they save things and then they can see what exactly they
do and then I think they just delete it. It’s kind of out of our hands what they do.” (I3) This shows
that some managers are uncertain about their backups, specifically when these are needed in case
of a cyber attack. Furthermore, some IT managers feel unsure about the steps their providers take
in the event of an attack. Consequently, the IT managers rely on their providers to handle security
without fully understanding how they do it or what that entails. Many managers expressed that
they left it to their provider because they lacked sufficient knowledge about the subject.

The lack of uncertainty IT managers feel in regard to how their providers manage their IT needs
to be taken into account when creating a design to support them. A design should aim to provide
the managers with a better understanding of how their providers manage their cyber security, for
example, in case of an attack. This could help alleviate the feelings of uncertainty some feel about
the actions their providers take.

4.4 Dependence on External Providers

The strong reliance on external IT providers was a recurring theme across the interviews. Many
SMEs described a strong feeling of dependency on their external providers and often lacked a sense
of ownership of their IT systems. This was revealed in the follow-up questions relating to the
cyber attack scenario in the interviews, where several managers indicated that their first action
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would be to contact their IT provider: ”So the first thing I do is contact them and ask them.” (I2)
Some managers did describe actions that the company could take itself, before contacting their
providers, however, one interviewee remarked: ”So when such an attack comes, we actually have a
company hired to handle that task, and they should know before we do, and they should see what’s
happening.” (I4) This example indicates that some felt that the majority of the responsibility for
recovering from an attack would lie with their external providers.

One of the main findings from our analysis was that many of the IT managers expressed a
confidence in their providers handling any IT issue, as expressed by one manager: ”In my world, I
think that *IT supplier* will take care of that, so my back is clear and I strongly assume that our
security is okay.” (I6) Thus, they not only delegate their IT management, but also the responsibility
for it. While one interviewee acknowledged an internal responsibility: ”It’s still our responsibility,
but we use them to help us with everything. Because we don’t have that knowledge at all.” (I5),
many expressed that the primary responsibility lied with their IT providers.

Considering the delegation of IT management responsibilities to security providers present
among managers, a design should aim to provide them with more knowledge about general IT
practices and cyber security. As many managers cited a lack of expertise as the reason for negating
responsibility, increasing IT knowledge could strengthen their feelings of responsibility for their cy-
ber security. In addition, a better understanding can help reduce overreliance on external providers,
not by replacing them, but by enabling managers to engage more critically with third parties and
remain aware of their security practices.

Key Findings

Internal IT Responsibility

IT is managed by one person who has a mix of responsibilities - IT management is a supplementary
task. Their limited time results in limited preventative measures in regard to cyber security.

Design consideration: To accommodate for the lack of time dedicated to IT management, a design
should be convenient and flexible to the managers’ work schedules.

IT Expertise

IT managers in SMEs generally feel that they have a low level of understanding and knowledge about
IT security and IT in general.

Design consideration: To address the limited knowledge of IT and security, a design should be acces-
sible to users with a low level of IT expertise.

Uncertainty of External IT Management

SMEs are unsure of their internal IT setup and the external management of their cyber security.

Design consideration: To address this uncertainty of external IT management, a design should aim
to provide IT managers with an understanding of IT practices of their security providers.

Dependence on External Providers

IT managers delegate both management and responsibility to external providers.

Design consideration: To address dependence on external providers, a design should aim to provide
IT managers with more knowledge about general and security-related IT practices.

Table 2: Summary of key findings and design considerations



8 Jakobsen, Hansen, and Sørensen

The findings revealed that there is limited internal expertise and a heavy reliance on external
providers for IT and cyber security management across the SMEs. Although some had a level
of policy or protocol in place, these were often informal or underutilised. Outsourcing their IT
emerged as a solution to address gaps in IT knowledge and resources. However, this also showed a
negative effect on managers’ awareness surrounding cyber security, and a shifting of responsibility
to their providers.

Some of our key analysis findings can be related to research on how outsourcing IT affects
SMEs. Literature suggests that different attitudes exist toward cyber security and their service
providers [2]. While some attitudes in organisations express confidence concerning security, feel-
ings of insecurity and lack of IT knowledge can lead to the shifting of responsibility to third party
providers [2]. This can be related to the phenomenon of responsibility diffusion in an organisation,
which can result in employees and decision makers believing that ”[...] they are employed to do
a specific task and not to address IT issues, such as cyber security. Moreover, they are not fa-
miliar with such tasks and believe that these are the responsibility of the IT service provider, who
is paid for this and is an expert in the field.” ([2], p. 40). This understanding of responsibility
diffusion aligns with its psychological definition, which denotes that the presence of other people
makes an individual ”[...] feel less responsible for the outcome of group decisions, especially those
with negative consequences.” ([3], p. 138) In an organisational context, employees can shift IT
responsibility to their managers, while these managers can in turn shift responsibility to their IT
providers, believing that they will take responsibility and solve any IT issues or threats [2]. This
diffusion among managers or employees in businesses can be especially prevalent in the case of a
cyber attack, where the risk of a negative outcome is increased [3].

In addition to the responsibility diffusion, the lack of internal IT expertise can increase the
SMEs’ dependency on their service providers [18]. By outsourcing all IT security-related tasks
to service providers, internal knowledge and skills can be depleted, leaving SMEs vulnerable. To
mitigate this co-dependency, SMEs can increase internal IT expertise to reduce the dependency
on third parties [18]. However, increasing internal IT expertise to reduce this dependency can be
challenging, particularly when considering the limited resources in SMEs [6].

5 Design

5.1 Tangible Systems

As cyber security is a complex and often invisible concept involving a vast range of technical,
organisational, regulatory and human factors [34], it can be perceived as intangible. Physical design
can help make such concepts more relatable by translating them into concrete experiences [36].
Zhou et al. (2024) explain: “People often use embodied metaphors to describe intangible concepts
[...] These metaphors originate from real-life embodied experiences and are influenced by cultural
contexts”. (p. 431) Therefore, we find that using an embodied metaphor may help represent cyber
security and responsibility in a more tangible manner for IT managers. This aligns with the con-
cept of tangible user interfaces, which ”[...] computationally augment physical objects by coupling
them to digital data. Serving as direct, tangible representations of digital information [...]” ([32],
p. 4). Tangible user interfaces can convey digital information to users regarding an action, via
physical objects [32] (e.g. inputting coins into a piggy bank leading to an increase in digitally dis-
played funds). Furthermore, as another study highlights, interacting with physical objects engages



Someone Else’s Problem? 9

multiple senses [16]. This sensory engagement can increase learning in users by creating physical
embodiments and interactions [32].

Our analysis found that IT managers in SMEs often do not feel a strong sense of responsibility
when it comes to their organisation’s IT infrastructure and security. While they are formally
tasked with overseeing IT, our analysis revealed that many lack insight into how their IT providers
operate and respond to various security-related situations. We argue that by learning more about
their providers and cyber security, the managers may strengthen their sense of ownership. Greater
insight into the practices of external providers, combined with basic knowledge of IT infrastructure
and security, may contribute to a more active engagement with the responsibilities they formally
hold [2].

5.2 LockEd

To implement this as a design, we propose a solution, titled LockEd, that aims to support
the learning and thereby the awareness of IT and cyber security in SMEs. LockEd consists of an
application that includes a series of tasks in the form of multiple-choice questions, and a question
prompting the IT manager to reflect on some of their organisation’s IT practices. To structure the
presentation of the system’s tasks, we also created a theme for each week, related to the tasks. The
questions and themes for LockEd are listed in Table 3. The application is paired with a physical
3D printed padlock to symbolise security. At weekly intervals, the padlock unlocks automatically,
prompting the IT manager to engage with a new set of tasks. By completing the tasks, the padlock
will automatically lock itself.

System Access and Responsible Network Use

Question 1

What is the primary function of a VPN (Virtual Private Network)?

Question 2

Why is it important to keep logs of login attempts and system access?

Reflection question

You’re on vacation and receive an email saying your company email has been used to send spam.
What steps would you take, and would you have access to the necessary tools or contacts?

Data Management and Data Breach Liability

Question 1

How can sensitive data be unintentionally exposed in a cloud solution?

Question 2

What should you ensure when using an IT provider that handles customer data?

Reflection question

If a customer asked how their data is protected, what would you be able to tell them? Would you
feel confident explaining it?

Table 3: Questions in LockEd (translated to English)

To ensure that using the system was not too time-consuming for IT managers, we designed
the tasks to include a few questions, which only required the IT manager to choose an answer
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Fig. 1: LockEd

to complete. Additionally, the tasks had a flexible time window for completion. This is essential,
as many IT managers in SMEs have many different areas of responsibility and job functions. To
ensure regular interaction with LockEd, it was designed to be used on a weekly basis.

To ensure engagement with the system’s tasks, we aimed to make the multiple-choice questions
and reflection questions relatable for SMEs. For example, some questions related to how other
employees have access to internal systems. Additionally, we derived some questions from a datapoint
from our interviews, where managers expressed uncertainty about data storage.

We chose to create a tangible user interface to provoke an intuitive reaction from our users. By
creating a physical symbol of security, a padlock, we hoped to appeal to the user’s rationale, as
the padlock resembles a recognisable, real-world object [36]. Furthermore, by allowing the padlock
to be locked and unlocked, the user would be prompted to interact with the system to ’lock’ the
padlock again, which we deem to be an intuitive interaction [36].

5.3 Implementation

To implement LockEd, we developed the application using the Flutter framework [11] and
the programming language Dart [12]. To create our padlock, we 3D printed its body and shackle
separately, as well as a holster to ensure stability for the shackle. To move the shackle up and down,
we used a micro servo motor, which was connected to an Arduino Nano 33 BLE [1]. This can be
seen in Figure 2. Using an Arduino sketch, we configured the servo motor to move 60 degrees to
push the shackle up and down. To push the shackle using the motor, a small peg was attached to
the arm of the motor and the side of the shackle.

The application and Arduino were connected via Bluetooth, which was established as soon as
the user opened the application. To initiate the opening and closing of the padlock, a command
from the application was sent to the Arduino when the user finished their tasks. Hereafter, the
servo motor moved the shackle down to lock the padlock, and moved up again after a fixed weekly
interval.
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Fig. 2: Setup of Padlock: 1) Shackle, 2) Peg to connect motor and shackle, 3) Arm of servo motor,
4) Servo motor, 5) Arduino Nano 33 BLE board

6 Evaluation

We conducted a user evaluation [33] to gain insights into whether LockEd could support aware-
ness of IT security among IT managers. The evaluation was conducted with the production com-
pany (I6) from the initial interviews. Here, we had observed that they delegated responsibility,
which made them a relevant case. The test setup involved placing the system in the company’s
office for one and a half weeks. We installed the system on a Friday, with the padlock intentionally
left open, ready for use the following Monday. The participant was instructed to interact with the
system twice. During the first interaction, a slight technical issue occurred, resulting in a delay
in the padlock locking. However, after the participant had concluded the second set of tasks, the
padlock locked as expected, providing instant feedback. During the testing period, the participant
had to use LockEd independently, as we were not physically present. To ensure successful inter-
action with LockEd, we provided a step-by-step guide for the participant. We also provided the
participant with a sheet of follow-up questions to support recall of thoughts or experiences, as the
test period spanned just over a week.

Following the test period, we conducted a semi-structured [24] follow-up interview with the
participant, which was later transcribed. The purpose was to explore the participant’s overall
experience of using LockEd.

6.1 Evaluation Results

Engagement

In general, the participant expressed a very positive view of the system, stating that ”[...] I
think it’s [using the system] a lot of fun with that, so I could do it [on a weekly basis]. I was actually
kind of looking forward to Monday, and I was going to start again to see what would happen.” This
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shows a high level of engagement with the system and a sense of anticipation. They emphasised
that it was fun and sparked their interest in a way that an e-mail, for example, with the same
questions would not.

Another important point from the interview was that the physical and tangible system increased
the participant’s engagement. For example, they were curious about the design itself: ”I was a bit
curious if it closed the shackle or not. [...] It was a fun gimmick.” The quote highlights how a
physical design can create engagement by including something interactive. Further, it is supported
by the statement: ”Yes, I could have played with it a bit to see how it goes up and down. I’ve
restrained myself and stayed away from it.” This illustrates how the design’s tactile and mechanical
elements sparked the participant’s curiosity and encouraged involvement. Furthermore, the physical
interface made the content more memorable. When asked about the physical design, they expressed
that: ”I certainly remember it.” This suggests that the tangible design helped make the experience
more memorable and easier to recall compared to a purely digital solution.

Convenience and Accessibility

The participant expressed a clear interest in interacting with the system, noting that ”It
wouldn’t have mattered if there had been 3-4 more questions.” This highlights that the interac-
tion with the system was not perceived as too time-consuming. According to the participant’s
assessment of the tasks’ level of difficulty, they were suitably challenging. While using LockEd,
the participant answered three of the four multiple-choice questions correctly. When asked if the
tasks were too easy, they stated that ”I don’t think it was too easy. You still had to think.”. This
indicates that the participant regarded the tasks as appropriately difficult and sparked awareness
of cyber security topics.

General IT Knowledge

In general, the participant’s interaction with the system has sparked a positive interest and
awareness of IT security. They stated: ”I’ve seen it. I’ve been thinking about what are the next
questions. [...] But I also think that if you keep getting questions, I think you’ll think about it more.”
This indicates that they have reflected more about IT security, and suggests that they could benefit
from having the system integrated into their daily routines. The participant also expressed that
the system supported learning: ”Yes, the one I got wrong, I learned something new.” This suggests
that the tasks were not too easy, as the participant encountered content providing new knowledge.

Another insight from the interview was the importance of the feedback and explanations of the
answers. As the participant expressed: ”[...] the first time I was a little doubtful that it was right.
Then I wanted to see why it was right.” This indicates that the participant needed to be validated
in their answers, both when they were correct and when they were wrong. This validation was an
important factor in their learning, underscoring the importance of feedback in the learning process.

In addition to the IT manager’s personal use, the participant discussed the idea of sharing the
system with other employees. They mentioned that ”We always open or not always open, but many
times you just open an email and take a look. I think in some way it’s healthy to get a refresher
or a little reminder of how things work behind the scenes in relation to IT and IT security, which
you don’t normally think about.”. Therefore, the employees would also benefit from learning more
about IT security. However, according to the participant, sharing this information can be difficult,
as merely sending employees an email or a piece of paper does not compel them to spend time
learning about IT security. Additionally, the participant felt that the physical design could help
facilitate knowledge sharing among other employees.
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7 Discussion

Considering cyber security and the growing demands on organisations to ensure best practices
(Cyber security expert, interview 03.03.25), SMEs find themselves in a difficult position; regulatory
demands and increasing vulnerability, whilst lacking resources and capital to combat this [21].
Therefore, outsourcing is a solution for many SMEs to help mitigate this challenge and bring
in much needed IT expertise [9]. However, research is lacking on how outsourcing can influence
attitudes toward cyber security among those responsible for IT in SMEs, reflected in the research
question for this paper: ”How does outsourcing of IT influence IT managers’ attitudes toward
cybersecurity in Danish SMEs?”. Interviews with seven IT managers in Danish SMEs revealed
how cyber security is managed and regarded in practice. Many IT managers have a wide range of
responsibilities beyond managing IT, and often feel unsure or unknowledgeable about what and
how their security providers handle their IT, for example, in regard to their backups, firewalls, etc.
(I1, I3, I6). Through narratives explaining how the business would respond in the case of a critical
cyber attack, many managers felt that the third party providers should fully handle the attack,
with limited measures taken by the SME themselves. A lack of IT expertise was found to be a
contributor to these responses, where one manager felt that ”There are some people [IT provider]
who are a bit better than me.” (I6). This negation of responsibility due to a lack of expertise, can
be related to the concept of responsibility diffusion [2], where Aschwanden et al. (2024) found that
cyber security responsibility can be shifted due to a psychological response, where responsibility
is given to others, as more actors are involved [3]. Our analysis found that IT managers tend
to lack accountability for their IT in the event of a cyber attack and often turn to their service
providers, thereby shifting the responsibility outside of their own business. However, the diffusion
of responsibility in this case appears not only to lie in the presence of the providers, but a lack of
expertise and insecurity also seems to contribute. This finding suggests that a lack of expertise can
contribute to responsibility diffusion among SMEs, where Aschwanden et al. (2024) attribute the
issue to the absence of defined roles and areas of responsibility, overlooking the role of knowledge.
The diffusion of responsibility due to a lack of internal IT competencies among IT managers, and
uncertainty about how security providers handle IT for SMEs, we argue, can be an influence of
outsourcing cyber security in SMEs.

LockEd demonstrated how engagement with a tangible design may increase interest in learning
about IT security. Furthermore, in addition to expressing curiosity about the physical padlock,
our evaluation revealed that the participant had gained new knowledge about IT and security by
using the system. This finding prompts further questions about the potential long-term effects on
IT knowledge and responsibility. It suggests that increasing IT expertise in this manner may foster
a stronger sense of ownership over IT security.

Relating back to the tangible design of the padlock, it appeared to foster increased interaction
and curiosity. This could show that in settings where there is an abundance of digital stimula-
tion, tangible visual interfaces can provide feedback to users [23]. This feedback was, in our case,
manifested in a physical representation, for when a task is completed and when another needs to
be solved. For example, had the system merely been implemented as a standalone app, it might
have been lost in the digital clutter already present in an office environment. This finding can be
related to a post-pandemic preference for physical over digital tools [35]. As many workplaces have
become more digitally oriented following COVID-19, there may now be a renewed appreciation for
tangible systems that can break the monotony of screen-based interaction. Reintroducing physical
elements could therefore serve both practical and psychological purposes.
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7.1 Limitations

A limitation of our evaluation results lies in the limited number of participants and the short
duration of the evaluation. LockEd was only tested with one participant, who used the system twice.
While the results are promising and offer an interesting starting point for further research, broader
testing involving multiple participants and longer-term testing would be necessary to draw more
concrete conclusions about the effects on IT knowledge and responsibility. Additionally, questions
can be raised about the longevity of the system’s novelty and its potential for engagement. While
our participant currently described LockEd as ’fun’ and evoking curiosity, it remains uncertain
whether this interest will persist over time or diminish.

Despite these limitations, our design succeeded in creating a very positive response from the
participant, who enjoyed using LockEd and would have been willing to spend more time with the
system; a testament to the engagement and curiosity the design can create.

7.2 Future Research

An important takeaway for future research is the importance of testing with a wider range of
participants [33]. As the system aims to promote awareness among IT managers and provide them
with knowledge, it would also be necessary to conduct evaluations over longer time periods, as this
may show how learning is improved over time [14]. Further testing would allow us to gain more
information about how the system is perceived, specifically in regard to engagement and novelty.
In the long run, it could also be possible to learn more about how increasing IT security knowledge
can help lessen the responsibility diffusion in SMEs. Another avenue for further research could be
exploring the sharing of LockEd with other employees. Currently, the IT manager bears the full
IT responsibility, but sharing the system with other employees could help engage them more in IT
security practices. In our evaluation interview, the participant noted that they sometimes forget to
communicate and share IT security-related information with other employees. This could suggest
that sharing the system could help alleviate some of the workload for IT managers and share IT
security information in a manageable and time-efficient format.

To involve the third party providers more and increase knowledge of their practices, future
iterations could include them in the design of the tasks and content in LockEd. In this way, SMEs
could learn more about the specific practices taking place in their third party providers, perhaps
lessening the insecurity many managers feel about how IT is managed among their providers.

8 Conclusion

In this paper, we have sought to understand how attitudes toward cyber security among IT
managers are influenced by outsourcing IT security in Danish SMEs. Through interviews with seven
IT managers, we discovered that they often have the sole responsibility for cyber security, whilst also
holding other roles in the businesses. Additionally, we found that this combination of responsibilities
internally meant that IT managers often lack time to allocate to IT management. Along with the
lack of time, IT managers felt that they lacked IT expertise and were therefore very dependent on
their external providers. This lack of expertise, along with dependency and insecurity, resulted in
a tendency to diffuse responsibility to external security providers. This negation of responsibility
could be problematic in the case of an attack on themselves or their providers. Specifically, it could
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prevent the SMEs from controlling how their security is handled (e.g. sensitive data handling) while
still being liable in the event of a breach. Although some literature suggests that this diffusion can
be combated by defining roles [2], we find that supporting awareness and increasing expertise could
help alleviate the insecurity many IT managers feel, potentially allowing them to take on more
responsibility in the future. To explore this, we developed a tangible design to promote awareness
of IT security.

A preliminary evaluation with an IT manager found that such a design can have a positive effect
in supporting awareness of a digital topic like cyber security through a physical representation.
While our discussion found that the design succeeded in creating an interest and curiosity in
IT security, our findings were limited by the short evaluation time and involvement of only one
participant. Although our design showed promise in promoting awareness about cyber security,
future research should investigate how the interest in tangible designs can be retained and whether
supporting awareness can help IT managers take on more responsibility for their cyber security.
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