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Abstract

This Master’s thesis investigates the real-world consequences of the Euro-
pean Union’s cybersecurity regulation, with a focus on the NIS2 Directive.
The study examines whether such legislation drives meaningful improve-
ments in organizational security practices or unintentionally promotes su-
perficial, compliance-oriented behavior.

Findings indicate that while the directive aims to establish a high common
level of cybersecurity, its legal ambiguity, uneven national implementation,
and reliance on consultancy-driven interpretation risk undermining those
objectives. The study identifies recurring issues such as compliance fatigue,
disproportionate burdens on small and medium-sized businesses (SMBs),
and fragmented enforcement landscapes.

This thesis provides a grounded perspective on how cybersecurity regula-
tion is interpreted and applied in practice. It reveals a significant gap be-
tween the directive’s intended goals and the outcomes observed. The study
concludes that clearer expectations, harmonized enforcement, and stronger
support mechanisms are essential to achieving meaningful improvements in
cyber resilience.

The research is exploratory and employs a mixed-methods approach. Semi-
structured interviews with leading cybersecurity consultants form the core
of the qualitative analysis, complemented by a targeted survey and review of
related literature. This design enables the study to capture insights and be-
havioral dynamics that are often overlooked in existing academic discourse.
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Chapter 1

Introduction

The digital transformation has woven information and communication technology (ICT)
into every layer of contemporary society. Critical energy grids rely on industrial control
systems that are increasingly Internet-connected; financial markets transact in microsec-
onds over globally distributed networks; public administrations deliver citizen services
almost exclusively through digital channels. While this hyper-connectivity delivers un-
precedented efficiency and innovation, it also expands the attack surface for malicious
actors. According to ENISA Threat Landscape 2023 [2], ransomware attacks on European
entities rose by 45 % year-on-year, with 38 % of victims falling within the category of “es-
sential service”. Against this backdrop, policymakers and industry leaders increasingly
view baseline cyber resilience as a prerequisite for economic stability and public safety.

1.1 The Regulatory Turn in European Cybersecurity

During the last decade, the European Union has pursued a regulatory strategy to raise
the collective security posture of Member States. Milestones include the Network and
Information Security Directive (NIS1) in 2016 [3], the General Data Protection Regulation
(GDPR) in 2018 [4], the EU Cybersecurity Act in 2019 [5], and most recently the Digital
Operational Resilience Act (DORA) [6] for the financial sector. The adoption of the NIS2
Directive in December 2022 represents the EU’s most ambitious horizontal intervention by
the EU to date, expanding the sectoral scope, tightening incident reporting timelines and
introducing harmonized enforcement provisions [7]. By setting a statutory "floor" of cyber
hygiene, legislators aim to reduce systemic risk and improve collective incident response
across the Single Market.

1.2 Complementarity and Tension with Industry Frameworks

Historically, organizations have relied on industry-driven frameworks such as ISO/IEC 27001,
NIST’s Cybersecurity Framework (CSF), and the CIS Controls to structure their secu-
rity programs [8]. These standards are voluntary, risk-based, and continuously updated
through practitioner feedback, enabling firms to tailor controls according to threat expo-
sure and business context. Regulatory instruments, in contrast, are legally binding and of-
ten prescriptive. While regulations like NIS2 can accelerate the diffusion of best practices,
they also risk creating a “compliance mindset” in which organizations focus on meeting
the narrow letter of the law rather than pursuing holistic risk reduction. Whether regula-
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tion and voluntary frameworks act as complements or substitutes remains an open empirical
question.

1.3 Problem Statement and Research Focus

Despite widespread consensus that NIS2 will raise Europe’s cyber baseline, evidence on its
practical efficacy is scarce. Early industry surveys suggest that many companies view the
directive primarily as a legal hurdle, budgeting for audits and documentation rather than
for transformative security controls [8]. Academic literature on GDPR shows a similar pat-
tern: major compliance investments did not always translate into better privacy outcomes
[4]. The present study therefore investigates whether NIS2 is perceived and implemented
as (i) a strategic security enhancer or (ii) merely a minimum-viable compliance obligation. These
patterns and their implications will be explored in detail in the literature review 2.2 and
further discussed in comparison with NIS2 in Chapter 5

1.4 Research Aim and Questions

The overarching aim is to conduct a gap analysis between the directive’s security intent and
its organizational reality. The thesis addresses the following research question:

RQ: To what extent does the NIS2 Directive lead to substantive improvements
in organizational cybersecurity practices, and to what extent does it merely
drive minimal, compliance-oriented implementation?

This primary question is operationalized through four sub-questions that examine ob-
servable implementation patterns, the drivers of compliance minimalism, the short- and
long-term security value, and expert assessments of the directive’s clarity and practicality.
These are:

RQ1: What are the Observable Patterns Among Organizations Implementing
NIS2?

RQ2: What Organizational or Regulatory Factors Contribute to a Compliance-
driven Approach?

RQ3: Does NIS2 Provide Tangible Security Improvements, and is the Value of
Implementation Present Short/Long-term?

RQ4: How do Industry Experts Interpret the NIS2 Directive in terms of its
Completeness, Clarity or Practicality?
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1.5 Contribution

By triangulating semi-structured interviews, a supportive survey methods elaborated in
Chapter 3, and comparative insights from earlier frameworks such as GDPR and ISO/IEC 27001,
the study delivers three contributions:

1. Empirical evidence on how NIS2 is interpreted and operationalized across sectors not
governed by parallel statutes such as DORA or the Energy Security Package.

2. Insight into drivers of compliance minimalism, clarifying whether resource constraints,
enforcement ambiguity, or directive vagueness dominate decision-making.

3. Policy recommendations for regulators and industry bodies on aligning legal mandates
with risk-based best practices, thereby maximizing security benefit while minimizing
administrative overhead.

1.6 Supplemental Exploration

During the progression of the study, recurring references to challenges in interpretation
and implementation of the NIS2 Directive necessitated an additional research initiative.
An initiative which sought to explore the absence of national guidance. To empirically
examine the extent and implications of these challenges, a structured investigation was
conducted to assess how Member States are transposing the directive into national law, as
seen in results 4.3.

This exploration was designed to complement the primary data collection by providing a
view of how regulatory divergence is displayed across the EU. While the interview and
survey data reflects perceptions of ambiguity, delay, and fragmentation, the supplemental
investigation seeks to verify whether these concerns are corroborated by observable differ-
ences in legislative progress, and interpretation of the regulatory scope, that goes beyond
the organizations affected by the implementation requirements of NIS2.

The findings are integrated in the results chapter 4 and discussion chapter 5 and hopes to
offer a more comprehensive view of the conditions under which organizations must oper-
ate and illustrates how formal regulatory architecture may influence compliance behavior
across jurisdictions.

1.7 Thesis Structure

The remainder of the thesis is organized as follows. Chapter 2 reviews related work on
regulatory efficacy and industry frameworks. Chapter 3 details the mixed-methods re-
search design, including sampling, data collection instruments, and ethical safeguards.
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Chapter 4 presents the empirical results aligned with each sub-question. Chapter 5 dis-
cusses the findings in light of existing literature and policy debates. Chapter 6 concludes
with practical recommendations and suggestions for future research.



Chapter 2

Literature Review

This chapter will review existing literature relevant to the practical implementation of cy-
bersecurity regulation on the European Union, hereunder with a primary focus on the
NIS2 Directive. It will start by outlining the regulatory intent, expanded scope, and risk
management provisions under NIS2. The chapter will further examine how organizations
have historically responded to similar regulatory efforts, particularly the General Data Pro-
tection Regulation (GDPR), identifying patterns that may foreshadow the implementation
dynamics of NIS2. Attention is given to the contrast between risk-based and compliance-
based approaches, and the organizational challenges associated with translating regulatory
requirements into practice. Finally, the chapter draws on lessons from GDPR implementa-
tion to guide the interview design and frame key areas where NIS2 may produce similar
operational and compliance challenges.

2.1 Impact of NIS2 on Security Practices

This section outlines the key elements of the NIS2 Directive that are most relevant to orga-
nizational security practices. It focuses on how the directive extends its scope compared to
NIS1, introduces mandatory incident reporting, and requires risk-based governance and
supply chain oversight. Rather than analyzing the legal structure in isolation, the section
highlights those provisions most likely to shape implementation behavior in practice.

2.1.1 Regulatory Intent and Scope of NIS2

The NIS2 Directive of the European Union (Directive (EU) 2022/2555) was enacted at the
end of 2022 as the cornerstone of the new cybersecurity regulatory framework of the EU
[9]. It builds upon the original 2016 NIS Directive by substantially expanding the scope
of covered entities and sectors [10]. The directive’s intent is to strengthen cyber resilience
in essential and important organizations that support critical social or economic activities,
from energy and transportation to health care, banking, public administration, and digital
services. Furthermore, the directive is set out to enhance the overall cybersecurity posture
of all member states of the European Union.

In contrast to its predecessor, which consisted of 7 sectors, NIS2 categorizes entities by
criticality, size, and significantly expands on the scope of involved sectors to cover 18 sec-
tors as seen in figure 2.2 and 2.1. It now applies to a larger group of entities, which has
resulted in an expansion of the applied scope to include thousands of additional organi-
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zations across the EU. This broad reach is the result of the recognition that cyber threats
have intensified since the birth of NIS1 in conjunction with a rapid digitization, and as
well as the geopolitical tensions [2]. These factors have necessitated an uplift in security
and defense practices across the internal market.

Crucially, the regulatory intent of NIS2 is not merely punitive compliance but to drive a
risk-based approach to cybersecurity. Article 21 [10] requires that organizations imple-
ment “appropriate and proportionate technical, operational and organizational measures”
to manage the risks posed to their networks and information systems. These measures
must align with the evolving state of the art and be commensurate with the entity’s risk
exposure, size, and the potential impact of incidents.

The directive embeds risk management into its core by mandating an “all-hazards” risk
approach across ten key domains: from risk analysis, incident handling, and business
continuity, to supply chain security and vulnerability disclosure. While these define a
baseline, NIS2 allows flexibility in implementation to promote effectiveness over formality.

Notably, NIS2 also introduces explicit top management accountability for cybersecurity.
Senior executives are expected to oversee cyber risk governance, signaling a strategic shift
in how security is managed at the board level. This reflects the EU’s broader vision,
expressed in the 2020 Cybersecurity Strategy, that cybersecurity should be an enabler of
innovation and trust, not a cost to be minimized[11].

Figure 2.1: Scope of NIS1 and NIS2 [12]
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2.1.2 Compliance Behavior under Cybersecurity Regulations

Although NIS2 promotes risk-based security improvements, earlier responses to compa-
rable EU regulations - most notably the General Data Protection Regulation (GDPR) [13]-
highlight a tendency among organizations to adopt a compliance-first mindset. Despite
GDPR’s intent to embed privacy-by-design principles, its 2018 rollout was characterized
by fast, surface-level adaptions, particularly among SMBs, who experienced ambiguity in
the regulation’s wording and struggled with limited internal resources. Research by Sirur
et al. (2018) [14] and Teixeira et al. (2019) [15] illustrates how compliance efforts often
resulted in little more than policy updates and documentation exercises, with minimal
operational impact. These behavioral patterns raise questions whether NIS2 may trigger
similar outcomes. While GDPR and NIS2 address distinct domains, privacy, and cyber-
security, respectively, the structural parallels between the two provide a useful basis for
comparative analysis, which will be explored later in this thesis.

The behavior regarding surface-level adaption suggests a risk for NIS2: heavy penalties
could motivate organizations to focus on avoiding sanctions, rather than proactively en-
hancing their cybersecurity posture. Research confirms that such negative enforcement
dynamics can drive “check-box” compliance cultures, particularly in resource-constrained
environments such as the ones often times seen in SMBs.
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2.1.3 Risk-Based Security vs. Compliance-Based Approaches

The tension between risk-based and compliance-based approaches is longstanding. A risk-
based approach focuses on identifying and mitigating threats relevant to a specific context,
while compliance-based models ensure all mandated controls are formally in place.

Literature from Lin & Saebeler (2019) [16] cautions against treating these approaches as
opposites. Instead, a hybrid strategy, where compliance frameworks provide a baseline
and risk-based methods address evolving threats, is more effective. Cybersecurity frame-
works like ISO/IEC 27001 and NIST CSF reflect this integrated vision by combining control
structures with continuous risk assessment and improvement cycles.

Wang et al. (2024) [17] argue that true cybersecurity efficacy lies in going beyond compli-
ance, embedding risk thinking into security operations. Yet they also note that overlapping
standards (GDPR, ISO 27001, CRA, etc.) can increase complexity and detract from real se-
curity gains.

2.1.4 NIS2’s Risk Management Provisions and Expectations

NIS2 attempts to balance compliance mandates with a flexible risk-based ethos. Article
21 [10] outlines key domains where measures must be taken, yet leaves implementation
details to the organization. For example, while vulnerability disclosure is required, the
process itself is not rigidly defined, allowing entities to align it with their governance
systems.

Continuous improvement is also mandated: organizations must assess and test the effec-
tiveness of their measures over time. State-of-the-art technologies are cited as a benchmark,
implying a moving target that evolves with the threat landscape. Incident reporting time-
lines (Article 23) and enforcement mechanisms ensure these provisions are not optional,
while national CSIRTs and EU cooperation structures encourage shared risk management
across sectors.

2.1.5 Implementation Challenges and Organizational Responses

Implementation will pose hurdles, especially for medium-sized organizations that have
newly fallen under the directive’s scope. Practitioner guides aimed at SMBs flag limited
budgets, skills shortages and uncertainty about what constitutes “proportionate” controls
as the most common pain-points [18, 19, 20]. Survey data collected by the European Cy-
ber Security Organization (ECSO) show that nearly three-quarters of entities lack a dedi-
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cated NIS2 budget and one-third report no top-management involvement; medium-sized
companies are the most affected [21]. These observations echo the GDPR rollout, where
ambiguous wording and compliance costs weighed the heaviest on small businesses [14,
15, 22].

The broader regulatory environment further complicates matters. INIS2 co-exists with
sector-specific regimes such as the Digital Operational Resilience Act (DORA), which
from 17 January 2025 supersedes NIS2 for financial entities and introduces parallel ICT-
risk and incident-reporting duties [23, 24]. In the product domain, the Cyber Resilience
Act (CRA) (Regulation (EU) 2024/2847)imposes mandatory vulnerability-handling and
disclosure obligations for digital products, risking dual-reporting when service providers
are already subject to NIS2 timelines [25, 26, 27].

Divergent national transposition amplifies the burden. An ECSO white paper catalogs dif-
fering classification thresholds, reporting templates and supervisory models, noting that
only four Member States had fully transposed the directive by December 2024 [21]. Con-
sultancy analyses reach similar conclusions, warning that multinationals may need to par-
allel compliance tracks until harmonization improves [28]. Such fragmentation encourages
“lowest-common-denominator” compliance among cross-border firms.

Finally, early industry messaging reveals a pronounced checklist mindset. Vendor checklists
and gap-assessment playbooks dominate the public discourse, emphasizing documenta-
tion over substantive risk reduction [19, 29, 20]. Interviewees in the present study caution
that genuine risk-based programs emerge only when executive leadership allocates recur-
ring resources and sector authorities issue clear, interoperable guidance.

2.1.6 Towards Risk-Based Improvement or Mere Compliance?

The central question remains: will NIS2 catalyze genuine security improvement, or merely
expand regulatory formality? The literature paints two potential trajectories. In the best
case, NIS2 encourages strategic, risk-driven practices across Europe. In the worst case, it
produces surface-level compliance that fails to elevate actual cyber resilience.

Several enablers could help tip the balance toward meaningful change: active sectoral reg-
ulators, EU support for SMB capacity-building (e.g., through the Digital Europe Program),
and a strong culture of information-sharing. Ruohonen & Timmers [30] argue that these
support structures are essential to help organizations move beyond legal checklists.

Ultimately, the success of NIS2 will depend on how its principles are translated into orga-
nizational behavior. Real-world adoption of risk-based security (as opposed to form-only
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compliance) requires more than regulation: it demands resources, leadership, and shared
understanding across sectors. As empirical studies emerge over the next years, they will
determine whether the directive’s promise of cyber resilience has been fulfilled.

2.2 GDPR Implementation: Insights and Impact

This section provides a brief overview of the GDPR’s implementation experience to of-
fer relevant points of comparison with NIS2. It highlights how organizations approached
compliance and how this can be compared to a risk-based approach, the role of external
consultants, and the emergence of audit-oriented behavior. These insights serve as a foun-
dation for identifying recurring patterns that may also appear under NIS2, particularly in
relation to documentation practices and enforcement-driven strategies.

2.21 Policy Implementation Across EU Nations

The GDPR, as a regulation, applied directly across EU Member States from May 2018.
However, national legal landscapes still influenced implementation. Countries introduced
national Exemptions allowed under GDPR, leading to divergence. For example, the min-
imum age for consent was set at 16 in the GDPR, but many countries lowered it to 13,
resulting in a patchwork of consent ages across Europe [31].

Germany went further on Data Protection Officer (DPO) requirements, mandating DPOs
for firms with just ten employees processing personal data, surpassing GDPR’s own thresh-
old [31]. Other states allowed broader exemptions: the Netherlands permitted biometric
data processing for security without consent, and many allowed health data to be pro-
cessed without consent when necessary for medical treatment [31].

Additionally, enforcement strategies varied: Austria and Hungary’s early laws recom-
mended warnings before fines, creating an informal grace period [31]. On collective re-
dress, some Member States enabled NGOs to file GDPR complaints, though implementa-
tion was uneven [31].

2.2.2 Economic Impact on Businesses

Compliance costs. GDPR implementation imposed high direct costs, especially for smaller
businesses. A 2017 PriceWaterhouseCoopers (PWC) survey found over 40 % of companies
expected to spend more than $10 million on compliance [32]. Follow-up work by Ernest
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& Young (EY) and the International Association of Privacy Professionals (IAPP) estimated
organizations were already spending an average of €1.3 million per year by 2018, mostly on
legal advice, data-mapping tools, and staff training [33]. Cisco’s 2023 Data Privacy Bench-
mark suggests that ongoing privacy budgets now average $2.7 million for mid-size firms
and $4.4 million for large enterprises, with staffing (especially Data-Protection Officers
(DPOs)) representing the single largest line-item [34]. While blue-chip companies can ab-
sorb these figures, SMBs face proportionally higher burdens: a 2020 European SME (Small
and Medium Enterprises, Not Subject-Matter Experts) panel showed that 62 % spent at
least €10 000 in their first year of GDPR compliance, and nearly one-third had to defer
other IT projects to fund privacy controls [35].

Productivity and operational drag. Beyond budget outlays, firms cite slower product
release cycles and protracted vendor onboarding as indirect costs. A joint IAPP-EY gover-
nance study found that median review-and-approval time for new data-processing projects
more than doubled (from 4 weeks to 9 weeks) after GDPR came into force [36]. Intervie-
wees in that study noted a “red-tape effect,” whereby even low-risk internal analytics
required multi-layer privacy impact assessments, delaying time-to-market.

Innovation and market effects. Venture-capital flows into EU tech declined markedly
in the first 18 months post-GDPR. Jia, Jin Wagman (NBER) document a 26 % drop in
deal count and roughly $3.4 million in lost investment per week, attributing the decline
to heightened uncertainty around data-driven business models [37]. Smaller ad-tech firms
were hit particularly hard as advertisers consolidated spend with “privacy-ready” plat-
forms such as Google and Facebook, thereby increasing market concentration [38]. Some
U.S. publishers chose to geo-block EU traffic; American Action Forum identified more than
1000 U.S. websites that became inaccessible to European users within weeks of GDPR day-
one, a tactic aimed at avoiding extraterritorial compliance risk [38].

Ongoing effects and emerging benefits. Although compliance remains expensive, firms
are beginning to report positive returns. Cisco’s latest benchmark shows that 94 % of
respondents believe their privacy investments now deliver net benefits, citing shorter sales
delays and faster incident recovery [34]. Consumer trust appears to have improved as
well: Eurobarometer polling shows two-thirds of EU citizens are now aware of their data-
protection rights, and businesses with visible GDPR credentials report higher customer-
retention rates [31]. Nonetheless, costs persist: an SME (Small and Medium Enterprise,
Not Subject-Matter Expert) survey in 2020 found that most firms still spend between €1 000
and €50 000 annually on GDPR upkeep, with 57 % doubting full compliance [35]. Taken
together, the evidence points to a mixed legacy: GDPR raised the privacy baseline and
stimulated trust, but it also imposed material financial and operational drag, outcomes
that may foreshadow the implementation dynamics of NIS2.
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2.2.3 Enforcement Mechanisms and Oversight

DPAs and Enforcement. Enforcement is handled by national Data Processing Agreements
(DPAs), with the European Data Protection Board (EDPB) coordinating cross-border issues
[31]. In the first year, only 15 EU countries issued fines, totaling 91 in all. Germany alone
issued nearly half of those [31].

By 2021, over 800 fines had been issued. Major actions included Google (€50M), H&M
(€35.3M), Telecom Italia, and British Airways [31]. Spain became a leading enforcer by
number of cases, though fine sizes varied.

Company-Level Impact. Enforcement prompted companies to revise practices. H&M'’s
profiling of staff led to both a fine and remedial action. Thousands of smaller firms faced
corrective orders or warnings [31]. Common infractions included weak security and con-
sent mechanisms.

Resourcing Issues. Many DPAs remain underfunded, prioritizing complaint handling
over proactive guidance [31]. EU reports urge more resources and IT expertise to sustain
enforcement levels.

2.24 Legal and Regulatory Perspectives

GDPR required states to align national laws, leading to reforms in employment, media,
and research regulations. Initial delays in legislative alignment caused rollout confusion
[31].

The EDPB has since issued interpretive guidance to promote harmonization, although
national differences persist [31]. Globally, GDPR has inspired laws like Brazil’s LGPD and
California’s CCPA, reinforcing its influence [39].

2.2.5 Sector-Specific Implementation

Technology. Online platforms underwent massive changes: explicit cookie consent, pri-
vacy dashboards, and frequent DPA investigations [39].

Finance. Financial institutions largely adapted smoothly, but tensions remain between
GDPR and anti-fraud retention requirements [39].

Healthcare. Healthcare faced challenges balancing data sharing and privacy. Projects were
delayed due to uncertainty in handling sensitive data [39].

Public Sector. Governments implemented GDPR with varying success. Public awareness
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improved, but legacy systems and legal exceptions created friction [31].

2.2.6 Corporate and Public Response

Public Reaction. GDPR raised awareness; over two-thirds of Europeans knew their rights
within a year [39]. Consent fatigue was common, but complaints and requests surged.

Corporate Shift. Initial fear gave way to strategic compliance. GDPR is now a reputational
matter, with companies marketing their privacy stance [39].

2.2.7 Academic and Policy Insights

Scholars praise GDPR for empowering individuals [31], but studies note high compliance
costs and increased market consolidation [39].

Economists debate short-term economic impacts versus long-term trust benefits [39]. Legal
researchers analyze DPA case law and call for stronger EU-level enforcement [31].

Behavioral research questions whether consent mechanisms truly empower users, and
policy studies call for SMB guidance and privacy-by-design tech development [39].

In sum, GDPR has shaped global data governance, but its implementation reveals endur-
ing challenges in balancing privacy, economic growth, and regulatory clarity.

2.3 GDPR Implementation as a Precedent

The implementation of the General Data Protection Regulation (GDPR) over the past sev-
eral years serves as a valuable precedent, and numerous studies have dissected the chal-
lenges organizations have faced [40, 41, 42], many of which are instructive for the Network
and Information Security Directive (NIS2). Sirur, Nurse, and Webb [14] provide an early
empirical look at the GDPR rollout, documenting significant costs and resource demands.
Their study reported that companies “had to allocate extended budgets for GDPR compli-
ance” and often needed to hire new professionals and invest in new systems and processes
[14]. This directly informed our interview questions about compliance costs under NIS2:
we asked experts whether their organizations have devoted additional budget or personnel
to meet NIS2 obligations, anticipating similar financial strain.

Sirur, Nurse, and Webb [14] also found that smaller enterprises felt “unequipped” and
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lacked dedicated data-protection focus, partly owing to delayed official guidance. We
reflected this finding in questions about guidance and support, probing whether intervie-
wees felt sufficient direction from regulators or whether, as with the GDPR, clarity came
only after initial struggles. Freitas and Silva [43] likewise, noted that small and medium-
sized businesses (SMBs) faced acute constraints in “human and financial resources, making
it challenging to undertake required measures for compliance”.

Another recurrent theme is internal resistance and organizational change. Teixeira, Fer-
reira, and Liu [15] observed that GDPR compliance often required cultural shifts and that
“a significant challenge lies in overcoming resistance to change ... at various organiza-
tional levels”.

Importantly, the GDPR literature also sheds light on implementation outcomes and longer-
term effects once initial hurdles are overcome. In a systematic review, Smirnova and
Travieso-Morales [22] it found that, while organizations struggled with compliance, those
efforts increasingly became tied to broader organizational objectives. They note that the
GDPR’s influence extended beyond mere legal compliance to aspects such as competitive
positioning, customer trust and “aligning privacy with organizational goals”. This per-
spective influenced our interviews to go beyond challenges and ask about the perceived
benefits or strategic value of compliance. For instance, we queried whether experts see
NIS2 bringing competitive advantage (e.g., as a credential of good security) or improved
incident resilience, not just penalties for non-compliance. The idea, drawn from Smirnova
and Travieso-Morales [22] and others, is that effective implementation might be leveraged
to build trust or streamline security practices, much as some firms eventually integrated
the GDPR into their business strategy rather than treating it as a check-box exercise. Ad-
ditionally, the literature emphasizes ongoing difficulties with regulatory complexity, am-
biguity in legal texts and lack of practical guidelines were recurring problems for GDPR
implementers [22]. We therefore asked experts whether NIS2’s requirements are clear
or whether interpretation is challenging, to capture whether NIS2 is following the same
pattern of initial legal ambiguity that needs iterative clarification.

In summary, lessons from the GDPR’s implementation heavily informed our expert-interview
design for NIS2. Early studies such as Sirur, Nurse, and Webb [14] and Freitas and Silva
[43] alerted us to ask about compliance costs and resource allocation, as these were major
pain points in 2018. Work by Teixeira, Ferreira, and Liu [15] put internal resistance and
change management on our radar, leading us to include questions on how NIS2-related
changes are communicated and accepted internally. Finally, the comprehensive review by
Smirnova and Travieso-Morales [22] encouraged us to examine both challenges and posi-
tive outcomes, prompting interview questions on whether organizations are using NIS2 as
an opportunity to improve security posture or achieve other benefits. By directly linking
these GDPR implementation insights to analogous aspects of NIS2, our literature review
ensured that the interview guide was grounded in known real-world issues and that we
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probed the most pertinent areas of concern and opportunity as identified by prior schol-
arship.



Chapter 3

Methodology

This chapter presents the methodological approach of the study. It begins by detailing the
research design and its rationale, followed by a description of the qualitative and quanti-
tative methods used for data collection. The chapter then outlines the development of the
interview guide, including ethical considerations, pilot testing, and the reasoning behind
participant selection. Sampling strategies for both the interviews and the survey distribu-
tion are addressed to ensure transparency regarding participant inclusion and exclusion.
The methods for analyzing qualitative data are presented, which covers the coding process
and the analytical approach.

A final section includes the supplementary research done, examining Member State trans-
positions of the NIS2 Directive, which complements the primary findings. The chapter
concludes by addressing the study’s limitations.

3.1 Research Design

This study adopts a mixed-methods research design, combining qualitative and quanti-
tative elements to examine the organizational impact of cybersecurity regulation; Specifi-
cally, the NIS2 Directive, in line with the research questions outlined in section 1.4. The pri-
mary focus is on qualitative insights gathered through semi-structured interviews which is
supported by a supplementary survey to test whether the patterns observed through inter-
views also comes to show more broadly across a larger respondent base, without aiming
for statistical generalization. This will, in theory, highlight recurring patterns across the
interview-, and survey-respondent base.

The research design has been selected to enable an in-depth understanding of how or-
ganizations interpret, implement, and respond to regulatory demands, especially in the
context of complex, non-prescriptive legislation. This section outlines the methodological
structure of the study, including the type of study conducted, the rationale behind the
chosen approach, as well as the (philosophical stance supporting this research.

16
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3.1.1 Methodological Development and Decision Rationale

The methodology used in this study is the product of a deliberate and iterative develop-
ment process, which has been shaped by both theoretical interests and practical constraints
encountered during the early stages of the project.

The initial research idea emerged from a noticeable gap in the current academic and in-
dustry discourse: While much attention has been paid to the benefits of cybersecurity reg-
ulation, little has been written about the potential unintended consequences. This absence
sparked a critical interest in exploring how the transition from industry-driven standards
to state-imposed regulation may influence organizational cybersecurity practices. Not only
in terms of compliance, but also in relation to strategic depth, risk awareness, and security
investment behaviors.

To examine this question, the NIS2 Directive was selected as a concrete legislative an-
chor point. As a newly adopted and still-unfolding directive within the EU, NIS2 offers a
timely opportunity to assess how organizations interpret and respond to its requirements.
it allowed the study to be grounded in a contemporary regulatory context while simulta-
neously addressing broader questions about the nature and effectiveness of cybersecurity
legislation. The directive’s relatively young position in the cybersecurity-related legislative
landscape, and the lack of critical analysis surrounding its implementation, created the op-
portunity for this to be a suitable candidate through which the underlying hypothesis of
the study could be explored.

Early conceptual discussions with experienced practitioners helped refine the direction
of the study. One particularly influential input came from a regulatory consultant who
suggested avoiding sectors previously known for operating in strictly regulated domains,
such as Finance, Energy, Health, or digital infrastructure. Due to their longstanding fa-
miliarity with compliance demands, these sectors were less likely to exhibit the behavioral
dynamics that the project set out to explore. As a result, the study chose to focus on the
organizations and experts connected to sectors that have historically been less regulated.
Here, the introduction of NIS2 might bring more disruptive of unfiltered reflections.

Following the decision to exclude certain heavily regulated sectors from the study, it was
also considered whether organizational size should influence the selection of interview
participants. While no strict thresholds were set, size was treated as an indicative factor
during the interviewee search. This was primarily done to avoid extreme outliers that
could distort the analysis. In early conversations with professionals, it became clear that
both very large and very small organizations tend to follow distinct implementation paths
that may not reflect the broader group. The study has drawn on the size classifications
outlined in the NIS2 Directive to establish a loosely defined range. These indicators closely
mirror the European Commission’s Small and Medium Business (SMB) definitions [44] as
depicted in figure 3.1. These classifiers were used not as hard inclusion criteria, but as
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a practical reference for identifying organizations likely to show early and observable
patterns in their response to NIS2. The aim is not to categorize organizations strictly by
size, but rather to note how organizational scale might influence the level of preparedness,
internal capacity, and strategic response to regulatory pressure.

SMB Definition

Company category Staff headcount Turnover Or Balance sheet total
Large-scale > 250 >€50m >€43m
Medium-sized <250 <€50m <€43m

Small <50 <€ 10m <s€10m

Micro <10 <€2m <€2m

Figure 3.1: SMB definition

The data collection strategy also evolved significantly throughout the project. The initial
plan was to conduct interviews directly with affected organizations. However, after sev-
eral unsuccessful outreach attempts and one early interview that provided little insight,
the approach was reassessed. It became clear that many organizations were either unwill-
ing to speak openly about their implementation efforts or were still in too early stage of
engagement with the directive to provide meaningful reflections.

This led to a strategic pivot in the data gathering phase. Rather than attempting to extract
fragmented insights from individual companies, the study turned to consultants and ad-
visors who work across multiple organizations. These professionals offered broader and
more informed perspectives on how the directive is being interpreted and operationalized
in practice. Consultants and advisors were also more willing to participate in interviews
and could share anonymized observations across industries, which provided the type of
comparative insight that would have been difficult to gather from single organizations.
This shift in the approach not only improved access but also aligned more closely with
the study’s focus of exploring structural and behavioral patterns and outliers rather than
isolated case studies.

Ultimately, the research approach evolved through a process of critical reflection, environ-
mental scanning, and practical testing. The final methodology has emerged as a direct
response to both the subject and the limitations of the research context. This methodologi-
cal development further reflects the adaptive, exploratory nature of the study itself, where
data collection strategies could remain aligned with the core research objectives.
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3.1.2 Type of Study

This study applies a predominantly qualitative mixed-method design which centers around
semi-structured expert interviews as the primary data source. This approach is selected to
capture the nuanced perspectives of individuals directly involved in the implementation,
or interpretation, of the NIS2 Directive, including those in regulatory compliance, Cyber-
security leadership, and consulting/advisory roles. The interview is designed to explore
how organizations or consultants experience regulatory demands, how they interpret risk
versus compliance, what impacts the decision path of organizations, and whether NIS2
leads to meaningful changes in security posture.

To support, supplement, and expand on the scope of these insights, the study includes
a quantitative component in the form of a structured survey. The survey is intended
to identify whether themes coming from the interviews are observable across a broader
group of organizations which may lay outside the scope of the study criteria, as further
detailed in Section 3.5.4. While the survey does not aim to produce generalizable statistics,
it can serve as a supporting tool to reinforce or nuance the qualitative findings.

The qualitative track is prioritized due to the nature of the research questions that may not
be evident through quantitative measures alone.

3.1.3 Approach Justification

The decision to adopt a qualitative and exploratory approach is grounded in the nature
of the research questions posed in this study. The overall aim is not to test a predefined
hypothesis, but rather to investigate how organizations respond to a "newly" introduced
regulatory framework (NIS2) whose implementation is still in progress and whose effects
remain largely undocumented. The study focuses specifically on uncovering the percep-
tions, strategic adaptions, and unintended consequences that may emerge as organizations
attempt to align with the directive. These are the dimensions of organizational behavior
that are unlikely to be otherwise meaningfully captured through solely quantitative mea-
sures.

The qualitative approach is particularly applicable when exploring how regulation is in-
terpreted and operationalized within organizations. It allows for flexibility in capturing
complex reasoning, varying levels of maturity, and potentially highlighting tensions be-
tween compliance obligations and security priorities. By conducting the semi-structured
interviews, the wanted outcome is that the study gains access to the perspectives of those
directly involved in regulatory implementation or advisory roles, enabling the identifica-
tion of patterns, concerns, and decisions that are otherwise left unseen which are context-
dependent and often shaped by informal, non-public processes.
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The exploratory nature of the research is equally important. As NIS2 is still in its early
stages of implementation across the EU, the amount of academic literature and formal
evaluations remain somewhat limited. This creates an opportunity, and in conjunction
with this a need, for an approach that is open-minded, adaptive to a degree, and capable
of identifying rising themes. Instead of attempting to assess the effectiveness through
predefined metrics or outcome indicators, the study aims to understand how organizations
experience the directive and what consequences may come to show in the journey towards
compliance.

The combination of the qualitative approach and the exploratory angle makes it possi-
ble to identify not only how organizations interpret regulatory demands, but also what
consequences - short-term and long-term -, compromises and strategic adjustments may
occur along the path towards compliance. The study is particularly interested in whether
the compliance process leads to meaningful improvements in security, or whether it in-
stead results in resource misallocation, a reduction in security ambition, or other potential
unintended effects. With this approach, the study aims to understand how cybersecu-
rity regulation influences decision-making, resource-allocation, and strategic direction as
a broader organizational response rather than the step-by-step implementation process.

3.1.4 Philosophical Grounding

This study adopts a pragmatic philosophical stance which his grounded in the belief that
knowledge is best generated through engagement with real-world practices and experi-
ences. Rather than starting with a predefined and fixed hypothesis or attempting to test
predefined variables, this study takes an exploratory approach focusing on how organiza-
tions and consultants interpret and implement the NIS2 Directive in practice.

The decision on choosing a mixed-methods design reflects this orientation. Qualitative
interviews were conducted to assess nuanced insights based on experience, while the
supporting quantitative survey provided complementary data to broaden the scope and
strengthen the empirical ground.

The study does not aim to produce or claim a singular and objective account of NIS2 im-
plementation. instead, the study focuses on capturing patterns, interpretations, and recur-
ring challenges expressed by those closest to the directive itself. This approach aligns with
the study’s core objective, which is to critically assess whether the NIS2 Directive fosters
substantial improvements in cybersecurity practices or encourages superficial compliance.
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3.2 Data Collection Methods

This section outlines the data collection methods used in the study, as further entailed
in 3.4. The objective is to gather insight on how organizations respond to cybersecurity
regulation in practice, with an emphasis on how the NIS2 Directive is perceived and acted
upon by professionals with direct exposure to the implementation. The following subsec-
tions will detail the primary and secondary methods used, including interview structure,
participation selection, survey purpose, and how the data is interpreted to support the
overall research objectives.

3.2.1 Primary Method

The primary method of data collection is a series of semi-structured interviews that were
conducted with subject-matter experts (SMEs) that engage in the interpretation as well as
the operationalization of the NIS2 Directive. The candidates include Cybersecurity consul-
tants, compliance professionals, advisors, and top management individuals; People who
work close with organizations affected by the directive. In total, eight structured inter-
views were completed: six with Danish consultants and compliance professionals, one
with a Spanish consultant, and lastly one with a Norwegian consultant. The study notes
that while Norway is situated geographically within Europe, they are not a Direct member
of the European Union. Therefore, their contribution and adherence to directives and other
EU-demanded legislation happens on the obligations under the European Economic Area
(EEA) requirements, which outlines a different set of adherence requirements. Therefore,
the NIS2 Directive, while serving as a positive cybersecurity foundation, is not mandated
for the country. The interviewee was still chosen because of relevance in implementing
NIS2.

The approach of semi-structured interviews were chosen to allow for consistency across
various themes while leaving room for flexibility and to follow up on interesting or un-
expected responses. The method provide a much-needed balance between structure and
the option to go off track. This deemed itself valuable in the context of exploring complex
topics such as regulatory pressure, resource trade-offs, or strategic decision-making un-
der uncertainty. The interview guide was constructed around a handful of thematic areas
which were identified during the early stages of the project. These themes include:

¢ Organizational context and sector.
¢ Level of awareness and interpretation of NIS2.

* Perceived strategic impact of the directive.
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* Resource allocation and internal prioritization.
¢ Experiences with compliance planning and implementation.

¢ Observed consequences, both intended and unintended.

The interviews were conducted both physically and online and lasted somewhere between
30-60 minutes. All participants were informed about the full anonymity, which not only
served as a strategic decision to gather more insightful responses, but also ensured the in-
terviewees responses were masked to an extent that even partially identifiable information
could not be attributed to the individual. The result of this created a space for discus-
sions wherein sensitive organizational considerations were no issue. Interview responses
were transcribed and prepared for thematic analysis from section 3.5.1 in accordance with
ethical handling procedures described later in the section 3.4.

3.2.2 Secondary Method

To complement the data of the interviews, an optional online survey was developed and
distributed to a broader group of professionals within the cybersecurity-related domain.
The survey was initially designed to validate or contrast certain themes from the inter-
views, and to provide an indication of how widespread certain patterns might be across
different sectors or organization sizes.

The survey content was derived directly from the interview guide with minor adjustments,
to focus on aspects such as:

Compliance status and perceived impact.

Budgetary and resource shifts attributed to NIS2.

Strategic motivations behind compliance efforts.
¢ Minimum viable compliance goals.

¢ Organizational readiness and internal engagement.

The survey was further distributed through LinkedIn, and responses were collected anony-
mously. The questions consisted primarily of closed questions using Likert scales or pre-
defined multiple-choice formats. This made the aggregation of the data collection for trend
analysis much more efficient.

While the survey was not designed to deliver generalizable results, it supports the primary
data collection method by providing insights that either reinforce or challenge the qual-
itative findings. Therefore, the survey finds its place in the study by offering a broader
perspective of the detailed viewpoints from the interviews.
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3.3 Interview Design

This section outlines the design and rationale of the interviews conducted for this study. It
explains the ethical considerations, interview structure, question development, and pilot
process that shaped the final data collection. The goal was to ensure methodological rigor
and relevance in capturing expert perspectives on the NIS2 Directive.

3.3.1 Ethical Questions used to Shape the Approach

Before developing the interview structure and guide, the topic of ethical considerations
were carefully reviewed and implemented in accordance with the book "Interviews-learning
the craft of qualitative research interviewing" [45]. These principles informed all stages of
the interview process, from participant recruitment to data handling. The ethical guide-
lines outline four key areas of focus: informed consent, confidentiality, consequences, and
the role of the researcher.

Informed consent was obtained through a formal agreement shared with participants
prior to each interview in the form of a contract in appendix A. Since the interviews
sought participants’ general professional knowledge, individuals were considered capa-
ble of making informed decisions about their involvement. Participants were also pro-
vided with a copy of their interview transcripts to review and revise if necessary, which in
essence supports transparency. This raises the question of how much information should
be shared with participants. In this study, the decision was made to provide them with as
much information as possible. To support informed and meaningful contributions from
industry experts, participants were given access to the interview questions, a description
of the project scope, and a clear explanation of the study’s objectives. The rationale for
this level of transparency was to ensure participants had a solid foundation for respond-
ing to the questions, while also understanding the overarching goals of the project. Given
the neutral nature of the study’s aim, this approach was intended to foster clarity and
minimize bias.

Confidentiality was maintained throughout the research process, starting with interview
planning and continuing through data storage and analysis. All data was securely stored
using the university’s OneDrive system. When Al tools such as Microsoft Copilot were
used, they operated exclusively within the same secure environment, and in accordance
with their principles under consent to manage data securely and to not be used as training
data [46]. Interview data was reviewed to remove any sensitive-, identifiable-, or partially
identifiable information about the participant(s) or any third parties mentioned during.
Additionally, all interviews were coded and abstracted so that original sources and phras-
ing could not be traced back to individuals.
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Consequences in this context primarily involve the potential identification of business
partners mentioned by participating consultants or the participants themselves. However,
because the project focused on generalized knowledge and incorporated appropriate safe-
guards, the risk of harm was minimal. Another potential consequence is the possibility
that readers might misuse the findings, particularly if they apply insights from the study
without fully understanding the NIS2 Directive. This scenario is unlikely, and responsibil-
ity for such interpretation rests with the reader.

Regarding the role of the researcher, it is recognized that the research was conducted by
a team of students rather than industry professionals. While this may introduce certain
biases, such as a limited understanding of insider organizational dynamics, it also brings
an independent perspective. This position was considered throughout the study, though
it did not require changes to the interview guide or the way interviews were conducted.

3.3.2 Interview Structure

The structure of the interviews was designed based on several key factors: the type of
interview, organization and flow of questions, time allocation, mode of delivery, and the
role of the interviewer.

Given the novelty of the NIS2 Directive and the limited number of real-world implemen-
tations and available experts, a qualitative, semi-structured interview format was chosen.
This approach allowed for both consistency across interviews and flexibility to adapt to
each participant’s expertise and insights. The semi-structured format was particularly
suited to exploring a topic still in development, where rigid questioning would risk over-
looking valuable contextual knowledge.

Each interview was scheduled to last approximately 40 to 50 minutes, which provided
participants with sufficient time to elaborate on their perspectives while respecting the
time constraints of busy professionals. Although longer interviews could have yielded
even richer data, this time frame represented a practical balance between depth, feasibility,
and respect towards the participants’ time.

The interview flow was designed to begin with general questions to establish context
and rapport, followed by more abstract and targeted questions aligned with the research
objectives. This progression helped ease participants into the discussion and facilitated
more thoughtful responses on complex issues. While a guiding structure was in place,
the interviewer maintained the flexibility to adjust the order of questions as needed to
preserve the flow of conversation and allow participants to develop their ideas naturally.

Most interviews were conducted online via Microsoft Teams, with a few conducted in
person. The remote format did not negatively impact the quality of the interviews and
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was found to be equally effective. Each interview was conducted by one interviewer and
accompanied by at least one note-taker. In one specific case, the interview was recorded
due to scheduling constraints; transcription was completed afterward, and the video was
permanently deleted to comply with ethical data handling procedures.

3.3.3 Interview Guide

Developing an interview guide for a project focused on the NIS2 Directive presented a
unique challenge, especially when determining what constitutes a sufficient foundation for
drafting meaningful questions. The process began with the creation of a shared working
document in which the team outlined the overall goals of the project and how the study
would be conducted. Based on this framework, each team member independently drafted
a preliminary version of the interview guide, including references to sources that inspired
their proposed questions.

The interview guide was primarily shaped through internal team discussions and ex-
pert conversations, guided loosely by themes present in emerging literature on NIS2 and
broader regulatory compliance frameworks like GDPR. While existing literature offered
useful context, the interview questions were not drawn directly from specific academic
studies. Instead, the guide reflected the team’s shared curiosity and the exploratory nature
of the project, with a focus on real-world interpretations and applications of the directive.
During the research phase, it became clear that there was a lack of credible, targeted liter-
ature addressing the efficacy of cybersecurity directives like NIS2. Much of the available
material focused on the speculative societal impact of the directive or the practical chal-
lenges of implementation within organizations. A partial gap was observed in the GDPR
literature with respect to cybersecurity-specific regulatory dynamics. While GDPR im-
plementation studies offer valuable insight into compliance behavior and organizational
adaptation, their primary focus remains on privacy outcomes. This thematic emphasis
limits direct transferability to the cybersecurity-oriented scope of NIS2. Nonetheless, the
structural and behavioral challenges in GDPR studies remain highly relevant and were
used to guide interview design and comparative framing throughout this study.

As a result, the development of the interview guide required a synthesis of fragmented
sources, combined with a more open-ended approach aimed at uncovering practitioners’
real-world interpretations and strategic responses. The goal was not just to validate known
implementation issues, but to explore how effective NIS2 is perceived to be in practice.
This is a topic that existing research has largely overlooked.

The final draft of the interview guide consisted of 10 questions and one bonus question,
designed to fit within the 40-50-minute timeframe. Each question was aligned with one
or more of the research questions guiding this study, as shown in table 3.1. While the
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questions were grouped thematically, it is important to note that due to the semi-structured
and exploratory nature of the interviews, most questions had the potential to generate
insights relevant to multiple research questions. And all was generated first to encompass
implementers as seen in appendix B, but was later changed to be for consultants as shown

in the final draft of table 3.2.

Table 3.1: Mapping of Interview Questions to Research Questions

Interview Ques-

tion(s)

Associated Research Question(s)

Questions 1-6

Question 7

Question 8

Question 9

Question 10

Bonus
(11)

Question

focused on gathering organizational background and identi-
fying patterns of NIS2 implementation. Primarily addresses
RQ1: “What are the observable patterns among organizations
implementing NIS2?”

Explores whether compliance efforts lead to tangible secu-
rity improvements. Primarily addresses RQ3: “Does NIS2
provide tangible security improvements, and is the value of
implementation present short/long-term?” and also informs
RQ2 by exploring motivations behind implementation ap-
proaches.

Expands the understanding of implementation challenges
and participant perceptions of the directive. Supports both
RQ1 and RQ4.

Investigates whether NIS2 is viewed as a regulatory burden or
a strategic opportunity. Provides insight into RQ2: “What or-
ganizational or regulatory factors contribute to a compliance-
driven approach?”

Invites expert suggestions for improving NIS2, directly ad-
dressing RQ4: “How do industry experts interpret the NIS2
Directive in terms of its completeness, clarity or practicality?”
Explores whether patterns from earlier regulations (such as
GDPR) are being mirrored in NIS2 implementation. Provides
additional insight into RQ4, particularly regarding expert in-
terpretation of NIS2’s direction and purpose.
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Table 3.2: Final Interview Guide

Q#

Interview Question

10
11

Can you briefly introduce yourself, your role, responsibilities, and how long
you’ve been with the company?

What industry does your company operate in, and how large is it in terms
of employees? What is the main size of companies you work with?

What are the main sectors of companies you provide services to in re-
gard to NIS2? How do you assess their cybersecurity strategy (risk-based,
compliance-driven, or a mixture)?

When do clients first become aware of NIS2, and how does it compare to
their initial expectations?

What prompts organizations to implement NIS2, and how would you de-
scribe their current level of compliance after implementation? (e.g., fully
compliant, in progress, not started)

What is the point at which clients reach out to you for help? What internal
and external resources did they rely on before seeking assistance?

In retrospect, does NIS2 affect businesses significantly? Do compliance ef-
forts help them achieve tangible security improvements, or do you see a
focus on just meeting the minimum requirements?

What are the major challenges they encounter when implementing NIS2
(e.g., financial costs, expertise gaps, operational complexity, internal resis-
tance)?

Do you see NIS2 as a growth driver or mainly a regulatory requirement?
Have you identified a minimum viable compliance level to balance cost and
compliance? How do your clients perceive this?

If you could change anything about NIS2, what would it be?

Bonus Question: Have you observed any patterns in how previous regula-
tions like GDPR were implemented? Do you see NIS2 following a similar
trajectory?

3.3.4 Pilot Testing and Revisions

27

Before conducting the first full interview, the initial version of the interview guide was de-
veloped with the intention of interviewing individuals responsible for implementing NIS2
within their own organizations. However, this approach proved difficult after the pilot in-
terview. The participant showed limited understanding of the directive, and more broadly,
it became clear that securing interviews with internal implementers would be challenging
due to limited awareness of NIS2 and a general lack of willingness to participate.



3.4. Sampling Strategy 28

As a result, the study group made a strategic pivot. Instead of interviewing internal im-
plementers, the study refocused on consultants who had advised multiple organizations
on NIS2 implementation. This shift allowed for access to more knowledgeable participants
and a broader perspective on the directive’s implementation across different industries. It
also enabled a more abstracted, comparative view by interviewing individuals who had
observed patterns across several companies rather than from within just one.

In addition to this sampling change, a minor adjustment was made to the interview guide
following the pilot: one bonus question was added, asking whether consultants saw sim-
ilarities between NIS2 and earlier regulations such as GDPR. This question was intended
to provide comparative insight into how NIS2 fits within the broader landscape of cyber-
security and privacy legislation.

3.4 Sampling Strategy

This section outlines how the interview and survey participants were identified, recruited,
and protected.

Our study adopts a purposeful, multistage sampling approach designed to (i) capture
the full spectrum of organizational responses to the NIS2 Directive, (ii) maximize ana-
lytic depth for the qualitative strand, and (iii) generate a sufficiently heterogeneous survey
pool for triangulation. This form of sampling, where the researcher deliberately selects
participants who are especially knowledgeable about, or experienced with, the central
phenomenon, aligns with established practices in qualitative research [47].

This section further defines how the participant’s confidentiality was maintained through-
out the sampling process.

3.4.1 Target Population

The study originally aimed to investigate organizations subject to the NIS2 Directive, or those
with recent experience implementing large-scale IT-related regulation (such as GDPR or
PCI DSS). This target group included entities across both essential and important sectors
as defined in the directive, as well as advisory firms that facilitate or audit compliance
programs. Specifically, the intended categories were:

¢ Operational entities with direct compliance obligations (for example, cloud providers,
financial institutions, energy operators).

* Supporting actors such as managed-service providers and SaaS vendors whose of-
ferings support NIS2 compliance for clients.
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* Adpvisory specialists, including consultancies and law firms that help design or over-
see NIS2 implementation across sectors.

The initial sampling strategy proposed to exclude certain sectors whose cybersecurity re-
sponsibilities are already governed by overlapping EU legislation. These included:

¢ Telecommunications: These are covered by the European Electronic Communica-
tions Code (EECC) and the 5G Security Toolbox. As a result, NIS2 typically plays a
secondary role for these operators.

¢ Energy: Electricity and gas transmission-system operators fall under the Risk-Preparedness
Regulation, the Clean Energy Package, and the Critical Entities Resilience (CER) Di-
rective. These frameworks impose sector-specific requirements that could obscure
the impact of NIS2.

¢ Financial services: Entities in this sector are now regulated under the Digital Op-
erational Resilience Act (DORA) and PSD2, which introduce more detailed ICT risk
management standards that could overshadow the effects of NIS2.

In practice, however, all interviews were conducted with consultants and advisors. This
adjustment was made due to challenges in accessing internal implementers, especially
those in operational roles. As a result, the intended sectoral exclusions could not be ap-
plied consistently. Instead, consultants were selected based on their experience advising
a diverse range of client organizations, many of which spanned the originally excluded
sectors.

While this adaptation limited direct access to internal decision-makers, it provided a
broader, cross-sectoral perspective on NIS2 implementation. The consultants interviewed
offered informed views on both strategic and practical challenges observed in the field,
thereby preserving the study’s relevance to the target population.

3.4.2 Sample Composition

To capture variation across organization sizes, sectors, and maturity levels, the study ini-
tially proposed a structured sampling plan. This plan, following the principles of stratified
purposive sampling, aimed to ensure representation across key organizational character-
istics by selecting participants from defined subgroups [47]. It outlined specific interview
targets for micro, small, medium, and large enterprises, as well as advisory professionals
as shown in table 3.3.
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Stratum Employee Range | Planned Interviews | Rationale

Micro enterprises <10 1 Highly resource-limited; compliance likely
minimal or externally supported.

Small businesses 1049 1 May rely on third-party solutions; often un-
aware of full compliance scope.

Medium-sized businesses 50-249 2-3 Transitional segment; balancing compliance
ambition with budget constraints.

Large-scale organizations > 250 2-3 Subject to full NIS2 obligations; wider variance
in maturity, internal capacity, and sectoral ex-
posure.

Advisory / legal specialists | n/a 2-3 professionals Provide cross-sector insight and meta-
perspective on directive interpretation and
enforcement.

Table 3.3: Planned sampling structure

This approach originally set a minimum threshold of five interviews to enable the identi-
fication of recurring patterns across cases, with an extended target of up to ten to enhance
variation. In practice, nine interviews were completed, of which eight involved consul-
tants and advisors who actively support NIS2 implementation across sectors. One inter-
view with a direct implementer was conducted but excluded from analysis due to limited
relevance. The final qualitative findings are therefore based exclusively on advisory per-
spectives. The accompanying survey was distributed opportunistically to supplement the
interviews, without a predefined sample size target.

3.4.3 Sampling Method

Sampling Frame and Rationale. The original sampling frame was structured to capture
variation in how different types of organizations approach NIS2 implementation. The
intended unit of analysis was the organization, and the unit of observation was an indi-
vidual in a NIS2-relevant decision or advisory role. This included roles such as CISOs,
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compliance officers, program managers, legal counsel, and consultants. The sampling plan
aimed to include a variety of organization types that (i) fall under NIS2’s scope (essential
or important entities), (ii) operate in different sectors, and (iii) vary by size and maturity
level.

Purposive Sampling Adaptation. A purposive approach was used to identify participants
with meaningful insight into the implementation of NIS2.This type of sampling is com-
monly used in qualitative research to select individuals who can provide rich, relevant,
and diverse perspectives on the topic of interest [47]. The original plan was to stratify
the sample across three dimensions: sector, size, and implementation maturity. However,
during recruitment, it proved difficult to gain access to internal implementers. As a result,
the final sample included primarily advisory professionals, such as consultants and legal
experts, who work across sectors and support client organizations with NIS2 implementa-
tion. Their cross-sector experience allowed them to reflect on challenges faced by different
types of entities despite the shift in participant profile.

Recruitment Process. Participants were recruited through a mix of outreach methods:
(i) professional networks such as LinkedlIn, (ii) introductions from academic and industry
contacts, (iii) mailing lists associated with regulatory research, and (iv) industry-specific
associations. Each invitation included a study description, confidentiality terms, and a
consent form approved by the university’s ethics review process.

Access Challenges and Sample Adjustments. The original plan to include direct im-
plementers from sectors like energy, finance, and healthcare was not fully realized due
to time constraints and limited contact points. Instead, interviews focused on external
advisors who actively support these sectors. This shift still enabled the study to capture
implementation trends through second-hand experience and broad sectoral exposure.

Inclusion and Exclusion Criteria. Eligible participants were individuals involved in ad-
vising or overseeing NIS2 compliance decisions. Participants had to be based in or work
with organizations operating in the EU and be involved in activities such as budgeting,
compliance planning, or implementation support. Individuals in purely technical roles or
vendors selling NIS2 tools without compliance insight were excluded to avoid bias.

Sample Size Rationale. While the original target was five or more interviews to support
pattern recognition, a total of nine interviews were ultimately completed. Eight were
with advisory professionals, while one direct implementer interview was excluded due to
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limited analytical relevance. Interviews continued until the research team observed that
no new insights were emerging, a point commonly referred to as theoretical saturation in
qualitative research [47].

Survey Distribution. To supplement the interview data, a brief online survey was shared
through LinkedIn groups and professional communities. The survey had no fixed target
size and was used primarily to validate themes identified during interviews, rather than
for statistical generalization.

3.4.4 Anonymity and Confidentiality

Guiding Principle. All data-handling procedures in this study were designed to ensure
that no individual, role, or organization can be re-identified, whether directly or through
inference, in the final thesis or any derivative publication. These safeguards combine data
minimization, technical protection measures, and strict access control.

Consent and Information Sheet: Each participant received (i) a two-page, plain-language
information sheet outlining the study’s purpose, data flows, and withdrawal rights, and
(ii) a GDPR-compliant consent form. Both documents emphasized that participation was
voluntary and that all data would be stored and reported exclusively in anonymized form,
seen in appendix A.

Interview transcripts were processed and stored within AAU’s OneDrive/SharePoint en-
vironment, which is subject to Aalborg University’s internal IT security controls. While
Microsoft Office 365 is not formally approved for the storage of Level 2 confidential data
under the university’s official data classification and system use model [48], all interview
material was anonymized prior to upload. No personal, sensitive, or indirectly identifying
information was retained. File access was strictly limited to the research team, and all data
remained within the university’s protected infrastructure.

Access control: Only the authorized researchers had read /write access to the anonymized
data files throughout the study. No external collaborators or third parties were granted
access.

Data Masking in Reporting: To preserve participant anonymity, all unique project or
product names mentioned during interviews were replaced with generic descriptors such
as “payment platform” or “internal tool.” In addition, direct quotations included in the
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thesis underwent a second anonymization pass to ensure that no phrasing could be traced
back to individual participants. Participants were also given the opportunity to review
and approve any quotes prior to publication.

These combined measures were implemented to ensure that neither individual identities
nor organization-specific details can be inferred from the final thesis.

3.5 Data Analysis

The analysis in this project draws on two primary data sources: semi-structured interviews
and a supporting questionnaire. The research strategy prioritized the qualitative material,
with the questionnaire used later in the process to contextualize and support the interview
findings. Throughout the analysis, the data was examined with the research questions (see
section 1.4 as the guiding framework, allowing for both focused and exploratory insights.

3.5.1 Analytical Approach

This study applied Braun and Clarke’s six-step approach to thematic analysis [49] to iden-
tify patterns of meaning across the interview data in relation to the research questions.
Thematic analysis was selected because it offers a structured yet flexible method for or-
ganizing qualitative data, especially in exploratory studies where existing theory may not
fully capture the complexity of the topic.

The first phase involved familiarization with the data. This was achieved during the tran-
scription and cleanup process, where all notes were reviewed by the coding researcher.
During this stage, preliminary observations and impressions were also noted to begin
identifying meaningful patterns.

The second phase focused on generating initial codes. Segments of the interview data were
manually highlighted using a color-coded system in OneDrive Word documents. Each
color was used to represent a provisional category, developed in response to recurring
ideas or noteworthy patterns identified during early review. While the coding process
was inductive, the research questions served as a general lens, helping to guide attention
toward content likely to be analytically relevant.

In the third phase, the initial codes were organized into broader themes. This step involved
reviewing and clustering related codes into overarching thematic categories. At this stage,
the alignment between codes and specific research questions was made explicit, with each
theme being mapped directly to the analytical aims of the study. This structured grouping
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helped clarify how different segments of data contributed to answering the central research
objectives and allowed for a more focused interpretation moving forward.

The fourth phase involved reviewing themes. The research team collaboratively revis-
ited the initial categorizations to identify redundancy, overlap, or missing dimensions.
Through group discussion, the structure of the themes was consolidated, and agreement
was reached on the central findings that should be carried forward.

The fifth phase focused on defining and naming themes. Final labels were assigned to each
category based on the refined understanding developed through earlier steps, and through
internal discussions and debate within the research team. While the themes were shaped
during analysis, their formal definitions were finalized later during the results chapter,
where they are explicitly presented alongside visual representations. This phase also in-
volved preparing the themes for clearer communication by developing spider graphs and
other visual models to support interpretation.

In the sixth and final phase, the themes were integrated into the written analysis. Each
theme was linked to one or more research questions and structured into visual models that
highlight the main findings. These were then presented in the results and discussion sec-
tions. While the analysis focused on synthesizing patterns across interviews, supporting
data from the accompanying survey was also used to reinforce or contrast these themes
where appropriate. This allowed the study to present a more robust interpretation of the
findings, grounded in both qualitative depth and broader indicative trends.

3.5.2 Coding Process

The coding process followed a multi-stage approach to ensure both consistency and ana-
lytical depth, as shown in figure 3.2. The first stage involved exploratory manual coding,
conducted by a researcher who had attended all interviews and had prior experience
with qualitative analysis. All transcripts were collected in a single document hosted on
OneDrive, where an open coding method was applied. Different color highlights were
used to indicate initial thematic categories, which were generated inductively during the
review of the data. The resulting document, used for coding and memoing, reached nearly
14,000 words across 49 pages, reflecting the depth of thematic exploration conducted.
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Figure 3.2: This figure shows the internal coding workflow. The final outputs based on this process
are presented in chapter 4, particularly in the visualizations under each research question.

In the second stage, the researcher revisited the coded material to identify categories that
were mentioned across multiple interviews. Statements were highlighted and annotated
with a frequency count to indicate how many participants referenced each theme. This
process helped to distinguish between individual observations and more broadly recurring
patterns.

The third stage focused on extracting findings that could be considered objective within
the context of the study. Specifically, this included themes that were consistently supported
by more than one participant. These were anonymized and transferred into Miro, where
they were first structured into a general model representing all identified themes. This
model was then disaggregated into smaller visual representations organized around each
research question. The draft models are included in Appendix C.

During this phase, all project members collaboratively reviewed the categorized findings
and discussed how they aligned with the overarching research questions. This group anal-
ysis provided an opportunity to cross-validate interpretations and refine thematic group-
ings.

Finally, the fourth stage involved translating the identified themes and patterns into visual
formats, including spider graphs and pie charts. These were developed to improve the
clarity and accessibility of the final presentation of interview findings.
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3.5.3 Tooling

The coding process was conducted manually using word processing tools available through
OneDrive. Although the coding structure followed principles similar to those employed in
qualitative data analysis software, the use of dedicated coding platforms was not deemed
necessary for this project. The manual approach allowed for full replication of the intended
coding framework without compromising quality. Given the learning curve and setup time
associated with specialized software, a lightweight manual method was considered more
practical and effective within the scope and timeline of the study.

3.5.4 Supporting Survey Content

The survey served as a secondary data source and was used to complement the interview
findings with additional context. Given the limited number of full responses, the question-
naire was not treated as a standalone or statistically representative dataset. Instead, it was
used to support the interpretation of interview themes in relation to the research ques-
tions. The survey responses helped identify patterns that aligned with or contrasted the
qualitative findings and were incorporated into the analysis to strengthen the discussion
with additional empirical reference points.

3.6 Ethical Considerations

This study has adhered to responsible research practices with respect to data collection,
participant interaction, and reporting. As the project involved human participants through
expert interviews and a supplementary survey, ethical rigor was maintained even though
the study did not fall under categories requiring formal approval by a national ethics
committee.

All interview participants were approached directly and informed of the study’s academic
purpose, their voluntary participation, and their right to withdraw at any point. Partici-
pants were not offered compensation, and no identifying personal or organizational details
have been disclosed. A deliberate choice was made to anonymize all input to ensure that
insights could be shared openly without compromising professional relationships or ex-
posing confidential information. No sensitive personal data, as defined by the GDPR, was
collected.

The supplementary survey was constructed to ensure minimal data processing risk. All
responses were anonymized at the point of submission, and no IP addresses or track-
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ing identifiers were stored. The survey was designed in line with standard practice for
academic research, with clear communication of purpose and scope on the landing page.

Particular attention was given to avoiding bias in both qualitative and quantitative tools.
Interview prompts were open-ended and aimed at exploring participant perspectives rather
than confirming a predefined hypothesis. In reporting, care has been taken to distinguish
between subjective perspectives and aggregated trends. Where possible, quotes and inter-
pretations have been verified with participants after the interviews to ensure contextual
tidelity.

Although the project did not involve direct ethical dilemmas, the researchers remained
aware of their broader responsibility when interpreting and communicating regulatory
impact. This includes avoiding the misrepresentation of interviewees’ views and acknowl-
edging the limitations of drawing general conclusions from expert-based material. The
study’s conclusions are intended to support regulatory development and implementation
in a constructive way.

Conflict of Interest. The research was conducted independently by the student authors
as part of their master’s thesis project. No external funding, commercial partnerships, or
institutional sponsorships influenced the research. The authors have no financial, profes-
sional, or personal affiliations with any organization involved in NIS2 implementation or
regulatory lobbying.

3.7 Limitations

While every effort has been to ensure a diligent and relevant research design, some limita-
tions are deep-rooted in the methodological choices made in this study. These limitations
do not undermine the value of the findings, but are important to acknowledge in order to
frame the scope and validity of the results properly. A more detailed assessment of their
implications will be provided in the discussion chapter, specifically in section 5.6

3.7.1 Bias and Subjectivity

As with any qualitative study based on semi-structured interviews, there is a risk of sub-
jective interpretation. This not only comes to show through the contributions from the
participants but equally from the researchers. Responses are shaped by the personal ex-
periences, roles, and communication styles of the interviewees, and the thematic analysis
involves interpretive judgment by the authors. To mitigate these concerns, interviews were
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guided by a structured question set, participants were anonymized to promote openness,
and thematic analysis was carried out using a consistent framework in order to reduce an
interpretive shift.

3.7.2 Sample Limitations

The study was initially designed to capture insights from organizations directly affected
by the NIS2 Directive. However, access to these organizations turned out limited, as many
were either early in their implementation journey or unwilling to share internal processes.
As a result, this led to a shift in focus toward consultants and advisors with cross-sector
experience. This proved to provide broader insight but reduced direct organizational rep-
resentation.

3.7.3 Generalization Constraints

Due to the qualitative and exploratory nature of the study, the findings are not intended
to be overtly generalized to all organizations affected by NIS2. The sample does not rep-
resent all sectors, EU member states, or maturity levels of implementation. The survey
component is also limited in statistical depth while providing some directional support.
Therefore, the results should be interpreted as indicative rather than conclusive, and as a
contribution to the broader understanding of early-stage regulatory impact.

3.7.4 Perspective Bias from Advisory-based Insights

A key feature of this study is its reliance on insights from consultants who advise orga-
nizations on NIS2 implementation. While this approach enabled access to a wide range
of industry cases and cross-sector experiences, it also introduces a specific type of bias.
Consultants can only speak to the behaviors, decisions, and challenges of the clients who
have actively sought out for advisory support. As such, the data reflects the segment of
the market that has already engaged with the directive to some degree.

Organizations that have not yet initiated implementation, are unaware of their obligations,
or have chosen to delay compliance are therefore underrepresented or absent throughout.
This limits the ability of the study to fully nuance the broader distribution of NIS2 readi-
ness across sectors. The choice to focus on consultants was made in response to limited
access to individual organizations, which of many were unwilling to participate. While
this decision improved data quality in terms of depth and comparability, it also narrows
the scope of perspectives included in the findings.
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3.8 Supplementary Transposition Research

A structured desk research exercise was conducted to investigate how EU Member States
are transposing the NIS2 Directive into national law, to complement the primary data
collection in this study. This supplemental exploration was initiated to examine a recurring
concern raised by interview participants, which was that the directive’s effectiveness is
undermined by inconsistent or delayed national implementation, as seen in results 4.2.4.
Initially, the research sought out to investigate these concerns across all Member States,
however, through the research it became clear that not all member States have provided
publicly available information on this topic, limiting the scope to focus more on certain
Countries such as Denmark, Germany, France, Poland, and Croatia to name a few. The
most prominent results and observations will be displayed throughout this study, while
the research in its entirety can be read in appendix D.

3.8.1 Objective of Research
The purpose of the exploration is to map:

* The current status of transposition across the EU Member States
* Notable differences in legal scope and operational obligations

* The degree of clarity and accessibility of national guidance and implementation re-
sources

* Observable patterns or structural risks that may affect the uniform compliance out-
comes of Member States

This sub-study is not intended to conduct a legal analysis as this lies outside the scope of
the expertise areas by the group, but to mirror the perspective of organizations attempting
to interpret and act upon NIS2 obligations based on publicly available information.

3.8.2 Method and Data Sources

The investigation utilized various search mechanisms to locate the necessary material for
this supplementary transposition analysis. This included leveraging the official library
database of Aalborg University (Primo), employing targeted Google queries leveraging
the now built-in capabilities of Google’s LLM "Google Gemini’, and systematically looking
up national country-specific public pages. Key search terms included "NIS2 transposition",
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"NIS2 delay", "Member State implementation", "Cybersecurity legislation divergence", "infraction
proceedings EU NIS2", and later also "National Competent Authority". The investigation relies
on material including;

Official government and parliamentary websites and statements

¢ Communications from national cybersecurity agencies and ministries

ENISA updates and European Commission progress trackers

Reputable secondary sources such as Infosecurity Magazine, academic journals, and
policy briefings.

Further, the Member States are categorized by their Transposition status (Fully transposed,
partially progressed, or pending), entities” status as either Essential or Important, the super-
visory structure (either centralized, sectoral, or unclear), and finally, the availability to
sector-specific guidance (Such as reporting templates, FAQ’s, or technical annexes).

3.8.3 Limitations

This sub-study was conducted under time constraints and serves as a "point-in-time" as-
sessment based on publicly accessible documentation. The findings may not fully capture
unpolished draft legislation or internal regulatory deliberations. Nonetheless, the analysis
is intended to reflect the perspective available to regulated entities who seek to understand
their obligations in the current transitional phase.

The result of this transposition exploration are presented in chapter 4, and are referenced
in the discussion chapter to support the broader analysis of regulatory fragmentation and
compliance behavior.



Chapter 4

Results

This chapter presents the empirical findings of the study; Findings which are drawn from
the two main sources: The series of semi-structured expert interviews and the supple-
mentary survey. The following results are organized thematically around the research
questions defined in the early stages of the project.

The chapter is divided into three parts. First, insights from the supplementary survey
are summarized to provide a broad indication of common perceptions and tendencies.
Second, the core findings derived from the interview material are presented, grouped ac-
cording to the four primary research questions (RQ1-RQ4). Finally, a section will detail the
observed differences in NIS2 implementation across Member States, providing important
contextual understanding of how the directive is perceived within the affected industries
included in the study.

While meticulous care has been taken in order to remain neutral and present the data in an
objective manner, further interpretation and critical reflection will follow in the discussion
chapter. Here, the findings will be analyzed in light of the literature, regulatory context,
and methodological limitations discussed earlier in section 3.7.

4.1 Questionnaire Insights

To supplement the interview findings and to test whether key themes could extend beyond
the qualitative sample, the structured questionnaire was utilized. As previously stated in
section 3.1.2, the goal was not to generate statistically generalizable data, but rather to
capture certain signals which could support or challenge the interview insights of the ob-
jective findings 4.2.

The survey received a total of nine fully completed responses from participants, with a
total of 39 additional partially completed submissions. The responses represent a mix of
sectors and organizational sizes. Respondents were primarily in roles related to cyberse-
curity leadership, advisory, or technical implementation.

41
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4.1.1 Organizational Size and Sector Representation
Collected responses came from a balanced mix of organization sizes:

¢ Four respondents from small organizations
* Two respondents from medium-sized organizations
¢ Three respondents from large organizations
Although the study’s interview design deliberately excluded organizations from histor-

ically regulation-heavy sectors such as energy, finance, and Healthcare, the survey re-
sponses included participants from:

¢ Energy (3 respondents)

Finance and banking

Public administration

Digital infrastructure

Education

Software development for governmental use

* Space services

Interestingly, these sectors did not report definitively clearer interpretations of NIS2, stronger
implementation readiness, or improved strategic alignment despite their familiarity to
compliance concerns. While these findings are limited in scope, they suggest that prior
experience with regulation does not necessarily ease the practical challenges associated
with NIS2. This observation will be further revisited in the discussion chapter 5.2.

4.1.2 NIS2 as a Strategic Growth Driver

When asked what extent NIS2 was expected to help their organization grow (rated on a
scale of 1 to 10), most participants leaned towards the lower half of the scale:

¢ Four respondents rated the impact as neutral to low (scores 1-3)

* Two respondents rated NIS2 as neither harmful nor helpful (score 5)
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* Two respondents saw it as a potential growth enabler (scores 8 and 10)

This could support the primary data-method in the suggestion that NIS2 is not widely
perceived as a driver of strategic advantage, potentially more so among smaller organiza-
tions. Instead, the directive is more often viewed as a regulatory necessity; Suggesting that
the directive is considered as a checklist task rather than a framework for business value.

4.1.3 Impact on Innovation and Scaling

The question of whether NIS2 has negatively impacted the ability to innovate, scale, or
compete revealed a polarized image:

¢ Three respondents reported no negative impact at all (score 1)
¢ Three respondents selected a moderate negative impact (score 5)

¢ The rest spread across the range, with scores from 2 to 7

The spread suggests that NIS2’s perceived constraints on innovation are context-dependent,
possibly linked to internal resource capacity, sector-specific expectations, or the individual
stage of implementation.

41.4 Compliance Boundaries

Respondents were asked whether they had identified a point in their NIS2 implementation
where they would stop further efforts. This could either be because they believed they had
done enough or because continuing would not justify the additional cost:

¢ Five respondents said yes

¢ Four respondents said no

This result supports what several interviewees also hinted at. Organizations are beginning
to define their own internal threshold for "good enough" compliance. Rather than viewing
the directive as something to build further improvements on top of, many appear to treat
it as a benchmark to reach, followed by a stop. This mirrors similar patterns seen under
previous EU regulation like the GDPR, where compliance became the primary objective,
which as a result, minimizes broader ambitions once formal requirements were met which
is further elaborated in 5.1.2.
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4.1.5 Key Challenges in Implementation

respondents were asked to identify their top three implementation challenges. Across all
responses, the following issues were highlighted as the most frequently cited:

¢ Nine mentions of Lack of internal expertise gaps
¢ Eight mentions of financial costs
¢ Seven mentions of operational complexity

¢ Three mentions of internal resistance

These results strongly align with the insights provided by experts and consultants during
interviews. Even among organizations with existing compliance infrastructure, expertise
gaps were particularly notable, which can point to a structural issue: many organizations
are willing to comply, but not equipped to do so.

4.1.6 Partial conclusion

Having presented the majority of the key findings, the survey results reinforce several of
the patterns identified in the qualitative interviews. NIS2 is widely seen as a compliance
obligation rather than a value-generating initiative. Across both heavily regulated and less
mature sectors, organizations face a similar set of challenges: Ambiguous requirements
which are yet to be supported by a governmental body, limited guidance, and insufficient
internal capabilities.

Moreover, the presence of "compliance ceilings" in multiple organizations suggests that
NIS2 may inadvertently incentivize minimal adherence over deeper, risk-based transfor-
mation. This raises important questions about the directive’s true effectiveness as a tool
for improving cybersecurity at scale.

4.2 Objective Findings

The findings presented in this chapter are based on thematic analysis of the coded inter-
view data. To ensure relevance and analytical depth, only themes mentioned by at least
two interviewees are included in the core analysis. The results are organized according to
the four research questions, with each section outlining the most prominent patterns and
insights related to that question. These findings form the basis for the critical reflection
and interpretation developed in the discussion chapter.
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421 RQ1 - What are the Observable Patterns Among Organizations Imple-
menting NIS2?

The observable findings for RQ1 are structured into four main categories, as illustrated
in Figures: Positive 4.2a, Negative 4.2b, Help is needed 4.3a, and Reason 4.3b. Each category
reflects patterns identified during interviews and thematic analysis, and you can see the
distribution of response types in figure 4.1.

What are the observable patterns among
organisations implementing NIS2?

3

m Negative ® Positive ®m Reason Help is needed

Figure 4.1: Distribution of response types across categories

Positive _
Beinga large
S company; 2 Negative
Previously affected companies of 5 Understanding the purpose
NIS1 or other regulations; 6 Embed processes NehWIV affECtEd C(l)mpaﬂlefi Of Nis2 of directive; 2
) into the organization; 3 without prior regulatory experiences s
struggle with Risk-based approaches; 6 . R .
3 5 Financial constraints and
limited resources.
Newly affected companies 4
of NIS2 without prior 3 X
regulatory experiences; 3 ~ Expertise gaps; 6
Unfamiliar with Risk based approach
compliance; 2 problems; 2
Understand why you P
implement it; 2
Large mature companies are Nightmare for
. multinational orgs; 2
well equipped; 3 Awareness; 3 g
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Figure 4.2: Framing responses to RQ1: Positive vs. Negative
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Figure 4.3: Framing responses to RQ1: Help-seeking vs. Reasoned

Accumulated responses are the bundled collection of the answers provided across the
four categories further described below. As it is illustrated in 4.1, the majority of collected
responses that most interviewees agreed on are situated within the negative category.

Positive findings, as depicted in 4.2 - left-hand side, are strongly associated with orga-
nizations that have prior experience with regulatory compliance. These entities, typically
larger or more mature, are often better equipped to embed NIS2 requirements into their
organizational structures. This advantage is not solely tied to company size, but rather to
institutional maturity and familiarity with past regulations such as NIS1 or similar frame-
works. These organizations tend to treat cybersecurity as a strategic component of oper-
ations, rather than a check-box exercise. A key insight for less experienced organizations
is the importance of understanding the purpose of NIS2 and embedding it meaningfully
into their business practices from the outset.

Negative patterns, as depicted in 4.2 - right-hand side, frequently occurred in organiza-
tions with little or no previous exposure to regulatory standards. A recurring issue was
the difficulty of understanding and applying NIS2’s risk-based approach, which led to
uncertainty about what internal changes were necessary. In some cases, this was com-
pounded by limited awareness of the directive itself. Multinational organizations were
also highlighted as particularly challenged, due to differences in how NIS2 is interpreted
and implemented across jurisdictions. The most consistent barriers cited were financial
limitations and resource constraints, which significantly hindered implementation efforts.

Help is needed at three key stages in the implementation process, as depicted in 4.3 - left-
hand side. First, during the initial scoping phase, organizations often struggle to identify
the scope of their responsibilities under NIS2. Second, during active implementation,
external support is frequently brought in to manage technical or procedural gaps. Third,
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help is most often required when internal expertise, capacity, or time are exceeded, at
which point consultants become essential to moving the process forward. This pattern
of escalating support reflects the complexity of the directive and the resource intensity of
aligning with its requirements.

Reasons for implementation, as depicted in 4.3 - right-hand side, were often driven by
external pressure rather than internal motivation. Many organizations pursued compli-
ance primarily to meet legal requirements, avoid fines, or maintain their ability to operate
in regulated markets. Interestingly, several consultants noted that for most organizations,
pursuing a minimal, but tailored level of compliance is often the most realistic and ap-
propriate strategy. This perspective reflects a pragmatic approach, where the directive is
viewed as something to be managed rather than fully embraced as a catalyst for broader
transformation.

4.2.2 RQ2-What Organizational or Regulatory Factors Contribute to a Compliance-
driven Approach?

Figure 4.4 groups the determinants of a compliance-oriented posture into three high-level
clusters: Difficulties (directive) 4.6, Reason 4.5a, and Low compliance experience / level 4.5b.
Together, they describe why many firms adopt a "minimum-viable" stance rather than
pursuing broader security gains.

What organizational or regulatory factors contribute to a
compliance-driven approach?

m Difficulties of direcitve = Reason Low compliance experience/ level

Figure 4.4: Distribution of response types across categories
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Figure 4.5: Framing responses to RQ2: Reason vs. Low compliance experience/ level
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Figure 4.6: Framing of difficulties in directive

Accumulated Responses are the bundled collection of the answers provided across the
three categories, further described below. As it is illustrated in 4.4, the majority of col-
lected responses that most interviewees agreed on are situated within the category of
motivational drivers, or reason as written in the figures.

Directive-specific Difficulties. Interviewees consistently pointed to the regulation itself
as a major source of hesitation, as can be seen in Figure 4.6. The figure, even though
being on a different format, conveys the same message as for the figures represented as
radar charts. The data points, only summarizing to distinct groups, made it impossible
to plot as a radar chart. The most frequently cited obstacle was the ambiguity of NIS2's
wording: key terms such as “appropriate” or “proportionate” controls were viewed as open
to interpretation, sparking prolonged internal debate over what level of risk assessment or
incident reporting would satisfy a future auditor. That uncertainty is compounded by slow
national transposition and the absence of final sector handbooks; several participants said
they were “flying blind” and therefore defaulted to the safest (yet least ambitious) reading
of the directive until official guidance arrives. When requirements remain vague or in flux,
risk-averse organizations naturally gravitate toward check-box compliance and postpone
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substantive technical upgrades.

Motivational Drivers (“Reason”). As illustrated in Figure 4.5a, four pragmatic incentives
dominate implementation strategy. First, firms view NIS2 compliance as basic license-to-
operate hygiene, seldom as a competitive differentiator. Second, the desire to avoid fines
looms large, especially among entities still bruised by high-profile GDPR penalties. Third,
although most interviewees recognized the directive’s broader security purpose, they ad-
mitted that purpose alone rarely unlocks new budget. Finally, many consultants counsel clients
to “aim for the minimal level you can defend,” reinforcing a norm in which tailored but mini-
malist compliance is considered both acceptable and cost-efficient. External pressure (legal
liability and market access) thus outweighs intrinsic security ambition, nudging organiza-
tions toward the smallest set of changes likely to satisfy regulators.

Low Compliance Experience and Resource Constraints. Figure 4.5b highlights the in-
ternal capacity limits that cement a compliance-only trajectory. Newly scoped companies
(often SMBs) lack legacy governance frameworks and struggle to interpret NIS2’s risk-
based ethos, defaulting instead to short-term, document-centric fixes. Even when the
intent is understood, a missing risk taxonomy or governance forum makes operationaliza-
tion difficult. Financial constraints further skew priorities: limited budgets are channeled
to policies and external audits rather than to new technical controls, a pattern most acute
among smaller firms. In many cases, senior leaders are unfamiliar with cyber-regulation;
funds are released only when penalties or operational stoppages are explicitly mentioned.
Organizational maturity therefore acts as a decisive filter: entities with low compliance
experience or tight resources are far more likely to view NIS2 as a legal hurdle than as a
platform for genuine security improvement.

As for the implications, organizational maturity acts as a filter: companies with low com-
pliance experience or tight budgets are far more likely to treat NIS2 as a legal hurdle rather
than a security program.

4.2.3 RQ3 - Does NIS2 Provide Tangible Security Improvements, and is the
Value of Implementation Present Short/Long-term?

Figure 4.7 groups interview insights about RQ3 into two contrasting clusters: positive
contributions and negative perceptions. Each of these categories shed light on both the
immediate and the enduring value that organizations associate with NIS2 compliance.
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Does NIS2 provide tangible security improvements, and is
the value of implementation present short/long-term?

H Positive B Negative

Figure 4.7: Distribution of response types across categories
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Figure 4.8: Framing responses to RQ3: Positive vs. Negative

Accumulated responses are the bundled collection of the answers provided across the
two categories, further described below. As it is illustrated in 4.7, the majority of collected
responses that most interviewees agreed on are situated within the Positive category.

Positive contributions, as depicted in 4.8 - left-hand side, Most participants acknowledged
that, even when pursued with a narrowly compliance-minded attitude, NIS2 delivers some
concrete security gains. Several interviewees stressed that the directive is “more actionable
and technical than GDPR”, pointing to its explicit incident reporting timelines and gover-
nance requirements. Organizations that already had baseline controls in place described
NIS2 as a useful “upgrade path” that moves them from ad hoc practices to more system-
atic monitoring and response. The mandatory incident reporting clause was singled out as
an early win: it forces quicker escalation internally and creates a richer feedback loop with
national authorities. A minority of respondents, mostly in rapidly growing SaaS firms,
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framed NIS2 as a growth driver, arguing that demonstrable compliance helps win larger
customers and facilitates cross-border expansion. Even those who admitted to “doing the
minimum” conceded that the directive nudges them to document processes, clarify roles,
and tighten vendor expectations (incremental but tangible improvements). Lastly, a few
participants noted that treating NIS2 as a “license to operate” can in itself hold value. In
this context, the directive is not merely a regulatory hurdle, but a signal of trust and credi-
bility that organizations can leverage to demonstrate adherence and market themselves to
a broader audience.

Negative Perceptions: Conversely, many participants portrayed NIS2 implementation as
a compliance exercise rather than a security transformation, as depicted in 4.8 - right-hand
side. The phrase “license to operate” surfaced repeatedly, signaling that the primary ob-
jective is to avoid regulatory penalties rather than to strengthen defenses. Two recurrent
points explain this stance: First, stakeholders complained about unclear requirements, es-
pecially around proportionality and acceptable risk thresholds. Second, the continued de-
lay in national transposition and sector guidance fuels frustration; until concrete templates
or audit criteria are issued, companies default to the safest (but often least ambitious inter-
pretation of the rules). Larger enterprises noted an additional drawback: aligning global
security frameworks with divergent member-state expectations creates duplication rather
than improvement.

Short-term vs Long-term value Across cases, the consensus is that NIS2 offers modest
short-term security gains (specially in incident handling and policy documentation) but
its long-term impact remains uncertain. Interviewees argued that lasting value will de-
pend on two factors: (i) the clarity and consistency of enforcement once national laws
are finalized, and (ii) whether firms move beyond the initial "check-box" phase to integrate
lessons learned into their broader risk management cycles. Without sustained enforcement
pressure or clear industry benchmarks, several respondents predicted that the directive
could plateau at a minimal compliance level, delivering limited strategic benefit. Others
were cautiously optimistic, suggesting that the very act of formalizing incident metrics
and board-level reporting will, over time, embed a more mature security culture, even if
progress is incremental.

424 RQ4 - How do Industry Experts Interpret the NIS2 Directive in terms of
its Completeness, Clarity or Practicality?

Below we see three figures which organizes expert commentary into three thematic bands
4.9: Positive assessments 4.10a, suggestions for improvements 4.11, and persistent criticism
4.10b. All this contributing to a revealing a nuanced but broadly pragmatic reading of the
directive.
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How do industry experts interpret the NIS2 directive in terms
of its completeness, clarity or practicality?
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Figure 4.9: Distribution of response types across categories
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Figure 4.10: Framing responses to RQ4: Positive vs. Negative
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Accumulated responses are the bundled collection of the answers provided across the
three categories, further described below. As it is illustrated in 4.9, the collected responses
are equally distributed across the three depicted categories.

Positive: Across interviews, subject-matter experts expressed guarded optimism about the
practical value of NIS2, as depicted in 4.10 - left-hand side. First, they described the text as
“more actionable and technical than GDPR ”, noting that its control language (e.g., specific
incident reporting timelines) provides clearer operational hooks than the largely principles
based on GDPR. Second, several experts argued that even an organization focused only
on basic compliance will still raise its security floor: the mandatory incident-notification
regime was cited as a concrete mechanism that forces faster internal escalation and forensic
readiness. Finally, a subset of security consultants see the directive as a potential growth
driver, particularly for SaaS vendors, because demonstrable alignment with NIS2 can dif-
ferentiate suppliers in tender processes.

Negative: Yet that optimism is tempered by a cluster of recurring frustrations. The first is
the complaint of unclear or open requirements; experts pointed to vague phrasing around
"appropriate’ risk management and the absence of normative control sets, as depicted in
4.10. They also warned that NIS2 can become a “nightmare for multinational organi-
zations”: divergent transposition deadlines, language discrepancies, and country-specific
templates create duplication and legal uncertainty. The ongoing delay in national imple-
mentation and final guidance was described as a major source of inertia: until ministries
publish definitive checklists or supervisory expectations, many firms retain a holding pat-
tern that favors minimume-effort compliance.

Improvements: When asked how NIS2 could be strengthened, three proposals dominated,
as depicted in 4.11. First, experts called for the directive to be made “more operationally
focused and clearly structured,” suggesting annexes that map each article to concrete con-
trols (aligning with ISO 27001’s Annex A). Second, they stressed that the directive’s real
impact will hinge on credible governmental enforcement; without visible supervisory ac-
tion, organizations may rationally choose the lightest compliance path. Third, respondents
urged clearer guidance from national authorities model policies, reporting templates, and
sector specific FAQs to reduce interpretive ambiguity and level the playing field across
member states.

4.3 Cross-Member State Difference in NIS2 Implementation

While the NIS2 Directive aims to create a harmonized cybersecurity baseline across the
EU, the nature of its legal form as a directive allows Member States to determine how
its provisions are transposed into national law. This flexibility has resulted in observable
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divergences in not only timing, but as well as in sectoral classification, industrial responsi-
bility, and practical guidance [50, 51, 52]. To investigate the extent and the nature of these
differences, research across Member States was conducted with the intent of identifying
concrete discrepancies and patterns in the transposition.

4.3.1 Transposition Progress and Timelines

As of early 2025, only a minority of Member States have managed to fully transpose the di-
rective, and according to data compiled from national sources and records, most countries
remain in various stages of draft legislation, public consultation, or partial transposition
[50, 53]. Germany, for instance, has submitted a legislative draft but may face delays linked
to their ministerial coordination in the effort to create a coherent yet incomplete framework
[51]. Further, has France faced delays in its transposition process due to political instability
and was among the Member States that failed to notify full transposition by the deadline.
This list additionally includes 18 other countries, hereunder Denmark, Norway and Spain,
who have been the focal point of the primary data collection [54]. In Central and Eastern
Europe, countries like Poland have progressed more slowly, struggling with institutional
fragmentation and unclear enforcement [51]. These widespread delays are consistent with
the broader trends in EU law, as the average delay for transposing EU Directives reached
an all-time high of 18.3 months in 2023 [50]. An overall summary of transposition statuses
across Member States is presented in table 4.2 and further visualized in. This reveals a di-
verse legal landscape with implications for companies operating cross-border. This type of
organizations may face compliance obligations in jurisdictional areas where requirements
are still unclear or under development [52].
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Member State | Transposition Status (Latest Info) Notes on Specific Variations/Actions

Austria Reasoned Opinion Issued (May 2025) Transposing Directive’s text as originally drafted
for Article 28.

Belgium Transposed by Deadline (Dec 2024) Goes beyond Directive terms for Article 28;
closely aligns national law with minor adapta-
tions.

Bulgaria Reasoned Opinion Issued (May 2025) Public consultation held.

Croatia Transposed by Deadline (Dec 2024) Included additional sectors; detailed entity cate-
gorization.

Cyprus Draft (submitted to the Parliament for voting) Public consultation held.

Czechia Reasoned Opinion Issued (May 2025) — Draft law | Goes beyond Directive terms for Article 28; pub-
lic consultation held.

Denmark Reasoned Opinion Issued (May 2025) — Draft law

Estonia Reasoned Opinion Issued (May 2025) — Draft law

Finland Transposed (2025) Public consultation held.

France Reasoned Opinion Issued (May 2025) — Draft law | Drafted new law transposing NIS2 and other di-
rectives simultaneously; faces delays due to po-
litical instability. Public consultation held.

Germany Reasoned Opinion Issued (May 2025) — Draft law | Drafted new law transposing NIS2 and other di-
rectives simultaneously; coherent but incomplete
framework. Enforcement expected 2025. Public
consultation held.

Greece Transposed (2024) Public consultation held.

Hungary Transposed — in effect (2024) Public consultation held.

Ireland Reasoned Opinion Issued (May 2025) — Draft law

Italy Transposed by Deadline (Dec 2024) Transposing Directive’s text as originally drafted
for Article 28.

Latvia Transposed (2024) Public consultation held.

Lithuania Transposed by Deadline (Dec 2024) Public consultation held.

Luxembourg Reasoned Opinion Issued (May 2025) — Draft law

Malta Transposed (2025) Public consultation held.

Netherlands Reasoned Opinion Issued (May 2025) — Draft law | Transposing Directive’s text as originally drafted
for Article 28. Public consultation held.

Poland Reasoned Opinion Issued (May 2025) — Draft law | Revised initial draft; faces challenges with insti-
tutional fragmentation and unclear enforcement.
Public consultation held.

Portugal Reasoned Opinion Issued (May 2025) — Draft law | Public consultation held.

Romania Transposed (2025) Public consultation held.

Slovakia Transposed (2025) Public consultation held.

Slovenia Reasoned Opinion Issued (May 2025) — Draft law | Public consultation held.

Spain Reasoned Opinion Issued (May 2025) — Draft law

Sweden Reasoned Opinion Issued (May 2025) — Draft law | Public consultation held.

Table 4.2: Transposition statuses across Member States
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Figure 4.12: The EU transposition status

4.3.2 Divergence in Sector Classification and Scope Interpretation

Member States have the authority to define which entities are classified as essential or
important based on national criteria, which can lead to inconsistent sectoral designations
across countries [52]. This is also evident in how specific provisions, such as the Article
28 that revolves around domain name registration data, are being transposed. with this
specific article in mind, we see clear variations in national approaches, as mentioned in
[50]. For instance, Croatia has chosen to include additional sectors beyond the minimum
outlined by NIS2 and has established a more detailed categorization of entities within its
national law [55]. These discrepancies raise questions about the directive’s harmoniza-
tion goals. Cross-border entities may find themselves classified differently depending on
national criteria, which in turn will complicate strategies and potentially create legal un-
certainty.

4.3.3 Structures and Reporting Protocols

Another key area of divergence is the structure and role of supervisory authorities. While
each EU Member State must appoint its own National competent Authority (NCA) to
supervise and enforce NIS2 locally, national legislation specifies which authorities are re-
sponsible for monitoring and whether this oversight is divided by areas of competence
[55]. For example, Germany leverages a centralized supervisory body [51].
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The absence of uniform incident notification templates or response timelines further worsen
the uncertainty of entities. In some Member States, this means that reporting portals and
escalation procedures remain unpublished or under development, meaning that organi-
zations could technically be required to comply with incident reporting while having no
actionable mechanisms to do so [52]. These gaps are especially problematic for SMBs
who often lack the legal or consulting infrastructure to interpret obligations independently
which directly align with multiple of the objective findings from the interviews highlighted
throughout the sections 4.2.1 —4.2.4 in chapter 4 Results.

4.3.4 Patterns and Strategic Implications

From the comparative assessment, there are two key trends that emerge:

Regulatory fragmentation as the structural risk The divergence across Member States is
not merely a matter of timing, but one of structural misalignment. as mentioned, organiza-
tions operating in multiple jurisdictions face implementing multiple compliance programs
in parallel. Each of which have to align slightly differently to different national versions
of NIS2. This risks creating inefficiency, double efforts, and ultimately reducing the direc-
tive’s effectiveness [21].

Risk of Regulatory Arbitrage The found variations in enforcement maturity and report-
ing obligations show that companies may be incentivized to establish their NIS2 report-
ing presence in jurisdictions with lower oversight burdens [50][56]. While this may offer
short-term relief for compliance teams, it raises long-term risks for consistency and cyber
resilience at the EU-level.

These findings align with the concerns found in the interviews regarding enforcement
uncertainty, interpretational ambiguity, and the role of consultancy dependence, which
can be derived from the content of the sections and graphs of 4.2.1 —4.2.4 in chapter 4
Results. The transposition exploration reinforces the view that without greater guidance
and supervisory alignment, NIS2 may struggle to fulfill its goal of a unified European
cybersecurity posture



Chapter 5

Discussion

This chapter outlines the key findings of the study in relation to the research questions
defined in chapter 4. Based on insights from the interviews, and the survey results, it ex-
plores how organizations and consultants understand and implement the NIS2 Directive
in practice. The discussion also considers broader implications for regulatory effective-
ness, organizational behavior, and cybersecurity governance. where appropriate, findings
are connected to prior literature, as well as the supplementary transposition research, to
compare patterns observed under earlier regulations such as the GDPR, or in the transpo-
sition delay implications documented. Finally, the chapter outlines potential directions for
further research and the limitations met under the scope set for this study.

5.1 Comparison with GDPR and other Regulatory Precedents

The challenges identified in the implementation process of the NIS2 Directive mirror sev-
eral well-documented difficulties from earlier enforcement of the General Data Protec-
tion Regulation (GDPR). While NIS2 introduces a more security-focused framework than
GDPR’s privacy-oriented scope, early evidence suggests it may replicate many of the reg-
ulatory and organizational concerns that characterized the rollout of GDPR. This section
will explore both interview findings from chapter 4, and a broader selection of empirical
and theoretical research to explore these parallels from section 4.3.

5.1.1 The Compliance Challenges for SMBs under GDPR

As discussed in section 2.2 a consistent theme across GDPR literature is the disproportion-
ate compliance burden experienced by small and medium-sized businesses (SMBs). Sev-
eral studies reported that GDPR compliance generated high fixed costs that scaled poorly
across smaller organizations, which lead to what some authors have characterized as an
unintended blocker of innovation and competition [41, 40]. Survey-based work further
confirms that SMBs struggled to interpret and operationalize GDPR’s qualitative provi-
sions. More precisely, the organizations without pre-existing privacy or security expertise
[57, 58]. The impact did extend beyond regulatory effort, which the empirical evidence can

58
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display with a measurable decline in online activity for smaller websites shortly following
GDPR’s enforcement, suggesting real economic consequences [59].

These dynamics are already somewhat observable in the early NIS2 implementations, as
section 4 reflects. As the directive applies to a broader set of entities and introduces stricter
obligations, such as the mandatory reporting timelines or the threat of substantial fines,
interviewees expressed concern that organizations with limited cybersecurity maturity are
unlikely to engage with the directive strategically. Instead, many seek external templates
or await national guidance, that, as a result, will lead to delays in implementation and the
risk of underdeveloped internal ownership.

The supplementary research further emphasizes this point by highlighting the uneven
transposition of the NIS2 Directive across EU Member States. This unevenness in meet-
ing deadlines for national legislation points to more underlying imbalances in national
administrative capacity, efficiency, or could even hint a lack of political prioritization of
cybersecurity. These delays and inconsistencies further worsen the compliance burden,
especially for SMBs, which may lack the resources to navigate the fragmented regulatory
landscape and instead default to a "minimalist" approach.

5.1.2 Surface-level Compliance and Interpretational Ambiguity

The enforcement of GDPR was also marked by widespread ambiguity in operational ex-
pectations. Studies noted that while GDPR set out overarching principles and legal rights,
it provided little guidance on how organizations should technically implement those re-
quirements in practice [60, 14]. This ambiguity has created a "checklist" mentality in which
compliance became an exercise in legal defensibility rather than substantive privacy en-
hancement. Reports from both industry and academic sources warned that organizations
often mistake documentation with security, resulting in the perception of procedural com-
pliance for actual resilience [61, 62].

The same dynamic appears to be present under NIS2. While NIS2 is intended to drive
real and practical improvements in cybersecurity, interview participants noted a heavy
dependence on third-party consultants sector-specific ambiguity, and uncertainty about
implementation. As with GDPR, this creates the conditions for surface-level engagement
where organizations are likely to satisfy visible requirements to minimize exposure, while
more complex controls receive limited attention. The result is a partial implementation that
may meet formal compliance thresholds but fail to improve the actual security posture.
This concern is shared by experts and is supported by prior regulatory patterns.

The supplementary research in section 4.3 provides clear indications that this issue is
affected by the national transposition processes of NIS2. The inherent flexibility of a di-
rective, as seen in contrast to a directly applicable regulation, allows Member States to
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interpret and integrate provisions into national law with a degree of variance and preci-
sion. This characteristic contributes to the "inconsistency" across Member States in how
they scope and classify entities. Terms used, such as "appropriate” or "proportionate",
are viewed as open to interpretation, which is directly seen in the notable variance of
provisions like Article 28 across nations as previously mentioned in chapter 4. This ambi-
guity, in conjunction with delays in national transposition as well as the absence of final
sector-specific guidance material, forces organizations to "fly blind" and often leads them
to prioritize a check-box compliance approach. The result is a "patchwork of local require-
ments" [52] rather than consistent rules that can lead to shallow adherence over actual
resilience.

5.1.3 Regulatory Fragmentation and Hesitation

GDPR’s status as a regulation was intended to ensure consistency across EU member
states. however, in practice, its rollout revealed significant fragmentation. Supervisory
authorities varied in their- enforcement posture, guidance documents, and procedural
expectations [60, 14].

This gap created legal uncertainty for organizations operating across borders, which lead
many to delay or minimize their compliance investment until local authorities clarified
their approach. SMBs lacked the resources to maintain compliance tracks and opted to
generic templates as a result. As Sirur et al. (2018) observe,

"SMBs with less focus on data protection struggled to make what they felt was a satisfactory attempt
at compliance",

primarily due to the "sheer breath of requlation" and uncertainty in interpreting its qualitative
requirements [14]. This supports the conclusion that GDPR’s ambiguity did not just result
in compliance variation, but also produced an over-reliance on simplified interpretations
at the expense of strategic integration.

Early responses to NIS2 suggest a similar trajectory. Interviewees highlighted the un-
even national transposition process, reporting that organizations often avoid committing
resources until local obligations are formally defined. This waiting period further under-
mines the directive’s ability to drive early and proactive change. The lack of pan-European
implementation alignment creates strategic hesitation and continues to impose depen-
dence on interpretive check-points, even for a directive that explicitly aims to harmonize
cybersecurity standards.

The fragmentation seen during the rollout of the GDPR is becoming evident in the trans-
position of NIS2. The Supplementary research suggests that the issue goes beyond delays.
There are notable differences in how Member States interpret and apply key elements of
the directive. These variations are evident in several areas; For instance, Croatia, who have
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extended the scope to include additional sectors not originally covered by NIS2. Further,
Enforcement structures also differ. Each Member State continues to rely on its own regu-
lators, reporting platforms, and sector-specific compliance procedures.

This divergence opens the door to regulatory arbitrage. Multinational firms may begin
to favor jurisdictions with less comprehensive enforcement or less complex compliance
demands. This runs counter to the directive’s intended goal of raising cybersecurity stan-
dards across the Union. as a result, nations aligning with lighter requirements may offer
a more attractive return on equity for organizations; Not due to stronger business fun-
damentals, but simply sue to lower regulatory costs. For Member States that choose to
implement stricter rules will inevitably create a competitive disadvantage for the organiza-
tions operating within the given state which could trigger a gradual lowering of standards
across the board. Even under the same criteria for fines, the enforcement still varies from
Member State to Member State, and therefore the perceived likelihood of inspection may
differ from one country to the next.

Adding to the challenge is the need to align NIS2 with pre-existing national law and
other EU frameworks, such as the Digital Operational Resilience Act (DORA) or the Cyber
Resilience Act (CRA). For companies operating in multiple jurisdictions or across frame-
works, the result is a patchwork of overlapping requirements. This "Regulation-stack"
complicates risk management or reporting protocols, and can delay incident response ef-
forts. the result is a fragmented cybersecurity landscape that makes it difficult to reach
the EU’s goals. This is backed by the average timeline of which an EU Directive takes
in order to be fully transposed into national law, which reached an all-time high of 18.3
months back in 2023. Going forward, this may prompt the EU to shift more frequently
from directives to regulation, where uniformity can be more tightly enforced.

In summary, while NIS2 differs from GDPR in scope and intent, the implementation land-
scape reveals striking similarities in terms of structure. The literature on GDPR enforce-
ment offers indicative warning signs about regulatory design features that could lead to
compliance adherence over strategic adoption, a disproportionate strain on SMBs, higher
dependency on external guidance and interpretation, and a potential delayed impact due
to regulatory ambiguity and national divergence.

The interviews conducted in this study confirm that these dynamics are not hypothetical
under NIS2, there are early signs of the same path.
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52 RQ1 - What are the Observable Patterns Among Organiza-
tions Implementing NI1S2?

Positive Patterns: The positive implementation patterns identified in response to the first
research question largely point to the critical role of prior experience and internal knowl-
edge when adapting to the NIS2 Directive. These enablers, however, are difficult for many
organizations to attain. Successfully integrating NIS2 requires not only a comprehensive
understanding of the directive itself, but also the capacity to contextualize its requirements
to fit the specific operational and regulatory landscape of the organization. This level of
adaptation often depends on several key factors: the availability of substantial internal
resources, prior experience with regulatory compliance, the presence of embedded gover-
nance processes that can be reused, and an organization’s ability to assess its own needs
and align its practices accordingly. This suggests that early investments in regulatory lit-
eracy and internal governance structures may yield long-term advantages in adapting to
evolving security mandates.

These elements, while advantageous, are often inaccessible to less experienced organiza-
tions, which makes them significant barriers to effective implementation. For example, one
case from the questionnaire, involving a company in the highly regulated energy sector,
shows that even organizations familiar with regulatory frameworks may still struggle with
NIS2 due to a lack of awareness and internal knowledge. This is consistent with findings
from the questionnaire in section 4.1.1, where respondents from sectors like energy and
finance, despite being historically regulated, did not report higher readiness or clarity in
implementation, suggesting that regulatory maturity alone does not eliminate barriers to
NIS2 adoption. This also suggests that meeting only some of the positive implementation
criteria, such as having prior experience, is not sufficient on its own. Instead, successful
implementation appears to depend on more fundamental capabilities, including the ability
to integrate, interpret, and operationalize the directive’s requirements. Positive patterns
should therefore be viewed not as checklists to be completed, but as strategic tools to guide
organizations in defining meaningful implementation goals and identifying areas in need
of development.

Negative Patterns: When examining the negative side of the implementation patterns,
a clear correlation can be seen with the absence of the factors that support successful
adoption. Specifically, a lack of internal knowledge, limited regulatory experience, and
financial constraints are major contributors to implementation difficulties. These issues
were also among the top challenges identified in the questionnaire, particularly among
smaller organizations. These challenges have already been discussed earlier in the thesis.
However, one prominent issue that emerges more strongly in this context is the difficulty
organizations face with the risk-based approach required by the directive.
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This way of thinking is relatively new for many organizations, even for those that have
encountered risk-based models in other regulatory contexts such as financial services.
Under NIS2, the risk-based approach demands not only technical adjustments but also
significant changes in how organizations think about governance, decision-making, and
accountability. This shift was consistently highlighted by interviewees as one of the most
challenging aspects of the directive.

The reason this challenge is so pronounced may be because the risk-based model sits
at the core of the directive. As a result, it represents one of the most substantial areas
that organizations need to engage with. For many, this requires a fundamental shift in
mindset and internal processes, which can be difficult to achieve without prior experience
or dedicated support.

The negative dynamics surrounding NIS2 are further intensified by the fragmented way
Member States have approached its transposition, as found in the supplementary re-
search 4.3. As of the October 2024 deadline, only four countries had managed to trans-
pose the directive in time, meaning that the European Commission needed to introduce
infraction proceedings against 23 Member States. This widespread delay has created un-
certainty, making it troublesome for organizations to understand the directive demands
and how to respond. The divergence in national implementation, as seen with the pre-
viously mentioned Article 28, have led to a patchwork of local rules. For multinational
firms, this means navigating inconsistent national laws rather than working within a uni-
tfied EU framework. When combined with limited resources and internal expertise, this
fragmentation often drives organizations toward surface-level compliance instead of real
risk-based improvements.

Help is Needed: The identification of three distinct stages where organizations require
external help highlights the critical role that consultants play in supporting effective NIS2
implementation. These stages include the initial scoping phase, the active implementation
phase, and the point at which internal capacity is exceeded. Each stage represents a
specific area where organizations often struggle. For implementers, understanding these
stages can serve as a practical tool to identify their own weaknesses early in the process.
This awareness may reduce delays and improve the efficiency of implementation from the
start.

For consultants, these patterns present an opportunity to improve the structure of their
services. By creating predefined plans and procedures for the most common areas of
support, consultants can streamline their response and reduce onboarding time. This
approach would also give organizations a clearer understanding of what to expect, which
may increase their confidence in seeking external assistance.

At the regulatory level, these findings suggest that clearer official guidance could be orga-
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nized around these three stages. Providing tailored recommendations or support materials
for each phase would help organizations better understand what is expected of them at
different points in the implementation process. The identified need for help is not only a
reflection of organizational limitations, but also an opportunity for consultants and regu-
lators to make implementation more accessible and effective.

Reason: When examining the underlying reasons organizations choose to implement the
NIS2 Directive, the most commonly cited motivation is the avoidance of financial penalties.
This is expected, as enforcement through fines is the directive’s primary mechanism for
ensuring compliance. However, this also implies that the effectiveness of NIS2 may be
significantly influenced by the visibility and frequency of audits. If organizations perceive
that enforcement is weak or inconsistent, the incentive to fully implement the directive
may diminish. This insight highlights the importance of sustained regulatory oversight in
maintaining momentum for implementation.

For consultants, the financial dimension of compliance is a key factor to consider when
engaging with decision-makers. Understanding that cost is a central concern allows con-
sultants to frame their recommendations in a way that aligns with the economic priorities
of the organization. This approach is particularly useful when communicating with exec-
utives or budget holders, and when designing implementation plans that balance compli-
ance requirements with financial constraints.

Another recurring theme is the desire among some organizations to achieve only the min-
imum level of compliance necessary to meet legal requirements. In these cases, NIS2 is
often perceived not as a strategic improvement initiative, but rather as a mandatory hurdle
or a “license to operate.” This perception was also evident in the questionnaire responses,
where several participants rated NIS2’s expected contribution to organizational growth as
neutral or low. This reinforces the notion that many organizations view the directive more
as a burden than as an opportunity for long-term improvement.

Consequently, there is a strong argument for ensuring that the minimum compliance
threshold meaningfully addresses core cybersecurity objectives. Without this, the direc-
tive risks promoting superficial adherence rather than driving substantial progress. If
NIS2 is to avoid being seen purely as a compliance burden, it may be beneficial for fu-
ture iterations or supporting guidance to align more closely with established certification
frameworks. Doing so could provide organizations with a clearer incentive to engage more
fully with the directive, as compliance could then contribute toward broader security cer-
tifications and strategic positioning.

From the consultant’s perspective, recognizing this mindset allows for better alignment
with client expectations. Some consultants have already adopted a pragmatic stance by
advising clients to meet only the level of compliance required to fulfill legal obligations
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and control costs. While this approach may be necessary in some contexts, it reflects the
broader challenge that many organizations continue to treat cybersecurity as a cost center
rather than a value driver. It is worth noting, however, that consultants still aim to encour-
age proper implementation by embedding compliance activities into the organization’s
operations, even if the overall ambition level remains modest.

To partially conclude the first research question regarding observable patterns in NIS2
implementation, it is necessary to reflect across all four analytical categories: positive
drivers, negative barriers, support needs, and underlying motivations. The findings sug-
gest that successful implementation is most closely associated with prior regulatory expe-
rience, embedded governance structures, and a strategic understanding of cybersecurity.
Conversely, organizations lacking internal knowledge and awareness of the directive con-
sistently struggle to interpret and apply its requirements.

A particularly important insight is that knowledge gaps can significantly shape how the
directive is perceived. For many organizations, limited familiarity with NIS2 leads to its
framing as a burden rather than a security opportunity. These patterns underline the
importance of both internal capability-building and external guidance if the directive is to
achieve more than surface-level compliance.

5.3 RQ2 - What Organizational or Regulatory Factors Contribute
to a Compliance-driven Approach?

The interview and survey data reveal a multi-layered set of reasons why many firms pur-
sue only a minimum-viable implementation of NIS2. These reasons fall into three broad
categories: (i) difficulties of directive, (ii) reason, and (iii) low compliance experience or
level. Together, they form a feedback loop that encourages check-box compliance behavior
even among firms that recognize the strategic value of stronger cyber resilience.

Difficulties of Directive: Although this was the smallest of the three clusters, nearly
every interviewee raised at least one obstacle that comes straight from the wording or roll-
out of NIS2 (see Figure 4.5). Five respondents said the directive’s language is too vague
(phrases such as “appropriate” or “proportionate” leave them guessing what an auditor
will deem sufficient). Three others highlighted the slow pace of national transposition
and the lack of final sector handbooks; until those documents appear, organizations hold
back on major security investments because they do not know what will eventually be
required. A further complication is timing: many firms are already working on the Digital
Operational Resilience Act (DORA) in finance and the Cyber-Resilience Act (CRA) for
product security. All three laws demand incident reporting and supplier-risk checks, but
each frames those duties slightly differently. As a result, companies often duplicate effort
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(maintaining one policy set for NIS2, another for DORA, and a third for CRA) rather
than building a single, integrated risk program. Most interviewees described this as a
“lowest-effort survival tactic”: produce the paperwork each statute asks for, postpone
deeper technical fixes, and hope later guidance clarifies how the pieces can be merged.

It seems fair to assume that the vagueness in language of the directive does more than
frustrate implementers. It may actively shape behavior. As mentioned, several partici-
pants described the terms "Appropriate” or "proportionate” as ways to include too much
interpretation, especially in the absence of sector-specific guidance. From a regulatory de-
sign perspective, this ambiguity might have been intended to provide organizations room
to tailor their approach, but in reality, it appears to do the opposite. Rather than encourag-
ing risk-based adaption, it leads to hesitation and delay. Many organizations would rather
do the bare minimum than risk doing the wrong thing. This also reinforces why so many
respondents mentioned waiting for national handbooks or more detailed instructions be-
fore continuing.

The overlap with existing regulation, such as DORA or the CRA, adds to the complexity.
While it makes sense that different regulations address distinctive domains, the practical
reality is that many organizations experience them as competing. Rather than aligning
on efforts, companies could end up duplicating documentation in order to meet compli-
ance across different regulations. It is not difficult to understand why some organizations
adopt a lowest-efforts approach. If even well-resourced companies struggle in interpre-
tation, smaller entities can be considered left paralyzed. The interviews did not lack of
interest in improving security, they pointed to structural confusion of where to begin. In
this sense, much of the compliance-driven behavior appears to result not from reluctance,
but from a lack of clear direction.

Reason: Interviewees and survey data converge on a single behavioral trend: most firms
aim first, and sometimes only, at the narrowest set of activities that will survive an audit.
Many interviewees went so far as to call NIS2 “just the fee for entry”, in other words: a
license to operate rather than a lever for competitive advantage. More than two-thirds of
the survey respondents indicated that their strategic objective is ‘"demonstrable compliance’
rather than ‘risk reduction’. In interviews, this common sentiment among the participants
was phrased as “Tell us what the bare minimum to comply is, then we’ll think about extras
later.” This echoes the GDPR experience, where organizations focused on documentation
and legal artifacts rather than privacy-by-design controls [14, 43].

This framing of NIS2 as a "license to operate" suggests that organizations often interpret
regulatory obligations through a defensive lens rather than strategic. What stands out is
not open resistance to regulation, but a rational calculation. Many firms appear to weigh
their decisions against expected scrutiny and enforcement likelihood rather than against
internal security needs. This approach reflects a tendency to treat compliance as a cost to
be minimized, especially when regulation lacks clear incentives for going beyond baseline
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requirements.

This behavior is further supported by the questionnaire data, where five out of nine fully
responding organizations reported having identified a specific stopping point in their NIS2
implementation efforts, as seen in figure 4.5a. These self-imposed ceilings reflect a com-
mon tendency to treat compliance as a fixed target rather than an ongoing improvement
process.

The survey responses make it clear that many organizations decide in advance how far
they intend to go. Instead of treating implementation as an ongoing process, they define
a clear stopping point. This suggests that for some, compliance is seen as something to
complete rather than something to improve over time. One possible reason for this is the
lack of clear guidance on what a more mature implementation strategy would look like
beyond the basic legal requirements.

Consultants play a significant role in shaping these decisions. Most of the advisory spe-
cialists interviewed reported that clients routinely open engagements with the question,
“What is the minimum we need to stay compliant?” Fixed-price “readiness packages”
therefore emphasize policies, risk registers and incident-reporting workflows, deliverables
that satisfy auditors but rarely extend to deeper control modernization. Consultants ex-
plained that many clients arrive with tight budgets and want a solution that fits the se-
curity they can afford, not the security they ideally need. Several consultants admitted
that they would prefer to sell more holistic, risk-based programs, but client demand for
low-cost, audit-ready artifacts keeps the market anchored at a checklist level. While it is
important to note that some consultants advocated for minimum compliance, arguing that
it is better for companies to implement what is realistically achievable than to do noth-
ing or fail at more complex requirements, this highlights the challenge consultants face in
tailoring implementations. It emphasizes the ongoing effort to assess what organizations
actually need and shows that a one-size-fits-all approach does not work.

Low Compliance Experience / Level : As already mentioned, the lack of prior regulatory
awareness resulted in the strongest factor of creating a check-box mindset. Cost remains
the most frequently cited internal constraint, but it is closely tied to limited awareness
and compliance experience. SMBs, in particular, reported diverting funds from planned
detection or hardening projects to consultancy fees, staff training and policy generation,
replicating the budget-displacement pattern observed during the early GDPR rollout. Even
mid-sized firms with prior regulatory experience described NIS2 as “a zero-sum game”:
new line-items for gap assessments appear, but overall security spend does not grow.

An important observation from the findings is that limited awareness often leads to a
check-box mindset. In contrast, companies with more experience and understanding of
the directive tend to pursue more holistic and effective implementations. When organi-
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zations know what to implement and understand the directive’s value, they are better
positioned to act strategically rather than superficially. A key factor in moving companies
away from a check-box approach is increasing their awareness. This can come through
clearer communication in the directive itself, guidance from consultants, or internal im-
plementation efforts. Closing this awareness gap is essential for meaningful adoption. It
highlights the importance of implementers having a solid understanding of the directive
before making any decisions. The initial stages of implementation require a clear grasp of
the available compliance levels and how they align with the organization’s specific needs.
Without this understanding, implementers may overlook the directive’s relevance, result-
ing in a compliance-driven mindset. This challenge is not limited to smaller organizations;
even larger or more mature companies can fall into the same pattern if they lack famil-
iarity with the directive’s core risk-based approach. For many, this remains a significant
knowledge gap that can undermine the directive’s full potential.

These findings are supported by the questionnaire data, where capacity constraints am-
plify the incentives above, as seen in figure 4.5b. Newly scoped entities without prior
regulatory exposure (three references) struggle to interpret NIS2 and, in six instances, ad-
mitted difficulty adopting its risk-based mindset. Financial limits (five references) and gen-
eral awareness gaps (three) push SMBs in particular toward reallocating scarce funds from
technical controls to consultant fees, training days, and policy drafting. Even mid-sized
companies spoke of a “zero-sum budget,” where every euro spent on gap assessments was
taken from detection or hardening projects.

To partially conclude, we could agree that taken together, these factors form a reinforc-
ing loop. High marginal costs push organizations toward the smallest defensible scope;
ambiguous enforcement removes incentives to exceed that scope; consultants institution-
alize a checklist model; and overlapping statutes further entrench artifact production over
technical hardening. Unless regulators issue clearer, operationally granular guidance, har-
monize supervisory practices, and channel capacity-building funds to SMBs, NIS2 may
replicate GDPR’s trajectory: substantial expenditure, impressive documentation, and only
modest improvement in Europe’s practical cyber-resilience.

54 RQ3 - Does NIS2 Provide Tangible Security Improvements,
and is the Value of Implementation Present Short/Long-term?

Negative: Across our interview set and supporting survey, NIS2 has unquestionably pro-
voked organizational activity, but the bulk of that activity is administrative rather than
technical. Smaller and less-mature organizations told us they had to draft these artifacts
from scratch, whereas large multinationals mostly reused documents they were already
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using under their sector rules. Policies are always increasing, incident-escalation charts
are updated, and board briefings now feature “NIS2” on the agenda. Yet only a minor-
ity of respondents could point to hard evidence, shorter patch windows, richer telemetry,
lower mean-time-to-recover, that the directive has improved real cyber-risk posture. In-
terviewees from mature firms stressed that the baseline controls from NIS2 were already
fulfilled, adding little incremental security value for them. The real improvement is sup-
posed to come from less-mature companies, which is exactly where resources are most
lenient.

As illustrated in figure 4.8b, the most frequently coded concerns were unclear directive
requirements (5 references) and delays in national implementation (3 references). Respondents
linked these gaps directly to a “compliance exercise” mind-set: documentation grows,
but tangible controls lag. Even large firms (which might be expected to lead) admitted
they were “waiting for the templates” before funding deeper security upgrades. This
combination of vague wording and delayed national templates leave many businesses
(especially SMEs) treating NIS2 as nothing more than a license to operate.

These findings also align with the initial scoping decisions made during the research de-
sign. Certain sectors, particularly those composed of mature organizations with extensive
regulatory exposure, were excluded from the study based on the assumption that they
would see limited additional benefit from the NIS2 Directive. As several interviewees con-
firmed, many of these firms had already implemented comparable controls through prior
frameworks, resulting in little added security value from NIS2’s baseline requirements.
That said, while the directive may help formalize or reinforce existing governance prac-
tices in such organizations, its primary functions is arguably to raise standards among
less mature entities, precisely where resource constraints, limited internal expertise, and
implementation uncertainty are most present. However, the ambiguity surrounding some
of the key provisions, such as scope and interpretation, continues to pose a challenge even
for these target groups. This raises a broader concern that whether NIS2 will truly uplift
foundational security practices, or whether it will reinforce a compliance-focused mindset
with only marginal impact on real-world risk reduction.

Despite the outliers, most organizations remain in a reactive posture. Consultant inter-
views were unequivocal: new clients typically ask “What do we need to stay compliant?”,
rarely “How do we reduce risk?” Enforcement ambiguity reinforces this stance; firms are
waiting for national guidance before committing to deeper changes, repeating the “check-
box first, optimize later” cycle seen after GDPR [22]. Consequently, NIS2’s early dividends
are governance-centric and compliance-driven, while tangible security improvements are
uneven and contingent.

Positive: As figure 4.8a shows, most of the positive aspects come from pragmatic gains
that organizations can realize as soon as they start the project. Interviewees consistently
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described NIS2 as more actionable and technical compared to GDPR, resulting in the pos-
sibility to leverage it to gain new customers. Unlike high-level frameworks that leave
firms wondering how to comply, NIS2 sets out explicit management, technical and re-
porting obligations. The more actionable nature and it being for cybersecurity as a whole
makes consultants more optimistic for its security potential. Some companies actually see
the directive as a growth driver, using it as a quasi-“certificate” to win security-sensitive
customers (ultimately securing a long-term license to operate and a respected level of trust
among their customers). Even with the directive’s late transposition and vague require-
ments, there is a perceived value in having less experienced businesses implement it, as
partial implementation is better than no effort at all. For more mature organizations, the
directive is often viewed as a growth driver, and they are better positioned to align it with
their existing business objectives. This alignment significantly enhances the potential im-
pact and long-term benefits of the directive. All of this provides a positive outlook for the
future of NIS2 implementation. It suggests that the directive has the potential to move
beyond its current vagueness, particularly for less mature organizations that are expected
to benefit the most from its guidance.

Supplementary research viewpoint: However, the uneven transposition of NIS2 across
Member States significantly undermines the directive’s potential to deliver consistent and
long-term improvements in security posture. As outlined in the supplementary research
in section 4.3, Member States differ not only in implementation deadlines, but also in
sectoral scope, supervisory structures, and enforcement clarity. This divergence creates
inconsistencies in how "tangible improvements" are defined and measured. For example,
organizations operating in stricter jurisdictions may face higher compliance thresholds
that can lead to stronger local security measures. Even though this also can lead to a
competitive disadvantage, this imbalance diminishes the comparability of outcomes across
the Union, meaning that concerns about improvements observed in some countries may
not scale cross-borders.

Moreover, the variation in national enforcement seen from supervisory bodies, introduces
ambiguity that limits forward-planning. From a strategic perspective, organizations can-
not rely on a stable baseline of regulatory expectations, which inevitably can discourage
investment in long-term resilience. instead, some opt to align only with the perceived
"minimum viable compliance" level required under local law.

To partially conclude RQ3, early evidence suggests that NIS2’s short-term impact is
weighted toward compliance paperwork. Where boards view the directive as an opportu-
nity (backed by clear accountability and targeted funding) measurable improvements do
follow. Crucially, respondents are optimistic because the directive is viewed as far more
actionable than GDPR; organizations with the right level of maturity can already lever-
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age that specificity as a growth driver. Still, whether those near-term advantages mature
into sustained, measurable risk reduction hinges on consistent national transposition, ro-
bust supervision, and a shift from minimum-viable compliance to genuine operational
resilience.

Across the sample, the first wave of activity has been overwhelmingly administrative (pol-
icy rewrites, incident-notification drills, board briefings). This pattern echoes the GDPR
rollout, as discussed in section 2.3 and further explored in section 5.1, where early spend-
ing gravitated toward legal artifacts rather than privacy-enhancing technologies [14, 43].
Yet the handful of “positive-outlier” cases demonstrate that NIS2’s governance clauses can
unlock long-delayed investments when leaders choose to treat the directive as leverage
rather than liability.

5.5 RQ4 - How do Industry Experts Interpret the NIS2 Directive
in terms of its Completeness, Clarity or Practicality?

Negative: The expert interviews suggest that while the NIS2 Directive introduces a neces-
sary and overdue regulatory improvement, its real-world usability is constrained by inter-
pretational ambiguity, national fragmentation, and a lack of actionable guidance. Respon-
dents consistently emphasized that while the directive represents a step forward compared
to previous legislation, its operational effectiveness remains uncertain.

One of the most cited challenges was the vagueness of legal language, particularly around
obligations described as "appropriate", "sufficient", or "proportionate”". While these classifiers
help enable flexibility in theory, they shift interpretational responsibility onto the organiza-
tions themselves. This, based on the collection of research material, has created confusion
and reliance on external consultants, especially among SMBs. This is represented through
the secondary supporting data collection, as well as aligning with figure 4.10, which shows
that concerns about ambiguity were among the most frequently cited negative framings of

the directive.

Interview responses highlight the persistent uncertainty regarding the directive’s practical
clarity. This perception aligns with findings from the supplementary research, which doc-
uments substantial differences in national interpretations, especially around entity clas-
sification, reporting procedures, and supervisory authority mandates. For instance, the
term "management body" remains variably defined across Member States, leaving room
for interpretation that fragments accountability structures across jurisdictions.

Positive: However, despite these critiques, most experts did not view the directive as
fundamentally flawed. Figure 4.9 illustrates that the balance of responses included an
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equal amount of positive and negative perspectives, which highlights a pragmatic and
conditional optimism. On the positive side, 4.10a shows that several participants valued
NIS2’s more actionable design compared to GDPR, especially in relation to its incident
reporting obligations and top-level accountability requirements.

Improvements: In discussing potential improvements, experts made several concrete pro-
posals, as seen in 4.11. One of the more prominent highlights from this collection included
the introduction of operational annexes that translate articles into control sets (e.g., aligned
with ISO/IEC 27001 and the subsequent 27002), and the need for sector-specific guidance
from national authorities. The distinction of sector-specific guidance has already begun
for some of the sectors identified within the Essential category; For instance, as seen with
the guidance material for the energy sector. Here, the Danish government has published
proposals which will guide the organizations with directly applicable paths of implemen-
tation [63, 64]. Importantly, many emphasized that the directive’s success would depend
less on its wording and more on its enforcement architecture. Without credible supervisory
follow-up, several experts argued that firms will default to the lightest viable interpretation
of the requirements.

From a macro perspective, several experts expressed a preference for a more prescriptive,
regulation-style approach rather than the current directive-based model. This viewpoint
resonates the broader policy concern identified in the transposition research. Even though
the directive’s inherent legal flexibility should serve as an enabler, it hinders uniform
implementation. So, while NIS2 offers a promising conceptual framework, its effectiveness
is constrained due to the observed variations.

To partially conclude, these perspectives portray NIS2 as a directive with clear intent but
incomplete delivery infrastructure. Experts do not reject its ambition but remain skepti-
cal of its current implementation landscape. The directive’s long-term impact will likely
depend on the emergence of coordinated guidance, enforceable clarity, and practical sup-
port structures that will enable organizations to translate its high-level aims into usable
regulatory practice.

5.6 Limitations

Although our findings from the study offers an early approach to NIS2 adoption, they
come with a few important caveats:

Sample Composition and Selection Bias: We ended up interviewing eight experts (six
Danish consultants, one Spanish consultant, and one Norwegian consultant). Because
they all advise companies that have already decided to tackle NIS2, we did not hear from
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organizations that are ignoring or postponing the directive. Their views might be very
different.

Limited Geographical and Sectoral Coverage: The study reflects primarily Nordic (and,
to a lesser extent, Spanish) perspectives gathered before full national transposition. No
interviews were secured with telecom, energy-operator, or pan-European conglomerate
CISOs Results may look different once we cover more regions and sectors.

Timing of Data Collection: Data were gathered between February 2025 and May 2025,
therefore all interviews happened before every EU country finished its local NIS2 law.
Many companies are still waiting for final templates and audit checklists, so their answers
are based on guess-work rather than lived experience.

Reliance on Self-reported Perceptions: Both interview and survey instruments capture
perceived costs, maturity levels and improvements. They do not measure objective security
outcomes, therefore we could not check incident logs, patch metrics, or budgets ourselves.
Memory gaps, social-desirability bias and organizational narratives shaped by compliance
marketing or “best-face-forward” answers are possible.

Qualitative Coding and Researcher Position: Thematic coding was performed by the
student research team. Although intercoder checks were applied, interpretive bias cannot
be ruled out. Moreover, the researchers’ outsider status limited access to confidential
artifacts (risk registers, audit findings) that might have corroborated or tempered interview
claims. Considering all this, some personal bias might still be able to appear.

Survey Scope and Representativeness: The supplementary questionnaire yielded nine
complete responses, insufficient for robust statistical inference. Results should be viewed
as directional signals that complement the interview findings and help indicate broader
patterns, not as stand-alone evidence.

Regulatory Overlap not fully explored: While DORA, CRA and sector-specific mandates
were acknowledged, the study did not formally map every overlap in detail. This could
be explored in future work.

Transposition Timing and Evolving Context: A further limitation stems from the frag-
mented state of NIS2 transposition at the time of this study. Because most Member States
have yet to fully implement the directive, both interview and supplementary analysis
findings reflect an evolving landscape. This limitation complicates the task of assessing
long-term impact or cross-national effectiveness. While the supplementary transposition
research offers valuable insight into early divergence patterns, these may shift as addi-
tional national laws are finalized. Future research should revisit these findings after full
implementation has occurred across the EU.
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5.7 Future work

Building on the limitations above, several research avenues could strengthen (or challenge)
the study’s provisional conclusions and deepen understanding of NIS2’s impact.

Follow Organizations over Time: Rather than a single snapshot, future research should
track the same firms for several years after NIS2 is fully in force. Remeasuring outcomes
such as incident rates, patch times and audit findings would show whether early paper-
work efforts later translate into real security gains.

Widen the Sample: Our data collection for the primary research comes mostly from Dan-
ish, Norwegian, and Spanish experts. Replicating the study in other EU countries would
reveal whether the patterns seen can be verified and expanded further. Including telecom,
energy and large multi-nationals would additionally balance the SMB focus of this work.

Measure Breach Costs and Savings: Once national incident-notification databases become
available, researchers could link those records to cost estimates (e.g., insurer payouts, ser-
vice downtime). A “before-and-after” or control-group design would clarify whether NIS2
actually lowers loss severity.

Compare Overlapping Laws: Many firms face NIS2, DORA, CRA and sector rules at
the same time. A detailed control-by-control map would show where requirements clash,
duplicate, or support one another (helping regulators streamline audits and reduce redun-
dant paperwork).

Long-term Effects: Building on the supplementary research, future studies could focus
on the long-term effects of legal divergence on cross-border security coordination. A com-
parative case study approach that examines organizations across high- and low-stringency
Member States may reveal how regulatory fragmentation translates into operational vari-
ances.



Chapter 6

Conclusion

This thesis set out to examine the extent to which the NIS2 Directive leads to tangible im-
provements in cybersecurity practices, or whether it primarily drives minimal, compliance-
oriented implementation. To address this, four research questions (see section 1.4) were
developed and explored through qualitative interviews and a supporting survey (as de-
tailed in chapter 3).

The findings reveal that patterns of NIS2 implementation vary significantly across organi-
zational size, sector, and regulatory familiarity. Larger organizations and those in previ-
ously regulated sectors tend to progress faster, often due to better resource availability and
internal compliance infrastructure. However, across all groups, a consistent challenge lies
in the complexity of the directive’s risk-based and organizational requirements. Financial
constraints are not the sole barrier; limited awareness and knowledge also significantly
hinder progress, particularly for smaller or less mature organizations.

The second research question focused on understanding why many organizations adopt
a compliance-driven approach. The data indicates that this tendency results from a com-
bination of vague directive language, delays in national transposition, and the perception
that NIS2 is primarily a legal formality rather than a strategic opportunity. Fines and en-
forcement mechanisms appear to be key drivers. Nonetheless, several consultants argued
that even minimal compliance can be beneficial, as it allows organizations to engage with
regulatory expectations in line with their current capacity, which is seen as preferable to
taking no action at all.

Regarding whether NIS2 leads to tangible security improvements, the evidence is mixed.
For less mature organizations, the directive often acts as a catalyst for initiating security
practices and improving structural capabilities. For more mature organizations, however,
the directive offers less added value and is sometimes perceived as redundant. Despite
this, participants noted that NIS2 is generally more actionable than past regulations such
as GDPR, and it can support business growth by providing a form of assurance or license
to operate that facilitates client trust and market access.

Experts overall view NIS2 as a step in the right direction. However, they identified sev-
eral areas where the directive falls short. The most pressing concerns include inconsistent
national transposition, a lack of actionable guidance, limited support resources, and un-
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certainty about long-term regulatory enforcement. Respondents emphasized the need for
clearer implementation instructions, timely transposition, and accessible advisory chan-
nels. Without these, the directive’s effectiveness may be diminished due to uneven inter-
pretation and implementation. The supplementary research further reinforces this con-
cern, highlighting that the directive-based nature of NIS2 is itself a key driver of the slow
and fragmented transposition across Member States. As a legal instrument, directives
inherently allow for national discretion, which has resulted in substantial divergence in
implementation timelines, scope, and enforcement structures.

Returning to the central aim of this thesis, it can be concluded that NIS2 has the potential to
drive genuine improvements in cybersecurity practices. However, its success is conditional.
The directive creates opportunities for progress, particularly among organizations that
previously lacked formal structures. Yet it also risks producing minimal outcomes where
awareness and guidance are insufficient. Many of the directive’s weaknesses relate not to
its substance, but to the environment in which it is introduced. To enhance its impact,
implementers, regulators, and advisors must address these gaps collectively.

Given the predominantly advisory-based sample, the findings reflect cross-organizational
patterns rather than deep internal implementation dynamics. This perspective provided
valuable breadth, but future studies should consider additional viewpoints.

This thesis provides an early empirical foundation for understanding how organizations
interpret and operationalize cybersecurity regulation under NIS2. The insights may help
inform future implementation strategies, regulatory refinements, and advisory efforts. Fu-
ture work could extend these insights by directly studying internal implementation strate-
gies as organizations move closer to compliance deadlines and enforcement mechanisms
mature.
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Appendix A

Interview Consent Form

This appendix presents the original participant consent form that was distributed prior to
each interview. It includes the purpose of the study, participant rights, data usage, and
contact information for questions or withdrawal.



b
Do you want to contribute to our master thesis in understanding

the efficacy of implementing legislatures in businesses?
Purpose
We are a student team creating a master’s thesis through Aalborg University analysing the
cyber-oriented legislatures and related legislative regulation on their actual efficacy in how
well they are implemented in businesses, or the potential consequences of improper
organizational implementation.

Who is responsible for this thesis?
Students at Aalborg University, The Technical Faculty of IT, Electronics, and Programming,
in collaboration with professor Lene Tolstrup Serensen as the internal supervisor.

Why did we ask you to attend?

Our student team has either been given your contact from our supervisor, Lene Tolstrup
Serensen, has been attracted to your knowledge as a Subject matter expert, or in any other
way, a potential contributor to the success of the finalization of the project.

What does contributing mean for you?

It means you will be contributing in providing a better understanding of the usefulness in
implementing legislations in businesses. This does not entail any obligations for you, and
your personal information details will become anonymized.

It is voluntary to contribute

It is voluntary to contribute to this thesis. If you choose to participate, then it is within your
right to retract your consent without providing any reason at any point in time. All of your
personal information will be deleted. It will have no negative consequences for you if you
choose not to participate or retract your choice later.

Your privacy - how we will store and use your information

We will only use the personal information about you for the purposes we have described in
this article. We process the information confidentially and in accordance with the privacy
regulations. In addition to the team itself, information will be visible to the thesis examiner at
Aalborg University.

The participants (you who are interviewed) will not be able to be directly recognized in any
publication, and all information will only be communicated in a compiled and anonymized
form represented in a thesis which may be published at a later date. This guarantee is not only
limited to this thesis, but a guarantee to any future re-published papers or references for the
entire life period of the paper.



What happens with your personal data when the Thesis is finished

The information will be anonymized when the thesis ends, which is planned to be End of
June 2025. Personal information, such as contact data (if collected), is only kept for as long
as the thesis takes place, with the aim of being able to contact you again to correct any
misunderstandings in minutes, and deleted by the thesis’s end.

Your rights
If you can be identified in the data material, then you have the right to:
- Access the information which is registered about you, and get delivered a copy of said
information,
- Be able to change information regarding yourself,
- Be able to delete information regarding yourself, and;
- Be able to send complaints to the Danish Data Protection Agency “Datatilsynet”
about the use of your personal information.

What gives us the rights to work with your personal data
We treat your personal information based on your consent.

Where can I ask more questions
If you have questions regarding the studies, or wish to make use of your rights, please
contact:

- Jacob Sylvest Krab-Johansen, Team leader, E-mail: bf44ro@Student.aau.dk

- Data Protection Officer at Aalborg University, E-mail: dpo@aau.dk

- Lene Tolstrup Serensen, Supervisor at Aalborg University, E-mail: Is@es.aau.dk

Kind regards
Lene Tolstrup Serensen Jacob Sylvest Krab-Johansen
Supervisor/professor Team leader

Declaration of consent

I have received and understood the information about the thesis is conducted by an Aalborg
University student team, and have been given the opportunity to ask questions about said
thesis. I agree to:

e participating in an interview

e the team working with the information I provide

(Signed by thesis participant - You who is being interviewed)



Appendix B

Interview Drafts

Table B.1: Final Interview Questions for implementers

Q#

Interview Question

10

Can you briefly introduce yourself, your role, responsibilities, and how long
you’ve been with the company?

What industry does your company operate in, and how large is it in terms
of employees?

Does your company fall under NIS2, and if so, which sector are you allocated
to? How do you generally assess your cybersecurity strategy (risk-based,
compliance-driven, or a mixture)?

When did you first become aware of NIS2, and how did it compare to your
initial expectations?

What prompted your organization to start implementing NIS2, and how
would you describe your current level of compliance (fully compliant, in
progress, not started)?

Have you conducted a business impact or gap analysis regarding NIS2 re-
quirements, and what internal or external resources have you relied on for
guidance?

Has NIS2 affected your business significantly? Have your compliance efforts
led to tangible security improvements, or has the focus been primarily on
meeting regulatory requirements?

What major challenges have you encountered in implementing NIS2 (e.g.,
financial costs, expertise gaps, operational complexity, internal resistance)?
Do you see NIS2 as a growth driver, or is it mainly a regulatory requirement?
Have you identified a minimum viable compliance level to balance cost and
compliance?

If you could change anything about NIS2, what would it be?




Appendix C

Model Iterations

General findings

Help Reason Success Good level of compliance

. . Bad level of compliance

Cost balance NIS2 gives tangible security Success (directive)

Growth driver (positive) ~ Growth driver (negative)

Figure C.1: First draft of coded interviews in general
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What are the observable patterns among organisations implementing NIS2?

Positive Reason

Negative

Licence to
operate
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Help is needed .

Figure C.2: First draft of coded interviews for RQ1
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Figure C.3: First draft of coded interviews for RQ2



Does NIS2 provide tangible security improvements, and is the value of implementation present short/long-term?

Positive Negative

Figure C.4: First draft of coded interviews for RQ3

How do industry experts interpret the NIS2 directive in terms of its completeness, clarity or practicality?
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clearly structured
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Figure C.5: First draft of coded interviews for RQ4



Appendix D

Supplementary Transposition Research

This appendix presents supplementary research on the national transposition of the NIS2
Directive across EU Member States. It outlines differences in scope, enforcement, and
timelines to provide context for the findings discussed in the main study.



Divergent paths: A supplementary analysis of NIS2 transposition

across EU Member States

Executive summary

The NIS2 Directive (Directive (EU) 2022/2555)
marks a pivotal advancement in the European
Union’s cybersecurity legislative framework,
building on its 2016 predecessor. Its fundamental aim
is to establish a high common level of cybersecurity
throughout the Union by broadening its scope to
include a wider range of sectors and entities with the
introduction of more rigid security and reporting
obligations, to enhance cross-border collaborations,
and to impose more substantial penalties for non-
compliance. This comprehensive approach is
designed to strengthen cyber resilience, standardize
cybersecurity practices, and improve the EU’s
collective readiness against an ever-evolving
landscape of threats.

Despite these clear objectives and the mandated
transposition of Oct. 17-2024, the process of NIS2
integration into national law has presented significant
unevenness across the 27 EU Member States. As of
December 2024, two months after the transposition
deadline, only four countries have successfully
managed to transpose the directive, which has led to
widespread infraction proceedings initiated by the
European Commission against the remaining
Member States.” Beyond mere delays, considerable
variations are evident in how individual Member
States interpret and implement key provisions.” These
divergencies are visible in the scope of regulated
entities, the specific cybersecurity measures imposed,
the structure of supervisory bodies, and the
mechanisms chosen for enforcement.*

This divergence poses significant obstacles to the
broader aims of NIS2 it enables regulatory arbitrage,
allowing companies to favour jurisdictions with more
lenient compliance demands, which may weaken the
directive’s ambition to establish a uniform and robust
level of cybersecurity across the EU.? For
organizations operating in several Member States,
this fragmentation creates added complexity and
heightens compliance requirements, making it more
difficult to implement coherent risk management and
incident response strategies.” Ultimately, such

inconsistencies threaten to create vulnerabilities
within the Union’s shared defence, undermining the
resilience NIS2 had intended to enhance.’

Introduction: The NIS2 Directive and the
transposition imperative

The NIS2 Directive represents a central element of
the European Union’s cybersecurity strategy,
developed to overcome the shortcomings of the
precedent directive and to respond to a cyber threat
landscape that is growing in both scale and
complexity.' At its core, the directive seeks to
strengthen cyber resilience, promote more effective
collaboration and information exchange, and bring
greater consistency to cybersecurity measures across
Member States. It notably extends its scope to
include a wider set of sectors and entities, moving
past the initial focus on national critical
infrastructure. The updated framework now covers a
broader group of “essential” and “important” entities,
such as those operating in healthcare, digital services,
manufacturing, and public administration. This shift
reflects a recognition of the deep interdependencies
in today’s economies, where a single cyber incident
in one area can have widespread ripple effects across
multiple sectors, making a more expansive regulatory
approach both necessary and justified.'

A key feature of EU law, and essential to
understanding the current state of NIS2
implementation, is the distinction between a directive
and a regulation. Unlike EU regulations, which apply
directly and uniformly across all Member States,
directives such as NIS2 require each country to
transpose the provisions into national legislation.?
This process typically involves the drafting of new
national legislation, often followed by public
consultations, subsequent revisions based on
feedback, and eventual parliamentary approval.’
While this approach allows Member States to account
for national legal traditions and contextual nuances, it
also introduces considerable variation in how the
directive’s objectives are carried out in practice.® This
structural element of directives creates a persistent



tension between the EU’s aim of harmonization and
the preservation of national legislative autonomy.
The divergence seen in NIS2’s implementation is
therefore not solely the result of state-level
shortcomings but also reflect the inherent flexibility
of the directive as a legal instrument. This underlying
dynamic creates a fundamental challenge for
achieving a truly uniform and "high common level"
of cybersecurity across the Union. Such a tension
may also suggest that future EU cybersecurity
legislation could increasingly favour regulations to
enforce greater uniformity, as some observers have
expressed a preference for directly applicable
regulations over directives that allow for national
options and discretions.®

The deadline for Member States to adopt and publish
the necessary measures to comply with NIS2 was set
for Oct. 17, 2024, with those measures coming into
effect on Oct. 18, 2024. This date carried significant
weight, serving as a crucial point of coordination for
strengthening cybersecurity across the Union in a
timely and harmonized manner. It established a clear
reference for national legislative efforts and was
intended to promote alignment in implementation
across Member States.

Evidence of divergence in transposition

The hypothesis that Member States have taken
markedly different approaches to the transposition of
NIS2 is well supported by evidence across several
critical areas. These include the timing of national
legislative processes, tremendous differences in how
the directive’s provisions are understood and
incorporated, and uneven approaches to oversight and
enforcement structures.

A. Timeliness of transposition

The most immediate and measurable indication of
divergence is found in the widespread failure of
Member States to meet the required transposition
deadline. By December 2024, only four of the 27 EU
Member States had successfully managed to
incorporate the directive into national law within the
prescribed period. This broad shortfall reflects a

significant obstacle to meeting the Oct. 17, 2024,
deadline. In response, the European Commission
launched infraction proceedings against 23 Member
states on Nov. 28, 2024. By early May 2025,
reasoned opinions had been issued to 19 of these
states for not fully notifying their transposition.'®
These formal notices provide a two-month period for
corrective action. If the Member States fail to
comply, their cases may be brought before the Court
if Justice of the European Union, potentially leading
to financial sanctions.

The extent of these delays reflects more than
procedural complexity. It points to deeper differences
in national administrative capacity, legislative
efficiency, and the political prioritization of
cybersecurity. While the democratic process of
passing new legislation, including executive drafting,
public consultation, iterative revisions, and
parliamentary approval, is by nature time-intensive?,
the fact that only a small number of Member States
met the deadline highlights significant variation in
their ability to respond swiftly to new regulatory
demands. In some cases, such as France and
Germany, efforts to align NIS2 with other directives
in a single legislative package introduced further
complications, requiring more extensive consultation
and review.? Though this strategy may offer long-
term efficiency, it has contributed to immediate
delays. Delays in transposing directives are not an
isolated phenomenon for NIS2; in 2023, the average
delay in transposing EU directives reached an all-
time high of 18.3 months.” This broader pattern
indicates a structural challenge in implementing EU
legislation, suggesting that NIS2’s transposition
difficulties are symptomatic of a larger issue. The
inconsistent ability to meet transposition deadlines
reveals that the EU’s goal of a “high common level”
of cybersecurity is constrained not only by legal
interpretation but also by divergent institutional
capacities and political will among Member States.

The following table illustrates the varied
transposition status across Member States,
highlighting the significant delays and legal actions
taken by the European Commission:



Table 1: NIS2 Transposition status by Member State (as of December 2024 / May 2025)

Member Transposition Status (Latest Info) Notes on Specific Variations/Actions

State

Austria Reasoned Opinion Issued (May 2025) 15 Transposing Directive's text as originally drafted for Article 28.2

Belgium Transposed by Deadline (Dec 2024) 2 Goes beyond Directive terms for Article 28 2, closely aligns
national law with minor adaptations.6

Bulgaria Reasoned Opinion Issued (May 2025) 15 Public consultation held.”

Croatia Transposed by Deadline (Dec 2024) 2 Included additional sectors; detailed entity ca‘ceg:,forization.6

Cyprus Reasoned Opinion Issued (May 2025) 15 Public consultation held.”

Czechia Reasoned Opinion Issued (May 2025) ' Goes beyond Directive terms for Article 28 *; public consultation
held.

Denmark Reasoned Opinion Issued (May 2025) 15

Estonia Reasoned Opinion Issued (May 2025) 15

Finland Reasoned Opinion Issued (May 2025) 15 Public consultation held.”

France Reasoned Opinion Issued (May 2025) 15 Drafted new law transposing NIS2 and other directives
simultaneously; faces delays due to political instability.2 Public
consultation held.”

Germany Reasoned Opinion Issued (May 2025) 15 Drafted new law transposing NIS2 and other directives

simultaneously; coherent but incomplete framework.”

Enforcement expected 2025. 19 public consultation held.




Greece Infraction Proceedings (Nov 2024) Public consultation held.?

Hungary Reasoned Opinion Issued (May 2025) 15 Public consultation held.”

Ireland Reasoned Opinion Issued (May 2025) 5

Italy Transposed by Deadline (Dec 2024) 2 Transposing Directive's text as originally drafted for Article 28.°

Latvia Reasoned Opinion Issued (May 2025) 15 Public consultation held.’

Lithuania Transposed by Deadline (Dec 2024) ° Public consultation held.”

Luxembourg Reasoned Opinion Issued (May 2025) 5

Malta Infraction Proceedings (Nov 2024) Public consultation held.?

Netherlands Reasoned Opinion Issued (May 2025) 15 Transposing Directive's text as originally drafted for Article 28.°
Public consultation held.”

Poland Reasoned Opinion Issued (May 2025) 15 Revised initial draft; faces challenges with institutional
fragmentation and unclear enforcement.” Public consultation
held.”

Portugal Reasoned Opinion Issued (May 2025) 15 Public consultation held.”

Romania Infraction Proceedings (Nov 2024) Public consultation held.2

Slovakia Infraction Proceedings (Nov 2024) Public consultation held.?

Slovenia Reasoned Opinion Issued (May 2025) ° Public consultation held.”




Spain

Reasoned Opinion Issued (May 2025) 5

Sweden

Reasoned Opinion Issued (May 2025) 15

Public consultation held.”

B. substantial variations in national
implementation

Beyond the issue of timelines, the manner in which
Member States are implementing NIS2 reveals
notable substantial differences that contributes to a
fragmented regulatory environment. The directive
expands its scope to cover “essential” and
“important” entities across 18 sectors: an increase
from the original version. However, there is a clear
“inconsistency among Member States in how they
scope and classify entities”.’ This lack of alignment
creates uncertainty and potential compliance
challenges for organizations operating in multiple
jurisdictions, as the obligations they face may vary
depending on national interpretation.’ For instance,
Croatia has chosen to include sectors beyond those
required by the directive.® Although NIS2 primarily
targets large organizations, it can also apply to
medium-sized and, in some cases, smaller entities,
depending on the critical nature of their services as
well as the organization’s monetary revenue.’
Divergencies in how Member States define size
thresholds or determine sectoral relevance can result
in entities being in scope in some countries while not
in others, which further complicates efforts to
establish a coherent EU-wide cybersecurity standard.’

Clear differences are also evident in how specific
provisions are being implemented. Article 28, which
requires domain name registers and related entities to
verify and publish registration data in a manner
consistent with GDPR, provides a clear example.”
Some Member States, including Austria, Italy, and
the Netherlands, appear to be incorporating the
directive’s wording directly into national law. Others,
such as Belgium and the Czech Republic, are going
beyond the directive’s original language, while some
countries have yet to incorporate the provision in
their transposition efforts.” Article 28(6), intended to
minimize redundant data collection within the DNS
industry, remains partially contested. Its broader

implications and financial impact are still uncertain,
and the interpretation of this clause continues to
generate debate.”

National transposition strategies also differ in terms
of regulatory strictness. Some Member States have
chosen a “more strict implementation” which raises
compliance costs for organizations operating within
their jurisdiction. Others have opted for a “less strict
implementation”, seeking to reduce the burden of
affected entities.® For instance, Belgium, has largely
mirrored the text of the directive in its national NIS2
legislation, introducing only limited national
modifications.® By contrast, Croatia, has adopted a
broader approach, expanding the list of covered
sectors and introducing a more granular classification
of entities within its national law.°

A comparative legal analysis of France, Germany,
and Poland, commonly referred to as the Weimar
triangle, highlights the “considerable divergencies in
the timing and structure of implementation”.* France,
operating under a centralized administrative system,
has proposed a “broad regulatory scope” that notably
includes local authorities. Its implementation,
however, has been delayed, in part due to political
instability.* Germany, drawing in its own federal
structure and the central role of the BSI (Bundesamt
fiir Sicherheit in der Informationstechnik), has put
forward a “coherent though still incomplete
framework™*, with the expectancy of enforcement in
2025.'° Poland revised its initial legislative proposal
after receiving stakeholder criticism but continues to
face challenges stemming from institutional
fragmentation and limited clarity around enforcement
structures.* These national differences are not
incidental. They are “largely shaped by governance
models, historical cybersecurity policies, and

institutional preparedness”.

The combined effect of these divergent national
interpretations has resulted in a “patchwork of local




requirements” rather than the uniform regulatory
environment envisioned by the directive.® This
fragmentation significantly increases complexity for
businesses, which must navigate differing standards
and compliance obligations across Member States,
ultimately weakening the directive’s aim for a
coherent EU-wide cybersecurity framework.> The
pursuit of a “high common level of cybersecurity”!?
is fundamentally compromised when the results and
their enforcement differ so remarkably from one
jurisdiction to another. This environment leads to
regulatory arbitrage, allowing companies to base or
expand operations in countries with less demanding
implementations, placing more rigorous Member
States at a competitive disadvantage. In turn, this
undermines the principle of fair competition within
the single market and risks lowering cybersecurity
standards, as some countries may feel compelled to

ease compliance requirements to attract business.
These variations are not incidental or technical; they
reflect well-established national administrative
practices and political choices. As a result, achieving
meaningful harmonization will require more than
shared legislative language. It will depend on
addressing the deeper structural and historical
differences that shape how laws are applied. This
reality suggests that future EU cybersecurity
measures may need to be more prescriptive in nature,
or potentially take the form of directly applicable
regulations, to ensure a consistent and effective
implementation across the Union.

The following table provides a comparative overview
of key NIS2 implementation divergences across
selected Member States, illustrating the qualitative
differences in their approaches:

Table 2: Comparative overview of key NIS2 implementation divergences (Selected Member States)
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C. Disparities in supervisory and enforcement
mechanisms

The implementation of NIS2 also reveals notable
differences in how supervisory and enforcement
functions are structured across Member States.
Although all EU countries are required to designate a
National Competent Authority (NCA) to observe and
enforce the directive locally, these bodies are also
expected to coordinate at the EU level through
mechanisms such as ENISA and the Cooperation
Group.” National legislation further defines the
specific roles and responsibilities of these authorities,
including whether oversight is distributed based on
sectoral expertise.® Supervision generally includes a
combination of methods, such as on-site inspections,
external monitoring, and formal security assessments.
17 Essential entities are typically subject to proactive
oversight, involving regular audits, random
inspections, and on-site checks. In contrast, important

entities are more often monitored reactively, with
supervisory actions initiated in response to signs of
non-compliance.'”

NIS was intended to bring greater consistency and
efficiency to incident reporting by requiring
organizations to report “significant incidents” to
national authorities within defined timeframes. The
directive establishes a structured, three-step reporting
process: an early warning within 24 hours of
detection, an initial notification with preliminary
assessment within 72 hours, and a final report within
one month outlining the incident and the mitigation
measures taken. However, in practice, “each Member
State maintains its own regulators, reporting portals,
and sector-specific requirements”.’ This fragmented
system introduces the risk of “duplicate or even
conflicting reporting obligations,” particularly in
cross-border contexts.’ This situation illustrates a
clear paradox. Although the directive sets out a




framework for harmonized penalties, enforcement
remains highly fragmented. While the theoretical
maximum fines are consistent across the Union, the
actual application of penalties, along with the triggers
for enforcement and the practical accessibility of
reporting channels, differs considerably between
Member States. These variations affect both the
predictability and the effectiveness of the
enforcement regime.

NIS2 also establishes a unified penalty framework
that clearly distinguishes between essential and
important entities’. For essential entities, fines may
reach up to €10 million or 2% of global annual
turnover, whichever is higher. Important entities face
a lower threshold, with penalties capped at €7 million
or 1.4% of global turnover. In addition to financial
sanctions, the directive allows for non-monetary
measures such as compliance orders, mandatory
security audits, and, in serious cases, criminal
sanctions. These may include personal liability for
senior management and temporary disqualification
from holding managerial positions in the event of
repeated violations. While NIS2 defines minimum
penalty levels, “specific fines will vary depending on
the Member State,”!? allowing for higher or the
introduction of additional national conditions. As a
result, the real “cost of non-compliance” differs
significantly across the Union. This variation
contributes to regulatory arbitrage, as companies may
view the risk of detection or enforcement as lower in
some jurisdictions, regardless of the uniformity in
maximum penalties. It also creates complications for
cross-border incident handling, where a single event
affecting multiple countries could lead to different
reporting obligations and enforcement responses
from national authorities.

Implications of divergent transposition

The dramatic divergences in NIS2 transposition
across EU Member States carry significant
implications, affecting market dynamics, corporate
compliance strategies, and the overall cybersecurity
posture of the Union.

A. Regulatory arbitrage and forum shopping

The inconsistencies in how NIS2 is applied across
Member States give rise to clear opportunities for

“regulatory arbitrage”. This allows multinational
companies to engage in “regulatory shopping”,
Choosing to establish operations in jurisdictions
where compliance is viewed as less costly or less
tightly enforced.” This behaviour stems directly from
the uneven transposition of the directive.

The consequences for a fair competition and the
coherence of the single market are substantial.
Member States that delay implementation or adopt a
more lenient approach may unintentionally provide a
“higher return of equity for forms. Just because the
cost for compliance is lower”. This places other
Member States, those committing to more
comprehensive and rigorous implementation, at a
competitive disadvantage by increasing the
regulatory burden on their local companies. The
result is a distortion of the single market and a risk
that some regions may gradually lower their
cybersecurity standards to remain attractive to
businesses. This undermines the directive’s central
aim of enhancing the Union’s overall cybersecurity
posture.

B. Increased complexity for multi-
jurisdictional Organizations

For organizations operating across multiple EU
Member States, the current regulatory landscape
presents a significant challenge. Rather than dealing
with a coherent and uniform framework, they are
confronted with a “patchwork of local
requirements”. This fragmentation adds considerable
complexity to compliance efforts, requiring
businesses to adapt their internal policies, procedures,
and reporting mechanisms to align with the specific
standards and interpretations adopted by each
national authority.’

This lack of standardization directly impedes the
ability to streamline critical processes such as
incident response and risk management, thereby
increasing the risk of errors or delays.’ For instance, a
single cyber incident affecting operations across
several countries can trigger “duplicate or even
conflicting obligations” due to the varied national
regulators and reporting portals in place.’
Furthermore, organizations encounter challenges in
establishing management body accountability, as the



definition of “management body” under NIS2
remains vague in both scope and implications.” This
uncertainty requires tailored legal interpretation
within each member state, particularly because
national frameworks demand accountability from a
designated legal representative who can be held
personally liable. As a result, the overall “cost of
compliance” for companies extends beyond direct
financial expenses to include operational
inefficiencies and greater exposure to risk. This
encompasses the burden of managing multiple, and at
times conflicting, compliance systems, a higher risk
of human error from non-standardized procedures,
and the disadvantage of lacking a unified
cybersecurity approach across the EU. It is essential
to recognize this broader notion of “cost” for both
businesses and policymakers, as it demonstrates that
even if an organization avoids financial penalties
through regulatory arbitrage, it still faces substantial
non-monetary costs originating from operational
strain and increased cybersecurity vulnerabilities.

C. Compromising the goal of a high common
level of cybersecurity

The inconsistent interpretation and implementation of
the original NIS2 Directive had already led to
“disparate security levels between EU Member
States”, which weakened its overall impact.” NIS2
was introduced to address these deficiencies and to
promote a more cohesive and resilient cybersecurity
posture.” Yet, the ongoing divergence in national
transposition threatens to sustain these “weak links
within the Union’s digital infrastructure. This
continued fragmentation leaves the EU exposed to
advanced cyber threats that target the most vulnerable
entry points, ultimately placing the collective security
of the bloc at risk.

210

Ultimately, the Directive’s aim of strengthening the
EU’s capacity to respond to cyberattacks' is seriously
undermined when national implementation differs
significantly. In a fragmented landscape, the
coordination needed for timely and effective cross-
border responses becomes far more difficult, which
can delay essential measures and worsen the effects
of cyber incidents throughout the Union.

Contributing factors to transposition

differences

The divergencies observed in the transposition of
NIS2 cannot be traced to a single cause. Instead, they
arise from a combination of interrelated factors that
reflect the varying institutional, legal, and political
contexts across Member States.

A primary cause of substantial divergence lies in the
national governance traditions and historical
approaches to cybersecurity. As shown in the
comparative analysis of the Weimar Triangle
countries (France, Germany, and Poland), a country’s
administrative structure, whether centralized or
federal, and its past engagement with cybersecurity
play a major role in shaping its transposition
strategy.* For instance, France’s centralized system
has led to a proposed broad regulatory scope,
whereas Germany’s federal experience has
contributed to a coherent, though still incomplete,
framework. Poland, on the other hand, continues to
face institutional fragmentation and uncertainty
around enforcement, reflecting its distinct history
with cybersecurity governance.* These variations
make clear indications that transposition is not
merely a technical process. It is closely tied to each
country’s administrative and political traditions, as
well as its historical approach to institutionalising and
regulating cybersecurity.

Another key factor is the institutional readiness and
capacity for individual Member States. The European
Unios comprises countries with “varied maturity and
capability levels” across its Member States when it
comes to cybersecurity preparedness.’’ Some are
considered “role-modelling” states, while others are
still “advancing” or “establishing” their capabilities.?
These differences have a direct effect on how
efficiently and thoroughly a Member State can
transpose and implement complex legislation such as
NIS2.2% A directive aiming to establish a “common
level” must operate within a landscape of uneven
starting conditions, where some national authorities
may lack the necessary resources, expertise, or
administrative structures to develop and pass detailed
legislative measures in a timely manner.

The integration of NIS2 with existing national laws
and other EU Directives add another layer of



complexity to its transposition. NIS2 does not operate
within a vacuum; It must interact with established
national cybersecurity frameworks as well as other
EU legislation. A noteworthy example of this is the
Digital Operational Resilience Act (DORA), which is
specifically aimed at the financial sector. For
financial entities that fall under the scope of both
NIS2 and DORA, careful alignment is essential to
prevent duplication or conflict, which in turn would
complicate the national transposition efforts.! The
recurring challenge of “integrating multiple
compliance requirements’ appears across various
sectors and Member States, further intensifying the
legislative process.*

Additionally, the uneven levels of cybersecurity
maturity across sectors and within individual
Member States pose distinct implementation
challenges. ENISA’s NIS360 report points to
significant differences in maturity among sectors.>! 2>
Industries such as electricity, telecommunications,
and banking tend to be more advanced, due to prior
regulatory attention and sustained investment. In
contrast, sectors like healthcare, space, and public
administration often face specific difficulties,
including dependence on outdated systems, complex
supply chains, or limited awareness of cybersecurity
issues.?!"?> This sectoral disparity means that national
authorities must account for varying degrees of
preparedness and capacity when applying NIS2
across their national industries.’ These divergencies
show that a “one-size-fits-all”” approach is difficult to
apply in practice. The issue extends beyond legal
interpretation to include fundamental variations in
national infrastructure and institutional capabilities.

Finally, ambiguity in the legal terminology of the
directive itself contributes to divergent national
interpretations. Terms like “management body”
remain unclear in both scope and implication under
NIS2.° This lack of clarity requires legal
interpretation within each Member State, leading to
different approaches to defining accountability and
determining who holds liability within an
organization. As a result, the effort to establish a
unified compliance framework becomes more
complex and fragmented.

Efforts of harmonization and outlook

Considering the challenges caused by divergent

transposition, the European Commission and ENISA
are taking active steps to support implementation and
encourage closer cooperation among Member States.

The European Commission holds a central role in
overseeing the transposition process, launching
infraction proceedings against Member States that
fail to meet the directive’s requirements and
deadlines. This enforcement mechanism is intended
to compel compliance and showcases the
commission’s commitment to ensuring full
implementation of NIS2. However, the number of
Member States subject to these proceedings, 23
initially, followed by 19 reasoned opinions, illustrates
the structural limitations of directives an achieving
swift and consistent compliance across the Union.
While such proceedings are an essential instrument
for enforcement, they also demonstrate that directives
are not automatically effective and rely heavily on
national initiative, which varies significantly among
Member States. This reflects a largely reactive
approach toward harmonization. Although most
Member States are expected to eventually complete
the transposition process?, the initial delays and
inconsistencies contribute to a period of fragmented
cybersecurity capabilities across the EU.

ENISA (European Union Agency for Cybersecurity)
plays a key role in supporting the implementation of
NIS2 by offering technical expertise, strategic
guidance, and in-depth reports such as the NIS360.’
The agency aims to help national authorities gain a
clearer understanding of the cybersecurity landscape,
set priorities, identify critical gaps, and track progress
effectively.?! ENISA places strong emphasis on
enhancing collaboration both within individual
sectors and across different sectors, promoting the
development of tailored, sector-specific guidance,
and encouraging greater alignment of cybersecurity
requirements across borders.?! It also works closely
with national Computer Security Incident Response
Teams (CSIRTSs) and the cooperation Group to
support coordinated, cross-border responses to cyber
threats.”

To navigate the fragmented landscape, clear
recommendations for both national authorities and
organizations are essential. For national authorities, it



is critical to enhance cooperation, create sector-
specific guidance that reflects the particular
challenges of different industries, ensure consistency
of requirements across borders, and offer targeted
assistance to less mature sectors or entities.’ Tackling
institutional fragmentation and clarifying
enforcement frameworks, especially in countries such
as Poland, is also necessary for effective
implementation.* For organizations, compliance
requires thorough risk assessments, the development
of comprehensive ICT risk management plans, and
clearly defined procedures for incident reporting.
Ongoing resilience testing, regular updates to
cybersecurity protocols, and continuous employee
training are equally important.' Emphasizing strong
governance and accountability is vital, particularly
through training for management bodies and raising
awareness of personal liability. In addition, securing
the supply chain by carefully evaluating third-party
partners is a key component of NIS2 compliance.

Looking forward, although many Member States
failed to meet the initial deadline, it is expected that
most will complete the transposition of NIS2 by Oct.
2025, supported by the continued pressure of the
European Commission’s infringement proceedings.>
The broader legislative trend within the EU indicates
a growing preference for directly applicable
regulations rather than directives, reflecting a
possible shift in strategy aimed at reducing persistent
inconsistencies in national implementation.® Ongoing
contributions from ENISA and the cooperation
Group will be crucial in promoting practical
harmonization and addressing remaining challenges,
especially in areas that demand coordinated cross-
border oversight and information sharing. ” These
sustained collaborative efforts are essential for
advancing towards a genuinely high and consistent
level of cybersecurity across the EU’s diverse
Member States.



To conclude

The findings clearly support the hypothesis that the transposition of the NIS2 Directive has varied significantly
across EU Member States. This divergence is demonstrated by the broad failure to meet the Oct. 2024 deadline,
substantial differences in how national legislation interprets and incorporates the directive’s provisions?, and
noticeable inconsistencies in supervisory and enforcement structures.

These significant implications include the rise of regulatory arbitrage, where companies may gravitate toward
jurisdictions with more lenient compliance demands, weakening the directive’s goal of establishing a unified
cybersecurity standard. Multi-jurisdictional entities also encounter greater compliance burdens, as they must
navigate a “patchwork” of differing national requirements’, making it more difficult to streamline vital processes
such as incident response and risk management.’ in the end, this level of fragmentation threatens to create “weak
links™'? in the EU’s collective cybersecurity posture, placing the Union’s overall resilience at risk in the face of
increasingly sophisticated cyber threats.

These divergencies arise from a combination of factors, including the structural flexibility built into directives as a
legal instrument?, long-standing national governance traditions*, differing levels of institutional capacity across
Member States®”, and uneven cybersecurity maturity among sectors.® Although EU enforcement tools like the
European Commission’s infraction proceedings act as corrective measures, they also underscore the challenges
directives face in securing timely and consistent compliance across the Union.

Despite these challenges, the continued efforts of the European Union and ENISA remain essential in supporting
and coordinating implementation.” Ongoing attention and adaptability from both national authorities and
organizations are vital to address the current fragmentation and to achieve the Directive’s broader objective of
building a genuinely high common level of cybersecurity across the Union.
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