A Gamified Experience: A CTF Approach to
Understanding Insider Threats

Nick B. Blume & Nikolaj Jgrgensen

June 3, 2025

AALBORG UNIVERSITY
DENMARK



AALBORG UNIVERSITY
STUDENT REPORT

Title:
A Gamified Experience:
A CTF Approach to Understanding

Insider Threats

Theme:

Thesis Project

Project Period:

4th Semester

Project Group:
1012

Participant(s):
Nick Blume

Nikolaj Jgrgensen

Supervisor:

Lene Tolstrup Sgrensen
Co-Supervisor:

Jens Myrup Pedersen
External Partner and Contact:

Campfire Security - Kristian Larsen

Copies: 1

Page Numbers: 146

Date of Completion:
June 3, 2025

Department of Electronic Systems
Aalborg University

http://www.aau.dk

Abstract:

This Thesis Project explores the design and implementation of a Cap-
ture the Flag (CTF) module focused on insider threats. In collabo-
ration with Campfire Security, the project creates an insider threat
CTF module tailored specifically for cybersecurity novices with lim-
ited to no prior experience. Drawing on established cybersecurity
frameworks, academic literature, and insights from an interview with
a seasoned cybersecurity professional, the project delivers structured,
grounded and interactive learning material to cybersecurity novices.
The development process was further informed by an analysis of some
of the existing educational CTF platforms, including Campfire Secu-
rity’s own platform, which was used to host the CTF module. The
resulting module was tested on a small sample group to collect quali-
tative feedback on its usability and the user’s experience and engage-
ment. Findings suggest that participants preferred the interactive,
gamified nature of the CTF format over traditional teaching meth-
ods. Furthermore, the results showed indications that the CTFs can

serve as an e [edtive tool for cybersecurity training and to introduce

complex cybersecurity topics such as insider threats to novices.

The content of this report is freely available, but publication (with reference) may only be pursued due to agreement with the

authors.
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Preface

Use of Generative Al

Generative Al seems to have taken hold of a wide range of industries, including academic pursuits. Debates
regarding how and to some extentif generative Al is to be used in academic work is pertinent to this project.
With the goal of following good academic practice and being open and transparent, this section will present how
generative Al was utilized. The presentation is shaped by the AAU guidelines presented on their website [1].
Neither the module nor the semester description presents explicit declaring statements regarding the use of Al,
therefore the default permissive state is assumed for this projectAt AAU you are permitted to use generative

Al on a par with other aids unless your module- or semester description states otherwis¢1].

The speci ¢ model utilized in the project is the OpenAl ChatGPT 04-mini-high model, with the capabili-
ties it had in the spring of 2025. The model is self-proclaimed'Great at coding and visual reasoningf2]. It is
deemed out of scope for this paper to explore the capabilities of the given model any further, as it would likely

be an extensive task without much added valuable insight.

OpenAl provides a convenient feature to share conversations. Conversations can be inspected by clicking

the following links. The contents of each conversation will be unpacked after presenting the links.
Conversation 1 (Image generation): https://chatgpt.com/share/681b3f8b-936¢c-8006-9d15-abc33c860c3b

Conversation 2 (Developing HelpDesk browser game): https://chatgpt.com/share/681b3 a-fcc8-8006-
8fe5-324931127f38

Conversation 3 (Developing Zelda-like browser game): https://chatgpt.com/share/681b4034-db10-8006-
aaca-e0e4237383be

Note that the content of conversation 3 was eventually not included in the report, but is included in the overview

above for the sake of transparency.

Purpose and scenarios for use

The use of generative Al in this project is limited to; generation of- and feedback on- ideas and structure, and
for image generation and scripting help in developing browser based challenges. Each use case will be explained
in more detail in the following. For image generation, we decided to utilize the capabilities of the Al to gener-
ate images which are used in scenario based learning situations. For example, we desired to have a challenge
regarding the issue of an employee being tailgated and used the Al to generate images for us; see Conversation
1 for the speci ¢ images and prompts. Image generation is, as with most uses of generative Al, heavily debated
with regard to issues such as potential copyright infringements and misusing the intellectual property of artists
whose material has been used for training. Our understanding of the debate led us to the conclusion that our
non-commercial and academic use case allows us to use generated images in an ethical manner. For scripting
help in creating the browser based games, we speci cally used the model to get our development started on the

games. As neither of the researchers has much training in html based scripting, and the fact that our academic



pursuit here does not entail us learning html scripting, our assessment was that using generative Al for this
purpose is both ethically and academically defendable. Regrettably, for the one-o type of feedback prompts,
where we prompt the Al for tips on rewriting paragraphs and provide input to structuring the paper, we did

not save the conversations, and can therefor not present them here. As a mitigating factor, in order to follow
good academic practice, we will present a few examples of how and why the generative model was used for
input and feedback. Generative Al was utilized as it can propose di erent angles on encountered problems,
and acted as a cooperative partner in brainstorming sessions with the researchers. Three examples of use: 1.
Finding ourselves struggling to formulate a speci c paragraph, we would provide the paragraph as-is to the Al
model, with a prompt to provide tips and guidance on how to increase the readability and clarity of the text.
Example 2., in line with using the Al as a brainstorming partner, we utilized its capabilities when creating
scenarios for challenges. Having for example made four scenarios for social engineering, we prompted the model
for more ideas and angles which we then used to esh out additional scenarios. Example 3., with a vague idea
on what we wanted to include in our background section, but not feeling con dent that the section would feel
complete, we provided a prompt with the sub-headlines and a few bullet points of potential content and asked

for suggestions for improvement.

The above clearly states that Generative Al was used to generate text. An important distinction is, that
none of the generated text was directly inputted in the project. Further, we would like to stress that great con-
sideration was given as to not disclose copyrighted material, personal data, con dential data, nor information

or knowledge which could implicate Camp re Security or others.
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1 Introduction

As cyber threats continue to evolve and become more prevalent in daily life and in modern society, there is
a growing need for fundamental cybersecurity knowledge. This report explores the use of Capture The Flag
(CTF) exercises as a gami ed approach to cybersecurity.

In collaboration with Camp re Security, this project set out to design and develop a CTF module. Camp re
Security is a company that in 2023 grew out of research done at Aalborg University on optimizing cybersecurity
education [3]. Their goal of pioneering gami ed learning experiences and developing cutting-edge platforms
is backed by the focus on relevant research in the eld, a focus on gami ed learning, and the dedication to
collaborative growth. Through their course platform[4], see subsubsection 3.4.3, they aim to deliver hands-on
and tailored learning experiences. This partnership has played a key role in shaping the direction of this report
and establishing its focus on the development of a CTF module. Camp re Security allowed us to use their
learning platform to host our CTF module, and we were given permission to work with the templates designed
for Camp re Security's platform. This helped provide a sca olding for our CTF and also allowed us to test our
material in their development environment, and also in their production environment.

Throughout the collaboration both parties emphasized regular meetings with clearly stated objectives that were
to be completed for each meeting. Some meeting were physical, most were conducted via Teams and coordinated
via Outlook.

The regular meetings allowed for rapid iterative brainstorming and prototyping. Thus minimizing wasted e ort,

as potential mis-alignment or misunderstandings were quickly corrected in the tight feedback loop. This process
helped us narrow our topic and target audience. The topic chosen for the module was insider threats, and the
target audience was determined to be cybersecurity novices, people with limited prior knowledge of cybersecurity
and insider threats. This focus on novices is grounded in the principle "As weak as the weakest link", or "security
is only as strong as its weakest point", which emphasizes the importance of raising baseline within organizations

and society. This leads to the following primary objective and research question:
RQ: How can CTF be leveraged to inform cybersecurity novices about the fundamentals of insider threats

Alongside the research question, a sub-research question emerges:

SubRQ: How is CTF a relevant concept for teaching cybersecurity?

Answering these research questions will result in the development of a CTF course on insider threats. Research
is naturally constrained by the context of the project and collaboration with Camp re Security. As such, other
pedagogical approaches for teaching cybersecurity to novices will not be explored; this report assumes CTF as
the primary method of instruction.

In addition, the report will have the material tested by a small test group to acquire insights and feedback, and
re ections on potential points of improvement.

The paper is structured as follows: it begins by exploring the concept of insider threats in section 2. Next,
section 3 introduces CTFs as a concept, along with gami cation, ow, and design principles that would help in
the creation of our course material. The section concludes with three reviews of existing CTF platforms that

focus on teaching, including Camp re Security's platform, which is used to host our CTF module. In section 4,
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we describe our methodology used to answer the established research question; how we conducted interviews,
approached the creation of the CTF module, and planned the testing and feedback process. section 5 presents
the results of said interviews, section 6 exhibits the course material we developed, and section 7 reviews the
testing process and the feedback received. Finally, in section 8, we share our thoughts and re ections and end

with the conclusion in section 9.
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2 Insider Threats

2.1 De ning Insider Threats

De nition and taxonomy

Firstly, the term "Insider Threat" needs to be de ned and scoped, Microsoft de nes an Insider as:

"An insider is a trusted individual who has been given access to, or has knowledge of, any company resources,
data, or system that's not generally available to the publi¢5].

While CISA (Cybersecurity and Infrastructure Security Agency) de nes an insider as:

"An insider is any person who has or had authorized access to or knowledge of an organization's resources,
including personnel, facilities, information, equipment, networks, and systems.[6]

Even if they vary a bit, the underlying meaning remains that an insider threat is an insider that poses a threat

to their company or organization. According to the de nition from CISA[6], there are di erent types of insider

threats. The types are as follows:

Unintentional Threat

Negligence: These threats stem from carelessness, and negligence[6]. A simple example of this could
be when an unauthorized person gains access to a company by walking closely behind an authorized
individual or group[6]. Inadvertently, the group or individual becomes an unintentional insider of
this type. This scenario is often referred to as "piggybacking”. In short, piggybacking occurs when an
unauthorized individual enters a building or system by exploiting human tendencies, such as being
helpful. A ‘friendly’ gesture, such as holding the door open for someone, can pose as a security risk
if the person's authorization is not validated or veried. Another example could be an employee
postponing security updates or updates in general because it feels like an inconvenient disruption to
their work. Although this may not have been done with the intent to harm the company or create a

security risk, but an intent for e ciency, it could still create a security risk for their company.

Accidental: These involve accidents, such as clicking a link in a phishing or spearphishing email,
typing the recipient's email incorrectly, etc. It is important to note that these do not include care-
lessness, but are genuine mistakes or accidents. While the intent is not malicious, and accidents
happen, they are still considered a security risk and are quali ed as a type of unintentional insider
threat. An example of this could be the accidental sending of con dential or sensitive information

to an unauthorized individual[6].

Intentional Threats:

These are also known as a "malicious insider [5]. Intentional threats involve actions that are deliberately
intended to harm the organization, at some level[6]. They are often driven by personal gain, grievance, or
other personal reasons, such as ethics or moral beliefs. An example could be an employee taking a client list
and using it to gain leverage for a new position at another company, which harms the current employer but
bene ts the individual. Another example might be a terminated employee who feels dissatis ed and seeks
revenge by leaking sensitive information, sabotaging company equipment, harassing coworkers, stealing

data or intellectual property from the company. Lastly, it is worth noting that espionage is also contained
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within this "Intentional Insider Threat"[6].

Other Threats

Collusive Threats: Collusive threats are described as a subset of malicious insider threats, where
one or more insiders work with an external threat actor to compromise an organization[6]. These
are often where the threat actor "Cybercriminals" recruit insiders, to enable fraud, theft, or/and
espionage|6].

Third-Party Threats: involve third-parties, like vendors or contractors who are not formal employees

of the organization but have been given some level of access to company resources, such as its facilities,

systems, network or people to complete their work[6].

While Microsoft de nes four types of insider threats, "Accident", "Negligence", "Malicious", and "Collusion"[5],
these can align well with CISA's insider threat types. To elaborate "Accident" and "Negligence" correlate with
"Accidental" and "Negligence" under the "Unintentional Threats". Microsoft's "Malicious" correlates with CISA's
"Intentional Threats" and Microsoft's "Collusion" ts with "Collusive Threats" under "Other Threats" in CISA's

de nition. However, "Third-Party Threats" are present in the de nition from CISA, but it does not appear in

the Microsoft's four types of insider threats. This might be due to di erences in scope, as the "Third-Party
Threats" could be considered a form of supply-chain attack. A supply chain attack occurs when an adversary
uses a third party to gain access to the systems, data, networks, etc. of a target organization. The attacker
compromises a trusted third party, which has legitimate access to the organization's infrastructure or soft-
ware, and exploits this access to disrupt or attack the target company. While this is purely speculative, it would

explain why a type correlating to "Third-Party Threats" is not present in Microsoft's de nition of insider threat.

Interestingly, the Ponemon Institute and DTEX's "2025 Cost of Insider Risks Global Report"[7] have another
type of insider threat, "Outsmarted”, as seen in Figure 1, while the other types look similar, "Mistaken" being
"Accidental", the "Outsmarted", arguably would fall under the "Accidental" or "Negligence" type in the CISA
and Microsoft de nition. However, in this de nition an "Outsmarted" Insider threat is an unintentional insider,

who causes harm by being reasonably outmaneuvered by an attack or adversary[7]. This seems reasonable
because it does not fall under the carelessness of negligence, nor would it be considered accidental(mistaken).
This potentially introduces more nuance into the data, as it can account for something di erent, such as new
attacks, strategies, and technologies that could be considered novel, or even the "rst" of their kind. Such
scenarios could potentially provide a false representation of Insider threats, since they would be considered an
unintentional(Non-malicious), but would neither be "negligence" nor "accidental". Therefore, having an "Out-
smarted" category seems reasonable, since it could help provide more detail, and the data and information

would be more reliable.
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Figure 1: From the "2025 Cost of Insider Risks Global Report" by Ponemon institute and DTEX [7, p. 5].

Empirical rami cation of Insider Threats

In the "2025 Cost of Insider Risks Global Report"[7], a total of 8,306 IT and IT security practitioners were
interviewed[7]. The report presents some key ndings. A total of 7,868 insider incidents were reported, an
average of 23 insider incidents per company. 57% of the companies experiencing between 21 and more than 40
(21-40+) incidents per year. However, this is still an improvement compared to previous years. In 2023, 71%
of the companies experienced between 21 and more than 40 incidents per year, and in 2022 it was 67% of the
companies[7]. In the 2025 report, 45% of the interviewed reported that they felt the funding allocated to insider
risk management was inadequate[7]. The 2025 report also presents an overview of the average annual cost of
insider security incidents, which is $17.4 million (USD), with the previous years averages being, $16.2 million

in 2023, $15.4 million in 2022, and $11.6 million in 2019[7]. The average time to contain an insider incident has
been reduced to 81 days in 2025, from the previous 86 days in 2023, this is a good sign since the longer it takes
to resolve an insider incident, the more it will cost. The average cost if an insider incident takes less than 31

days to contain is $10.6 million, and $18.7 million if it takes more than 91 days[7].

The "Verizon 2024 Data Breach Investigations Report”, or DBIR, by Verizon[8] consists of 30,458 real se-
curity incidents, where 10,626 were con rmed data breaches, with victims from 94 di erent countries[8]. The
2024 DBIR report, reports that 68% of all the breaches were caused from a non-malicious "human element"[8],
meaning unintentional insiders, this is more than 2/3 of all breaches represented. Out of all the breaches 28%
of them involved errors, 15% involved a third-party (including software vulnerabilities), and out of the 3,661
social engineering breaches in the report, 73% were from phishing, or pretexting via email[8].

Pretexting involves creating a false story or scenario to gain the trust of the victim, with the goal of manipulat-
ing them to reveal con dential information, download malware, transfer money to criminals, or cause harm to
themselves or their organization[9]. These reports and their statistics provide a solid overview of the importance,
impact, and cost of insider incidents and threats. Companies also spend more on insider risk management than

previously[7], and 81% of the companies how have an insider risk management program[7], which is great, but
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also indicates just how impactful insider threats are on organizations.

2.2 Frameworks for Insider Threats

From the previous presentation on de ning insider threats, see subsection 2.1 - it is clear that no single discipline

or approach will ever fully encompass the risks posed by insiders.

CISA's de nition of an insider is: "[...] any person who has or had authorized access to or knowledge of an
organization's resources, including personnel, facilities, information, equipment, networks, and systems.[6]
exempli es that insider threat risk management exists in an intersection of governance, technical controls, and
even behavioral science. With such a diverse intersection of responsibilities and perspectives, it is unlikely that
a single standard or framework can encompass all relevant factors. Depending on the stakeholder and their
responsibilities, a framework designed to capture their speci c slice of the problem space is likely to be optimal.
For executive level decision makers, a macro view and framework, which links insider risk to enterprise wide
governance structures, is more relevant than concrete tactics, techniques, and procedures (TTPs) that might
be the focus of the blue team security analysts. Accepting this plurality when designing learning material on
the topic is a prerequisite for an academically rigorous and practically useful treatment of the topic.

Therefore, this section presents various industry recognized ways of conceptualizing insider threats. The order
of the frameworks is not random; rather, they are presented such that the section moves from the strategic
minded frameworks to more and more tactical framings of insider threats. For the sake of readability, a high-
level overview of the section will be presented in the following bullet points, after which the reasoning for each

framework is presented.

1. NIST Cybersecurity Framework 2.0 Provides an enterprise level governance framework. Note: Was

eventually removed from the paper; see reasoning below.

2. CISA Insider Threat Mitigation Guide Provides a program level blueprint and introduction to the

Critical Pathway to Insider Risk

3. CERT Common Sense Guide (7th Ed.) Provides 22 evidence based best practices for combating insider

threats. Note: Was eventually removed from the paper; see reasoning below.

4. G-Research Insider Attack Matrix  Provides a kill chain for insider threat incidents. Note: Was eventually

removed from the paper; see reasoning below.

5. MITRE Insider Threat TTP KB v2.0 - Provides tactics, techniques, and procedures known to be used by

insiders

The removed sections can be seen in Appendix A.1.

First of the NIST Cybersecurity Framework 2.0 (CSF)[10] was intended to be used as it would provide an

enterprise level framing of insider threats, recognizing the importance of e ective governance structures for
any successful cybersecurity program. The framwork was eventually removed from the CTF modules due to a
partial overlap with CISA Insider Threat Mitigation Guide and a realization that if our course were to speak

to a broad spectrum of novices, the amount of detail we could use from NISTs Framework would be very little

and only touch on the elements on a high level. From there, theCISA Insider Threat Mitigation Guide [11]

6
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will be presented, as it adds program level depth to the governance considerations. Next, th€ritical Pathway

to Insider Risk (CPIR)[12] brings a behavioral perspective to bear, describing personal predispositions past
insiders have demonstrated and how triggers and stressors increase insider risk. Progressing steadily toward a
more tactical perspective, theCERT Common Sense Guide 7th Ed[13] was intended to present 22 best practices
for mitigating insider threat based on research and analysis of more than 3000 insider threat instances. It was
eventually removed from the paper and CTF modules as the best practice recommendation overlaps with some
of the recommendations from CISA Insider Threat Mitigation Guide, at least to the extent we would use them.
Second to last, theG-Research Insider Attack Matrix [14] would have been used to present a modi ed Lockheed
Martin Cyber Kill Chain which presents a way to conceptualize critical points and opportunities to mitigate
insider threats. Due to the frameworks focus on intercepting or disrupting a kill chain, it was removed, as it
presents a perspective on insider threats which was deemed out of scope. LastMITRE Insider Threat TTP
Knowledge Base v2.0.015] provides speci ¢ TTPs used by insider threats, which defenders can use to simulate

insider scenarios and install adequate defenses.

The goal of the following section is not a full encyclopedic coverage of each of the frameworks. Rather, the
objective is to illuminate each perspective provided by the individual framework and how that informs the

creation of learning material on Camp re Security's platform.

2.2.1 CISA Insider Threat Mitigation Guide

Published in November 2020, CISA's Insider Threat Mitigation Guide (henceforth; the Guide)[11] is a compre-
hensive document which aims to provide an actionable framework for the establishment and maintenance of
an insider threat mitigation program. The Guide de nes four speci ¢ phases for such a program:De ning the
Threat, Detecting and Identifying the Threat , Assessing the Threat and Managing the Threat. The objective
of these established program are to!'understand the insider's interaction within an organization, monitor that
interaction as appropriate, and intervene to manage that interaction when it poses a threat to the organiza-
tion"[11, p. 23, emphasis added]. Notably, the Guide stress that the objective is to be accomplished while

addressing three core principles:
Promote a protective and supportive culture within the organization
Safeguard organizational valuables, including privacy, rights and liberties
Remaining adaptive to organizational changes including risk tolerance levels

The three core principles are symptomatic for the approach taken toward insider threat mitigation program
management in the guide. It stresses the importance of shaping culture and highlights how the well-being of
organizations' employees or members should be a consideration. This is echoed in principle two, where orga-
nizational valuables is not limited to intellectual property and assets, but include privacy, rights and liberties.
Lastly, but perhaps most critically, its highlighted that insider threat mitigation programs are in constant ux

and should be adapted to the changing circumstances, including organizational changes and development in in-
sider threat attack vectors. Crucially, CISA frames the program as a mechanism tchelp peopleavoid mistakes:

not an aggressive enforcement or “gotcha' programme.[11, p. 5].
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A distinctive feature of the guide's Detect & Identify phase is its adoption of theCritical Pathway to Insider

Risk (CPIR) model as a behavioral lens, shown in Figure 2.

2.2.2 Critical Pathway to Insider Risk

Figure 2: CISA's adaption of CPIR[11]

Originally by Shaw & Sellers (2015), and more recently retouched by Lezenweger & Shaw (2022), the CPIR
model views insider risk as an accumulation and development of four factors that lead to the hostile actper-
sonal predispositions(psychiatric conditions, personality, social issues etc.)stressors(personal, nancial etc.),
concerning behavior (interpersonal, travel, etc.) and problematic organizational responses(inattention, inade-

guate risk assessment, etc.)[11, p. 42].

The guide expresses the pathway with concrete example like;nancial need , "Demotion or failure to achieve
anticipated advancement/promotion”, "Involvement with individuals or groups who oppose core beliefs or values
of the organization". An important quali cation for the examples and the model itself, can be found in Lezen-
weger & Shaws 2022 revisits to CPIR where it is stressed that while the model seems linear, each step interacts
with one another. Particular focus is placed on the organizations response, i.e. thproblematic organizational
responses(named "maladaptive organization response" in the 2022 article). It is made clear that at any point

in the CPIR, the organizations actions can either alleviate or exacerbate an insider risk[12].

In terms of technical indicators, the guide provides high level generic indicators, such a®Direct correspondence
with competitors” or "Unauthorized con guration le changes or permission changes.' The technical indicators
are explicitly stated as to be a generic structure and a starting point for an organization's construction of actual

technical implementations.

From the guide it becomes abundantly clear that managing insider threats is a vast sociotechnical undertaking
which has interaction with a wide range of organizational structures, from HR, legal, management and security

teams monitoring for speci c indicators.
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2.2.3 MITRE Insider Threat TTP Knowledge Base v2.0

The nal step in the presented strategic to tactical continuum is the Insider Threat TTP Knowledge Base
[15]. Version 2.0 was released in March of 2024, and is maintained by MITRE Engenuity's Center for Threat-
Informed Defense. The knowledge base is explicitly presented as an emerging and developing resource aiming
to advance the understanding of the technical mechanisms that insider threats employ. It does so through the
MITRE vernacular of Tactics, Techniquesand Procedures(TTP) mapped to the ATT&CK matrix. The TTPs
presented in the knowledge base are all based on documentation of actions that insiders actually did in insider
incidents. Tactics refers to the overarching goal or behavior of a threat actor. As an example of the vernacular;
the tactic Persistencehas (at the time of writing) 23 techniques associated, includingAccount manipulation, as
that is a technique which can achieve the tactical goal ofPersistence When investigating the technique, the
ATT&CK matrix shows procedure examples, mitigation strategies (eg. M1032 Multi-factor Authentication) and
relevant datasources and components (Active Directory Object Modi cation) for detection of said technique.
When these are mapped, a so called green = seen -chart can be produced [16] - see Figure 3. This gure shows
all the TTPs currently in the Insider Threat TTP Knowledge Base and, as such, demonstrates all the known

technical indicators used by insiders, based on the work done by MITRE.

Figure 3: The green = "seen -chart for insiders [16]. For larger image see Appendix A.2

Further, for each of the techniques, it is possible to extract speci ¢ guidance on how to both mitigate and detect
the technique. Beyond the green = seen"-chart, the information used to generate it can be extracted as JSON
(and other formats), which makes the data easily ingestible in other tools and work ows. For an organization,
it also gives the possibility of mapping their known mitigations and detections against the known insider threat
TTPs, allowing for the creation of a heat map indicating where the organization might be lacking in detection

capabilities or conversely where they are particularly strong.

The knowledge base is, of course, not without limitations. They openly acknowledge that some information
might get lost in translation when they analyze the submitted events which feed their TTP mapping. Further,

the human factor as they call it, is an area for growth [17].
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The human factor is scoped into what MITRE calls Observable Human Indicators (OHI), which is their attempt
of creating objective or quanti able facts about an insider. The OHls include factors such as; did the subject
have elevated privileges, the subjects' time at company, the subjects' government security clearance level and

others.

With the open acknowledge of its limitations, it is clear that while enormously tactical in nature, the In-
sider Threat TTP Knowledge Base is not an one-stop-shop for insider threat mitigation. Combating insider
threats is an exercise done at multiple strategic and tactical levels, and across functions from management, HR,
legal, security and others. The following section will brie y summarize how we envision these frameworks to

inform our approach to teaching the very complex and diverse subject of Insider Threats.

2.3 Insider Threat Analysis as a Work Role

In this section, the NICE Workforce Framework for Cybersecurity will be presented[18]. The framework pro-
vides a standardized way to describe the work being done when performing insider threat analysis. It will
provide the nomenclature of Knowledge, Tasks and Skills associated with insider threat analysis, and will be

used as a guide for when we design the course material.

The "NICE Workforce Framework for Cybersecurity” is developed the National Institute of Standards and
Technology (NIST) [18]. The framework presents a standardized approach to describing cybersecurity work and
workers, across both public, private and academic sectors. By its standardized approach and common taxon-
omy, the NICE framework enables stakeholders like employers, educators and policymakers to have a common
language when describing the tasks, skills and knowledge required by the cybersecurity practitioner.

The framework is structured into ve overarching Work Role Categories which each represents a distinct aspect

of cybersecurity work. The Work Role Categories are presented in Figure 4.

Figure 4: Work Role Categories as per the NICE framework [19]

The work role categories are further sub-categorized into 52Vork Roles, which are groupings of work which
an individual might be responsible for. To demonstrate the types of work roles, the following list contains an

example work role for each of the work role categories, presented in the format [Work Role Category]:[Work

10
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Role].

Oversight and Governance (OG): Cybersecurity Policy and Planning
Design and Development (DD): Enterprise Architecture
Implementation and Operation (I0): Systems Security Analysis
Protection and Defense (PD): Insider Threat Analysis

Investigation (IN): Digital Evidence Analysis

For each of the de ned work roles, the framework presents a unique set ofask, Knowledge and Skill statements
(TKS statements) which are associated with the e ective performance of said work role [20]. Currently, the
framework has 2,200+ TKS statements, and as such only a choice few will be presented here as examples. Both
Tasks, Knowledge and Skill statements share a format consisting of a unique identi er in bold and descriptive
name; fidenti er ]:[descriptive name].

The relation between TKS statements is that while the Tasks describes the work needed to be done, the
Knowledge and Skill statements represents an individuals potential to perform said Task. Figure 5 represents

the relationship between the three statement types visually.

Figure 5: Relation between TKS statements

A Task is to be understood as an activity which has the aim of achieving an organizations objectives. For the
work role "Insider Threat Analysis" an example Task could beT1974: Conduct insider threat risk assessments
In order to conduct such a Task, a practitioner requires both Knowledge and Skill. A Knowledge statement
within the nomenclature of the NICE framework represents a retrievable set of concepts from memory, ie. it
is knowledge you know and can remember. An example Knowledge statement could B€0678: Knowledge of
privacy laws and regulations Lastly, Skill statements represent the ability to perform a given action, as an

example: S0890: Skill in performing threat analysisdemonstrates a relevant Skill statement.

To demonstrate the relations between TKS statements, consider the following example. An organization wishes

to actively develop an insider threat investigation process. Using the NICE framework and its components,

11



Thesis Project - N.Blume & N.Jgrgensen Cyber Security - Aalborg University

retrievable from the website !, the organization identi es the Task T1997: Develop insider threat investigation

plans, correspondingly they identify the Knowledge and Skills needed to perform said Task;
~ K0909: Knowledge of abnormal physical and physiological behaviors
~ K1257: Knowledge of insider threat policies and procedures
" K1270: Knowledge of suspicious activity response processes
~ K1273: Knowledge of threat investigation policies and procedures
~ 80477 Skill in identifying anomalous activity

With all three statements clearly de ned, communication between relevant stakeholders can align, allowing for

development of appropriate training programs or indeed a targeted hiring process.

Lhttps://www.nist.gov/itl/applied-cybersecurity/nice/nice-framework-resource-center/nice-framework-current-versions

12
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3 Whatis a CTF?

Having looked at the complexities of insider threats, including de nitions, and established frameworks such
as the NICE framework, the NIST Cybersecurity Framework v2.0 and the CISA Insider Threat Mitigation
Guide. To shift the focus towards educational strategies, this section will delve into the concept of CTFs and

its potential for gami ed learning within the cybersecurity context.

CTF is a well known concept, traditionally originating from games, but has been widely adopted in the eld of
cybersecurity. In cybersecurity, a CTF is a hands-on challenge, where the goal is to solve a specic task and
obtain the ag. Usually, the ag is a unique string of text that serves as proof of the successfully completing
the challenge. CTF is a gami ed way to learn and test security skills. CTFs come in various formats, but for
explanatory purposes, the focus will be on the two broad categories, competitions or events, and platforms.
Within CTF competitions, Jeopardy and Attack-Defense are two common types of CTF[21].

Jeopardy-style CTFs present participants with multiple challenges, often across di erent categories such as
Web, Crypto(Cryptography) and Forensics. Participants work individually or in small teams, depending on the
event. Each solved challenge awards a certain amount of points. At the end of the event, the participant or
team with the highest total score is declared the winner[21].

Attack-defense involves teams competing in both o ensive and defensive cybersecurity tasks. Each team is
assigned a vulnerable service that they must protect while they also attempting to exploit the other teams'
services. Points are awarded for both defending their own service and successfully attacking opponents[21]. By
the end of the event, the team with the most points accumulated is the winner. A well known example of this
format is the DEF CON CTF[21]. Competitions are time-limited, meaning that they have a clear start and end
date and are inherently competitive. Competitions also usually only use new CTF challenges, to ensure fair
competition. While CTF platforms can include competitive elements, like leaderboards and ranking systems,
they do not necessarily impose strict time constraints. CTF platforms o er their challenges and services to
users to continue testing, learning, and practicing their knowledge and skills at their own pace. They vary in
structure and purpose, so o er di erent experiences. Rules such as "No solution sharing" can foster a more
competitive environment, where users are challenged to nd solutions independently. Successfully completing
a challenge in such a setting can be seen as an achievement and a demonstration of skill. An example of such
a platform is HTB(Hack The Box). HTB's 6th rule "Content Sharing and Publication Guidelines"[22], restricts
the sharing of solutions for certain challenges, and if violated is a breach of their terms of service[22]. However,
other CTF platforms provide solutions, step-by-step guides, or links to write-ups that explain and go through
the thought process behind solving each challenge. These platforms serve a di erent purpose; these often have a
more educational focus. Platforms with a heavier focus on teaching and developing knowledge and skills usually
presents the user with information on the given topic, and the knowledge needed to complete the challenge,
or where to get it, so the user will have an idea of how they can proceed with the challenge. For example, a
challenge might require the user to scan a network. Before starting, the user would be given a brief introduction
to Nmap, a popular network scanning tool. These platforms encourage learning by presenting the information

and allowing users to attempt the challenges at their own pace, and if they get stuck, o ers the user guidance
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to help solve and overcome the challenge, this can help reduce frustration when not being able to complete the
objective. The main focus of these platforms is not necessarily the display of skill, but rather the learning and

development of skill.

3.1 Gami cation

Beyond the basic structure of CTFs, a key element contributing to the e ectiveness of CTFs as a learning tool

is gami cation.

Gami cation is the method of using game elements, in a non-game context. Various elds and systems, such
as CTF, leverage gami cation for di erent reasons, motivation, engagement, enjoyment are some of the things
that gami cation can in uence and improve[23]. In gami cation, some of the common game design elements

are:

Goals/Objectives: Clearly de ned objectives give the user direction and purpose[23]. Clear, de ned goals
also help with motivation and maintaining it[23]. In gami cation, both short- and long-term goals should

be incorporated, to facilitate the potential of ow.

Points: Points are used to reward user actions and quantify performance[23]. They provide immediate
feedback, encourage repetition, and can serve as a basis for competition[23]. Points are typically auto-
matically assigned after completion of prede ned objectives, with all users receiving the same number of
points for the same task[23]. In CTFs, for example, points are awarded after completing a challenge by

retrieving the ag and submitting it.

Leaderboards enables users to compare their performance with others. Leaderboards are an element
of competitive game design[23]. The ranking within a group of peers can strongly motivate participants
to increase their activity to earn more points and improve their ranking. However, while leaderboards
can boost engagement and motivation, their design must be carefully considered, as they can also be

discouraging for users[23].

Redeemable points act as a currency within the game or system and can be used to purchase virtual or
real goods[23]. For example, in the HTB Academy, the points earned from completing modules also serve

as the currency to unlock modules.

Rewards. Reinforces user behavior by providing compensation for completing actions and reaching goals.
Examples include badges and points. Badges appeal to the user's desire for collection and completion.

Rewards may be xed, progressive, or randomly assigned[23].

Feedback continuous and timely feedback plays a critical role in gami ed systems[23]. It often appears

as visual signals and cues, such as earning points, unlocking badges, or displaying progress bars[23]. '

Narrative/Story : Adding a storyline or thematic context can enrich the user experience by providing
meaning and emotional engagement. Narratives can help frame goals, connect users to the experience and

increase motivation and engagement[23].

Gami cation o ers a valuable framework for boosting motivation, engagement, enjoyment, involvement, and

user experience[23]. Building upon this, the concept of ' ow' represents a further step in optimizing the learning
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experience within CTFs, as it is a highly desired outcome in gami cation in general[23].

3.2 Flow

Flow is de ned as the state of optimal experience in positive psychology[24]. Flow is a psychological state of
mind in which a person is fully absorbed in an activity, loses track of time, and experiences a deep sense of
enjoyment, focus, and energy[24]. Itis as if time ies while engaged in the task, leaving the individual completely
immersed in the experience. The concept of ow was introduced by the psychologist Mihaly Cskszentmihalyi,
who describes ow as"There is a common experiential state which is present in various forms of play, and
also under certain conditions in other activities which are not normally thought of as play. For lack of a better
term, | will refer to this experience as ow. Flow denotes the holistic sensation present when we act with
total involvement. It is the kind of feeling after which one nostalgically says: that was fun, or that was
enjoyable. It is the state in which action follows upon action according to an internal logic which seems to need
no conscious intervention on our part. We experience it as a unied owing from one moment to the next, in
which we feel in control of our actions, and in which there is little distinction between self and environment;
between stimulus and response; or between past, present, and future [..ffom "Flow and the Foundations of
Positive Psychology"[24, pp. 136, 137].

Hence, the state of ow is a desired outcome in games, and in gami ed systems like CTF. There are certain

conditions to enable a potential ow experience [24].

A challenge with a demand for action, the challenge has to be an active activity, challenging and demand

the user to use their skills

The challenges di culty has to match the users skill(see Figure 6), if di culty and users skill does not

align either the user moves into boredom or anxious, and out of the space ow can exist.

Clear, well de ned goal(s) - knowing exactly what needs to be achieved is essential to give purpose and

direction.

Feedback - Receiving immediate and unambiguous information about the performance. Both positive and

negative feedback can be useful.

Focus of Attention - The user has to be focused on the challenge, it is important in both entering and

maintaining ow.
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Figure 6: Flow Chart, a recreation of the original from "Flow: The Psychology of Optimal Experience"[25, p. 74]

When in ow people feel enjoyment, a sense of control, and the experience/activity is enjoyed intrinsically,
meaning they enjoy the activity for its own sake. They become fully absorbed and involved with the activity,

to the point of forgetting time, fatigue, and everything else except for the activity itself, to the point things
outside the interaction fails to enter awareness. They are in deep concentration, and can become oblivious to
their surroundings. There is an experience of having action and awareness merge, meaning there is little, if any
delay from thought to action. These are some of the common sensations associated with being in ow. CTF,
events and platform can facilitate ow. Having a challenge presented that is challenging and correlates with
the users skill, is exactly also what a CTF can do. CTFs can ful ll every criteria presented to reach ow. If

a challenge is neither too easy, or di cult, the is exactly a place where ow exist(see Figure 6). While being

presented with too easy or di cult challenge can push result in boredom or anxiety as seen in Figure 6.

3.3 Design

Having discussed the concepts of gami cation and ow, the next topic focuses on the underlying design principles
that contribute to creating an intuitive user experience. Since the objective is to create a CTF module about
insider threats, it is appropriate to consider some basic design principles. These can help facilitate a better user
experience and o er guidance on how to create the CTFs visually.

The design principles are: Visibility, Feedback, Constraints, Consistency and A ordance. Visibility refers to
how easily users can perceive available functions or actions within an interface[26]. Functional elements should
be clearly visible and indicate what actions can be taken[26]. If a function is not intended for use, it should
be less prominent or hidden altogether[26]. Buttons are a good example of visible functions, they signal to the
users that an action is possible. Feedbackrefers to providing users with information that re ects what they
have done or can do within a system[26]. For example, when a user hovers over a button, it may change color
or size slightly to indicate that it is interactive. Similarly, there should be clear visual, auditory etc. feedback
after the button is clicked to con rm that an action has been performed. Constraints refer to limiting the ways

in which interactions can happen, helping to guide the correct actions and prevent potential errors[26]. By
reducing the number of possible actions and options at any given moment, constraints help minimize confusion
and prevent mistakes[26]. For example a button turning gray indicates that the functionality is currently

unavailable. Another example is how ags in CTFs are handled in Camp re's platform. The ags must follow
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the format "FIRExxx", where xxx is the unique ag. These are both examples of constraints, and can reduce
the likelihood of errors.

Consistency refers to keeping things similar[26]. Operations and elements are uniform across a system or
multiple systems, allowing users to predict and learn how things work more quickly[26]. An example is when
looking at les in a le archive on the computer, every le is shown similarly but might be of a di erent le
type. Another example is the ags format, such as always following the FIRExxx format when handed in. It
also lowers the cognitive load by allowing users to apply what they have learned in one part of the system to
other parts, or even to di erent systems. A ordance refers to the attributes or properties of an object that
suggests how it can be used[26]. In interaction design a ordance speci cally refers to the visual or physical
attributes that indicates how a user can interact with an object[26]. It helps users understand possible actions
without needing instructions[26]. For example a button a ords clicking. When it looks raised or has a shadow,
it implies it can be pressed, these are some visual cues that signals the button's a ordance.

These principles will help guide the development of our CTF module, particularly the interactive, hands-on

challenges, by making the design and interaction more intuitive to enhancing the overall user experience.

3.4 CTF in an Educational Context

With a better understanding of the fundamentals of CTFs and gami cation, and how design principles can help
create a better user experience this section now explores the use of CTFs in an educational context.

The paper "Advantages and challenges of using capture-the- ag games in cyber security education"[27] is a
narrative literature review that explores the viability of using CTFs as a method for teaching cybersecurity[27].
By analyzing various research papers on the topic, the paper presents an overview of the advantages and
disadvantages of using CTFs in an educational context[27].

The possible advantages includes:

CTFs signi cantly increased participants motivation and engagement[27].

CTFs game like format makes learning more enjoyable and interactive[27].

CTFs can potentially lead to statistically better learning results and a deeper understanding of cyberse-
curity concepts[27].

CTFs provide hands-on experience, resulting in better practical skills within cybersecurity[27].

CTFs can potentially increase student's con dence in their cybersecurity abilities[27].

CTFs can increase interest in cybersecurity[27].

While the possible disadvantages includes:

A high knowledge requirement, meaning that a certain level of cybersecurity expertise is required from

both participants and organizers[27].

Creating and organizing CTFs can be a complex and demanding task in terms of knowledge, e ort, and

resources[27].

Sharing ags[27]. In CTF the ag is a proof, but these can, and has been observed to be shared between

participants. which defeats the purpose of CTF.
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Designing CTFs is di cult, particularly in designing challenges to an appropriate level of di culty and

designing e ective hints for the challenges[27].

Quality assurance is often overlooked, which can result in instances like unsolvable challenges or broken

websites, which is also described, as a common problem in the paper[27].

However the paper also raises some important points on the current state of existing literature: 1. There is
a lack of a strong quantitative approach in papers, in general, regarding the e ectiveness of CTF, including
many of the studies reviewed[27]. 2. There is a need for future research to use quantitative methods in order

to provide stronger evidence of the e ectiveness of CTFs[27].

CTF Platforms

Building upon the discussion of CTFs within an educational context, the focus will now shift to examining
specic CTF platforms and how they are actively being utilized for teaching cybersecurity. Various CTF
platforms aims to teach topics such as hacking, cybersecurity principles, and the tools commonly used in the
eld. Platforms for teaching cybersecurity in a gami ed way include but is not limited to: Tryhackme[28],
Root Me[29], picoCTF[30], ctfLearn[31], HackThisSite[32], HTB(Hack The Box) Academy[33] and PortSwigger
Academy[34].

This report will explore both HTB Academy and PortSwigger Academy to review and evaluate how they use
gami cation and how it is incorporated into their platforms. Then the report proceeds to a review of Camp re
Security's platform, focusing on how gami cation is applied and integrated. Since the module created for this
project will run on Camp re Security's platform, since its structure, features and will play a key role in shaping

our module and the overall experience.

3.4.1 HTB Academy

HTB Academy is a platform designed to facilitate learning and teaching in cybersecurity[33][35]. In their own
words, "HTB Academy's goal is to provide a highly interactive and streamlined learning process to allow users
to have fun while learning." from HTB Academy[35]. HTB Academy aims to deliver the knowledge and skills
necessary to build a strong foundation in cybersecurity, and help develop a users hacking skills. It o ers learning
materials on a wide range of topics and has integrated exams and certi cations into its platform. HTB Academy

is a paid platform. When a new user signs up, they gain access to the introductory module called "Intro to
Academy". Completing this module rewards them with Cubes which is the platform's currency[35]. Cubes can
also be purchased with real money, and are earned by progressing through modules. Alternatively, users can

subscribe to unlock content that would otherwise require cubes.

In HTB Academy the largest structure for organizing learning material is called aPath[36]. There are two types
of paths Job-Role Path and Skill Path. A path is a collection of Modules. A Module is viewed as a single course,
that covers a speci ¢ topic. Modules are categorized into three typesO ensive, Defensive and General. Each
module is also assigned &ier, which determines its pricing, tier O is free, while Tier 5 is the most expensive.
Both paths and modules are assigned a di culty level, ranging from least to most di cult, these di culty levels

are: Fundamental, Easy, Medium, and Hard. A module is a collection of Sections which serve as the smallest
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building blocks within the HTB Academy structure. A section is a single page of content, typically focused on
one speci c topic or theme. There are two types on sections[36].Theory sections are pages with text, that
provide the foundational and essential knowledge of the module. They establish the core concepts needed to
understand the module as a whole, as well as to prepare for the upcoming hands-on sections. The hands-on
sections are calledinteractive Sections, they allow the user to actively learn, apply, and develop their skills.
Interactive sections typically involve working within a VM(Virtual Machine) called PwnBox. The user is given

an objective that must be completed within the VM, to get the ag, and to nish the section. Sometimes,
additional questions are presented in both types of sections. These must be answered as well to complete the
section. In interactive sections questions often require the use of the VM to nd the answers. Answering the
guestions resemble the typical CTF format, where a ag(answer) is the prof of completing the challenge. While

in the theory sections question’'s answer relates to the text material read.

To provide an overview of the HTB Academy structure, and example of the skill path called "Basic Toolset"[37]
see Figure 7 will be presented. The "Basic Toolset" is &kill Path, it is of Medium di culty, and contains

a total of 7 Modules. These modules contains a total 93Sections Upon completion a total of 110 cubesis
rewarded, and the total cost of the whole material in "Basic Toolset" costs 47@ubes Upon enrolling the list

of the 7 modules will be added to the user's dashboard, each module needs to be unlocked independently, but

sums up to the 470 Cubes cost.

Figure 7: The "Basic Toolset" Skill Path from HTB Academy[37].

The rst module in this list of modules is the "Network Enumeration with Nmap"[38](see Figure 8). This
Module is classi ed as anEasy, O ensive, Tier 1 module. An estimation of 7 hours to complete this module(see
Figure 8). On the page of "Network Enumeration with Nmap", users are presented with a description and the
overview of the module and its sections(seeFigure 8). In this module there is a total of 12 sections, #heory
sectionsand 8 Interactive sections. Additionally, users can see which learning paths this module is included in,
in this particular case, the module is part of 6 di erent learning paths. The last thing the "Network Enumeration
with Nmap" module page contains is a review section, containing participants thoughts on the module and a

1-5 star rating of it.
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Figure 8: The "Network Enumeration with Nmap" Module[38]. The module summary on the right, and overview

of module sections in the left side, from HTB Academy.

HTB Academy's learning material structure in general seems to facilitate "Clear goals", from gami cation and
ow. Both short term and long term goals seems supported. Sections, modules, and paths are all goals, or
objectives to complete. Arguably a path can be seen as a long term goal, while a module may represent a short
or long term goal depending on its length. Sections, being the smallest unit, would serve as a short term goal
that provide a sense of immediate progress.

HTB Academy use di erent gami cation elements on their platform. When looking at the user's dashboard,
see Figure 9, which serve as the "home" page and provides an overview of their progress, streak, and enrolled
and completed modules. The dashboard o ers valuable feedback which can help reinforce motivation. Another
notable element is the current "streak"(see Figure 9). streak is a gami cation element designed to encourage
daily engagement by rewarding users for daily and consistent activity on their platform. This incentive is used
by a variety of systems, such aDuolingo a language learning application andReddit a social media platform.
Additionally HTB academy also rewards the user with badges and certi cations. To the left in the dashboard is

a side bar containing an overview of the HTB Academy content, facilitates some of the actions the user can do
from this point. This includes the "My Achievements" where the user can review their badges and certi cations.

It is important to note certi cations are given after exams, and needs to be purchased with cubes.
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Figure 9: The user's Dashboard

The dashboard also contains the username and a picture of their avatar on the dashboard. An avatar is a

gami cation element, a visual representation of the user, which can enable individuality and di erentiation

between users[23].

In general HTB academy seem to incorporate various di erent gami cation elements, and arguably facilitates

the requirements needed for a person to reach ow. To review some of the reasons:

Clear goals are established through the structured hierarchy of their learning material, paths, modules,
and sections. Each path and module includes a summary, paths include a list of its modules and modules

a list of all its sections, helping users understand their objectives.

Di culty matching skills - Is supported by the step by step structure, theory sections provide the necessary
knowledge, while questions and interactive challenges test that knowledge and skill. Each module also
includes a di culty rating, guiding users to choose appropriately challenging content, if they wish to be

challenged.

Demand for action is present in all sections. Theory sections require active reading comprehension and

answering questions, while interactive sections require user input, interaction and answering questions.

Feedback is provided at multiple levels. On the dashboard, users can track their overall progress. During
modules, correct or incorrect answers prompt immediate responses. During the module a sidebar to the
left is always present, which highlights the current section, marks completed ones, and leaves un nished
or skipped sections unmarked. This o ers a clear visual indication, and feedback of the progress within

the module.

The design is also visually appealing, with a coherent and consistent aesthetic throughout the platform. Con-

straints are applied thoughtfully in various parts of the experience, including the left side bar in the dashboard.

Their use of consistency is particularly evident throughout the platform, and is especially helpful during module

completion, where the list of sections on the right provides users with clear and continuous visual feedback on
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their progress. Overall, HTB Academy incorporates numerous visual cues and use the design principles well to

make their design more intuitive, user friendly and easy to use.

A search on "insider" and "insider threat" in HTB Academy's search function, revealed two modules containing

sections dedicated to insider threats:

"Supply Chain Attacks" [39]- In the module's summary: "Insider Threats are another critical aspect,
covering types of insider threats, their impact on supply chain security, and mitigation strategies." The
module also contains a Theory section called "Insider Threats", and an Interactive section called "Insider
Threat Attack”. The module contains several sections that may be relevant to insider threats, although

it is unclear whether the sections address the topic speci cally.

"Introduction to Information Security" [40] - Contains two Theory section "Insider Threat" and "Social

Engineering". But no other mentioning of "insider threats" in the sections

These two modules seem to be the only modules having "insider threat" or "insider threats" as port of a sections
name in their module. While not having a dedicated section, other modules showed up in the search, but
"insider threat" is neither mentioned in the modules descriptions or section lists. An example of this is the
module "Introduction to Red Teaming Al"[41]. This module mentions "insider threat" in their "Attacking Data
Components” section, this is revealed in the search. But "insider threat” is neither a dedicated section or
mentioned in the description. This provides no real value, however, the main take away is there are 3 sections
which a speci ¢ focuses one insider threats, 1 of which is an interactive section. Otherwise Insider threat is

mentioned in relation to other sections.

Having gained access to the "Introduction to Information Security" by purchasing it with cubes generated, a
review of the content revealed some interesting insights. Firstly the modules de nition of insider threat types
are, "Malicious Insiders", "Negligent Insiders" and "Compromised Insiders". These types are not coherent with
the de nitions this report found, but rather seem as the authors own de nitions. Secondly in general for all
modules are a lack of references, which could prove useful for transparency and credibility. The section "insider
threats" do relay the main takeaways about insider threats in their explanations. It does also mention a "insider
threat kill chain" which could be the one described in Appendix A.1.3. However without references there is no
way to be completely sure. For an example there is also an insider threat kill chain from DTEX, which is called

"The DTEX Insider Threat Kill Chain" 2.

3.4.2 PortSwigger Academy

Having looked at HTB Academy, the next platform to review is PortSwigger Academy[34]. PortSwigger
Academy is a platform focused on teaching web security, where users solve challenges using PortSwigger's tool
Burp Suite. One of the main reasons users engage with the platform is to prepare for the Burp Suite Certi ed
Practitioner (BSCP) exam and earn the certi cation. This certi cation demonstrates a strong understanding of
web security vulnerabilities and the practical skills required to identify and exploit them using Burp Suite. This

certi cation can be a valuable asset for professionals, especially penetration testers. The PortSwigger Academy

2Link to it:  https://www.dtexsystems.com/wp-content/uploads/2024/08/DTEX_Guide_Threat-Kill-Chain.pdf
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is organized into learning paths, an initiative to make their content more user friendly, and three main topics.
The main topics are Server-side topics Client-side topics, and Advanced topicg42]. Each of these topics include
several subtopics, which each contains a humber or labs. For example the Server-side topic contains the "SQL
Injection” subtopic, which contains 18 labs in total[42]. Labs are the interactive challenges presented to the user.
This is equivalent to a CTF challenge in some aspects. However they di er by not requiring users to submit
ags. Instead their system automatically veri es whether the objective has been achieved and provides feedback
upon completion. Whether these labs qualify as CTFs is outside the scope of this project, what matters is that
they o er a gami ed approach to learning web security, and the tool Burp Suite. The user can choose between
multiple learning path, topics, or labs. A learning path is a "[...] structured approach to learning web security,
empowering you to advance at your own pace while ensuring a deep understanding of the subject mat{dB].

A learning path contains a page total, these pages can either be text which provides the knowledge on the given
theme, or labs. Each lab has a di culty level, Apprentice, Practitioner or Expert and the user needs to use
Burp Suite® to complete it. The presentation of labs follow a consistent design. As seen in Figure 10 the labs
begins with their title and lab's di culty level, "Apprentice", in this instance, along with the user's progress
status "Solved" or "Not Solved"[44]. A brief description outlines the challenge and its objective. A "Access The
Lab" button allows the user to launch the lab environment. Additionally the labs contains Hints, Solutions and
Community Solution. Hints o er subtle guidance, not every lab has these. The Solution provides a concise,
step-by-step guide written by PortSwigger Academy. Lastly the Community Solution features YouTube videos
from users demonstrating how to solve the lab. The lab in Figure 10 is part of the labs in the "SQL Injection”
topic[44]. On the left hand side, an overview of the topic is shown. Each section consists of explanatory text,
may include multiple labs and can be quite a long page. Meaning the page's content can be quite long and

require multiple scrolls to reach the ending.

Figure 10: The "Lab: SQL injection vulnerability in WHERE clause allowing retrieval of hidden data" from

PortSwigger Academy([44].

30r an alternative, however using Burp Suite seems appropriate
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Figure 11: The "Lab: SQL injection vulnerability in WHERE clause allowing retrieval of hidden data" from

PortSwigger Academy, but accessed through Learning Path[45].

In Figure 11 is the learning path "SQL injection"[44]. In the learning path information is presented in a more
segmented format, making each page smaller, typically tting within a single visible frame or just slightly more.
This design choice allows each page to focus on a speci ¢ point or step, making the material easier to digest
and is therefor more user friendly. The side bar to the left is di erent than the one previously viewed. This
side bar provides additional visual cues about the user's current location within the content. In Figure 11
it is third section from the top, and includes 3 subsections, this currently being the last of the 3. At the top

left in the, there is an "6 of 51", which is a general overview of how far the user is to completing the learning path.

Another feature on PortSwigger Academy, is the user's dashboard. The dashboard contains general feedback,
an overview of the user's current progress, and also has a "Exam preparation steps" section, which does help

keeping track and facilitate the long term goal of getting the certi cate.

While the learning path's design is more user friendly, some aspects could be improved upon in terms of the
gami cation and ow theory. The general overview, such as "6 of 51" (in Figure 11) provides a clear indication
of overall progress in completing the learning path. This can be seen as a way to present a the long term goal
clearly. However, the section overview on the left, lacks some transparency. Each of the sections can contain
multiple subsection, but the user will rst know, how many, or how big the section is, when entering. Improving
the visibility of this information before would provide the users a better understanding of the scope and e ort
required before starting a section or short term goal. Another example is their "Hall of Fame"[46] leaderboard
displaying the top 50 users, this is measured by how many labs the user has completed. All of them have
completed every lab, and with the limited labs and release of new labs. The leaderboard does not re ect overall
engagement or skill, but rather who was rst to nish the new content, which as mentioned is released rarely.
While the "Hall of Fame" display the top 50 users, every users can view their own ranking, they cannot view

their position in relation to others[46]. As a result, progressing in rank lacks a sense of context or meaningful
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competition, which could reduce the motivational value usually associated with leaderboards.

PortSwigger Academy is primarily aimed at teaching web security, with a strong emphasis on mastering Burp
Suite. As the creators of Burp Suite, PortSwigger provides an ideal platform for learning how to use Burp Suite,
particularly for those preparing for the BSCP exam. However, the educational content is limited to this focus
on web security and the use of Burp Suite, while the content is excellent, it is limited to about 269 labs. This
focus also limits the platforms to a speci ¢ audience, namely, users who are actively using Burp Suite, intend
to use Burp Suite or wants to get the BSCP certi cation. '

One of the most impressive features of PortSwigger Academy is their labs. These hands-on, interactive challenges
are really well designed. Each lab includes clear objectives and is supported by solutions, community solutions
and potentially hints. This helps ensure that, even if users get stuck they have access to a wide range of helpful
resources to continue learning e ectively. The platform is entirely free to use, with no cost associated with
accessing the learning content and is an excellent place to learn Burp Suite and web security. However, both
the exam and full access to the Burp Suite software requires payment. While there is a free version of Burp
Suite available, it comes with limits to its functionality, which the paid one does not. To take the certi cation
exam, users must have access to the paid version, as it provides the full set of features required to complete
the exam tasks. Additionally, several labs on PortSwigger Academy also rely on features exclusive to the paid
version, making it necessary for users to upgrade if they wish to complete all content and prepare e ectively for
the exant.

3.4.3 Camp re Security's Platform

As mentioned earlier, this project is working in collaboration with Camp re Security and has been granted
permission to use their platform to host the course CTF its learning material and the challenges[4]. Therefore,
this section will examine and review Camp re Security's platform, as it will be an integral part of the user's

experience and interaction with the module.

The Dashboard
The rst thing the user encounters is the user dashboard (see Figure 12)[4]. Similar to the previous platforms,

this serves as a collection of information and feedback to the user.

4While alternatives exist which could compensate for features missing in the free version, using them feels counterintuitive given

one of the platform's goals is teaching Burp Suite.
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Figure 12: The users' dashboard, on the Camp re platform[4].

The dashboard is clearly designed to t neatly within the browser window, allowing the entire content to be
visible in a single frame. As mentioned previously this is a user friendly design, by having all the content
presented to the user without anything hidden or a need to scroll to review content, this makes it easier to get
a clear overview of the content. In the top of the dashboard is a header bar, with the company's name and
some functionality. In the right side of the header bar, from the left, is an orange button with an icon and the
text "Create a lab". Clicking this will open a pop up prompt with the text "Choose lab type", which is seen in
Figure 13. The pop up contains the two options the user can access the lab, "VPN lab" and "Browser Lab", both
with a small description of what the option encompass. Lab is the VM environment where the interactive CTF
challenges are completed. Next to the "Create a Lab" button is a bell icon which opens a drop down with the
users noti cations. The bell icon indicating noti cations are used in various systems to illustrate noti cations,

which provides some consistency between systems and an expectation of it being used for noti cations.

Figure 13: The "Choose lab type" Pop up from clicking "Create a Lab"

The next item in the header bar, is another icor? which is a "Toggle theme" functionality, which allows the user
to choose between a light or dark theme for the visual presentation of the layout. In Figure 12 and the other
gures presented in this section are the dark theme. Lastly a circle with a letter, the rst letter of the user's

username. The circle is clickable, when clicked a drop down menu appears with 4 sections or choices. Each

51n the Dark theme the icon is a moon, while in light theme it is a sun
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option with a matching icon are: Account, Plans, Settings and Logout.

On the left side of the dashboard is a side bar, which visually matches the header bar, making them blend in
with each other. The rst option, from the top, expands the side bar, revealing descriptive text next to each
icon. This functionality appears to be well thought out, since it compresses the remaining content to make

space for the sidebar(see Figure 14). Keeping everything, all content, visible within a single frame.

Figure 14: A comparison and visualization of the sidebars expansion impact on the visual

The sidebar contains the Dashboard, Courses, and Account, and further down, FAQ, Toolbox, and Feedback,
along with their icons.

Turning the attention from the side bar. The next section, to the right of the side bar. This section contains a
greeting to the users registered name and a quote of the day. In the bottom left corner is the user's username,
together with the users current XP(Experience points). Experience points or xp, is a gami cation element, and

is used to express experience and progress. It is often used in relation to levels, and "leveling up". In Camp re
Security it is used as Points, mentioned in subsection 3.1, and is one of the Rewards Camp re implements. In
Camp re Security's platform, XP is given by completing tasks from courses, and from completing a course.
The amount of XP gained depends on the di culty of the task, or course. The amount is a xed size, each
task gives a xed amount depending on their di culty. Completing a course provides extra points, which are
also a xed size. These extra points serve as extra incentive for users to nish courses. Moving along, to the
right is an image of a camp re with text "Continue Your Journey", and "go to courses”, which is a button and
will redirect the user to the Course page. Next is the bottom section of the page, this includes 3 containers or
sections. First from the left, is the badge section, the text "Your Badges" presented with the users obtained
badges. The badge section shows the badges obtained. Badges are another use of rewards and are obtained from
completing courses or exercises. There are two small circles with an arrows one on each side. When hovered
over, the cursor changes to a hand, providing visual feedback that they are clickable. The buttons are subtly
colored and blending in, in Figure 12, which suggest the functionality is currently unavailable. These design
elements serve as visual cues to guide user expectations and interaction with the buttons. They indicate that
a scrolling functionality is possible by clicking, although currently disabled, suggesting that if there were more,
hidden badges, they could be accessed by clicking. However this is the only section that displays the user's
badges, and only displays the ones already obtained. Badges that have not yet been earned are not visible,
which might in uence the incentive to collect them. Without knowing what is missing, the user's maotivation or
desire to collect could be a ected, as they might be unaware of missing badges.

Next section is the "Lab Time" section, which illustrate the current time left for the user to use the labs. There

is a time limit with the free account and "Hacker Club Member" subscription plan, which resets daily. The
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"Remaining Xh Xm Xs"® will count down the time left, while the bar beneath will slowly be lled from left to
right, giving a more visual representation. To the right of the bar is a percentage of the time used in relation to
the total time limit. Beneath the bar, "Spent Xh Xm Xs" counting up, this display counts the time used. All
these are di erent ways to present feedback and in some essence the same information, in presented di erently.
This can make it clearer, but could potentially also make it more complex and complicated for the user, since
it is a lot of visual feedback, with the the same information just presented in di erent ways.

The last container contains an additional way to access the FAQ and toolbox. The Support however is a new
functionality not mentioned before. When clicking the "Support" button, the email for support will get copied
into the clipboard, allowing the user to reach out to support by sending an email. Lastly something worth
mentioning is the small white circles with a "i" in them, they are next to "Your Badges" and "Lab Time" text in
Figure 12. These provide additional information when hovered, such as how to obtain the badges, or when the
lab time resets. This helps with minimizing the amount of content presented to the user, which can improve the
user experience. By reducing the amount of content displayed on the dashboard, it helps decrease the likelihood
users will get overwhelmed by being presented too much information at a time. It also helps give a cleaner
design which can help with maintaining an overview, but still provide easily access to additional information
about the content.

In general a well structured dashboard encompassing useful information and feedback to the user. The design
follows a pattern of having functionalities, or interactive objects presented in the same orange color. This helps

the user with mapping functionalities and helps in guiding their next course of action.

The Course Library
This section, the course library page, contains all the available course the user can partake and complete[47].
The header bad and side bar are a consistent element through out each page's layout. This sections content is

beyond a single visual frame, and does allow scrolling.

Figure 15: The Course Library section[47].

8ln "Xh Xm Xs", X is a numerical value. h is hours, m minutes and s seconds.
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The courses as seen in Figure 15 are in a grouping, and each course are a visually representated with an image,
and under it the course's name. The image is course speci ¢ and is also used in the certi cation. After nishing

a course the user will have the option to get the certi cation, another use of rewards. This reward is, however,
used outside the platform, and is a downloadable, printable certi cation. Each course had a certain amount
of xp given when completed, which is displayed under the course's name. Beneath the xp is a progression bar
accompanied with an "Enroll* button, if the course has not been started. If the course has been completed
a "Reuvisit" button replaces the progression bar and the enroll button. The progression bar gives a visual
representation, and feedback of how far along the user is with completing the course. This concludes the
overview of the course's visual appearance, but there is still some functionality remaining. Upon hovering the
course name and image, the cursor changes to a hand, suggesting interactivity. Upon clicking the user will be
presented with a pop up, as seen in Figure 16. This pop up contains a description of the course, the related
themes or tags, and the xp. As seen in Figure 16, the course "Camp re Intro Course" contains 3 themes/tags:

"The platform”, "Flags" and "Virtual laboratory".

Figure 16: The Camp re Intro course's Pop up.

Returning to the course library. The course library page contains a total of 4 "Main topics" or areas: "Introduc-
tion", "General OWASP Top 10", "Advanced OWASP Top 10", and "Open Source Intelligence". These cannot
be seen in Figure 15, but are accessible by scrolling. In Figure 15 the rst three courses under "Introduction”
are completed, which is illustrated with the "Completed" text inside a green box. While the fourth course is
yet to "Enroll" and complete. The fth course has a dark layer on top of it, and a lock icon with the text
"Upgrade to access this course". The design choice of adding a dark layer on top resembles that of changing
colors slightly to illustrate, that there is a functionality, but is is currently unavailable. While the lock and
explanatory text tells the user why. The lock icon again is an icon used by many systems to illustrated unavail-
able content. Therefore it 0 ers some consistency between systems, but the lock icon also gives clear feedback,
and a ordance, making a connection between a real world use and a virtual one. The physical purpose being

keeping unwanted/unauthorized entities out, by requiring some form of key to gain entry. In this context the
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user can click the course and be presented with a "Upgrade Now" option. Meaning, upgrading to or being on a
subscription plan serve as the virtual key user to get access.

Lastly in the top right corner of the page, is the text "Role" in a box. This is a drop down menu, upon clicking the
user will be presented with some options: "Access Controls", "Cryptography”, "Cyber Security Fundamentals",
and "Operational Technology (OT) Security". Clicking any of these will hide irrelevant topics, while displaying
the relevant courses, making it easier for the user to Iter out unrelated topics. This can help maintain or give
an overview when the amount of main topics and courses increase. However currently this function suggest it's
a work in progress since the connection between "Role" and the options seems to be missing. This is purely
speculative, but it could either be intended for work roles categorization, enabling Itering relevant courses for
a given role. Or it is a way to categorize or Iter specic topic, across the main topics. For example when
clicking the option "Cryptography"”, hides some but there are still multiple courses presented across the main

topics.

The course library page's design is mostly consistent with that observed before, on the dashboard page. The
exception being the "Role" drop down. It is displayed without any orange, which was observed previously to
indicate some sort of functionality or interactivity, this does break with the consistency. Upon hovering it, it's
border do turn orange, which provides some visual feedback suggesting functionality, and the border turning
orange remains consistent with the theme. However, previously the orange color also helped the user with
navigating, visually guiding the user to what the available functionalities were. Choosing not to have orange

associated, reduces the chances the user will see or noticed it, and therefor also its use.

The Course
When the user has enrolled and is starting the course the user is presented with the learning material for the

rst section, as seen in Figure 17.

Figure 17: This is the rst section or page of the course "Camp re Intro Course"[48]

To help with the description see Figure 18. The image is similar to that of Figure 17. However Figure 18
contains three boxes, numbered 1, 2 and 3, to help simplify the process. Just above box nr.1 is the course's

name, in this example it is "Camp re Intro Course"[48].
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Figure 18: Same image asFigure 17, but with visuals

Box nr.1 contains the learning material for the current challenge, which is the written information the user should
read before doing the challenge presented in Box nr.2. Box nr.1 has some limitations in size, which means if
the learning material exceeds the height of that boundary, a scrolling bar will appear to enable scrolling, as
seen in both Figure 17 and Figure 18. This restriction on Box nr.1 enables the layout to remain inside a
single visual frame. In box nr.1, in the top right corner, is the xp awarded for clearing the current section's
challenge. As mentioned earlier, completing single tasks within a course award points as well as completing a
whole course. Inside Box nr.2 is the summary of the challenge. Beneath that is the input eld for the ag,
which is already containing "FIRE{INPUT_FLAG_HERE}" in Figure 18, and underneath the input eld is the
"Submit" button, to hand the ag in. The "FIRE{INPUT_FLAG_HERE}" is a placeholder, and an illustration

of the ag format, to present visually how the ag should be entered. When hovering the input eld the white
border turns orange, and when clicking stays orange, and the placeholder moves up to the border, and becomes
part of the border. When the placeholder moves, it leaving the input eld empty, to let the user type in the ag.
However the placeholder text remains a part of the input elds border, and is written in orange. The placeholder
text constantly provides the user with a visual cue, of where the ag should be entered, how the ag format is,
and what the input eld is used for’. The placeholder is implemented well, both the animation of it moving,
how it becomes part of the border, and its functionality of providing the user with guidance on entering the
ag. The submit button again making a connection between orange and interactivity and functionality. Just
beneath Box nr.2 is a "Reset exercises in lab" button, currently blending in with the background, to show the
user that the functionality is not currently available. Upon hovering the button, some additional information

is displayed, in Figure 18 the information was the reason why it was not functiona. In Box nr.3 there is an
overview of the course. For example in Figure 18 it is the rst challenge out of a total of 6. Each circle has
the correlating section's header text, displayed beneath the circle. The rst circle is orange with the number 1,
indicating this is the current challenge, while the rest are gray. When completing the challenge, the next circle
will turn orange, while the previous circle will remain orange and the number, will change to a check mark.
Indicating the challenge has been completed. This visual representation provides the user with feedback and a
clear overview of the course's content. The circles also work as the way to navigate the course material, clicking

a circle changes the content to that correlating with that circle. When submitting the ag a feedback prompt

7If the user leaves for a while and comes back, the input eld would have some text assotiated with its purpose
8The information was "You do not have and active lab session"
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will appear inside the area of box nr.3. In Figure 19 is how the feedback is visually presented.

Figure 19: The feedback submitting ag. Top being feedback on correct ag submitted, and the bottom an

incorrect ag submitted.

The green box, and rst from the top in Figure 19 is the feedback when submitting the correct ag. If this
prompts the page will also change automatically to the next challenge. The second one, from the top, in Fig-
ure 19 is the feedback from submitting an incorrect ag, which is instead inside a red box. However the incorrect
feedback does not provide clear enough feedbackin error occurred while submitting the ag. Please try again
later." , does not acknowledge it was the wrong submitted, but instead tells an error has occurred. In general
Another potential thing to mention is in Box nr.3, if the user has completed the whole course and revisits it.
The user will not have the orange visual cue to help anymore, but will have to rely on the text underneath the

circles to navigate, and which of the sections they currently are in.

Virtual Hacker Lab

Lastly, the Virtual Hacker Lab can be seen in Figure 20. The Virtual Hacker Lab in Figure 20 was run in the
browser, one of the options available to users. The Virtual Hacker Lab is a VM with Kali Linux installed. Kali
Linux is an open source Debian based Linux distribution. Kali Linux is designed with a focus on penetration
testing and hacking, by having multiple useful tools pre-installed and ready to use. Tools such as Nmap,

Metasploit, Burp Suite and John the Ripper.

Figure 20: The Virtual Hacker Lab.

The Virtual Hacker Lab is the environment in which the user will solve the challenges of the courses. This is

where our CTF challenge will run and where the users will solve them and nd their ags.

Reviewing the three platforms provides a good overview of the subtle di erences, but also highlights the many

similarities. They each follow the CTF like format, incorporating gami cation elements to help enhance the user

32



Thesis Project - N.Blume & N.Jgrgensen Cyber Security - Aalborg University

experience, and can help facilitate additional motivation and engagement in users. They each also facilitate some
of the main requirements for reaching ow. This includes providing clear goals and feedback. While providing a
clear distinction in di culty levels for users to choose between and asses the di culty of an objective and goal,
not necessarily matches the di culty of a challenge with the users' skill, it enables user to determine which
challenge to choose depending on their own estimation of skill. Each platform also provides feedback to the user
while working on their chosen challenge, but also in the form of a user dashboard containing general overview
of their progress, and current situation on the platform. Each platform additionally shares similarities in their
design. Color choice might di er, but the overall structure of what and how things are presented is similar.
For example each has a dashboard; they might visually be di erent but encompass similar design elements and
functionalities, such as an overview of the user's progress. Another example is the way the learning material
is presented, in challenge or learning material section there is an overview of the current course or module
throughout its completion, allowing a clear overview of both the short-term goal, and the long-term goal of
completing the whole course or module. Lastly, they dier in some aspects like PortSwigger Academy being
web security focused, but in general the themes and modules on the platforms touch the same topics. There is
a clear overlap on each platform, having similar themes, modules and containing similar topics. However, none
of the platforms reviewed has a dedicated Insider Threat module. Insider threats might be part of a larger topic
or module, but in general there seems to be a lack of dedicated focus on this particular topic. While it is part
of larger topics or themes, like threat actors, the content and information about insider threats are limited and
usually just a "reading” experience, leaving out the interactivity. When reviewing HTB Academy one of the
modules had an insider threat section and an interactive challenge, which is a good initiative to create some
interaction. However, insider threats were still a fraction of the complete module and course. This highlights
a potential need for a dedicated focus on insider threats. A module where the vast information and material
about insider threats can be unfolded and enables interactivity to let the user use and apply knowledge about
insider threats in hands-on exercises like CTFs instead of it being a reading experience.

This was the summary of the review of the three platforms from HTB, PortSwigger and Camp re Security.
Having reviewed its similarities, appealing aesthetics, core functionalities, and the integration of gami cation,
subsubsection 4.2.3 will elaborate on how this project created its CTF module about insider threats, and used

Camp re Security's platform to support the CTF module.
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4 Method

This section will present the methodological approaches used throughout this project. The methods utilized are

in the service of answering both the research and the sub-research questions:

RQ: How can CTF be leveraged to inform cybersecurity novices about the fundamentals of insider threats

SubRQ: How is CTF a relevant concept for teaching cybersecurity?"

4.1 Semi-structured Interviews

From the context of qualitative research methods, we intend to utilize semi-structured interviews as a means of
exploring our subject matter. This is done with a relevant expert, as it can be an important step in gathering
insights on our eld, especially since the eld is relatively underrepresented in academic research. We chose
to rely on semi-structured interviews as we seek to combine both structure and exibility. Unlike structured
interviews, which follow a strict script, semi-structured interviews have an "incomplete script" comprised of
themes or subjects to be approached in the interview. These allow interviewers to adapt their questions based
on the participant's responses and thus open the possibility for new topics to emerge [49]. The intention of
using semi-structured interviews is to extract the lived experience of our participants. The format is intended to
allow participants to feel at ease in elaborating on topics that genuinely matter to them, thus generating richer
and more authentic data. However, the interview format will of course introduce drawbacks as well. The most
pertinent to our circumstances is the inability to reproduce the interviews, which scienti cally is a noteworthy
issue. In addition, time and resource demands can be signi cant for this style of interviews, as the openness
that generates the rich details also risks resulting in longer interviews and a more extensive transcription and

analysis phase.

To provide a semistructured interview with as much structure and direction as possible, while still allowing
for improvisation and curious exploration of the subject matter, Myers and Newman (2007) suggested treating
the interview situation as a drama with a stage, props, actors, an audience, a script, and a performance. Each

component of the drama has to be involved in preparation or during the interview situation itself.

As a drama the interviewer has to carefully manage impressions, this entails showing empathy and allow-
ing space to upon for the interviewee to reveal their personality and identity. However, equally perhaps equally
important, it also entails navigating the social interplay between interviewer and interviewee and steer the
conversation without being domineering. The stage of the interview is the location in which the interview is
conducted. This entails considering where the interview takes place and what that particular setting can im-
pose on the interview situation, i.e., an interviewee might be more comfortable doing the interview somewhere
private as opposed to in an open o ce environment, etc. Although such considerations are important, they
can be di cult to control, as they require knowledge of the preferences and temperament of the interviewee.
Further, when conducting an interview with busy people, the interview situation might be through a phone call

while the participant is on commute, or similar, despite potentially being outside of the interviewers' control,
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the potential in uence on the interview is something worthwhile re ecting on. The actors of the drama or
interview, are both the interviewer and interviewee. For Myers and Newman (2007) considering both parties
as actors, involve given consideration as to how to foster the appropriate level of seriousness to the situation,
both in how we as interviewers conduct ourselves and how we dress for the situation. Thaudienceis to be
understood as a multifaceted term, it can be used to mean either the interviewer or the interviewee depending
on who is talking. But the term also refers to the audience at a larger scale, underlining considerations such as
giving consideration to who might read the paper being published and evaluating whether special care should
be given to anonymize the interviewee or even form explicit nondisclosure agreements if appropriate. Trseript

is the questions prepared to guide the conversation. Preparation includes, but is not limited to, having an
opening introduction of the researchers and their intention with the interview academically. Crucially of course,
preparation also entails having key questions formulated. Lastly, how to end the interview should also be pre-
pared, which include asking permission to follow-up, or asking who else the interviewee recommends might be
interviewed. Preparing the script is essentially a balancing act, with the goal of having the preparation aid
the interview process in its active curious exploration of the subject, while not being overly cumbersome or too
loose. Theperformanceis the culmination of all of the above and is paramount: "The quality of the performance

a ects the quality of the disclosure which in turn a ects the quality of the data'' [49].

4.1.1 Analyzing the Interview

In order to extract the most analytical insight possible from the interview situation, we approached the analysis
in a structured and thorough manner. As per Lichtman's (2013) three C's of data analysis, we analyzed both
transcript and observation notes for codes, categories and concepts [50]. Figure 21 visually demonstrates the

approach taken in the analysis.

Figure 21: The three C's[50, p. 252]

The analysis process then; starts with initial coding or labeling of the particular meaning bearing segments, to
developing categories or what can be thought of as major topics that emerge from the coding process. These
categories are then condensed into fewer, but well-supported concepts, as doing so maKes| for much richer
analysis than many loosely framed ideas[50, p.254]. Both the interview transcript, and the notes taken by the
observer, were analyzed.

A note on the implementation: this process will be done on only one of the two interviews, see reasoning later
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in section 5.

4.2 Course Development
4.2.1 Operationalizing Frameworks for Training

The frameworks reviewed in section 2 serve as the conceptual guardrails for the course material we design for the
Camp re Security platform. As such, each framework is used to o er a di erent vantage point or perspective
which shape the content, tone, and learning objectives of the material. The following will present the broad
strokes of what each framework provided in our course material. A more detailed explanation of the imple-

mentations of the frameworks in the course material is presented in section 6 in the subsections for each module.

As the initial step, from the NICE Workforce Framework for Cybersecurity [18], the de nition and TKS state-

ments for the Work Role of Insider Threat Analysis was analyzed. This particular Work Role is de ned as being:

"Responsible for identifying and assessing the capabilities and activities of cybersecurity insider threats;
produces ndings to help initialize and support law enforcement and counterintelligence activities and

investigations."[51]

The stated Work Role area of responsibility is broad, and bundles detection, technical forensics and legal duties.
This area of responsibility is extensive, and too extensive to be covered in a course designed to cover the funda-
mentals of the insider threat concept. Therefore, it is necessary not to just blindly use the presented de nition
of the Work Role. Rather, we create and present a version inspired by the de nition, but geared to our audi-
ence and research question How can CTF be leveraged to inform cybersecurity novices about the fundamentals

of insider threats. A cybersecurity novice, who is informed of the fundamentals of insider threats is to be able to:

Recognize common indicators, understand basic preventive controls, and know when to escalate

This statement was re ned through iterations and in collaboration with Camp re Security. The statement leaves
out areas such as advanced forensics and considerations, legal considerations and counterintelligence activities
from the de nition of the initial Work Role, which presumably could be agged as next stage competencies in

a potential follow-on course.

In order to identify which TKS statements are relevant for our participants, we take outset from the TKS
statements which are related to the Insider Threat Analysis Work Role, see Appendix A.3 for the complete
TKS statements. The original contains 58 Task statements, 75 Knowledge statements, 36 Skill statements. Any
TKS statements that exceeded the scope of what a cybersecurity novice, who is informed of the fundamentals
of insider threats is to be able to was excluded. Thus leaving us with 2 Task, 12 Knowledge, and 12 Skill state-
ments (see table 1). The statements retained still map cleanly onto the original role, preserving face validity

while aligning with realistic expectations for our target audience.
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Task ID | Task Description Skill ID | Skill Description Knowledge ID | Knowledge Description

T1983 Identify potential insider threats S0913 | Skill in performing link analysis K1261 Knowledge of known insider attacks

T1974 Conduct insider threat risk assessments S0910 | Skill in performing cyberintelligence data analysis K1258 Knowledge of insider threat tactics
S0908 | Skill in determining the importance of assets K1257 Knowledge of insider threat policies and procedures
S0907 Skill in identifying insider threats K1256 Knowledge of insider threat operational indicators
S0896 | Skill in recognizing behavioral patterns K1249 Knowledge of digital and physical security vulnerability remediation principles and practices
S0890 | Skill in performing threat analysis K1248 Knowledge of digital and physical security vulnerabilities
S0866 | Skill in performing log le analysis K0785 Knowledge of insider threat tools and techniques
S0854 | Skill in performing data analysis KO0784 Knowledge of insider threat laws and regulations
S0848 | Skill in performing behavioral analysis KO721 Knowledge of risk management principles and practices
S0690 | Skill in performing midpoint collection data analysis | K0684 Knowledge of cybersecurity threat characteristics
S0540 | Skill in identifying network threats K0683 Knowledge of cybersecurity vulnerabilities
S0477 | Skill in identifying anomalous activity K0682 Knowledge of cybersecurity threats

Table 1: Chosen TKS statements

The presentation of when which TKS statements was included in the course material is presented in section 6
Figure 22.

The remainder of the presented frameworks from subsection 2.2 each contribute in their unique way a per-
spective or approach to the development of the course material. The goal of including perspectives from this
range of frameworks is to be able to cover as much as possible of the Insider Threat topic. Balanced of course,

with the needs of the targeted audience group.

Strategic perspective: The enterprise level language of theNIST CSF 2.0 and the program blueprint in
CISA's Insider Threat Mitigation Guide should set the frame for exercises with a governance and cultural

approach. Note, that NIST CSF 2.0 was removed as per reasoning described in subsection 2.2.

Behavioral lens: The Critical Pathway to Insider Risk encourages story lines that acknowledge human
stressors and organizational responses, ensuring that technical clues appear in a plausible narrative rather

than in isolation.

Pratical themes: CERTSs 22 best practices act as a menu of topics like; privileged access hygiene, separation
of duties, exit process controls, from which we can draw learning objectives and narratives. Note, that

CERTSs contribution was removed as per reasoning described in subsection 2.2.

Actionable TTPs: The Insider Attack Matrix and MITRE's Insider Threat TTP Knowledge Base supply
ample inspiration for the creation of realistic and data-driven exercises, which mimic TTPs actually used

by insiders. Note, that the Insider Attack Matrix was removed as per reasoning described in subsection 2.2.

The sections can be seen in Appendix A.1.

As with TKS statements, how and where each framework in uenced the course material is presented in section 6.

4.2.2 The Modules

The development of the CTF and the associated learning material was guided by the principles of gami cation,
ow, and e ective design, as detailed in section 3. The process involved incorporating gami cation elements to
enhance user engagement and motivation. This included creating a narrative, provide clear goals and objectives
for each challenge, deliver continuous and clear feedback, and ensure that the learning material prepared the

user for each challenge. The challenges were designed to increase in di culty, trying to follow a correlating with
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knowledge and skill development. In addition the material was created with an intent of matching di culty
with skill, starting from scratch, but attempting to increase in di culty as the user's understanding and skills
progressed, while avoiding abrupt di culty spikes. These criteria were intended to facilitate the potential for
users to reach a state of ow, characterized by a deep concentration and an intrinsic enjoyment. The design
principles was used to create an intuitive layout for each challenge. This involved using visual cues, providing
clear visual feedback, and maintaining consistency in layouts throughout the course to guide the user experience
and reduce confusion. However variations in the feedback presentation were intentionally introduced to provide
some diversity across challenges. While a recurring visual cue in the feedback was color; correct answers would
consistently be associated with green, and incorrect answers with red, providing consistency while changing how
the feedback was presented.

The CTF hands-on challenges will primarily be created using HTML, complemented by CSS and JavaScript.
The accompanying learning material will be written in Markdown to properly t the format already used on

Camp re's platform.

4.2.3 The Camp re Platform

Camp re Security's platform facilitates our CTF module, which makes the platform a part of the experience.
This means that while we did not create the functionality, it is still a part of the complete package. For example,
the platform facilitates gami cation elements, such as rewards as points (xp), certi cates, and badges. The
module will have a certi cate and points, xp, facilitated through the platform, which enable some gami cation
aspects from the platform to be a related part of our module.

Therefore, the course material and module will try to enhance the experience and t well with the already
established platform- For example, the module will not use points as rewards, but be using the established
point system, xp, which camp re security already has. Another aspect is how their platform appears and works
which will also play a major role in the module. Therefore, through iterations the material was uploaded to the

test environment and changed and tweaked until it was a desirable outcome.

4.3 Testing in a Workshop

This section details the methodological approach employed to test the developed CTF modules and gather
feedback with the aim to engage in iterative re nement. The primary aim of the testing was twofold: rstly,

to ascertain the understandability and feasibility of the CTF course for individuals considered cybersecurity
novices, and secondly, to collect qualitative feedback to guide improvements to the course material and chal-

lenges. The testing was conducted as a workshop involving employees from Statens It.

During an one-hour workshop followed by 30min evaluation, we invited four employees from Statens It to test
our course. The contact and booking of the workshop was facilitated and arranged by one of the researchers,
who has a professional connection to Statens It. The workshop was held during business hours, which posed
the risk that participants were called away for other tasks. One participant was unable to complete the work-
shop synchronously due to external commitments and instead completed the course materials and questionnaire

asynchronously at a later time (this will be discussed further in section 8.
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The initial approach for the workshop, was to emphasize the collaborative and learning nature of our par-
ticular CTF. We wanted to make sure to align the participants expectations with ours, and had prepared a
short list of bullet points which was used as a talking paper for the introduction. This introduction lasted the

rst 5 minutes of the workshop. It included a presentation of who we are, the estimated timeframe for the CTF,
and by the end would like to collect some feedback. We also emphasized the workshop was meant as a "team
game", elaborating talking, collaboration and helping each other was encouraged.

The notes for the talking paper, and the notes taken during both the workshop and a subsequent debrief are

appended as Appendix A.4.

The setting of the workshop

The workshop took place in a meeting room designed for eight people, with eight chairs arranged around a
round table placed in the center of the room. The room was well lit and had two large windows that let plenty
of sunlight in. The room had a TV mounted on the wall, which the participants all sat facing. The TV was
connected to one of the researchers laptop, which allowed us to demonstrate and guide the participants through
the initial steps, such as setting up accounts on the Camp re platform. Each participant was to bring their own

work laptop on which they engaged with the course individually.

The participants
There were four participants in the workshop. Three were so-called "graduates” in Statens It, meaning they
typically have little or no IT background nor cybersecurity knowledge. In contrast, one of the participants is a

security analyst, who has years of experience and cybersecurity speci ¢ knowledge, see Table 2.

Participant ID Job role Cybersecurity experience level
P1 Graduate Basic awareness

P2 Graduate (IT) None

P3 Graduate Other

P4 Security Analyst Intermediate/hands-on

Table 2: The participants

Table 2 shows the participants' own answers regarding prior cybersecurity experience; it is evident the group
has a self-reported diverse level of experience from "None" to "Intermediate/hands-on". The "Other" answer is
clari ed as the individual haven taken a 15ECTS course in network security as a part of their education.

4.3.1 Data Collection Instruments

Multiple methods were employed to gather data on the participants' experience and the usability of the CTF

module.
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Observation:

The researchers took systematic observational notes throughout the workshop. Aiming a level 3 or 4 degree of
observation, in which we seek to limit our interaction and intervention, but also allowing for the opportunity

to use active control over the situation in order to elicit speci ¢ information should we deem it bene cial [52].
Using observation notes as data points aims to capture participants' engagement, points of confusion, collabo-
ration instances, and overall interaction with the CTF. Observation is a recognized method for gathering data

on usability in naturalistic settings (ibid.).

Questionnaire:

Immediately following the workshop, participants completed a questionnaire designed to elicit feedback on var-
ious aspects of the CTF module. The questionnaire included the User Engagement Scale-Short Form (UES-SF)
to measureFocused Attention, Perceived Usability, Aesthetic Elements, and Reward Factor [53]. The UES-SFs
consists of 12 questions (three for each of the categories).

One of the three questions related to Focused Attention id lost myself in this experienceand the rest follow the
same theme. In broad terms the questions relate to how absorbed and concentrated participants were during
the experience. One of the three questions related to Perceived Usability ik felt frustrated while using this
Application X and the rest follow the same theme. In broad terms the questions attempts to understand the
ease of use and the level of frustration experienced by participants while interacting with the course.

One of the three questions related to Aesthetic Elements i§ his Application X was attractive and the rest follow
the same theme. In broad terms the questions are focused on the visual appeal of the course.

One of the three questions related to Reward Factor idJsing Application X was worthwhile and the rest follow
the same theme. In broad terms the questions are focused on the perceived value of the experience with the
course. Additional questions covered the perceived overall di culty of the challenges, preference for the CTF
learning style compared to traditional methods, the in uence of storytelling on their experience and engage-

ment, and their con dence in explaining a learned concept to a colleague.

Qualitative Feedback:

Beyond structured questionnaire responses, open-ended qualitative feedback was encouraged to allow partici-
pants to elaborate on their experiences and provide speci ¢ suggestions for improvement. This was collected
through written comments in the questionnaire and informal discussion during the debrie ng session, post

workshop.

4.4 Ethical Considerations

For the workshop we ensured participant con dentiality by making all data collected through questionnaires
and observational notes anonymized. Participants were informed about the purpose of the study and how their
data would be used. Participation was voluntary.

For the interviews, explicit permission was given to include the interviewees names and personage in the report.
For both interviews the participation was voluntary and the participants had to option to have potentially

con dential information withdrawn from transcript and report.
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5 Results: Interview

5.1 Interview

In the project we conducted the following expert interviews as seen in Table 3. Both interviewees gave explicit

permission to be referred to by name in the project.

Date Interviewee Interviewer Topic

30-04-2025| Thomas Kristmar Nick Blume Cybersecurity Training

23-05-2025| Kristian Larsen Nikolaj Jgrgensen | Teaching novices within a CTF framework

Table 3: Table of conducted interviews

Thomas Kristmar is one of two Heads of the Center for Security and Compliance in Statens It and leader of
the Danish Foreign Ministry's Operations team, a more detailed expounding of Kristmars pro le is presented
in subsubsection 5.1.1.

Kristian Larsen is the CEO of Camp re Security and our main point of contact for the external collaboration.
Kristian provided many valuable inputs throughout the process as detailed in section 1 and his contributions
are implicitly present in the project, regrettably we did not further analyze or utilize the interview we did, see
section 8 for the reasoning behind this decision. The full (Teams generated) transcript of the interview with
Kristian is available as Appendix A.5.

As such, the following sections will limit itself to engage with an interview - singular, that being the interview

conducted with Thomas Kristmar.

The interview was done in person and recorded and transcribed manually as per a modi ethtelligent verbatim
approach [54]. This approach removes unnecessary ller-words or other partly pronounced words and sentences,
however laughter was included in the transcript. In addendum to the transcript, thorough notes were taken by
the observer, see Appendix A.6. The transcript was sent to the interviewee for con rmation, and the nal and
approved version can be seen in Appendix A.7 - note, the version in Appendix also includes our coding of the
interview (see section 5.1.2 for more on coding). The interview was conducted in Danish. Quotes presented in

the paper have been translated by the researchers.

5.1.1 Interview: Thomas Kristmar from Statens It

Aligning with Myers and Newman (2007) the following considerations were done pre-interview. In order to
situate ourselves as researchers and interviewers we familiarized ourselves with Thomas' professional background
(e.g., LinkedIn bio, known publications). Further, as one of our group members (Nikolaj) has a professional
relationship with Thomas we had to consider how that would a ect the interview process. There are both
positive and negative aspect of a previously established relationship. As a positive the existing relationship
makes it easier to establish initial contact and allowed for an easier scheduling of the interview. This, as

we could make use of the local meeting facilities as Statens It, and contact could be established face-to-face in
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Thomas' familiar work setting. However, the pre-established relationship implies also existing shared experiences
and perhaps a common language and way of communicating. In order to avoid the negative aspects, the group

decided to delegate the interview process such:

Nikolaj existing relationship to handle initial setup and booking of meeting

Nick will do the actual interviewing and have a leading role in the interview situation

Nikolaj will during the interview take notes and interveen as little as possible during the interview

Based on prior knowledge and our short research in Thomas' professional pro le, we learned that he has a
signi cant professional and academic background. His professional background entails both private security
consulting and a leading role within the national cybersecurity center (Center for cybersikkerhed - CFCS).
Academically his pedigree is equally robust, and he is currently a reviewer for the international publication
"Computers & Security" . With this in mind, we shaped our interview guide to best utilize him as a resource.
Also it informed our decision to introduce ourselves in a less casual and more professional way then we initially
had planned. It also informed our decision to forego control of where the interview would be conducted (setting
the stage), as we deemed it necessary to be exible in planning, due to Thomas presumably having a busy
calendar. Further, it informed our decision to dress business casually and not shy away from technical language.
In order to both be transparent with our intensions and following the advice of Myers and Newman (2007) we
made sure to stress in our initial communication with Thomas, that if he preferred we would be willing to sign

non-disclosure agreements. The following interview guide was developed leading up to the interview:

Theme/Focus Rationale Sample questions

- What is your current role and responsibilities?
Opening the drama and setting the stage.

[

Introduction & building rapport
Establish interviewee as the knowledgeable "actor”
- Why is Insider Threats an important topic?

- How do you personally de ne Insider Threat?

- Is there anything lacking in the common conceptualization of the term?

[

De ning Insider Threats Explore the interviewee's frame and vocabulary for Insider Threats

- What sorts of indicators/behaviors do you associate with Insider Threats?

- What would you have liked an earlier version of yourself to know about Insider Threats?

- How do you conduct cybersecurity training in Statens It?

w

Cybersecurity training in general | Open the "stage" and allow interviewee to "perform”

- How do you feel good cybersecurity training looks like?

- When conducting cybersecurity training, who are the most likely target audience?

&

Cybersecurity training in practice | Steer the "performance” towards challenges identi ed

- From your experience, what makes good cybersecurity training? what makes the knowledge stick?

- How do you envision the future of cybersecurity training to look like? What would have the most impact?

@

. Future needs Open the "stage" once more and allow for interviewee to give advict

- Which emerging tools or methods (Al-based analytics, user behavior monitoring) might transform insider threat detection?

- Is there anything crucial about insider threats we haven't covered?
Exit from the stage" and explain next steps.

o

Closing
Ask for follow-up and snowball

- Would it be okay to reach out if we have additional clari cations?

Table 4: Interview guide for interview A.

A larger and more easily readable version of the table is available as Appendix A.8.

5.1.2 The Findings from the Interview

Both the interview transcript and the notes taken by the observer were analyzed with the goal of extracting

supported concepts. The transcript of the interview, including initial codes, is available as Appendix A.7. The

9https://juc.dk/undervisere/thomas-kristmar
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observation notes are available as Appendix A.6 - note, codes are marked with blue writing. The mapping of

codes to categories and onto concepts is available as Appendix A.9.

From the transcript, 55 codes were gathered. From the observation notes, 19 codes were gathered. Combining

the codes, the categories were narrowed down to four, which led to the four condensed concepts.
1. Insider risk = motivation + opportunity phenomenon
2. Security is an organizational obligation operationalized through governance rituals
3. Behavior changing training hinges on: relevance, interactivity and contextual t
4. Trust culture and emerging technologies create a double-edged landscape

These four concepts in uenced our own conceptualization of insider threats and the way we approached the
e ective formulation of said concept to a target audience. Concept 1"Insider risk = motivation + opportunity
phenomenon"reinforced the need for our CTF scenarios to not only present a technical vulnerability (the oppor-
tunity) but also to incorporate plausible motivations, making the threats and concept more realistic. Further,
Concept 3"Behavior changing training hinges on: relevance, interactivity and contextual t" directly validated
our use of the CTF format. The interviewee's perspective underscored the importance of hands-on, engaging
content that learners can relate to their own environment. Concept 2"Security is an organizational obligation
operationalized through governance rituals"highlighted that while our CTF focuses on individual learning, for
an organization it is critically important to embed such training within broader organizational security prac-
tices if it is to have real world impact. Lastly, Concept 4 "Trust culture and emerging technologies create a
double-edged landscapgdrompted us to consider scenarios that re ect modern technological environments and

the nuanced ways trust can be exploited, even in introductory material.

A range of codes and subsequent categories from the interview pertained tespionageand four motivation
types (MICE - Money, Ideology, Compromise and Ego, from Appendix A.7) which can be exploited to lead a
person to become an insider threat. This subject and theme was prevalent in the interview, but not to an extent
were it quali ed as its own concept. It is mentioned here despite this, as it while not immediately relevant for
the project, it did spark many subsequent re ections for the researchers about possible pivoting the course to
include espionage as a theme. It was evidently not included, as it shifted the course to a more organization

centric focus, and thus potentially losing some of the courses ability to be used on a broad audience of novices.

43



Thesis Project - N.Blume & N.Jgrgensen Cyber Security - Aalborg University

6 Results: Course material

This result section is dedicated to the course material. Each module developed will be presented with both the
learning material and the associated challenge explained. The versions used are the compiled versions, the les
(html, markdown etc.) are added to this project in a separate zip archive. Before engaging in the presentation
itself, the following will rstly present some of the ndings "at a glance" and then present the structure that

the reader can expect from the course material presentation sections.

Results: Course material at a glance
This results section utilize four distinct frameworks, for each module the frameworks utilized are shown in
Table 5.

Framework Integrated in Module 1 | Integrated in Module 2 | Integrated in Module 3 | Integrated in Module 4 | Integrated in Module 5 | Integrated in Module 6
NICE Workforce Framework for Cybersecurity X X X X X X
CISA Insider Threat Mitigation Guide X X X
Critical Pathway to Insider Risk X X X
MITRE Insider Threat TTP KB v2.0 X X X X

Table 5: Framework integration in modules

The integration of each framework is rarely made explicit to the user. Rather, the integration of a framework
entail its insights and sca olding permeating through the material and challenges as opposed to direct exposition
of the framework content to the user. This is done as the researchers deemed it for the target audience only
would add unnecessary cognitive load if the frameworks themselves became explicit, instead we focused on

bringing forth the points from said frameworks that we saw as essential for the users to know in order to:
Recognize common indicators, understand basic preventive controls, and know when to escalate

Following that logic; on Table 1 in section 4 we de ned the desired TKS statements our course should touch
upon. The wording "touch upon" is used here to demonstrate there is a di erence in rigor and "depth" in how a
TKS statements is approached, some are approached from multiple angles and eshed out, others are addressed
with fewer detail.

The comprehensive coverage of TKS statements within the course is illustrated in Figure 22, which indicates

the speci ¢ modules addressing each statement.
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Figure 22: TKS statement representation in each module

Notably, four TKS statements, despite being part of the initial scope, were ultimately excluded during the course
development process:"Skill in performing cyberintelligence data analysis" (S0910) "Skill in determining the
importance of assets" (S0908)"Skill in performing midpoint-collection data analysis” (S0690), and "Knowledge
of insider-threat laws and regulations” (KO784) This decision was based on the assessment that these partic-
ular skills and knowledge areas would introduce a level of depth and complexity beyond what is essential for
achieving the course's primary goal of imparting fundamental insider threat awareness to novices. Furthermore,
this scoping aimed to prevent cognitive overload, ensuring the material remained accessible and focused for an

introductory-level audience.

Course material

Each module presented in the following will be done so in a subsection dedicated to each speci c module. The
subsections will be following the naming standard: "Module [enumerator]: [Title]".

For each module, its corresponding section will rst present the TKS statements that the module touches upon.
Afterwhich the learning material and challenge will be further unpacked. Note, the application of frameworks

for each module will be presented in the overview, and subsequent only elaborated upon with relevant examples
as opposed to a full breakdown - this is done for the sake of conciseness and enables the paper to focus on the

highlights and most valuable insights.

Learning material

The learning material is written in Markdown. The presentation in the paper will be the compiled versions -
this is the version that the participants in our CTF see. The Markdown versions can be seen in the zip archive
attached to the project.

The presentation of the learning material in the paper will serve two purposes: 1. It should provide a reason-
able representation of the result of our work without necessarily including all the material - see the Appendices
for the full version. 2. The presented learning material should demonstrate where and how a framework (see
subsection 2.2 or insight from the interviews (see section 5 was utilized. Note, as stated in "Course material at

a glance" that it does not mean the users themselves are introduced to the speci cs of the frameworks, rather,

45



Thesis Project - N.Blume & N.Jgrgensen Cyber Security - Aalborg University

the concepts and insights from the framework are permeating the material presented to the user.

Challenges

Each challenge will be described and explained in its corresponding module. The challenges each have some
thought process behind it, which will be elaborated on under each module. In general the idea and desire was
to create a good user experience and let the user use the knowledge gained from the learning material in an
interactive way, informed by the interview nding traning should be relevant, interactive and have a contextual

t (Concept 3: "Behavior changing training hinges on: relevance, interactivity and contextual t", see section 5)
The challenges are created using the design principles mentioned in subsection 3.3, gami cation mentioned in
subsection 3.1, with the added capabilities of using the Camp re platform, from subsubsection 3.4.3, and using
the CTF format explained in the section 3. These criteria and an increasing di culty, should help facilitate the
potential for ow from Figure 6. Each challenge was created in HTML with CSS, and with JS(JavaScript) for
additional functionality. The exception being the challenge in module 6. Each module follows some patterns
of having a blue header bar in the top section containing "Skybound Technologies", "Home" and "Challenge
Overview". The Home redirects the user to the index.html and is where the user will rst arrive. While the

Challenge Overview is where the redirection to challenges are contained, a page containing a link to each html.

6.1 Module 1: Insider Threat Awareness Quiz

Module 1 is designed to lay out the conceptual groundwork; it provides the de nition of insider threats, demon-
strates the rudimentary di erence between intentional and unintentional insider threats, and touches on com-
mon behavioral and technical indicators. The module ends with a quiz designed to allow the user to practice

di erentiating between intentional and unintentional insiders while being informed of common insider scenarios.

The module touches on the following frameworks as demonstrated in Table 6.

Framework Inclusion status for current module Notes on status for inclusion
NICE Workforce Framework for Cybersecurity X The module touches on several TKS statements
CISA Insider Threat Mitigation Guide X The learning material draws on the de nitions provided by the Guide
Critical Pathway to Insider Risk X The characters designed, all exemplify early phases of CPIR
MITRE Insider Threat TTP KB v2.0 - No TTP's were introduced in a meaningful way in module 1

Table 6: Frameworks inclusions status, module 1

As shown above, module 1 touches on key TKS statements from the NICE Workforce Framework for Cyberse-
curity. The main focus for module 1 is to provide the user with knowledge and skills that make them ready to
start engaging with the task: "ldentify potential insider threats" (T1983) . Figure 23 shows the TKS statements
that Module 1 aims to address. The full list of in-scope TKS statements for the course can be seen in Table 1 in
subsubsection 4.2.1 where a short descriptive text expands on the contents of each statement. Figure 22 shows

the TKS statements actually implemented in the course.
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Figure 23: Module 1. TKS Statements

A more granular demonstration of how each of these TKS statements are covered in module 1 will be presented

in both the following learning material and challenge sections.

Learning material

In the learning material for module 1, the user is introduced to Skybound Technologies, a mid-sized software
company that will serve as the running narrative throughout the course. A narrative is utilized as a gami cation
element which can potentially help increase motivation, engagement, and user experience [23]. Included in the
narrative is a set of distinct characters which likewise are introduced: Dana the over-stretched IT manager,
Carl the resourceful but convenience-seeking systems administratotori the hurried HR assistant, and Jordan
the disgruntled employee. All characters are present and used consistently throughout the course, from start to
nish, further the character archetypes and their narratives were designed to re ect the interview nding that
insider risk is a combination of both motivation and opportunity (Concept 1: "Insider risk = motivation + op-
portunity phenomenon”, see section 5). For instance, Jordan's disgruntlement provides a plausible motivation,
while Carl's system administrator role provides opportunity. Emphasizing a running narrative and relatable
characters within Skybound Technologies, was deliberately chosen to enhance relevance and contextual t, key
elements for e ective security training as highlighted in our expert interview (Concept 3: "Behavior changing

training hinges on: relevance, interactivity and contextual t", see section 5).

After the introduction of the narrative, the learning material proceeds by presenting the theoretical elements.
The material then de nes "insider" and "insider threat" using CISA de nitions. It clearly distinguishes between
intentional and unintentional insider threats with illustrative examples (e.g., a disgruntled admin stealing data,

an HR assistant accidentally emailing con dential information). Further, the material brie y touches upon the
real-world impact ( nancial, reputational, operational) of such threats and links the key characters' behaviors
or situations to these potential risks. Finally, it sets up the subsequent challenge (the quiz) as a way to apply
what the learning material goes through.

In Figure 24 is shown a snippet of the theory presented. In an attempt to pursue conciseness, when presenting

the following modules they will not contain an image of the learning material, as the layout follow the same
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structure for all of them.

Figure 24: A snippet of some of the theory in Module 1.

Alignment with NICE Workforce Framework for Cybersecurity

The learning material introduces several NICE Framework Knowledge statements (K-statements) through its
narrative and examples. For instance, it presents scenarios like a system admin copying a client database or
an HR assistant mistakenly emailing a con dential spreadsheet, which directly illustrate "Knowledge of known
insider attacks" (K1261). The distinction between intentional and unintentional actions, along with character
motivations such as Jordan's disgruntlement or Carl's policy bending, aligns with"Knowledge of insider threat
tactics" (K1258). Furthermore, descriptions of "odd after-hours database access", les surfacing at a competitor,
Carl's late-night sessions, Jordan leaving late, and Lori's accidental document sharing aim to provide knowledge
of "insider threat operational indicators" (K1256) . While not detailing speci c policies, the material underscores
their importance by mentioning security protocols, characters' policy deviations, and by providing a resource
link to CISA's mitigation guidance, thereby touching upon "Knowledge of insider threat policies and procedures"
(K1257).

Alignment with CISA Insider Threat Mitigation Guide
As stated above, the de nitions provided in the module are verbatim from the Guide, and the in uence of said
guide is evident in the learning material. The inclusion of real world impacts like nancial, reputational, and

operational also is inspired by CISA's emphasis on the comprehensive damage from such threats.

Alignment with Critical Pathway to Insider Risk
Lastly, the direct link provided to the Guide further solidi es its role as a foundational source. Regarding CPIR,
the characters introduced in the narrative all exemplify elements from the framework.See Table 7 for a mapping

of the characters to the relevant pathway stage.
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Pathway stage How it is represented in the story
Personal predisposition Low morale after a missed promotion (Jordan)
Stressors Over-work (Dana), anxiety after mistakes (Lori)
Concerning behaviors | Late-night system access (Carl), accidental data sharing (Lori), open resentment (Jordan)

Table 7: Mapping characters to Critical Pathway to Insider Risk

Challenge
The user is introduced to the concept of insider threats through the learning material in module 1. This chal-

lenge is intended to let the user apply the information interactively by answering a short quiz.

Alignment with NICE Workforce Framework for Cybersecurity

There was created 3 questions for this quiz, which combined with the learning material allows the users to
practice three skill as per the TKS nomenclature, namely"Skill in identifying insider threats" (S0907), "Skill
in recognizing behavioral patterns” (S0896) "Skill in performing threat analysis" (S0890).

Description of the challenge

The layout of the challenge 1 quiz can be seen in Figure 25.

Figure 25: The rst task in the rst challenge.

Below the header bar, is the challenge's name, "Insider Threat Awareness Quiz", accompanied by an emoji
resembling a detective. Beneath the text and the emoiji is a white box. The white box contains the current
guestion's text, followed by 4 buttons displaying the di erent choices available for the user to answer. The
buttons have some visual cues, like changing the cursor to a hand, and the color of the button changes slightly,
when the cursor hovers the button. When the user clicks one of buttons or options, some feedback will be shown

beneath the buttons. The feedback text is either displayed in red, for incorrect, or in green if correct. The
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colors work as a visual cue, and is used by many applications and systems, associating, which helps provide clear
feedback. If the user clicks a wrong answer the user will have to try again, until the correct answer is picked.
When the correct option is pressed, a "Next Question" appears below the feedback. After the 3 questions are

answered, clicking the "Next Question" button, will present the ag, which can be seen in Figure 26.

Figure 26: The full page is shown on the left, while the cropped section on the right displays how the ag is

presented.

6.2 Module 2: Insider Threat Types Quiz

Module 2 builds directly on the foundations laid in Module 1. Where the rst module established what an
insider threat is, Module 2 sharpens the user's ability to diagnose why a speci ¢ act occurred by drilling into
the intentional vs. unintentional distinction. It continues the narrative of Skybound Technologies, using the
established characters to frame the importance of discerning motive. The learning material is relatively short

for module 2, and the technical complexity of the questions posed in the challenge is increased.

The module touches on the following frameworks as demonstrated in Table 8.

Framework Inclusion status for current module Notes on status for inclusion

NICE Workforce Framework for Cybersecurity X Overlap with previous module and addition of new TKS statements

x

CISA Insider Threat Mitigation Guide The learning material draws on the de nitions provided by the Guide

x

Critical Pathway to Insider Risk The examples used in the quiz are all implicitly on the CPIR axis.

MITRE Insider Threat TTP KB v2.0

x

The examples used in the quiz mimic actual TTP's seen in MITRE's catalog

Table 8: Frameworks inclusions status, module 2

The main focus for module 2 is to provide the user with knowledge and skills that makes them able to engage with
the task: "ldentify potential insider threats" (T1983) . Figure 27 shows the TKS statements that Module 2 aims
to address. The full list of in-scope TKS statements for the course can be seen in Table 1 in subsubsection 4.2.1
where a short descriptive text expands on the contents of each statement. Figure 22 shows the TKS statements

actually implemented in the course.
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Figure 27: Module 2. TKS Statements

A more granular demonstration of how each of these TKS statements are covered in module 2 will be presented

in both the following learning material and challenge sections.

Learning material

The learning material for Module 2 directly builds on the scenario at Skybound Technologies, where Dana (IT
Manager) is investigating whether a data leak was deliberate or accidental. It reiterates the suspicious situations
involving Carl, Lori, and Jordan. The core of the material de nes intentional and unintentional insider threats,
providing an example for each and linking them back to the Skybound characters. It also brie y discusses why

this distinction is vital for tailoring defenses and maintaining a healthy organizational culture.
Alignment with NICE Workforce Framework for Cybersecurity

The learning material for Module 2 continues to reinforce several NICE Framework Knowledge (K) statements

previously introduced and subtly brings in new dimensions. The de nitions and examples of intentional and
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unintentional insider threats enhance the understanding of'known insider attacks" (K1261) and "insider threat
tactics" (K1258) by adding the layer of intent. The Skybound context, where Carl's after-hours access, Lori's
accidental document forwarding, and Jordan's disagreeable behavior are contemplated, which further contex-
tualizes "insider threat operational indicators" (K1256). Doing so provides the user insight into"insider threat
tools and techniques"” (KO785)and a high-level introduction to "cybersecurity threat characteristics" & "threats"
(KO684, K0682). The discussion on tailoring defenses based on threat type implicitly relates td'knowledge
of insider threat policies and procedures" (K1257)and "risk management principles and practices" (K0721) as
understanding intent is crucial for appropriate risk mitigation strategies. The material's emphasis on discerning
motive also touches upon the foundational knowledge for recognizing behavioral patterns the skifrecognizing
behavioral patterns" (S0896)and knowledge of not only"digital and physical security vulnerabilities" (K1248)

but also the "digital and physical security vulnerability remediation principles and practices" (K1249)

Alignment with CISA Insider Threat Mitigation Guide

The learning material continues to align with the CISA Insider Threat Mitigation Guide by focusing on the
fundamental CISA-supported distinction between intentional and unintentional insider threats. The provided
de nitions and examples for both categories directly re ect CISA's conceptualizations. The learning material
section "Why This Matters" discusses tailored defenses and cultural impact, which are key considerations in
CISA's broader guidance on establishing an insider threat program. This reinforces for novices the practical

implications derived from an authoritative source.

Alignment with Critical Pathway to Insider Risk
CPIR lens applied as in Module 1 in the learning material, see Table 7 for mapping of characters to the CPIR

framework. The challenge section for Module 2 demonstrates how CPIR was applied to the scenarios.

Challenge

Alignment with NICE Workforce Framework for Cybersecurity

The challenge quizzes in Module 2 requires the user tdentify potential insider threats" (T1983) by distinguish-
ing between intentional and unintentional. This directly tests their comprehension of "insider threat tactics"
(K1258) and "insider threat operational indicators" (K1256). Moreover, the user gets to practice;"identifying
insider threats" (S0907), "recognizing behavioral patterns” (S0896) "performing threat analysis" (S0890) and
"performing behavioral analysis" (S0848)by having to actively decide on the the distinction between intentional

and unintentional illustrated by the realistic scenarios.

Alignment with Critical Pathway to Insider Risk

The quiz scenarios in Module 2 re ect di erent points along the CPIR, even if not explicitly stated. Each of

the scenarios seek to include as a minimum a stressor and a concerning behavior, see a mapping of scenario
1 in Table 9. The addition of more examples which map to CPIR, can help the user relate to how personal

situations and stressors are key components in the manifestation of di erent types of insider threats.
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Pathway stage How it is represented in scenario 1
Personal predisposition Scenario 1. No predisposition involved
Stressors Scenario 1: "feeling unfairly passed over for promotion'
Concerning behaviors Scenario 1: "secretly copies proprietary design les"

Table 9: Mapping scenario 1 to Critical Pathway to Insider Risk

Alignment with MITRE Insider Threat TTP KB v2.0

Module 2 does not explicitly state MITRE or "TTP", however the scenarios embody simpli ed versions of acutal
TTPs. Without touching on all the scenarios nor all TTPs, some of the TTPs in scenario 1 will be used as an
example of the use of the framework.

Scenario 1 is:"An employee, feeling unfairly passed over for promotion, secretly copies proprietary design les
onto a USB drive. He then contacts a competitor, seeking a better o er." In this scenario the employee uses is
implicit trust to get access, eg. Tactic: TAOOO1: Initial Access and Technique: T1199: Trusted Relationship.
Further, his mean of extrating the data maps to Tactic: TA0010: Ex ltration and Technique: T1052.001:
Ex Itration over USB and potentially Tactic: TA0009: Collection and a subsequent range of Techniques like
T1005: Data from Local System T1119: Automated Collection, etc. See Figure 3 or Appendix A.2 for the

"green-seen” chart listing the known TTPs of insider threats.

Description of the challenge

This challenges layout can be seen in Figure 28. After the header bar is the module's challenge name presented,
"Insider Threat Types Quiz", with an emoji with a monocle. Just beneath the header text, is a white box
with text explaining the main concept of this challenge. Below it is another white box containing the scenarios

number, followed by the scenario text, and underneath two buttons with "intentional" and "unintentional”.

Figure 28: This is how the second challenge would be presented to the user. This is the rst task.
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The user will be given a total of 5 scenarios and determine whether it would be considered an intentional or an
unintentional insider threat, in regards to the learning material presented. If correct, the feedback text for the
scenario will, again, be presented in a green color, but now also with a green check mark. If incorrect, in red,
and with a red cross(as seen in Figure 29). If correct a "Next Scenario" button appears beneath the feedback,
allowing the user to proceed to the next scenario. If incorrect, the user must attempt again untill the correct
option is selected. After the 5 scenarios are completed, the user is presented with the ag. The ag is presented

similarly to how challenge 1 does, (see Figure 26 for reference) The ag and text are just di erent.

Figure 29: The feedback from the rst scenario.

6.3 Module 3: Is This a Phishing Email... ?

Module 3 pivots from who? (Module 1) and why? (Module 2) to the very practical how does the threat
often start? through social engineering but speci cally phishing. These types of attacks are a prime example

of how trust can be exploited, a theme that emerged as signi cant in our expert interviews (section 5) concern-
ing the modern threat landscape (Concept 4: "Trust culture and emerging technologies create a double-edged

landscape”, see section 5).

The users are asked in the challenge to step into Skybound's help desk queue, inspecting seven quarantined
messages and decidindg?hish or Legit. The theory page is much richer than in Module 2, covering e-mail
anatomy, red- ag checklists, and good security hygiene, while the challenge ramps up technical realism with

embedded HTML e-mails and live markup of each indicator.

The module touches on the following frameworks as demonstrated in Table 10.

Framework Inclusion status for current module Notes on status for inclusion
NICE Workforce Framework for Cybersecurity X Extends and overlaps with previous modules
CISA Insider Threat Mitigation Guide - While the module draws heavily on CISA, it is speci cally not the Guide being used
Critical Pathway to Insider Risk - No apparent implicit or explicit use
MITRE Insider Threat TTP KB v2.0 X The emails generated for the help desk mimic specic TTPs

Table 10: Frameworks inclusions status, module 3

The main focus for module 3 is to provide the user with knowledge and skills that makes them able to engage
with the task: "ldentify potential insider threats" (T1983), speci cally related to phishing vectors. Figure 30

shows the TKS statements that Module 3 aims to address. The full list of in-scope TKS statements for the
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course can be seen in Table 1 in subsubsection 4.2.1 where a short descriptive text expands on the contents of

each statement. Figure 22 shows the TKS statements actually implemented in the course.

Figure 30: Module 3. TKS Statements

A more granular demonstration of how each of these TKS statements are covered in module 3 will be presented

in both the following learning material and challenge sections.

Learning material

The learning material for Module 3, titled "Phishing & Personal Security Habits" (step3.md), prepares the
learner for a practical challenge by rst explaining the fundamental components of an email and how they can
be manipulated. It then de nes phishing and lists common types. A key section, "The Anatomy of a Phishing
Email" - provides a detailed table (visualized as an image) of email elements to inspect and typical phishing
clues. This is followed by an example phishing email for learners to analyze. The material o ers a "Handy
Red Flag Checklist" and a section on "Personal Security Habits," such as MFA and strong passwords, presented

visually.

Alignment with NICE Workforce Framework for Cybersecurity
The learning material signi cantly contributes to several NICE Framework K-statements. The detailed break-
down of email anatomy, phishing types, and indicators directly imparts "Knowledge of cybersecurity threats"

(K0682), "Knowledge of cybersecurity vulnerabilities" (K0683)and "Knowledge of insider threat tactics" (K1258)
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by explaining how emails can be exploited. The "Anatomy of a Phishing Email" section and the "Red Flag Check-
list" provide learners with "Knowledge of insider threat operational indicators" (K1256), speci cally how these
indicators manifest in phishing attempts. Understanding these indicators is a form of"Knowledge of known
insider attacks" (K1261), as phishing is a prevalent attack vector. The "Personal Security Habits" section pro-
motes "Knowledge of digital and physical security vulnerability remediation principles and practices” (K1249)
and "Knowledge of risk management principles and practices" (KO721by suggesting MFA and strong passwords

as preventative measures.

Challenge
The concept for this challenge is to have the user review emails and determine whether they are legitimate or
a phishing attempt. The user is tasked with nding and identifying indicators that suggest the email may be

phishing, which are covered in the learning material.

Alignment with NICE Workforce Framework for Cybersecurity

The challenge for Module 3, is a direct application and reinforcement of a range of TKS statements. Users
inspect seven HTML emails and decide if they are "Phish" or "Legit". This activity develops'Skill in identifying
network threats" (S0540) in this case, threats via email - and "Skill in identifying anomalous activity” (S0477)
along side"Skill in performing behavioral analysis" (S0848)by spotting deviations from legitimate email char-
acteristics. Mismatched sender domains, urgent subject lines, malicious links, or suspicious attachments hones
the "Skill in performing link analysis" (S0913) and general"Skill in performing threat analysis" (S0890) while

testing "Knowledge of insider threat tools and techniques" (K0785)

Alignment with MITRE Insider Threat TTP KB v2.0

The phishing emails presented in the challenge e ectively simulate various MITRE ATT&CK TTPs for phishing,
these are however not in scope for the Insider Threat TTP KB. Rather, the use of phishing is done typically by
actors outside the organization whishing to perhaps create an unintentional insider scenario. The use of phish-
ing align with Tactic: TA0043: Reconnaissanceand Technique: T1589: Gather Victim Identity Information
and if succesully compromising an account, the attacker has gaine@lA0003: Persistenceand TA0005: Defense
Evasion via T1078: Valid Accounts. See Figure 3 or Appendix A.2 for the "green-seen” chart listing the known

TTPs of insider threats.

Description of the challenge

Emails

To begin with, some lookalike emails were created, for the user to review. The emails were designed to resemble
a typically representation of an email. The emails should also provide the freedom to change, edit and modify
the content, and also enable some interactivity.

The emails were also created with HTML, CSS and JS. This allowed a freedom to change, edit and modify the
content, whie still keeping a template and enableing some interactivity. The HTML Page is shown in Figure 31.

These emails generally contain 5 main elds or componentsFrom, To, CC, Subject, and Text Body. However
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