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Introduction
Throughout the history of humanity, the international system has undergone many changes in its

structure and power balance, introducing many different iterations of state power structures and
relations between those states within those structures, or possibly between different structural
systems themselves. Different states vowed to achieve and possibly achieved at least partial
hegemony in the international system, often priced by blood of their subjects and their adversaries
in the process of establishing hegemony or in pursuit of revisionism of hegemony. In the 19th and
especially the 20th century, as war technology undergone massive innovations, humanity has
created the crown jewel of destruction technology, the nuclear weapon and its subsequent iterations.
In the same way the Great War changed the underlying understanding of war as a means to resolve
international disputes between great powers, these weapons basically prohibited direct
confrontations between the holders of these weapons, as this kind of conflict could result in wiping
out our species and destruction of the planet. Thus, hostile actions between great powers and
superpowers shifted from direct confrontations to indirect ones: proxy wars, state-level ideological

confrontations and, last but not least, the use and abuse of economic influence.

In the present day, few couldn’t notice a growing rift between the two largest superpowers: United
States and China. One, rising from the European colonisation to the forefront of world power
structures and acquiring hegemonic status, heavily influencing the birth of a system of international
financial, economic and political institutions, with United Nations in the centre. The other, standing
on thousands of years of rich history, heavily exploited by said colonisation, resulting in decades of
instability, from which it has re-established its-self to challenge the system the first has built. And,
the old world of Europe, once the concert of nations that shaped our world for the better or worse,
now united in the most advanced inter-state organisational structure in the world, the European
Union, caught in the middle, with one foot in each of the two boats, with its physical and economic

security on the line, with ideological and social consequences.

Now, a slightly different perspective. Over the same period, beginning with the industrial
revolution, the world has seen an economic and social transformation unprecedented in our species’

history. Nations have unlocked immense potential thanks to new production techniques and



resource exploitation, which led to, mostly worldwide, massive industrialisation, rise in standard of
living and scientific innovations. These innovations have also led to a boom in a different field: the
exchange of information. From the telegraph, through radio to telephone, this field has gave birth to
the one invention that has transformed our world to beyond recognition: the internet. It has
“shrunk” our world, somewhat eliminated the burdens of physical distance and gave birth to an
entirely new field of engagement, or, as one could also say, a battlefield. While its benefits are of
tremendous value, it has also introduced a new series of threats: software attacks to critical
infrastructure, theft and subsequent use and abuse of personal data for exploitation, use of scams
trying to exploit over saturation of information and user confusion, etc. And, of course, state
engagement in all those areas. It is no secret that acquisition of personal data and careful studying
of said data could result in market advantage, as has been shown by major companies trying to
exploit this and acquiring financial penalties. Or, this data could be used to influence domestic, or
potentially international politics, or both, as has been shown by accusations of this towards foreign

governments.

With the world getting more and more economically intertwined, engagement in an assortment of
activities, even between adversaries, is necessary. Furthermore, the information battlefield and its
technologies grows in importance, more and more present in our daily lives and state structures,
some of which may be critical to function. It is clear that cybersecurity is vital in this world. At this
point, one has to ask: Where is the line between necessary economic interaction and potential
security threat? What non-critical IT industries have such and influence among wide-spread
population that influencing it could alter the social and political course of said population,
undermining its own power from within? What is a state, or an international organisation like the

European Union to do, while adhering to international norms and stable relations?

However, perspective is potentially equally important. As the narrative above concerns its-self
predominantly with power and security, is there a possibility of such concerns being artificially
inflated as to keep coherence of the organisation in question? After all, according to a different
perspective, there is only a perceived reality that what we construct ourselves, according to our

backgrounds and cultures. Could the security issues described previously be only amplified by



securitization of standard economic exchanges, only with a somewhat recently emerged (or re-

emerged) global power, with whom Europe has a complicated historical relationship?

Such is the concern of this paper — understanding of securitization of Chinese economic activities
by the EU, specifically concerning the case of the IT sector, and reaching a viable explanation. The
issue shall be tackled from a constructivist perspective. Two cases will be discussed: banning of
Bytedance’s TikTok within the European institutions and issues concerning the establishment of 5G
networks by Huawei in Europe. The data will be gathered predominantly from official statements
from various EU institutions. These shall then be interpreted with careful acknowledgement of
context surrounding these cases — primarily security reports, Chinese response to EU actions, EU’s

political context and understanding of general relations.

Research question
How does the European Union utilize securitization processes to regulate Chinese technological

activities, with specific reference to TikTok and Huawei, in the context of digital sovereignty and

geopolitical competition?

1. Literature Review

This literature review synthesises insights from several articles that critically examine the European
Union's efforts to regulate digital platforms, with a focus on protecting user rights, managing
geopolitical tensions, and ensuring compliance with consumer protection norms. Key themes
include the regulation of Chinese technology companies, data flows in the context of international
competition, protection of minors on video-sharing platforms, and platforms' compliance with the
EU's Code of Practice on Disinformation. Each of these areas illustrates the challenges faced by the

EU in adapting its regulatory frameworks to the realities of digital and geopolitical environments.

1.1 Securitization and Regulation of Chinese Technology
The growing influence of Chinese technology firms has led to increasing scrutiny and securitization

in both Europe and the United States. As discussed in "The American securitization of China and

Russia," the U.S. has moved towards framing China as a geopolitical threat, citing the risks



associated with data privacy, national security, and China's state-centric model (Ambrosio, T. et al.
:2020). Similarly, the European Union has responded by implementing stricter investment screening
mechanisms, reflecting a heightened focus on the economic and security risks posed by Chinese
investments. The article "Analysing the EU’s Collective Securitisation Moves Towards China"
illustrates the EU's gradual shift from seeing China as a strategic partner to framing its influence as
a security threat, especially in critical infrastructure sectors such as telecommunications and energy
(Chen, X., & Gao, X.: 2022).

The notion of securitization theory is essential in understanding how EU policymakers interpret
economic interactions not just through an economic lens but also as matters of national and regional
security. The case of Huawei, highlighted in "From CNOOC to Huawei: Securitization, the China
Threat, and Critical Infrastructure," showcases how fears of espionage and influence over essential
infrastructure prompted the EU to take preemptive actions against technology firms linked to the
Chinese government (Campion, A. S.: 2020). This alignment of security and economic policies
shows the EU's increasing willingness to address non-military threats using regulatory tools initially

intended for economic governance.

Another significant issue is the governance of data flows, particularly as it relates to international
power dynamics. In "China Data Flows and Power in the Era of Chinese Big Tech," Voss and
Pernot-Leplay argue that personal data has become a critical asset, with its control being linked to
geopolitical dominance (Voss, W. G., & Pernot-Leplay, E.: 2024). The GDPR (General Data
Protection Regulation) represents the EU's attempt to regulate cross-border data transfers while
safeguarding privacy. However, the disparities in data regulations between China, the United States,
and the EU have created challenges for businesses operating across these jurisdictions, especially in
industries heavily reliant on data processing.

China's approach to data regulation, characterized by a strong focus on national security and "cyber
sovereignty," contrasts with the EU's rights-based model, complicating data transfer negotiations
between these regions (ibid). The study highlights that without harmonization or at least mutual
recognition of regulatory standards, data governance will remain a contentious issue in EU-China
relations, limiting the potential for economic cooperation and posing risks for companies needing to

navigate complex legal environments.



1.2 Protecting Minors on Video-Sharing Platforms
One critical area of EU regulation concerns the protection of minors on platforms like YouTube and

TikTok. "The EU Approach to Safeguard Children’s Rights on Video-Sharing Platforms: Jigsaw or
Maze?" explores the fragmented nature of EU regulations aimed at protecting minors' rights
(Verdoodt, V., Lievens, E., & Chatzinikolaou, A.: 2023). Key regulatory tools, including the
Audiovisual Media Services Directive (AVMSD), GDPR, Digital Services Act (DSA), and
proposed Al Act, are intended to create a safe online environment. However, the overlapping and
sometimes contradictory nature of these regulations makes compliance complex for platforms and
complicates enforcement efforts.

The review highlights a significant regulatory gap: while platforms are required to implement age
verification and protect minors from harmful content, enforcement is inconsistent across member
states due to different interpretations of these rules and challenges in coordination among regulatory
bodies. The authors argue for a more streamlined approach, suggesting that regulators and platforms
alike adopt Children’s Rights Impact Assessments to ensure that their policies directly address the

needs and vulnerabilities of minors (ibid).

1.3 Platforms’ Compliance with Disinformation Code
The issue of platforms' compliance with the EU's regulatory frameworks is further explored in "But

did they really? Platforms’ compliance with the Code of Practice on Disinformation in review." This
article assesses the effectiveness of the EU's Strengthened Code of Practice on Disinformation,
which is meant to mitigate the spread of false information by requiring digital platforms to self-
regulate and report their actions (Miindges, S., & Park, K.: 2024). Findings reveal significant
shortcomings in platforms' adherence to their obligations under the Code, with incomplete
reporting, vague methodological approaches, and poor transparency.

The study highlights that despite the move towards a co-regulatory model under the Digital
Services Act, there is still a gap in effective monitoring and enforcement. Platforms such as Twitter
and TikTok have been found lacking in their compliance, raising questions about the effectiveness

of voluntary codes without robust enforcement mechanisms (ibid). The authors call for a systematic



monitoring framework that includes well-defined roles for EU bodies and independent assessments

to ensure that platforms contribute effectively to mitigating disinformation.

1.4 Challenges in Enforcing Consumer and Data Protection Laws
The enforcement challenges of EU regulations are also evident in "Do Too Many Cooks Spoil the

Broth? How EU Law Underenforcement Allows TikTok’s Violations of Minors’ Rights." The article
argues that TikTok’s continued violations of EU consumer and data protection regulations—such as
misleading advertising, inappropriate content, and insufficient age verification—highlight systemic
issues in enforcement (Cantero Gamito, M.: 2023). Despite the existence of robust legal
frameworks like GDPR and the Unfair Commercial Practices Directive (UCPD), enforcement
remains inconsistent due to overlapping responsibilities between national and EU-level bodies.

The lack of a unified regulatory stance, along with procedural irregularities in enforcement actions
(such as those involving the Irish Data Protection Commission under the GDPR’s one-stop shop
mechanism), has led to ineffective responses to widespread consumer and privacy rights violations
(ibid). The authors recommend revising the CPC Regulation to ensure coordinated action and
suggest that a harmonized definition of who constitutes a minor is crucial for effective regulatory

protection.

1.5 Conclusion
The reviewed literature collectively highlights significant challenges in the EU’s efforts to regulate

digital platforms, especially concerning security, privacy, and consumer rights. The intersection of
economic interests, data sovereignty, and non-military security threats has led to a complex
regulatory landscape that demands better coordination and enforcement. While the EU has
established comprehensive frameworks to address the diverse issues posed by digital platforms,
gaps in enforcement and coordination have allowed companies like TikTok and Huawei to continue
practices that undermine user rights and EU regulatory objectives. Strengthening enforcement
mechanisms, enhancing inter-agency collaboration, and ensuring greater accountability from

platforms are crucial steps for the EU to realize its digital regulatory ambitions effectively.
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2 Theoretical Background

This chapter will focus on the general premise and structure of the thesis. Then, it shall tackle the
premises of the Securitization theory, as it is the base process we are trying to understand.
Subsequently, the presentation and explanation of both selected theories is in order, as well as the
reasoning for their choice. Finally, the method of analysis, specifically the qualitative content

analysis and discourse analysisyearns for introduction, narration and reasoning.

2.1 General concepts
Before we venture into the different theories and perspectives, the general understanding of core

concept of security needs to be established. This need to be clarified, so that potential reader is
familiar with the perception, since it can vary between individuals.

The core of the theory of securitization consists of the noun security, meaning “the state of feeling
safe and being free from worry; protection against the difficulties of life” (Phillips 2014: 689). If we
then continue towards understanding safe in its adjective form, it means “free from danger; not able
to be hurt” (Phillips 2014: 674). In this state of feeling free from danger, feeling free from worry, it
is necessary to point out the usage of the word ‘feeling’, which can be a subject to interpretation. In
a contextual vacuum of only one actor, not only would that interpretation be entirely subjective to
that actor, but the concept of security would be pointless, since being “free from danger” assumes a
potential presence of “a danger” - this understanding however also means that if the goal of
achieving security is “freedom from danger”, then we can assume that would be the ideal state.

It 1s however impossible not to point out that neither individuals, nor any other combinations of
individuals varying in size up to states or international organisation live in a contextual vacuum. As
of security is reliant on external context, which in the case of this work could be understood as
interpretations (that could be conceptualized as worldview) and behaviours of another actor and
subsequent interactions of both actors and their concepts is what we could describe as “relations”.
In the dictionary used, relations are described as “the way that people, groups, countries, etc. feel
about or behave towards each other” (Phillips 2014: 645)

A need arises to also introduce another concept, that is that security is not the only state that an
actor pursuits - on the contrary, there are many other concepts that an actor pursuits, e.g. sustained

economic growth, environmental conservation, etc. - that means that there is no actual hard-defined
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aim an actor pursuits, rather it is a combination of internal aims, external aims, individual aims of
variable perspectives on the different levels and intensities of said actor - the point is that an actual
direction based on all the variables is near imposible to define - we need to simplify it. And, since
discussing goals could be pointless anyway if the actor lacks the means to achieve them - it is the
means that we are interested, means that can be generalized into the concept of power.

Standard definition of power consists of “the ability to control people or things or to do sth [...]
political control of a country or area [...] the right or authority to do sth” (Phillips 2014: 596-597).
We can thus deduce that the higher level of control an actor posesses, the higher their ability to
achieve their potential goals, like creating a lack of danger for themselves, becomes. This would
then leave us to the same conclusion as with pursuing security, that if within a hypothetical
conceptual vacuum wielding uncontested power is the desirable status quo, then that is the outcome
an actor shall pursue, since it consists of a final resolution of any contested aims. If we then transfer
this concept into a space with other actors, an actor’s goal should be a hegemonical status, or, in
other terms, to achieve an eternaly sustainable unipolarity model. However, an obvious problem
arises: since an actor does not operate their conceptual vacuum, their ability to excercise control
over other actors naturally affects other actors, who theoretically have the exact same desires - to
achieve and secure an unipolar status and their security and other aims. There is perhaps a bit more
apt comprehension: we can consider this understanding a zero-sum game, that is “a situation that
involves two sides in which one person winning results in a loss of the other” (Hurst 2023).

The previously explained concept of power as logical means with which an actor can reach
desirable ends can serve as a highly plausible explanations of actors’ behaviours, it however
operates on the basis that actors shall always pursue that which is considered logical, or in other
words, rational. There is perhaps one possible flaw in this manner of comprehension: all actors are
in the end constituted by individuals, human beings, who may not always pursue logic as a sole
basis for decision-making, and, the concept of power as a solely zero-sum commodity may not only

be always the case, but it may not be that easily comprehensible anyway.

2.2 Securitization Theory
Securitization, a concept developed by Ole Waver and Barry Buzan of the Copenhagen School in

the 1990s, describes the process by which issues are framed as existential threats to specific referent
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objects—such as the state, society, or the environment—necessitating extraordinary responses
(Weaever, 1995; Buzan, Waver, & de Wilde, 1998). Moving beyond traditional security studies that
focus mainly on identifying military or state-centric threats, securitization theory highlights how
threats are socially constructed. It emphasizes that threats do not emerge solely from objective
conditions; rather, they are created through discourse, which shapes perceptions and justifies actions
that may otherwise appear excessive or unjustifiable (Buzan et al., 1998).

At the core of securitization theory is the concept of the "speech act," an idea rooted in J.L. Austin’s
work on language and performativity. According to Austin (1962), a "speech act" is a statement that
not only conveys information but also performs an action simply by being spoken. For example,
when someone says, “I promise,” they are not merely describing a promise but are actively making
one. In the context of securitization, a speech act occurs when an actor, often a government official
or public figure, declares an issue to be a security threat, prompting an audience to recognize it as
such and legitimizing extraordinary measures (Waver, 1995). This declaration then sets in motion a
process through which the issue is socially constructed as a threat, shaping public perception and
discourse.

A key example of securitization in practice can be seen in how certain governments frame
immigration. In many Western countries, political leaders have framed immigration as a security
issue by linking it to potential threats against social stability, national identity, or even public safety.
By doing so, these actors position immigration as a crisis rather than a regular policy concern. This
framing allows governments to adopt stricter border control policies, enforce more restrictive
immigration laws, and increase surveillance, actions that may otherwise be considered extreme
under normal conditions (Huysmans, 2000). Through discourse, immigration is constructed as an
existential threat to the state, transforming it from a social or economic issue into one of national
security (Buzan et al., 1998).

In this way, securitization goes beyond merely identifying threats and instead focuses on how they
are constructed through language and discourse. When an issue is successfully securitized, it moves
out of the realm of regular political debate into one of emergency, where swift, extraordinary
measures are justified. This shift highlights the role of language in shaping perceptions of safety
and risk, transforming ordinary political or social issues into urgent crises. According to Waver

(1995), the securitization process is not about an objective assessment of threats; rather, it is about

13



the ability of actors to use language effectively to construct an issue as a security concern and to
gain acceptance from the audience.

Securitization theory marks a departure from the traditional realist approach in security studies,
which tends to view threats as objective conditions focused primarily on military or state-centered
dangers. Realism posits that threats exist independently and are rooted in the anarchic nature of the
international system, where states must prioritize their survival above all else (Waltz, 1979). By
contrast, securitization theory is grounded in constructivist thinking, which suggests that reality is
not a fixed, objective entity but is constructed through language, social interactions, and shared
meanings (Adler, 1997). From a constructivist perspective, threats are not inherently "out there" but
are constructed by social actors in specific cultural, historical, and political contexts. This approach
underscores the relational and discursive nature of securitization: threats, and the responses they
prompt, depend largely on how they are perceived, which is in turn influenced by social, cultural,
and political factors (Buzan et al., 1998).

For example, consider the case of climate change. Traditionally, climate change might have been
viewed solely as an environmental or scientific issue, but in recent years, some governments have
framed it as a security threat, potentially impacting national stability and economic security. By
framing climate change as an existential threat to state security, these governments justify
exceptional measures such as stricter environmental regulations, increased military preparedness for
climate-induced disasters, or large investments in renewable energy (Trombetta, 2008). This
framing shifts climate change from a policy issue to one of national security, altering public
perception and the political context surrounding climate action. Here, securitization illustrates how
a scientifically based concern is transformed into a crisis that requires immediate and extraordinary
action.

Furthermore, the securitization of certain groups, such as ethnic minorities or religious
communities, offers another example. In some contexts, governments may frame specific groups as
potential threats to national unity, stability, or public order, leading to increased surveillance or
restrictions on freedom. For instance, in China, the Uyghur Muslim population in Xinjiang has been
securitized by the government, which frames Uyghur culture and religious practices as potential
sources of extremism and separatism. This framing has led to policies that include mass detentions,

surveillance, and efforts at cultural assimilation, all justified under the guise of maintaining national
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security and social harmony (Roberts, 2020). From a securitization perspective, the Uyghur
population is constructed as a security threat through government discourse, allowing the state to
implement extreme measures that might otherwise be seen as human rights violations.

In addition to security threats, the process of securitization can also be applied to economic issues.
For example, the global financial crisis in 2008 was securitized in some countries as a threat to
national economic stability, prompting governments to take extraordinary actions such as massive
bailouts, strict austerity measures, and regulatory reforms. By framing the crisis as an existential
threat to the economy, these governments were able to justify exceptional interventions in financial
markets, which would have been highly controversial or unacceptable under typical circumstances
(Blyth, 2013). This illustrates how securitization can be used to legitimize policy changes in
response to perceived threats across various sectors, not just military or political.

In summary, securitization, as formulated by the Copenhagen School, provides a framework to
examine how issues are framed as security threats and how discourse legitimizes these concerns.
Securitization theory emphasizes the power of language in shaping the security landscape, where
security is not an objective, given state but rather a social construct influenced by discourse and
context (Waver, 1995; Buzan et al., 1998). By framing certain issues as existential threats, social
actors can shift them from regular political debate into the realm of emergency, where extraordinary
measures become justified. This process reveals the underlying dynamics between language, power,
and perceived danger, enabling a deeper understanding of how specific issues come to be viewed as
security threats and why particular measures are deemed necessary. Through securitization,
governments and other actors construct security in ways that shape societal perceptions and
responses, highlighting the significant role of discourse in defining and responding to what societies

perceive as dangerous.

2.3 Methodology

The methodology for this thesis will adopt a qualitative, comparative case study approach to
examine the securitization of Chinese economic activities in the European Union. The analysis will
focus on two prominent cases: Huawei’s involvement in the European 5G network and the concerns

surrounding TikTok’s handling of user data within the EU. This approach will allow for an in-depth
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exploration of how these two instances illustrate broader trends in EU-China relations and the
securitization of digital technologies.

The study is grounded in the theoretical frameworks of Securitization Theory and Constructivism.
Securitization Theory, developed by Waver and Buzan, provides a lens through which to
understand how specific issues, such as Huawei’s role in critical infrastructure or TikTok’s data
practices, are framed as existential threats. This framework emphasizes the role of language and
"speech acts" in constructing threats and legitimizing extraordinary measures. Constructivism
complements this by examining the social, political, and historical contexts that shape these security
discourses, including the EU’s cultural and historical relationship with China.

Data for the analysis will be collected from multiple qualitative sources. These include official EU
documents, such as policy papers, regulations, and statements from institutions like the European
Commission and European Parliament. Media coverage from European and international outlets
will be analyzed to understand how these cases are portrayed in public discourse. Think tank
reports, particularly those focused on EU-China relations and digital governance, will provide
additional perspectives. Chinese official statements and responses will also be included to capture
counter-narratives and framing strategies. Finally, academic literature on securitization, EU-China
relations, and digital platform regulation will serve as a foundation for the theoretical and
contextual framework.

The data will be analyzed using qualitative content analysis. Content analysis will help identify
recurring themes and patterns in the framing of Huawei and TikTok as security threats. The analysis
will proceed in several steps. First, the broader political and economic context of EU-China
relations will be outlined, emphasizing the role of digital platforms and data governance in
contemporary geopolitics. Next, each case will be examined in detail. For Huawei, the study will
explore the EU’s concerns about espionage and the potential compromise of critical infrastructure.
For TikTok, the analysis will focus on data privacy issues, institutional bans, and broader anxieties
about Chinese influence on public discourse. These cases will then be compared to identify
commonalities and differences in how the EU approaches the securitization of Chinese tech
companies.

The theoretical frameworks will be applied to explain these processes. Securitization Theory will

illustrate how Huawei and TikTok have been constructed as security threats, while Constructivism
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will shed light on how social and historical factors have shaped these constructions. The discussion
will also highlight how these cases reflect broader trends in the EU’s digital sovereignty strategy
and its geopolitical positioning between China and the United States.

Ethical considerations will be addressed by acknowledging potential biases in the sources, such as
media coverage and political statements. Efforts will be made to ensure a balanced perspective by
incorporating diverse viewpoints, including those from EU, Chinese, and third-party sources.

This methodology aims to provide a comprehensive and nuanced understanding of how the EU
securitizes Chinese economic activities, focusing on the interplay between discourse, policy, and
broader geopolitical dynamics. By examining these two cases, the study seeks to contribute to
theoretical debates on securitization and constructivism while offering practical insights into the
challenges of balancing security concerns with economic cooperation in an increasingly

interconnected world.

3 Empirical Background

To analyze the securitization of Chinese technological activities in the European Union, it is
essential to understand the broader political, economic, and strategic context that shapes EU-China
relations. This empirical background provides a foundation for the analysis of Huawei and TikTok,
two cases that exemplify the challenges and complexities of this relationship. By examining China’s
unique model of state capitalism, the influence of U.S. foreign policy, the EU’s geopolitical
positioning, and the phenomenon of “China Panic Syndrome,” this chapter sets the stage for a
deeper exploration of securitization in the digital realm.

China’s economic model, often referred to as "state capitalism," is a distinct blend of state control
and market mechanisms. The Chinese Communist Party (CCP) maintains significant influence over
economic activities through state-owned enterprises (SOEs), party oversight within private
companies, and strategic control of critical sectors such as telecommunications, energy, and finance.
This integration allows the Chinese state to align economic development with political objectives,
creating a system that combines market efficiency with political oversight. While this model has
facilitated rapid industrial and technological advancement, it has also drawn criticism from Western
nations, including the EU, for its perceived lack of transparency, unfair competitive practices, and

potential risks to global markets (Arnoldi 2018).
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At the same time, U.S. foreign policy has played a significant role in shaping global attitudes
toward China, particularly regarding its technological ambitions. In recent years, the United States
has increasingly framed China as a geopolitical rival, emphasizing national security concerns
related to espionage and intellectual property theft by Chinese firms. Companies like Huawei have
faced bans and restrictions, with the U.S. warning allies of the risks posed by Chinese technology in
critical infrastructure. TikTok has similarly been a target, with allegations of data misuse and
influence over public opinion. These actions have heightened scrutiny of China’s technological
influence and have influenced the EU’s approach, amplifying security concerns while also
underscoring the need for a distinct European strategy.

The European Union, however, finds itself in a challenging position, often described as being
caught between “two boats.” On one side, the EU must navigate its economic and security
relationship with the United States, a longstanding ally with significant influence over European
policies. On the other, it must manage its growing economic interdependence with China, one of its
largest trading partners. This delicate balance is further complicated by the EU’s desire to assert its
strategic autonomy and reduce its reliance on external powers. Initiatives like the EU’s investment
screening mechanisms, the General Data Protection Regulation (GDPR), and the 5G Security
Toolbox reflect efforts to strengthen digital sovereignty and safeguard critical infrastructure without
severing economic ties with China.

Adding to this complexity is the phenomenon often referred to as “China Panic Syndrome,” a
heightened sense of anxiety about China’s growing global influence. In the EU, this anxiety
manifests in concerns about economic dependence on Chinese investments, the potential
exploitation of technology for espionage or political influence, and the difficulty of maintaining a
unified policy among member states with diverse interests. While some of these concerns are
grounded in legitimate risks, others may be amplified by historical tensions, cultural differences,
and geopolitical rivalries, highlighting the importance of critically assessing the EU’s responses to
Chinese technological activities.

Together, these elements illustrate the multifaceted nature of the EU-China relationship. The
interplay between economic cooperation, security concerns, and geopolitical pressures creates a
complex environment in which the EU must navigate its policies carefully. This empirical

background provides the necessary context for understanding the cases of Huawei and TikTok, as
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they reflect broader trends in how the EU balances its goals of digital sovereignty and economic

collaboration within an increasingly contested global landscape.

3.1 China’s Model of State Capitalism

The Chinese state capitalism is a uniquely Chinese system of state economic organisation. In this
system, both the state, and the leading communist party of China exercise a significant amount of
control over the activities of private establishments with varying degrees of input, as this chapter
shall elaborate. We are interested in how did it come to be, what it is and what are it’s broader

implications on the relations with the EU (and the US).

3.1.1 Development

“Yesterday was an epoch-making occasion in the history of Asia, with Mao Tse-Tung, chairman of
the Central People’s Government Council of the People’s Republic of China, formally proclaiming
the inauguration of the new regime. He claimed that the “war of the people’s liberation” has now
been “fundamentally won” ...” (Guardian 2019), reads the reporting news from October 2nd, 1949.
Founded in 1922 within the Nationalist party, the Chinese communists who survived the purge of
1927 engaged in a decades long struggle for the unification of China against the Kuomintang.
Japan’s invasion halted the civil war to a point, only to resurge again to end in a communist victory

(US Dept. Of State 2017).

China's adoption of a centrally planned economy was heavily influenced by Marxist theory while
being tailored to its unique historical and social conditions. Guided by Marxist Political Economy
(MPE), China’s focus was on overcoming the contradiction between a backward agricultural
economy and the need for rapid industrialization. However, China took a pragmatic approach to
applying these principles, learning from the Soviet experience while tailoring its strategies. (Cai, F.
2020: p. 7). During the 1950’s, there was a definite, if gradual, push towards collectivisation. In
rural China, private land was eliminated and peasants were organised into collectives (Pearson;
Rithmire; Tsai 2023: 16-17). Then, with the Great Leap Forward, China pushed for rapid labour-

based hastily-implemented industrialisation of those collectives around the turn of 1960°s. This,
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fuelled by a series of natural disasters, resulted in a massive famine and a walk-back of the
programme and caused rifts in the party (Britannica 2025).

The desired change then started to come after Mao’s death and subsequent acquisition of power by
Deng Xiaoping in the mid to late 1970’s. China at this state was a state devastated by the ineffective
centrally planned system and decades of Mao’s programmes like the Great leap forward. China was
still predominantly rural, with almost 60% of it’s workforce being employed by the sector in 1991.
China thus introduced gradual privatisation of the agricultural sector, while the surplus of workers
would be refocused into new industry firms with varying level of private input, while the leadership
role of the communist party remained unchanged (Dabrowski 2020: 3-10). Dabrowski also explains
key reasons for the party’s position to remain unchanged. Change was imperative for the state to
survive after Mao’s policies, which also damaged the party its-self, subverting hard ideological lines
in favour of pragmatism and gradualism (ibid).

The new enterprises were very successful, incentivising local governments, who owned most of
them, to boom in the rural ares, though urban areas lagged behind, relying on private or outside
efforts. The process was initially still slow though, due to lack of formalisation and incentives of the
private sector, ideological frictions were still prevalent. Opening the market to global investments
was likewise done slowly and carefully under the gaze of the party (Pearson; Rithmire; Tsai 2023:
17-19). It is at this point clear that these economic reforms are significantly transitioning the basis
premise of the centrally planned system with exclusive state ownership into something else, but the
party still holds and intends to hold major sway over the happenings.

With the turn of the century and China’s admittance to WTO catapulted China’s already massive
ongoing industrialisation efforts into being referred to as the ‘world’s factory’, which also indicates
massive focus on exports. Subsequently, foreign investors brought capital as well as expertise and
technology, supercharging the growth. During this time, most of the local-government owned
enterprises underwent restructuring. The state retained control over the largest firms and strategic
sectors (including telecom), supporting control means such as production input control and staffing
(Pearson; Rithmire; Tsai 2023: 19-21). As the 2008 financial crisis hits, China is not affected as
badly as other states, the states in the EU in particular. China then started to use it’s export’s
revenue to purchase more of foreign debt in the EU (they have been doing so already with the US

debt). This allows EU states, Ireland, Greece and Italy in particular, to aid in their recovery and the
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stability of China’s trade and growth efforts. It also strengthens China’s influence and bargaining
position with the states and the EU, in particular with China’s unequal WTO status and EU’s market
and protective restrictions (Farrell 2011: 8-10). In general, China focused on growth and export
cycle while retaining critical state control over key areas and mechanisms.

After Xi Jinping took power in 2012, effort was declared in spirit of further liberalisation reforms to
re-start double-digit growth before the financial crisis of 2008. Unfortunately, many of these
reforms failed and caused dissent and instability. As a result of this, the party concluded that the 2-
digit growth of the previous decades would be very hard to replicate. As a result of this, the party
under Xi necessitated a more sustainable and modest growth going forward. Furthermore, the aims

shifted primary to politics to serve the party’s position (Pearson; Rithmire; Tsai 2023: 21-22).

3.1.2 The party-state capitalism

From the development outlined above, Party-state capitalism could be described as a unique form of
economic governance that fuses political control with capitalist market principles. It represents a
system where the state heavily influences, controls, and often owns key industries, while
simultaneously allowing the operation of private enterprises. Under party-state capitalism,
economic actions are not solely driven by market dynamics or profit motives, but are also guided by
political goals, often with the state playing a direct role in managing firms, their activities, and their
interactions with global markets. The private aspect introduces personal drive and innovativeness,

while the state and party enforce direction and policy line.

In this model, the state typically holds substantial stakes in strategic sectors, such as energy,
finance, and telecommunications, through state-owned enterprises (SOEs). The government
controls these industries not just through ownership but also via the imposition of policies and
governance structures that align with national objectives and party lines. As described above, the
The Chinese Communist Party (CCP)’s primary motivation for this model sits in regime security
and political stability and simultaneously balance general functionality (Arnoldi, J. 2019: 55-57).
CCP ensures that the economy remains a tool for its survival by influencing corporate governance

structures through various mechanisms, of which notable are party cells embedded in both state-
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owned and private firms. These party cells oversee key business decisions, including mergers,

personnel, and strategic directions (Pearson; Rithmire; Tsai 2023: 22-23).

Organizationally, party-state capitalism in China operates through a system where state-owned
enterprises dominate critical sectors, while private businesses, though free to pursue profits, must
also adhere to political priorities set by the state. The CCP's dominance is reinforced by its direct
influence over business through various regulatory and organizational mechanisms, like the
aforementioned party cells, party branches in almost all private firms and joint ventures.
Furthermore, private companies, especially those in more strategic-related areas like technology,
face intense scrutiny and sometimes direct intervention by the government. This can include
reorganization, imposition of state shares, restrictions on business operations in sensitive areas and
more. Enforcement of this system occurs through several layers and mechanisms, such as the
appointment of party members to key managerial positions in businesses, as well as the
establishment of lower-level party units in both private and foreign companies. This is to ensure that
the state's political objectives are prioritized. The government also exercises control over market
behaviors, such as credit allocation, industrial policy, and technology development, through
institutions like the State-owned Assets Supervision and Administration Commission (SASAC)

(Pearson; Rithmire; Tsai 2023: 23-35).

Internationally, the implications of party-state capitalism extends beyond domestic markets. As
China has become a global economic powerhouse, its model of state-directed capitalism has led to
external pushback. Multiple countries have raised concerns over China's growing influence,
especially regarding the potential for political interference in foreign firms operating in China.
There are also apprehensions over CCP's efforts to export its model of governance, particularly
through incentives like the Belt and Road Initiative (BRI), a reflection of China's growing
assertiveness on the global stage. This has resulted in international tensions, particularly in the areas
of technology transfer, intellectual property rights, and geopolitical influence. China’s integration
into global supply chains has led to a rethinking of interdependence with other nations, particularly
from the global west (Pearson; Rithmire; Tsai 2023:49-55). A consideration of potential security

concerns.
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3.2 The Influence of U.S. Foreign Policy

The influence of the US on EU’s policies towards China is profound, largely based on the
longstanding political, economic, and security ties that bind the US and Europe, sprouting from
decades of shared history. The transatlantic relationship, particularly in the post-Cold War era, has
led the EU to align with US strategies on several major international issues, including China. This
alignment is shaped not only by shared values and concerns over China's growing global influence,
but it also impacts practical considerations of maintaining stability in both the transatlantic
relationship and global power dynamics.

In Defence policies specifically, The US has often pushed the EU to ascertain a stronger stance on
China in areas such as military and defense policies in various regions. For example, the US has
repeatedly encouraged Europe to engage more deeply in the region of South-east Asia, especially to
counterbalance China’s growing power and assertiveness in the South China Sea disputes (Balaban
2014: 25-26). Although the EU has been reluctant to fully commit, this pressure has shaped
European diplomatic and defense posture towards China, though the EU remains more cautious and
less inclined to take a more proactive stance, let alone military actions in Asia compared to the US

(Ross, R. 2010: 228-229).

In terms of Cybersecurity, policies here are connected through shared concerns and increasing
cooperation, despite differences in their legal frameworks. Both the US and the EU face similar
challenges related to their digital economy, cybersecurity threats and the protection of critical
infrastructure, prompting them to increasingly align their efforts in cybersecurity governance. One
major point of convergence is their focus on digital sovereignty. As such, both the US and the EU
are moving towards a more defensive approach in their cybersecurity policies, with the EU pushing
for stronger regulatory frameworks to manage vulnerabilities and ensure security across its internal

market (Fahey 2024:1073-1088). These frameworks will be of greater importance further.
The US approach to cybersecurity entails more market-driven aspects, focuses on voluntary

standards and sector-specific regulations. However, there has also been a noticeable shift towards

more comprehensive regulatory efforts, particularly in response to increasing cyber threats. This
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trend is reflected in both the adoption of the Cyber Incident Reporting for Critical Infrastructure Act
and initiatives to implement better cybersecurity standards for areas like the Internet of Things
(IoT). Meanwhile, the EU's cybersecurity policies are characterized by a more centralized, hard-law
approach, with extensive regulations such as the Cybersecurity Act and a growing emphasis on
digital sovereignty (ibid).

In a broader sense, geopolitical tensions, particularly in relation to Russia (as well as China), are
rising. Therefore, the US is signalling higher encouragement of European strategic autonomy. There
is a shift, highlighted by debates over common European defense, as well as President Trump’s
more isolationist approach. This shift suggests that the US may start scaling back its traditional
security role regarding the EU. The US still aims to empower European security, even with reduced
US effort and higher European contribution to broader geopolitical stability (Bergman 2024). The
focus on EU’s comprehensive regulatory cybersecurity frameworks may conflict with the US's
preference for a more flexible, market-driven approach. Nevertheless, both regions recognize the

transnational nature of cyber threats and the need for mutual cooperation.

3.3 The EU’s Geopolitical Positioning: the two boats

The concept of "standing in two boats" describes the European Union's struggle to balance
competing interests and ideals in its approach to China. This metaphor highlights the EU's attempt
to navigate a dual position between its strategic partnership with China in areas like trade, climate
change, and multilateralism, and its concerns over key political issues such as human rights,
governance, and democratic values. The Belt and Road Initiative (BRI), shall be highlighted to

llustrate.

The Belt and Road Initiative is a colossal infrastructure project launched by Xi Jinping in 2013. IT
aims to establish high quality connections on both land and sea to facilitate trade, growth and
regional integration (IBRD 2025). On one hand, the EU engages with China as a partner in
facilitating broadened economic cooperation and development. On the other hand however, the EU
also faces tensions related to the BRI, particularly its implications for European unity and security.
The EU stumbles upon difficulties to reconcile its commitment to human rights and democratic

values with its economic and geopolitical interests. This "idealism vs. realism" dynamic creates a
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complex challenge where the EU must find a way to navigate these competing priorities without
jeopardizing its broader strategic objectives. Meanwhile, the EU remains aligned with the United
States on many security issues concerning broader Chinese influence, while distinguishing its
approach by emphasizing digital sovereignty and multilateral cooperation. This reflects a broader
desire to maintain an independent voice in global politics, balancing its relationships with major

powers and protecting its own interests and those of the member states (L1 2022: 93-109).

In a more general view, one can consider this a matter of “systemic rivalry” and “strategic
partnership”. This dichotomy also refers to the contradictory nature of China-EU relations: strategic
partners collaborating on various global issues such as climate change and global governance on
one hand. Tensions arisen from their systemic rivalry and China’s more assertive foreign policies
and international actions on the other. The EU has been increasingly concerned with China's rise (as
exemplified by the BRI) and its economic and geopolitical ambitions. In this context, China is
viewed not only as an economic competitor but also as a challenger to the existing Western-
dominated norms of governance. This rivalry is reflected in differing approaches to international
governance, human rights, and the promotion of alternative models of development. This dynamic
creates a situation where China and the EU are caught between cooperation and competition,
striving to maintain their partnership while navigating the growing challenges that arise from their

differing values and objectives (Li 2022: 1-16).

3.3.1 China Anxiety in the West

The rise of China has triggered what some analysts describe as “China Anxiety” in Western nations,
characterized by a heightened sense of unease about China’s growing influence. In the EU, this
anxiety is particularly evident in debates over Chinese investments, technology, and geopolitical
ambitions. Concerns about economic dependence on China are widespread, particularly in light of
China’s investments in European infrastructure and its role in global supply chains. Additionally,
the potential misuse of Chinese technologies for surveillance or political influence has raised
alarms, fueling calls for stricter regulation and oversight (Kwon 2012: 369-392).

These concerns are not without merit, but they are also shaped by historical tensions and cultural

differences. The legacy of colonialism and the West’s perception of China as a strategic rival
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contribute to a climate of mistrust, often amplifying fears about China’s intentions (Zhang, Y. 2013:
1407-1426). This “China Anxiety” influences public discourse and policy decisions, shaping the

EU’s responses to Huawei and TikTok.

3.4 Conclusion
The empirical background outlined here provides a comprehensive understanding of the dynamics

shaping the EU’s approach to Chinese technological activities. China’s state capitalism, the
influence of U.S. foreign policy, and the EU’s complex positioning highlight the challenges of
balancing economic cooperation with security concerns. These factors, combined with the
phenomenon of China Anxiety, create a nuanced context for analyzing the securitization of Huawei
and TikTok in Europe. By exploring these dynamics, this chapter sets the stage for a deeper
examination of how the EU navigates its relationships with China and the broader implications for

global digital governance.
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4 The cases of Huawei and TikTok

4.1 TikTok

TikTok, the globally popular short-form video platform owned by the Chinese company ByteDance,
has rapidly become a central feature of contemporary digital culture. Since its global launch in
2018, TikTok has distinguished itself through its innovative algorithms, which personalize content
based on user interactions, creating an engaging and highly addictive experience. With billions of
downloads worldwide, TikTok has emerged as a significant cultural force, shaping trends, fostering
creative expression, and enabling community building, particularly among younger audiences
(D’Souza 2025).

However, alongside its cultural significance, TikTok has also become a focal point of geopolitical
and regulatory scrutiny, particularly within the European Union. Central to these concerns are
questions about data privacy and security. TikTok’s data collection practices are extensive,
encompassing user behavior, location data, device information, and interactions with content. These
practices, coupled with ByteDance’s Chinese ownership, have sparked fears about potential data
sharing with the Chinese government. Critics argue that such access could enable surveillance or
influence campaigns, raising serious national security implications. As a result, TikTok has faced
regulatory challenges and institutional bans in various jurisdictions, including within the EU (ibid).
In response to these concerns, TikTok has attempted to address criticisms through measures such as
establishing regional data centers, including a major facility in Ireland, to store and process
European user data locally. Despite these efforts, the platform continues to face accusations of
inadequate safeguards, particularly regarding minors. Violations of privacy laws, such as the EU’s
General Data Protection Regulation (GDPR), have been a recurring issue. TikTok has also been
criticized for its insufficient age verification mechanisms and its handling of harmful content,
prompting calls for stricter regulatory oversight (McCallum 2023).

TikTok’s trajectory illustrates the broader tensions between economic cooperation and security
concerns in the digital age. Within the EU, the platform has been scrutinized as part of efforts to
assert digital sovereignty. This concept reflects the EU’s ambition to regulate digital platforms and

safeguard critical infrastructure without excessive reliance on foreign technologies. TikTok’s
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prominence has made it a key example in debates surrounding the governance of Chinese
technology firms, alongside Huawei and other entities.

Moreover, TikTok has been implicated in the spread of disinformation and manipulated content,
further complicating its role in public discourse. While the platform has taken steps to moderate
content and improve transparency in its algorithms, challenges remain in addressing these issues
effectively. This has led to questions about TikTok’s influence on political and social dynamics,
reinforcing its securitization in regulatory and public narratives (Greer 2024).

In the European context, TikTok embodies the intersection of cultural influence, technological
innovation, and geopolitical anxiety. Its handling reflects the EU’s broader approach to navigating
its relationship with China—a critical economic partner but also a perceived strategic competitor.
The platform’s operations in Europe offer a compelling case study for examining how digital
technologies are framed as potential security threats through the process of securitization. By
analyzing TikTok within this framework, it is possible to explore how the EU balances its goals of
protecting privacy, ensuring security, and fostering innovation in an increasingly interconnected
world.

TikTok’s case also provides a lens to understand the challenges of enforcing digital governance
frameworks, such as the Digital Services Act and the GDPR, in a rapidly evolving digital landscape.
These regulations aim to protect user rights, combat disinformation, and ensure platform
accountability. However, the implementation gaps and enforcement challenges evident in TikTok’s
case highlight the complexities of regulating global platforms effectively.

As a platform that straddles the realms of entertainment, culture, and geopolitics, TikTok offers a
rich subject for analyzing the interplay between securitization, digital governance, and public
discourse. It underscores the need for nuanced regulatory approaches that address security concerns

while recognizing the cultural and economic significance of digital platforms in a globalized world.

4.2 Huawei

Huawei, a Chinese multinational technology company specializing in telecommunications
equipment and consumer electronics, has become a pivotal figure in global debates over technology,

security, and governance. Established in 1987, Huawei grew rapidly to become a leader in 5G
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technology, providing cutting-edge infrastructure for telecommunications networks worldwide
(Huawei 2025). However, its technological dominance has been accompanied by intense scrutiny,
particularly in Western nations, where concerns about espionage and national security risks have
dominated the discourse.

The European Union's relationship with Huawei exemplifies the tensions inherent in navigating
economic interdependence with China while addressing security concerns. Huawei’s 5G technology
offers unparalleled advancements in speed, capacity, and connectivity, making it a key player in the
global race to develop next-generation networks. Yet, fears surrounding its potential ties to the
Chinese government have led to significant pushback. Critics argue that Huawei’s infrastructure
could be exploited for state-sponsored espionage or cyberattacks, citing the company's obligations
under Chinese national security laws to cooperate with government intelligence efforts. These
concerns have prompted calls to restrict Huawei’s involvement in critical infrastructure projects
across Europe (Grimaldi 2024).

The EU’s response to Huawei reflects its broader ambition to assert digital sovereignty. By
implementing mechanisms such as the 5G Security Toolbox, the EU has sought to balance the
economic benefits of using Huawei’s technology with the need to safeguard its critical
infrastructure. This framework emphasizes the importance of risk mitigation, urging member states
to exclude high-risk vendors from core parts of their 5G networks. While this approach stops short
of an outright ban, it underscores the EU’s cautious stance and its efforts to maintain control over its
digital infrastructure (ibid).

Huawei’s case is further complicated by the geopolitical dynamics between the United States, the
EU, and China. The U.S. has taken a hardline approach, labeling Huawei a national security threat
and pressuring its allies to exclude the company from their networks. This has placed the EU in a
challenging position, caught between its transatlantic alliance with the United States and its
significant economic ties with China. The EU’s approach, while aligning with some U.S. concerns,
has aimed to maintain strategic autonomy by crafting its own regulatory responses rather than
adopting wholesale U.S.-led bans (Berman et. al. 2023).

Beyond security, Huawei’s operations raise questions about fair competition and transparency. The
company has been accused of receiving state subsidies and other forms of support from the Chinese

government, enabling it to undercut competitors in global markets. This has fueled concerns about
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the broader implications of China’s state capitalism model, where economic and political objectives
are closely intertwined (ibid).

Huawei’s case also illustrates the challenges of ensuring unity among EU member states. While the
5G Security Toolbox provides a coordinated framework, the final implementation of restrictions is
left to individual nations. This has led to varying degrees of openness toward Huawei across the
EU, reflecting the diverse economic and political priorities of its members. Countries with strong
economic ties to China, such as Germany, have been more cautious in restricting Huawei’s
involvement, while others, like Poland and the Czech Republic, have taken a harder stance, citing
security concerns (Reuters 2023).

As a focal point of the EU’s digital sovereignty efforts, Huawei represents the intersection of
technology, security, and geopolitics. Its prominence in the 5G space has made it a test case for how
the EU navigates the securitization of digital technologies. The framing of Huawei as a potential
security threat highlights the power of discourse in shaping public perception and policy, aligning
with the principles of securitization theory. By constructing Huawei as an existential risk,
policymakers have justified extraordinary measures to protect critical infrastructure and ensure the
EU’s technological independence.

Huawei’s case underscores the complexities of regulating global technology firms in an era of rising
geopolitical tensions. It demonstrates the need for a nuanced approach that balances security
concerns with economic collaboration, recognizing the interconnected nature of the modern digital
economy. As the EU continues to refine its strategies for digital sovereignty, Huawei remains a
critical case for understanding how securitization shapes the governance of emerging technologies

and the broader dynamics of EU-China relations.

4.3 Analysis of TikTok

TikTok has become a significant case in the European Union's efforts to balance digital sovereignty,
security concerns, and economic collaboration. As one of the most downloaded apps globally,
TikTok has established itself as a cultural phenomenon, particularly among younger audiences.
However, its ownership and data practices have placed it at the center of regulatory and geopolitical

debates, highlighting tensions between fostering innovation and addressing potential security risks.
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The EU has made strides in asserting digital sovereignty through frameworks such as the General
Data Protection Regulation (GDPR) and the Digital Services Act (DSA). These measures aim to
protect user rights, ensure platform accountability, and safeguard data. TikTok, operating within
these regulations, has faced significant scrutiny. Its extensive data collection practices—including
tracking user behavior, location data, and device information—have raised concerns about potential
misuse. Critics argue that ByteDance’s ownership creates a risk of data sharing with the Chinese
government, exacerbated by China’s national security laws that require companies to cooperate with
state intelligence.

In response to these challenges, TikTok has sought to demonstrate compliance with EU regulations
by establishing regional data centers, such as its facility in Ireland, to localize data processing.
Despite these efforts, accusations persist regarding the platform's insufficient protections for minors
and its inconsistent enforcement of privacy policies. TikTok’s difficulties reflect broader questions
about how global digital platforms can adhere to local regulations while maintaining their
operational efficiency.

TikTok’s regulatory challenges in the EU are further complicated by the concept of securitization.
According to securitization theory, issues become security concerns through discourse that frames
them as existential threats requiring extraordinary measures. In the case of TikTok, policymakers
and media narratives have portrayed the platform as a risk to national security, citing potential
surveillance, disinformation, and manipulation of public opinion (Haeck 2024). This framing has
led to institutional bans on TikTok within certain EU bodies and heightened regulatory scrutiny
(Chee 2023). Furthermore, the European Commission has, in December of 2024, opened formal
proceedings against TikTok, citing the aforementioned DSA (European Commission 2024a).

A significant aspect of this securitization lies in the platform's perceived influence over information
ecosystems. As a platform that thrives on user-generated content and algorithmic curation, TikTok
has been linked to the spread of disinformation and manipulated content, raising concerns about its
role in shaping public discourse. This has further justified its framing as a security threat,
particularly in the context of the EU’s efforts to protect democratic institutions and societal stability
(Arcila; Griftin 2023: 73-75).

TikTok’s case also intersects with broader geopolitical dynamics. The platform operates at the

nexus of global power struggles, particularly between the United States, China, and the EU. The
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U.S. has taken a hardline stance, labeling TikTok a national security threat and pushing for bans and
divestitures, citing: “Data collection and analysis is a common practice in this digital age. But
TikTok’s scale and susceptibility to foreign adversary control, together with the vast swaths of
sensitive data the platform collects, justify differential treatment to address the Government’s
national security concerns” (TikTok v. Garland 2025: 12). These actions have influenced EU
narratives about the platform, amplifying concerns about its potential risks. However, the EU has
sought to chart a distinct path by emphasizing regulation over outright bans, reflecting its desire to
assert strategic autonomy while maintaining economic ties with China.

The platform’s regulatory challenges underscore deeper issues within the EU’s digital governance
landscape. Enforcement of regulations like the GDPR and the DSA remains fragmented across
member states, limiting their effectiveness. TikTok’s shortcomings in protecting minors, including
weak age verification and inadequate content moderation, highlight gaps in the EU’s ability to
enforce consistent protections across its jurisdiction. Furthermore, TikTok’s role in spreading
harmful content and disinformation has revealed the complexities of holding platforms accountable
for the quality of their information ecosystems (European Commission 2024b).

As the EU grapples with these challenges, TikTok serves as a critical example of the difficulties in
balancing security, cultural exchange, and innovation in an interconnected world. The platform
embodies the tension between economic interdependence and strategic competition, particularly in
the EU’s complex relationship with China. By framing TikTok as a security threat, the EU has
justified regulatory measures aimed at mitigating risks while striving to maintain open markets and
encourage technological advancement.

TikTok’s case illustrates the need for coordinated and nuanced policies that address the multifaceted
challenges of global digital platforms. It highlights the importance of robust enforcement
mechanisms, clear regulatory frameworks, and thoughtful approaches to balancing economic
collaboration with security imperatives. Ultimately, TikTok offers valuable insights into the
evolving landscape of digital governance and the role of discourse in shaping perceptions of

technology in a rapidly changing geopolitical context.
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4.4 Analysis of Huawei

Huawei has become a central figure in debates about technology, security, and global governance.
As a leader in 5G infrastructure, Huawei represents the cutting edge of technological innovation,
offering advanced solutions in connectivity and network efficiency. However, its prominence has
been accompanied by significant scrutiny, particularly within the European Union, where concerns
about espionage and national security have framed Huawei as a potential threat.

The EU’s relationship with Huawei highlights the complexities of balancing economic collaboration
with the need to safeguard critical infrastructure. Huawei’s expertise in 5G technology has made it
an attractive partner for building Europe’s next-generation telecommunications networks. Yet, fears
about the company’s potential ties to the Chinese government have raised alarms. Critics point to
Chinese national security laws that could compel Huawei to cooperate with intelligence activities,
suggesting that its technology could be exploited for surveillance or cyberattacks (Czarnocki et. al.
2021: 17-18). These concerns have led to calls for restrictions on Huawei’s involvement in Europe’s
critical infrastructure projects.

In response, the EU has taken steps to mitigate risks associated with Huawei while avoiding a
complete ban. Initiatives such as the 5G Security Toolbox emphasize the importance of risk
management, urging member states to exclude high-risk vendors from core parts of their networks
(European Commission 2020). This approach reflects the EU’s ambition to assert digital
sovereignty, ensuring control over its digital infrastructure while maintaining economic ties with
China. The framework also underscores the EU’s cautious stance (ibid), as it navigates the
geopolitical pressures exerted by its transatlantic ally, the United States.

The U.S. has played a significant role in shaping global narratives about Huawei, framing the
company as a national security threat and pressuring its allies to exclude Huawei from their 5G
networks. This hardline stance has influenced European policymakers, amplifying concerns about
the risks associated with Chinese technology. However, the EU has sought to distinguish its
approach by focusing on regulation and risk mitigation rather than outright bans (Baker 2020). This
reflects the EU’s desire to maintain strategic autonomy, crafting policies that balance security
concerns with economic pragmatism.

Huawei’s case also underscores broader tensions in EU-China relations. As one of the EU’s largest

trading partners, China plays a vital role in Europe’s economic landscape (European Commission
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2025). At the same time, the EU is increasingly wary of China’s growing influence, particularly in
strategic sectors like telecommunications and artificial intelligence. Huawei’s prominence
exemplifies these tensions, highlighting the challenge of managing economic interdependence with
a perceived strategic competitor.

The regulatory challenges surrounding Huawei are further compounded by issues of fair
competition and transparency. Huawei has been accused of benefiting from state subsidies and other
forms of support from the Chinese government, enabling it to undercut competitors in global
markets (Reuters 2019). This has raised concerns about the implications of China’s state capitalism
model, which intertwines economic and political objectives. Such practices have fueled skepticism
about Huawei’s role in Europe, with some member states taking a harder stance against the
company’s involvement in their networks (Grieger 2019).

Despite the EU’s coordinated efforts through the 5G Security Toolbox, the final implementation of
restrictions on Huawei is left to individual member states, leading to uneven policies across the
region. Some member states that might have significant economic ties to China, have been more
cautious in restricting Huawei’s participation, while others have taken a more stringent approach,
citing national security concerns. This lack of uniformity underscores the challenges of maintaining
a cohesive EU policy on Chinese technology (NIS 2023: 4-6).

Huawei’s case highlights the role of securitization in shaping perceptions of technology as a
security threat. Through discourse and policy measures, the EU has framed Huawei as a potential
risk to critical infrastructure, justifying extraordinary interventions to protect its digital sovereignty.
This aligns with the principles of securitization theory, where issues are constructed as existential
threats to justify emergency measures.

As the EU continues to refine its strategies for digital sovereignty, Huawei serves as a critical case
study in the governance of emerging technologies. Its prominence in the 5G space exemplifies the
interplay between security, innovation, and geopolitics, offering valuable insights into the
challenges of regulating global technology firms in an era of rising geopolitical tensions. The
Huawei case underscores the need for nuanced policies that address security concerns while
fostering economic collaboration, recognizing the interconnected nature of the modern digital

economy.
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Ultimately, Huawei’s experience in the EU reflects the broader dynamics of global digital
governance and the challenges of managing technological dependencies in a rapidly changing
geopolitical landscape. It highlights the importance of balancing security imperatives with the
benefits of innovation, offering a roadmap for navigating the complex relationship between

technology, security, and international relations.

5 Comparative Analysis and Theoretical Reflections: Huawei
and TikTok in the EU Context

The cases of Huawei and TikTok provide a compelling lens through which to examine the European
Union’s (EU) approach to the securitization of Chinese technology and its broader ambitions for
digital sovereignty. Both entities, while distinct in their operations—Huawei as a
telecommunications infrastructure provider and TikTok as a social media platform—represent
critical facets of China’s technological rise. These cases highlight the multifaceted challenges faced

by the EU in balancing security concerns, economic collaboration, and geopolitical dynamics.

5.1 Contextual considerations

5.1.1 Nature of the Threat

Huawei and TikTok pose different types of perceived risks to the EU. Huawei’s primary threat is
linked to its role in critical infrastructure. The possibility of state-sponsored espionage or
cyberattacks, facilitated through Huawei’s 5G technology, raises alarms about the integrity and
security of telecommunications networks. TikTok, on the other hand, is seen as a softer but equally
potent threat. Its influence over public discourse, coupled with concerns about data privacy and
disinformation, underscores vulnerabilities in the cultural and informational domains. Together,
these cases illustrate the diverse dimensions of technological risks in the digital age. The primary
concern for both the US considering the Supreme court opinion, and the EU understanding the
cybersecurity toolbox, seems to be the potential for connections to the Chinese government and the

communist party, citing third party data access and narrative influence.
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5.1.2 Framing of Risks

In both cases, discourse has played a significant role in framing Huawei and TikTok as security
threats. Huawei is depicted as a risk to national and regional infrastructure, a narrative that aligns
closely with traditional notions of security. Conversely, TikTok is framed as a societal vulnerability,
with potential to influence democratic processes and societal cohesion. These framings reflect the
performative nature of securitization, where threats are constructed through speech acts to justify
regulatory and political actions. It is difficult to imagine a successful common EU policy push with

other than a security narrative, while even this security scenario faces implementation slowdowns.

5.1.3 Regulatory Responses

The EU’s responses to Huawei and TikTok reveal variations in strategy, shaped by the specific
nature of each threat. Huawei has been addressed through structured frameworks like the 5G
Security Toolbox, which advises member states on mitigating risks posed by high-risk vendors.
This approach reflects a clear emphasis on safeguarding critical infrastructure while avoiding a
wholesale ban, thereby maintaining economic ties with China. For TikTok, the regulatory response
has been less centralized, relying on existing frameworks such as the General Data Protection
Regulation (GDPR) and the Digital Services Act (DSA). However, this fragmented approach

underscores challenges in governing fast-evolving digital platforms.

5.1.4 Geopolitical Dynamics

Both cases operate within the broader context of geopolitical tensions, particularly between the
United States, China, and the EU. The U.S. has exerted significant influence on global narratives
about Huawei and TikTok, framing them as security threats. While the EU has drawn from these
narratives, it has sought to chart its own path, balancing its transatlantic alliances with its economic
interdependence with China. This nuanced approach reflects the EU’s aspiration for strategic
autonomy, enabling it to address security concerns while maintaining flexibility in its economic and
diplomatic relations. With regards to China, the primary directive for the establishment and
continued development of the party-state capitalism system remains retainment of the dominant

position of the communist party, seconded by national prosperity.
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5.1.5 Economic Implications

The economic ramifications of Huawei and TikTok’s securitization differ significantly. Huawei’s
exclusion from critical infrastructure projects has direct economic impacts, potentially delaying the
deployment of 5G networks and increasing reliance on alternative providers. TikTok’s economic
role, centered on digital commerce and cultural production, presents a more diffuse but equally
significant set of challenges. Calls for restrictions on TikTok risk disrupting a platform that has

become integral to content creation and digital engagement.

5.1:6 Public Perception and Discourse

The visibility of these cases in public and political discourse also diverges. Huawei’s narrative is
largely technical and geopolitical, often discussed in policy and industry forums. TikTok, as a
widely used social media platform, has a far greater public presence, amplifying its securitization

through widespread media coverage and public debates about data privacy and content moderation.

5.2 Theoretical Reflections

5.2.1 Securitization Theory

Both cases illustrate the relevance of securitization theory in addressing non-traditional security
threats. Huawei’s case represents a tangible risk to infrastructure security, making its securitization
relatively straightforward. TikTok, however, demonstrates the flexibility of the theory, as it captures
abstract concerns about cultural influence and informational vulnerabilities. By framing these
entities as existential threats, policymakers have justified extraordinary regulatory measures and are
proving gaugeable success in their implementation. The most problematic aspect in the Huawei
case proves to be member state cooperation and cohesion. As the TikTok case is yet to reach direct

member state involvement, this remains to be seen.

5.2.2 Constructivist Perspective
The framing of Huawei and TikTok highlights the socially constructed nature of security threats.
The EU’s historical and cultural relationship with China, its transatlantic alliances, and its internal

diversity all influence how these threats are perceived and addressed. The constructivist lens
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emphasizes that these perceptions are not fixed but shaped by the interplay of discourse, context,

and power dynamics.

5.2.3 Digital Sovereignty

Central to both cases is the EU’s ambition to assert digital sovereignty. By regulating Huawei and
TikTok, the EU seeks to protect its digital infrastructure, uphold data privacy standards, and
reinforce its control over technological dependencies. This effort underscores the intersection of

governance, security, and innovation in the EU’s broader geopolitical strategy.

5.2.4 The Economic-Security Nexus

The cases of Huawei and TikTok reveal the inseparability of economic and security concerns in the
digital age. Huawei’s role in 5G infrastructure directly impacts economic competitiveness, while
TikTok’s influence in cultural and economic domains highlights the interconnected nature of
technology and societal stability. These cases demonstrate how technological advancements are

deeply entwined with geopolitical competition and strategic interests.

5.2.5 Strategic Autonomy

The EU’s approach to Huawei and TikTok reflects its broader goal of maintaining strategic
autonomy. By crafting its regulatory frameworks and avoiding wholesale adoption of U.S. policies,
the EU seeks to address security concerns while preserving its economic flexibility. This balanced
approach underscores the EU’s identity as a normative power committed to democratic values and

multilateral cooperation.
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Conclusion

This paper aimed to answer how does the European Union utilize securitization processes to
regulate Chinese technological activities, with specific reference to TikTok and Huawei, in the
context of digital sovereignty and geopolitical competition.

The cases of Huawei and TikTok illustrate the EU’s multifaceted approach to the securitization of
Chinese technology. While Huawei represents concerns about critical infrastructure and state-
sponsored espionage, TikTok embodies vulnerabilities in cultural and informational domains.
Together, these cases highlight the complexities of balancing security, economic collaboration, and
digital sovereignty in an interconnected world.

Theoretically, these cases affirm the utility of securitization theory in addressing non-traditional
threats and underscore the importance of constructivist approaches in understanding how threats are
socially constructed. As the EU continues to refine its strategies for digital governance, the lessons
from Huawei and TikTok will be instrumental in shaping policies that navigate the interplay of
technology, security, and geopolitics in the global arena.

There are a number of further takeaways from this paper. Based on the US and EU narratives and
actions concerning Huawei and TikTok, communication networks are considered a part of strategic
infrastructure and a part of national or regional security. This understanding is shared with China, as
it mentions communications as one of strategic sectors as well.

Concerning China, the primary driving force behind it’s party-state capitalist organisational blend
remains the leadership position of the CCP and state prosperity, with little indication of hegemonic
pursuits. The China anxiety effect seems to be spurred by misunderstandings. As it has not explored
by this paper, the question of potential pursuit of hegemony by China, in the context of
telecommunication technologies could be considered explorable from a different theoretical

perspective.
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