
Investigating Nanoservers and their
Viability by Improving Usability

- AAU Computer Science Master Thesis -

Project Report

Group cs-23-hci-9-10

Aalborg University
Department of Computer Science





Department of Computer Science
Aalborg University

http://www.aau.dk

Title:
Investigating Nanoservers and their Viabil-
ity by Improving Usability

Theme:
Scientific Theme

Project Period:
Spring Semester 2024

Project Group:
cs-23-hci-9-10

Participant(s):
Ciprian Prohozescu
Lasse Rehder Sørensen
Steven Jack Teglman

Supervisor(s):
Florian Echtler

Page Numbers: 77

Date of Completion:
June 13, 2024

Abstract:

In recent years, there have been growing
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tal communication and over the handling of
sensitive information by IT industry giants.
Alternatives to mainstream messaging solu-
tions with a primary focus on privacy and
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the average user. This thesis proposes a so-
lution to democratize access to these alter-
natives, through an installer tool for a pri-
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net and communicate with others. The the-
sis begins with an exploration of the land-
scape of existing systems, research, and the
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recounts the preliminary work undertaken
in the previous semester, going over the
technical challenges and resulting solution
in exposing a private home server to the
Internet. Then, the thesis delves into the
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semester, including a survey and usability
study meant to inform the development of
the installer tool and its user-friendly and
accessible interface. An in-depth descrip-
tion of the tool is provided, focusing on the
incremental design approach, and leverag-
ing the results of the studies. In the dis-
cussion section, the new solution is com-
pared to previous ones, its limitations are
addressed, while also reflecting on the de-
sign decisions. Finally, the thesis concludes
with a summary of contributions, poten-
tial applications and recommendations for
future work, highlighting the broader sig-
nificance of democratizing access to pri-
vate communication tools in today’s digital
landscape.
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Summary

The thesis "Investigating Nanoservers and their Viability by Improving Usability" was
written by Ciprian Prohozescu, Lasse Rehder Sørensen, and Steven Jack Teglman, and
supervised by Florian Echtler. The goal of this paper is to better understand and address
the current issues we see in regards to data privacy caused by centralized applications
such as Facebook Messenger or Instagram, which dominate the instant messaging space.
The authors proposed a solution to encourage decentralized messaging by developing
and designing a user-friendly solution which would reduce the technological barrier for
setting up a private home server. This solution, called NanoPOG (Nano Privately Owned
Gateway), would be comprised of a Raspberry Pi running Matrix Synapse, as well as an
installation wizard to help users set up their very own private messaging server. The
authors released a survey to the general public to better understand the current instant
messaging landscape as well as the public opinion and concerns regarding data-privacy.
After the development and design of the NanoPOG solution was completed, a usability
test was conducted to help assess the product.

This project begins by building upon the team’s preliminary work from the previous
semester [1], which finalized the technical aspects of creating a NanoPOG server. The work
done on the NanoPOG solution for this thesis focuses on design and usability, with a goal
of creating a straightforward and user-friendly solution for the layperson. The NanoPOG
solution involves a Raspberry Pi preinstalled with a Matrix Synapse server as well as a
setup wizard created by the authors. After users plug the Raspberry Pi into power and
connect it to a router or modem with an Ethernet cable, they will be able to access the
setup wizard via a web browser on their home network. The setup wizard is designed
using established design principles, with the goal of effortlessly guiding users through the
setup process. Once completed, the user will have set up a Matrix Synapse server with a
domain of their choosing, which they can then interact with from anywhere in the world
so long as there is an internet connect, and even allow other users to join their server.

During the development and design of the NanoPOG solution, a survey was sent out
to the general public. The goal of the survey was to gain insight into the habits, thoughts,
and concerns people had about instant messaging. The results showcased how the instant
messaging space is dominated by a handful of 5 different messaging platforms: Face-
book Messenger, Instagram, Whatsapp, Discord, and Snapchat. The results of this survey
also showed that respondents had a moderate to high concern about data privacy when
using instant messaging, stating that data collection, third-party access, and device per-
missions were the aspects they were most concerned about. Despite these concerns, the
majority of respondents still use these platforms several times a day, if not several times
an hour, thus reinforcing the privacy paradox. Respondents, however, were seemingly
interested in a messaging alternative that was privacy-focused, as long as this alternative
still contained many of the messaging features commonplace today (sharing media, voice
messages, video calls, etc.) and if their social circles were also using this new alternative.
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After the initial design and development of the NanoPOG solution was completed,
a usability test was conducted which consisted of three sections. Five participants were
asked to conduct a think-aloud test while setting up the NanoPOG solution, having them
start with the product in a physical box, and ending with the participants having set
up a Matrix server and sending a message using Element (which is a messaging client).
After the think-aloud test, the participants were asked to fill out a subjective satisfaction
questionnaire. The final step of the usability test was an interview with the participant.
The usability tests provided the team with valuable information and identified several
areas which needed improvement. The answers from the interviews also backed up the
themes found in the survey, where 4 out of 5 usability test participants were interested in
a solution such as NanoPOG to regain control of their data.

This thesis shows that the creation of a privacy-focused messaging solution such as
NanoPOG is possible. We also prove that people are interested in such an alternative,
and that there is potential to disrupt the messaging ecosystem by creating a messaging
solution which focuses on data privacy and ownership, which is easy to set up and has a
low barrier of entry.
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Chapter 1

Introduction

1.1 Problem Overview

The dominance of centralized messaging platforms such as Facebook Messenger and
WhatsApp has, in recent years, raised increased concerns over user privacy and the se-
curity of the data that is shared, resulting in a tendency towards retaining greater control
over personal information [2] [3]. Frequent incidents involving data breaches and leaks [4]
have only accelerated this trend, while decreasing people's trust in the industry's current
major players. At the same time, alternative solutions have emerged, empowering people
to take control of their data by hosting their own communication infrastructure. One of
them is the concept of private home servers [5].

To support people wishing to communicate using their privately hosted servers, dif-
ferent software alternatives exist, such as Matrix Synapse. However, adoption of these
software solutions is hindered by the technical challenges associated with their instal-
lation and con�guration. For example, the Matrix documentation fails to explain how
keys enable end-to-end encryption in a decentralized network [6]. The advanced technical
knowledge required for setting up a Matrix home server (or any of the alternatives) can
discourage the average user from exploring this privacy-centric option. This, in turn, fos-
ters dependence on centralized platforms, forcing a compromise on privacy for the sake
of convenience.

Our project aims to bridge the gap between the desire to explore the niche environment
of private home servers and the technical know-how required to do so by providing a
user-friendly solution for installing and con�guring a Matrix Synapse home server on a
Raspberry Pi, a low-cost and resource-ef�cient computer.

1.2 Research Questions

We formulate our primary research questions to include three main areas of focus: the
technical challenge of building a con�guration wizard that can set up and maintain a

1



1.3. Scope and Limitations 2

home server with minimal user input, designing and testing an interface that is user-
friendly and intuitive without compromising on the customization options available for
the server, and investigating whether such a solution would increase the average user's
interest in privacy-oriented messaging alternatives. Given these areas of focus, we believe
our paper will provide two distinct contributions to the �eld of Human-Computer Inter-
action: the product itself and the data acquired during the research based on this product.
Therefore, we split our primary research question into two distinct inquiries to re�ect these
contributions.

Primary Research Questions

• How can we design, build, and evaluate an installer tool with a user-friendly inter-
face capable of setting up a home server to be used for decentralized messaging?

• Would such a tool encourage mainstream adoption of secure and decentralized pri-
vate communication?

1.3 Scope and Limitations

The scope of our project is de�ned by its two primary goals. We want to make the instal-
lation of a private home server accessible to a wide range of users, regardless of technical
expertise. The motivation for this undertaking is the desire to expand the adoption of al-
ternative messaging solutions that focus on privacy and data ownership and enable users
to store messages on their own servers, thus avoiding the reliance on centralized servers
owned by large corporations. We will focus on implementing a piece of software capa-
ble of installing a private home server, designing an intuitive and user-friendly interface,
testing and re�ning this interface, and, �nally, discovering whether such a product would
encourage the adoption of privacy-centric messaging solutions.

While we strive to design the user interface to be accessible to everyone, regardless
of technical skill, there will always be a minimum level of knowledge required to install
a home server. The evaluation of this interface will be limited by the number of people
willing to participate in usability tests and, while we will be able to make some improve-
ments based on the results of these tests, the complete development of this product would
require multiple iterations over a time frame that is not available to us.



Chapter 2

Background

2.1 Previous Research

This section presents previous research on related areas of interest. These include the
barriers of adoption of a new instant messaging service, as well as the user experience
setting up hardware devices by technical novices. In addition the section also explores
the importance of having an intuitive user interface in order to reduce these barriers of
adoption.

2.1.1 User-Friendly Interfaces

Privacy, as underlined in section 1.1, has been a rising concern amongst internet users
throughout the past decade. Ever since the internet became an integral part of people's
lives, social media and instant messengers have had a monopoly on user data, despite
numerous scandals concerning user privacy [4] [1]. As a result an increased focus on the
preservation of privacy have emerged. However, on the topic of home servers, a disconnect
happens. Buzzwords like these have long had a connotation of complexity for the non tech-
savvy user, and in regards to the setup of home servers, this has often been the case [1]. As
highlighted in the preliminary paper, the standard procedure for establishing access to a
home server from outside the home network is a tedious task, requiring research, technical
know-how, and perhaps even a consultation with an ISP (Internet Service Provider) [1].
This is of course a signi�cant barrier of adoption for a novice user, contemplating a home
server's potential in safeguarding their privacy. In order to reduce barriers like these, and
provide a user-friendly and ef�cient experience, it is important to recognize the issues
people are facing when introduced to the task of setting up hardware devices in their
home by themselves.

The paper "Smart home in a box: usability study for a large scale self-installation of
smart home technologies" [7] investigates the task of setting up different types of hardware
devices in the home by novice users, which in the circumstance of this paper, revolves

3
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around the elderly population. Their long-term goal is "[...] to design a smart home kit
that can be easily self-installed and used to provide valuable activity information" [7].

They argue that "Complex installation procedures and user interfaces, which have long
been associated with smart environments, have prevented the adoption of this type of
technology to all but specialists or technophiles" [7].

For this reason, their aspiration is similar to ours; to provide a solution which is usable
and installable, regardless of technical knowledge. Their �ndings suggest that the instal-
lation of the hardware devices, speci�cally door sensors and the server box, had a high
failure rate. As for the server box, the fail rate is attributed to its appearance, which gave
the participants the impression it is hard to deal with, and a worry that it will use too
much electricity, as well as a need to improve on the provided installation instructions [7].
The paper concludes by suggesting future work, such as adding more �gures to the in-
structions, and to provide an online tutorial which can help their users with additional
context for the installation [7].

Another aspect of a home server setup that must be considered in order to be a viable
solution for novice users is the user interface. The physical setup process is typically
only part of the experience, as there usually is a need for interacting with devices post
installation, for tasks such as con�guration, monitoring and maintenance. Therefore, it is
important to ensure the usability of the user interface based on the target attributes of the
product.

The paper "Prototype, Method, and Experiment for Evaluating Usability of Smart
Home User Interfaces" [8] investigated the process of creating a smart home (heating sys-
tem) and evaluating several on the market user interfaces which could be used to interact
with the system. Pertaining to the user satisfaction of the evaluated interfaces, their �nd-
ings suggest that "graphical user interfaces with visible controls have greater usability for
smart home users" [8]. This was in relation/comparison to user interfaces with integrated
voice assistants or chat bots, which were determined to be inferior in usability to the afore-
mentioned graphical user interfaces.

2.1.2 Adoption and Usability Evaluation

The ease with which a server can be set up by non-tech-savvy people, and the satisfaction
of interactions with the user interface are important aspects in determining the usability
of a product. But there can also be external barriers for adopting a new messaging service,
and these must be considered. The paper "Understanding individual adoption of mobile
instant messaging: a multiple perspectives approach" [9] investigated technical, individual
and social factors which people consider important when contemplating switching to, or
introducing a new mobile instant messenger into their assortment.

Regarding the technical factors, their results suggest that convenience has the biggest
impact on the perceived enjoyment and usefulness of an instant messenger service. In
addition, they also showed that the ease of use had a big impact on the perceived enjoy-
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ment [9].
In regards to the social attributes, it was shown that "Perceived critical mass had a

direct impact on behavioral intention to use mobile IM and identi�cation was shown to
have a signi�cant impact on perceived usefulness and perceived enjoyment" [9].

As described by the quote, the amount of people of which a person knows have a
signi�cant impact on whether a person intends to use a instant messenger service. In
addition, whether or not a person has a perception of themselves being part of the com-
munity or groups also has a big impact on their perceived usefulness and enjoyment of
the instant messenger service in question.

2.1.3 Research Gaps

As presented in this section, research has already been done on several areas related to the
envisioned NanoPOG solution. The highlighted �ndings are indeed bene�cial in guiding
the project, and taking inspiration from these, where relevant. However, it is infeasible to
draw a 1 to 1 comparison between these papers, and the focus of our master thesis. We
believe there is an absence of research speci�cally concerning the barriers of adoption of
a privacy focused messenger service with a physical server setup, by a target audience of
novice tech users concerned with privacy. The focus of this master thesis will therefore
be, to identify the potential adoption barriers of such a setup, and provide a user friendly
implementation, addressing these barriers, within our abilities as well as the scope and
time frame of this master thesis.

2.2 NanoPOG

NanoPOG (Nano Privately Owned Gateway) is the name the team has given to the solution
we have created for the sake of the usability studies conducted in this report. The goal
of NanoPOG is to provide a streamlined and simpli�ed process for setting up a private
Matrix Synapse server.

Setting up a Matrix Synapse server by itself can be done with relative ease for someone
with basic technological knowledge. The base setup allows a user to use Matrix to its
fullest within the con�nes of their home network. However, if the user wishes to access
the server from the outside world, or connect (federate) with other Matrix Synapse servers,
there are two main steps that need to be addressed. First, the user must have access to
the public IP address of where the server will be set up. This can be dif�cult or even
impossible to obtain depending on the user's Internet Service Provider (ISP). The second
step is for the user to possess a web domain which points to the aforementioned public IP
address.

The team behind this report spent the previous semester addressing these topics on
a technical level. The outcome of those efforts led to a solution in which users did not
require their individual public IP addresses or web domains to set up a Matrix Synapse



2.2. NanoPOG 6

Figure 2.1: NanoPOG Technical Solution Diagram

server. This solution consisted of three main parts; a reverse proxy server owned and
operated by this team, an instance of Matrix Synapse installed on a Raspberry Pi (which
we call the NanoPOG Server ), and a WireGuard VPN tunnel set up between the reverse
proxy and each instance of Matrix Synapse.

Figure 2.1 illustrates the technical solution. Each NanoPOG Server has an instance of
Matrix Synapse, and on setup establishes a VPN tunnel to the Reverse Proxy Server. Using
Nginx, the Reverse Proxy Server routes requests to de�ned domains (such as ciprian.nanopog.com)
to the corresponding NanoPOG Server via the established VPN tunnels. These requests
would typically be coming from a Matrix client such as Element.

With this solution in place, users are able to access their NanoPOG servers via their
speci�ed domains, as though they were publicly facing servers.

For a deeper look at this solution, see our preliminary research report from the previous
semester [1].



Chapter 3

The NanoPOG Solution

3.1 Overview of the NanoPOG Solution Architecture

Building upon our work in the previous semester, we designed a solution that can install
and con�gure a NanoPOG home server accessible from the Internet with minimal user
input. We imagine the following scenario: the user purchases the NanoPOG Unit, which
includes a Raspberry Pi computer with our software pre-installed; they plug it in and
connect an Ethernet cable to it; from their computer, they navigate to the webpage speci�ed
in the physical instruction manual they receive in the package and start the installation
process from there. This avoids the need to connect the Raspberry Pi to peripherals (a
monitor, mouse, and keyboard), which not everyone might have readily available, instead
interacting with it via another device connected to the same home network.

To achieve this, the solution must include a web client that can be accessed by other
devices capable of reaching the Pi. This client could also handle the logic required for
setting up and managing the Matrix server, but for better control over the functionality
and improved scalability, we should delegate application logic to a backend component.

Figure 3.1: The architecture of the NanoPOG solution

Figure 3.1 describes the relationship between the components of our solution (from
now on referred to as the NanoPOG Solution). The software installed on the Raspberry Pi

7
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contains the web client, the backend, and the Matrix server. The web client is responsible
for capturing user input, such as the desired domain name, and chosen con�guration
options. These are being sent to the backend, which processes the data and relays it to the
proxy server. The server settings are used to modify the con�guration �le of the Matrix
server. The domain name and the request to begin the installation are sent to the proxy
server, where a listener script performs the installation logic and sends back a response.
For more details on the listener script, see our preliminary research report [1].

In the following sections, we will take an in-depth look into the web client component,
walking through the design process and the theoretical background that motivated some
of the decisions behind the �rst iteration of the user interface.

3.2 Usability Attributes

In order to ensure the usability of a system during the design phase, it's important to
consider what attributes the system should re�ect, and why.

Jacob Nielsen proposes �ve attributes which describes usability in a system [10]. These
are:

1. Learnability: It should be easy to learn [10]

2. Ef�ciency: It should be ef�cient to use so it allows for a high level of productivity [10]

3. Memorability: It should be easy to remember, so users can return after a while, and
still know how to use it [10]

4. Errors: It should have few to none errors. If an error do occur, users should be able
to recover from them [10]

5. Satisfaction: using the system should be a pleasant experience [10]

By clarifying the attributes a system should encompass, it is possible to construct a
set of quantitative measurements for them. As described in section 1.2, the desired result
is a simple, intuitive and user friendly wizard and dashboard, which allows all privacy-
oriented users, regardless of technical abilities, to con�gure a NanoPOG home server.
Based on these requirements, certain usability attributes are more relevant than others.
This section will present each attribute with regards to their importance for the system.

Learnability
Learnability is crucial for the wizard, as it is expected most users at most will complete
the setup process 1-2 times. It is therefore important, that users are able to recognize the
functionality of UI components, and understand the �ow of the wizard, without having
seen or interacted with it beforehand. The attribute is also bene�cial to the dashboard,
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however the remaining attributes are of a greater priority.

Errors
The error attribute is important in order to provide a simple and intuitive experience for
the user. The reason for this is that, while the wizard might be easy to learn, if an error
occurs, it can interrupt the user, diminishing the overall experience and impression of the
solution itself. Depending on the user's technical abilities, they might be able to correct
certain errors, whilst for those with minimal technical skills, errors could be detrimental.
It is important that the wizard possesses high learnability and a low error rate, to create a
simple and �owing experience.

Memorability
Memorability is not important in and of itself for the setup wizard. As mentioned in
regards to learnability, most users will only go through the setup process once or twice.
However, the attribute is essential for the settings page and the dashboard, as users are
expected to interact with these throughout their use of the NanoPOG solution. For this
reason, users should be able to quickly gain an overview of the functionality based on
their recollection of previous interactions.

Ef�ciency
The inclusion of the ef�ciency attribute is insigni�cant for the setup wizard and dash-
board. Users are not expected to be able to interact with the system in a way where it
would be feasible to measure the ef�ciency of these interactions. The functionality is lim-
ited by design, to keep the system simple and user friendly.

Satisfaction
The satisfaction attribute is important for both the wizard and dashboard. Interactions
with both of these should be a pleasant experience for the user, as the level of satisfaction
a system has impacts the user's overall impression of the system. Because of this, a high
level of subjective satisfaction will bene�t the overall opinion of NanoPOG.

The following section will focus on incorporating the aforementioned usability at-
tributes into an initial design for the NanoPOG wizard.

3.3 Initial Design

The initial design of the NanoPOG user interface tries to maximize Jakob Nielsen's usabil-
ity attributes based on our own experience and preference, as we had no prior tests or user
interaction to draw inspiration from. This shortcoming was intended, because we wanted
to show our testers a functional system that they can interact with, making their feedback
more valuable. The project time frame did not allow for multiple rounds of testing, thus
making the possibility of testing on mock-ups and incomplete functionality unlikely.
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In addition to these generic attributes, we also tried to follow a number of rules to
ensure that the individual elements of our frontend system provide an overall simple and
clear picture of the process that must be followed to install a private home server. These
rules were chosen from a widely accepted set of various good practices, found in several
research papers and other materials dealing with user interface design under different
names [11] [12]. After collecting this set of rules, we developed the following structure for
our user interface.

3.3.1 Structure of the NanoPOG User Interface

Figure 3.2: Landing page in the initial version of the NanoPOG UI

The landing page simply contains the NanoPOG logo and a welcome message. On the left-
hand side, there is a navigation menu containing the other pages that the user can visit:
dashboard, setup, guide, and settings. The settings button is disabled at �rst, because all
the options available there require a home server to be set up �rst (on the setup page). The
navigation menu is collapsible on mobile in order to save some of the limited screen space.

Figure 3.3: The dashboard in the initial version of the NanoPOG UI (server not yet set up)

Figure 3.4: The dashboard in the initial version of the NanoPOG UI (admin token not set up or not working)
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Figure 3.5: The dashboard in the initial version of the NanoPOG UI (server is set up but not running)

Figure 3.6: The dashboard in the initial version of the NanoPOG UI (everything is set up and working
correctly)

The dashboard page has four different "states" depending on the how far the user has
gone through the admin con�guration. In order for the dashboard to be fully available,
the server must be set up and running, an admin user must be created, and a valid admin
token must be registered. If any of these conditions are not met, the dashboard page will
display a message explaining the issue. Otherwise, the admin user's registered devices,
all other users, and rooms currently available on the server will be displayed.

This information is suf�cient to give the server owner an overview of their home
server and warn them about any potential issues (for example, a user created without
their knowledge) without going into too much technical detail.
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Figure 3.7: The setup page in the initial version of the NanoPOG UI

The setup page allows the user to create their NanoPOG home server while offering
a few customization options. The "server location" represents the location of the proxy
server that the installer will create a VPN tunnel to in order to expose the private home
server to the Internet. This is currently a placeholder for future scaling functionality, once
we set up multiple proxy servers on different continents. Once this is implemented, the
option closest to the user will always be recommended. The "domain" input �eld allows
the user to choose a domain name for their server and automatically checks for availability,
as two home servers with the same domain name cannot be connected to the same proxy.
If the name entered in the input �eld is already in use, an error message will be displayed
shortly after the user is done typing. Otherwise, a success message is displayed and the
"�nish setup" button becomes enabled. The three switches let the server owner determine
whether other people are allowed to create accounts on their home server, whether users
are allowed to join public rooms hosted on other servers, and if they want to receive status
(online, of�ine, away) noti�cations of other users. This process can only be done once
for each instance of the NanoPOG solution, thus a warning is displayed that the domain
name cannot be changed afterwards. This page becomes inaccessible after the server is
setup and the navigation menu option is disabled.
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Figure 3.8: The settings page in the initial version of the NanoPOG UI

The settings page becomes available once the server has been set up and it contains
three sections: �rst, it offers the option to change the three switches present during setup
(for allowing other users to create accounts, allowing them to join public rooms hosted
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on other servers, and receiving noti�cations about user status); then, it allows the creation
of admin users for the purpose of unlocking the dashboard; �nally, it lets the user set
an admin token also used for enabling the dashboard. The admin token is needed for
the API that retrieves information from the Matrix server. Simple admin user credentials
(username and password) are sadly not compatible with this API [13].

Figure 3.9: The guide page in the initial version of the NanoPOG UI

The �nal component of the NanoPOG user interface is the guide, containing two sec-
tions: creating user accounts and chatting with others using the Element client, and un-
locking the dashboard via an admin account, using both the NanoPOG tool and the El-
ement client. The �rst section must be followed by anyone willing to use their home
server to chat with others, while the second section is only for advanced users with more
technical know-how.

3.3.2 Design Rules and Guidelines

Simplicity and Clarity

This rule implies a strong focus on the essential features needed for installation and mon-
itoring, while avoiding clutter and unnecessary elements. Labels, instructions, and feed-
back messages should be clear and concise, only using technical jargon when absolutely
necessary. Ali Darejeh and Dalbir Singh argue that applying this rule of simplicity is par-
ticularly bene�cial to three groups of users with less computer literacy than the average
person: elderly users (who lack computer background), children (as novice users), and
users with mental or physical disabilities [11]. This means that a design that applies this
rule is bene�cial for our goal of creating a solution that is accessible to everyone, regardless
of their technical literacy.
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The application of the rule of simplicity can be observed on all pages of our web client.
The landing page contains only the logo of our solution, a welcome message, and the
navigation menu (�g. 3.2). The dashboard displays concise information messages and,
if everything is set up correctly, simple lists of devices, users, and rooms (�g. 3.6). The
setup and settings pages keep technical jargon to a minimum, only providing essential
information for the installation and management of the home server. The guide pages
go into a bit more technical detail, especially the admin user setup guide, because that
process is intended for more advanced users and the NanoPOG server can be used in its
entirety without going through it.

Consistency

Consistency ensures that different elements of the user interface follow the same basic vi-
sual structure and that similar items perform similar functions. In Principles and Guidelines
in Software User Interface Design, Deborah J. Mayhew emphasizes the importance of consis-
tency in reducing user errors and increasing the predictability, learnability and ef�ciency
of the application [12]. Consistency can be classi�ed over several of its dimensions:

• Internal consistency ensures that the application is consistent with itself. In other
words, similar elements within the application behave and look the same. In the
NanoPOG user interface, success and error messages all have the same structure,
with only a change in color to differentiate them (e.g., �g. 3.3, �g. 3.4, and �g. 3.7).
The buttons in the navigation menu are all grey, with an icon on the left and their
name on the right (�g. 3.2) and the action buttons are all blue with white text in
capital letters (e.g., �g. 3.7 and �g. 3.8).

• External consistency , on the other hand, aims to replicate the design of established
applications that most users are familiar with, such as the Windows OS, or most
webshops. To that end, we have placed the navigation menu on the left and actions
buttons at the end of a list of user inputs, as seen in �g. 3.8. Furthermore, �elds
that accept textual input from the user are encased in rounded boxes, as seen on the
setup and settings pages.

• Visual consistency implies maintaining uniformity in visual elements such as fonts,
layouts, and colors, while functional consistency dictates that functions should op-
erate similarly in different parts of the application. On the setup and settings pages
(�g. 3.7 and �g. 3.8), all available actions consist of the same sequence of steps: the
user �lls in the required input, then clicks the action button, then receives a feedback
message (either success or error).



3.3. Initial Design 16

Law of Proximity

The law of proximity is a visual design principle born from the Gestalt psychology, which
describes how people perceive and process visual information. It states that humans natu-
rally organize visual elements into uni�ed groups, rather than independent parts. There-
fore, in UI design, objects that are connected or belong to the same subsystem should be
placed closely together, because users will then perceive them as a group [12].

The NanoPOG solution design follows the law of proximity by placing action buttons
immediately after the set of user inputs that they make use of (e.g., �g. 3.7 and �g. 3.8),
suggesting that the information the user writes in those �elds will be processed once the
accompanying action button is pressed. Furthermore, navigation buttons are grouped
together in the side menu and users, rooms, and devices are placed close to each other in
their respective lists on the dashboard page (�g. 3.6).

Law of Continuity

Another guideline resulting from the Gestalt psychology is the law of continuity, stating
that the human eye is drawn to continuous lines and patters. It follows that UI elements
should be aligned along a certain path to guide the users' attention and create a sense of
order [12].

In the NanoPOG solution, the application of this law is evident on the setup page
(�g. 3.7). The arrangement of the elements guides the user along the steps needed to set
up a NanoPOG server. First, a server location should be chosen, then a domain name
(which cannot be changed later and is mandatory). The three switches can be changed or
left as they are. Finally, pressing the action button at the bottom of the page creates the
server based on the user input above it.

Help and Documentation

Mayhew argues that, even if a designer's goal should be to create a system that can be
understood and used ef�ciently without documentation, some form of help should be
present regardless. The information included should be easy to locate, focused on the
user's task, comprised of concrete steps, and concise [12].

These are the attributes that we focused on when creating the user guide. It can be
accessed from the navigation menu, has its own dedicated page (�g. 3.9) and contains
two separate "paths" that a user should follow to achieve two separate goals: registering
an account on their server and enabling the dashboard via an admin token. Each set of
instructions is written as a series of steps, along with screenshots visualising the elements
that the user is supposed to interact with.
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3.3.3 Improving upon the User Interface Design

While these guidelines helped create a simple and concise interface that we, as program-
mers, believe it is easy to use, we still have no real feedback from any users. In the
following chapter, we describe the process we employed to gather such feedback, orga-
nize it into achievable requirements, and apply them to create an improved version of the
user interface. Throughout this process, we kept our ultimate goal in mind, that our tool
should make home servers accessible to a wider audience, thus increasing their adoption
and popularity.



Chapter 4

Research Methodology

4.1 Overview

This chapter will explain the research methodology which has been employed. Our ap-
proach encompasses both quantitative and qualitative methods to gather data on on user
preferences and experiences related to messaging apps, how they view privacy in relation
to these apps, and �nally their thoughts on our NanoPOG solution.

Our research is split into two parts: a survey and a usability study. The goal of the
survey was to better understand how people use instant messaging and how they might
view privacy protection in relation to the messaging apps they use. The usability test was
executed afterwards with a focus on getting feedback on our NanoPOG solution, as well
as getting an understanding on how people experience setting up their own private home
server.

4.2 Survey Design and Execution

4.2.1 The Survey Design Process and Theoretical Background

Much like our goals for designing the technical solution itself, we wanted our survey to be
simple, concise, and capture as much information as possible without causing confusion
or disengagement among the respondents. In order to achieve this, we followed a number
of guidelines from the established theoretical background for survey design.

Objective of the Survey

The �rst rule that we followed is having a clear purpose in mind, which should be stated
at the beginning of the survey, as well as research questions that the survey should an-
swer [14]. We chose two research questions that the two primary sections of the survey
focus on:

18
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• How concerned are users of messaging apps about privacy and the way their data is
handled?

• How much of an interest is there for a privacy-centric alternative in which the user
has full control over their own data among people who use messaging apps on a
regular basis?

At the start of the survey, we state the goal of our project (creating a solution that will
enable anyone to set up their own home server and communicate with others), which also
motivates the choice of the survey research questions. We aim to �nd out whether there
is an interest for a privacy-oriented alternative to traditional messaging apps, and, if there
is, what characteristics and features would determine people to switch.

Structure of the Survey

Based on the research questions formulated above, we split our survey into three sections.
The �rst section contains questions about the respondent's age, gender (optional), and cur-
rent �eld of education or work, in order to identify their demographic. The second section
aims to �nd out about the respondent's communication habits. How often they use mes-
saging apps and whether they are aware of the privacy policies of these apps. This section
is a preliminary step to the next one, where we ask about their privacy concerns while us-
ing messaging apps. Finally, in the last section, we ask whether the respondent would be
interested in a privacy-oriented alternative to conventional messaging apps, what missing
features would prevent them from switching, and how much time they would be willing
to dedicate to the setup process of such an app.

Question Design

The Palgrave Handbook of Survey Researchhighlights the importance of clarity and simplicity
in the language used for questions to avoid confusion and misinterpretation [15]. Fur-
thermore, in chapter 13, Jon A. Krosnick suggests that minor changes in wording can
lead to surprisingly different readings of the question and, as a result, vastly different an-
swers [15]. Therefore, we should try to avoid leading questions to prevent bias and use a
mix of closed and open-ended questions to cover a wide variety of use cases.

The simplest questions we ask are in the �rst two sections of the survey, such as "How
often do you use messaging apps for communication purposes?" and "Are you aware
of the privacy policies of the messaging apps you use?". The other two sections are a
bit more technical, but we try to keep the questions as neutral as possible. E.g., "How
con�dent are you in your ability to protect your privacy while using messaging apps?
(e.g., avoiding sharing sensitive information)", "Have you ever experienced any privacy
breaches or concerns while using messaging apps? If yes, please describe".
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Likert Scale

The Likert scale is one of the most widely accepted and utilized methods for phrasing
closed questions in surveys, with the goal of measuring attitudes or opinions towards a
topic. While such widespread usage has lead to debates regarding the exact use cases and
the points on the scale [16], it is still a reliable psychometric tool that can help us extract
meaningful information from our respondents while avoiding confusion and misinterpre-
tation.

In our survey, we have used the Likert scale to provide standardized response choices
to questions that measured the strength of an emotion, interest, or preference, such as
"How important is it for you to have control over where your message data is stored?"
(from "1 - Not very important" to "7 - Very important") and "Would you prefer a quick
and easy setup process or a more complex and customizable one (that allows you to tweak
every aspect of your private messaging app)?" (from "1 - Quick and easy" to "7 - Fully
customizable").

Question Order and Logical Flow

The order of questions in a survey matters, as it can generate bias. Speci�cally, there
are two main types of order effects: contrast effects (asking questions in a speci�c order
can result in a greater difference in responses than asking them in reverse order), and
assimilation effects (the opposite effect to contrast) [17].

It has been shown that asking a speci�c question before asking a more general one can
result in a contrast effect [17]. To avoid this, we made sure to start with general questions,
before narrowing down to a more speci�c topic. For example, we asked "How concerned
are you about privacy in regards to using messaging apps?" before asking "What speci�c
aspects of privacy concern you the most when using messaging apps?". Reversing the
order of these questions might have led to a higher reported concern than normal, because
the respondent was already prompted to think of speci�c privacy-related examples.

It is important to maintain a logical �ow of questions, moving from simple and en-
gaging to more complex and challenging. Furthermore, the respondent should never be
overburdened with several dif�cult questions in immediate succession [17]. This is the
reason why our survey places the section about messaging apps usage (containing simple
questions such as "Which messaging apps do you use at least once a week?") before the
more complicated sections of privacy concerns and interest in alternatives. The survey
also mixes in open-ended questions, which require slightly more creative thinking, with
multiple choice ones, to avoid respondents feeling overwhelmed and giving super�cial
answers.
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Incentives

It has been shown that incentives can increase response rates, but can also bias responses
(for example, if respondents gloss over questions as fast as possible with the only goal of
receiving the reward at the end) [15]. To avoid this, we used a small prize (a JBL Bluetooth
speaker) that can only be won by a single, randomly-chosen respondent as an incentive.
This alone should not be enough reason for anyone to complete our survey, instead using
a genuine desire to contribute as an additional motivator. Furthermore, keeping the time
to complete the survey short (10-15 minutes) ensures that the respondents are staying
focused while going through the questions.

The full survey can be found in Appendix A.

4.2.2 Gathering Responses

To gather responses, we made the survey available online using Google Forms for three
weeks. We shared the URL with friends, relatives, university colleagues, and on Facebook
and Discord groups. Furthermore, we designed a poster brie�y describing the survey and
the available prize, which we then printed out and spread around university campuses
alongside smaller �iers. This resulted in a high number of responses, but a slightly uneven
demographic distribution. We will explore these results in more detail in chapter 5.
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Figure 4.1: The survey poster

4.3 Usability Study Design and Execution

NanoPOG's setup wizard was designed with the intention of being simplistic and user-
friendly. These characteristics are motivated by the vision of NanoPOG itself. The primary
goal of NanoPOG is to be a viable alternative in the market of instant messaging for in-
dividuals concerned about privacy regardless of technical expertise. Setting up and man-
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aging a NanoPOG server must therefore be a simple and intuitive experience. After the
development of the setup wizard was �nalized, the system was subjected to several usabil-
ity tests, in order to evaluate the extent to which the system has ful�lled the overarching
goals of NanoPOG.

The purpose of a usability test is to identify areas prone to errors that end users might
interact with. Issues are identi�ed by observing test participants complete a set of tasks
simulating real use cases. Usability tests allow for evaluation of the setup wizard, to
identify and mitigate pitfalls overlooked in the design phase, and to increase the usability
of NanoPOG for end users.

4.3.1 Participants

The complete study consisted of a total of 7 participants. Two of the these were used as
part of pilot tests. The number of participants recruited for the usability test are based on
the model seen in Figure 4.2

Figure 4.2: Optimal sample size according to NNGROUP

The model depicts the relation between usability problems found and the number of
test users. According to NNGROUP, 5 participants are suf�cient enough to locate 85%
of all usability problems in the system, as shown in the model [18]. The increment in
usability problems found with 6+ participants is signi�cantly diminished, and the payoff
was deemed negligible considering the scope, time frame and budget of this master thesis.

Initially, the participants were meant to be chosen with the intention of being repre-
sentative of the target audience, these being members of the general public concerned
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with privacy, and interested in alternative solutions. The participants would be recruited
through the survey responses and selected by the following criteria:

1. Scored high in privacy concern

2. Interested in alternative instant messaging solutions

3. Interested in participating in a usability test.

The participants would then be sorted �rstly by their concern with privacy, as this was
deemed to be the most important characteristic. After this, the remaining criteria would
be used equally in the sorting process. However, despite nearly 50 percent of survey
respondents exhibiting interest in participating in a usability test, the number of replies to
the usability test invitation email was critically low. As a result of this, we were constrained
to recruit participants amongst the social circle of the group members, disregarding the
initial requirements.

4.3.2 Test Setup

The usability test is designed to emulate the experience of receiving a NanoPOG unit,
and con�guring it for the �rst time. It was therefore essential to keep the environment
as realistic of a representation of the end user experience as possible. Because of this, the
usability tests took place in the home of one of the group members, using the setup shown
in �g. 4.3.
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