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nologies. It provides a comprehensive
overview of various cheating methods,
such as aimbots, wallhacks, and auto-
mated scripts, and explores the coun-
termeasures implemented by game de-
velopers. Anti-cheat systems are ana-
lyzed for their methodologies and ef-
fectiveness with focus on Ricochet and
the corresponding game Call of Duty:
Modern Warfare III, through develop-
ing a cheat for the game. Addition-
ally, the study delves into the moti-
vations and ethical considerations of
cheaters, offering insights into their
behavior through surveys the devel-
oped game cheat. The report aims
to enhance understanding of the cheat
development lifecycle through practi-
cal experiences, thereby contributing
to the ongoing battle against cheating
in the gaming industry.
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Chapter 1

Introduction

In recent years, the video game industry has experienced unprecedented growth,
establishing itself as a cornerstone of modern digital entertainment. Reports re-
leased annually by the Entertainment Software Association (ESA) reveal that the
entertainment sector's economic footprint is nearing that of the �lm industry, il-
lustrating a massive expansion in consumer engagement and market reach[1, 2].
However, this surge in popularity has been paralleled by the emergence of a sig-
ni�cant challenge: cheating in online multiplayer games, with more than one out
of three gamers admitting to having used cheats[3].

Cheating undermines the integrity of online gaming, distorting competitive
fairness and diminishing the enjoyment of honest players. This, in turn, can tar-
nish the reputation of game titles and their publishers, threatening their commer-
cial success and player community. In response, publishers have escalated their
efforts to deploy sophisticated anti-cheating technologies, aiming to preserve the
authenticity of the gaming experience. This ongoing battle, reminiscent of a “cat
and mouse” dynamic, involves developers continuously updating their software
defenses against cheaters who adapt with new evasion strategies. This cyclical con-
�ict has persisted since the advent of massively multiplayer online game (MMO),
with no de�nitive solution to eradicate cheating entirely.

1.1 Problem de�nition

The primary challenge is to identify the most prevalent cheating characteristics
focusing on �rst-person shooter (FPS). The aim is to propose novel anti-cheat so-
lutions that can effectively mitigate the steps a cheat developer takes in the entire
cheat cycle, from the development phase to deployment and using the cheat. Ad-
ditionally, we seek to evaluate the effectiveness of existing detection techniques for
aimbots, which is one of the most common forms of cheating in a certain genre of

1



2 Chapter 1. Introduction

online video games, and general threat detection of binaries on the host machine.
This involves assessing current methodologies and exploring how these techniques
can be improved or supplemented to counteract evolving cheating strategies. Fi-
nally, we intend to examine the impact of cheater behavior and ethics on the on-
going struggle between game developers and hackers. By conducting a survey
about cheaters' motivations and ethical considerations, we wanna shine a light
on the dynamics of the cat-and-mouse game, potentially leading to more effective
strategies for combating cheating in online gaming environments. Through this
multi-faceted investigation, the study aims to contribute valuable knowledge and
solutions to the �eld of online game security.

1.2 Related work

The problem of cheating in video games is big, and so many other researches have
aimed to aid in the arms race against cheaters and cheat developers. Most re-
cently, in 2023, a paper “Extracting Threat Intelligence From Cheat Binaries For
Anti-Cheating”[4] was released. The authors of this paper aimed to construct a so-
called Memory Access Graph (MAG) for a game containing the important routes
to memory addresses that a cheat program would try to access in order to hack
the game successfully. A MAG consists of nodes and edges; a node is an address
in memory, while an edge is the offset from one node to another. This approach
exploits the fact that a cheat program must go through certain chains to get to a
speci�c address in memory, i.e., containing positions of enemies. This structure
will always be somewhat the same through game updates and between different
cheats in the same game. The study focuses on external programs that, as men-
tioned in subsection 2.6.1, by design, have to call external windows application
programming interface (API) functions to read the memory of other processes.
These calls are traced, and a MAG is constructed for each cheat binary; this is
done with the help of the decompiler programs Ghidra and IDA Pro, and scripts
have been made to automate the process. The resulting MAGs are compared to
the prede�ned MAG of the game, and if it is matching, the binary is �agged as
a cheat. The study's results were satisfactory; only binaries that got their offsets
directly from static �les were not detected by the CheatFighter solution. The main
purpose of CheatFighter is to use the MAGs to do selective address randomiza-
tion to the game binary and hence break the MAG of the cheat and ultimately
render the cheat programs unusable. This approach is a reactive approach, which
acknowledges and assumes that cheats exist on client personal computer (PC)s,
which is a good �rst step in the �ght against cheating.

The prevalence of cheating, while not surprising, has an underexplored dimen-
sion: the motivations behind cheating and the ethical considerations that cheaters
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make. A social science study conducted in 2015 sought to delve into these ar-
eas by examining the ethical orientations of 77 American undergraduate students.
The study carefully assessed each participant's attitude towards ethical dilemmas,
speci�cally in the context of gaming. The 16 questions ranged from the ethics of
using game cheats and macros to lying within the games and using cheat sheets.
Among the practices surveyed, the use of cheat �les to advance in games emerged
as the most common activity admitted by the participants. This �nding under-
scores the need for further research into ethical behaviors within gaming, suggest-
ing that this should be an area of increased focus[5].

1.3 Objective

This report aims to contribute to the ongoing arms race against cheaters by shed-
ding light on the development and mitigation of game cheats through hands-on
analysis and development. Adopting a penetration testing methodology, this study
aims to hack a video game, subsequently identifying and documenting the vulner-
abilities and robustness of the game's anti-cheat mechanisms. By integrating and
evaluating �ndings from recent research on cheat detection, this report aims to
assess their applicability and effectiveness in real-world scenarios. Our approach
embraces the saying “It takes one to know one”, with the premise that understand-
ing a cheater's tactics is crucial for developing more effective countermeasures. The
world of cheats is ever-expanding, and cheat developers keep changing their be-
havior in order to stay undetected[6]. This means that far from every aspect of
cheat development will be touched upon during this project. Our approach will
focus on the Windows ecosystem, as it is the most prominent, and use what we
think to be traditional cheating tools for this platform. This means that the research
will be focused on external cheats.

The reportation will be focusing on MMO and FPS, particularly those within
the Call of Duty franchise — a series noted for its vulnerability to cheating — the
research will prioritize the detection and prevention of malicious executables run-
ning on the same host as the target game. This investigation will compare detection
methodologies in order to identify and expand on the most practical solutions for
preventing cheating or mitigating its impact on the gaming experience. Further-
more, a survey will be conducted in order to map the use of cheats to in-game
player behavior, contributing to a previously unexplored realm of cheater statistics
and correlating various game metrics with the use of cheats.





Chapter 2

Background

The following chapter describes the fundamental concepts relating to the problems
and objectives outlined in the introduction. This chapter aims to outline essential
knowledge in various subjects, including gaming, cheating, and anti-cheat mech-
anisms and more. By exploring these areas, it establish a comprehensive under-
standing necessary for addressing the issues and achieving the goals set forth in
this report.

2.1 History of video games

The beginnings of the �rst video game date back to the 1950s, a time characterized
by pioneering experiments in digital entertainment. While there are differing views
on the identity of the very �rst video game, it is generally accepted that these �rst
prototypes shared common characteristics, such as basic interactive elements and
simple graphical representations. Visible in the �rst video game prototypes was a
trend toward action, sports, and �ghting games.

After the pioneering phase of video games in the 1950s, the commercialization
of the industry began, which shaped its development. Atari's “Pong” became a
massive success in 1972, heralding the commercial viability of video games with
its launch. The �rst commercial video game console for home use, the Magnavox
Odyssey, which offered sports and shooting games, among other things, was also
launched at this time. The trend towards sports, action, and �ghting games con-
tinued to dominate both the arcade and home console markets. One example of
this was the Atari Video Computer System (later Atari 2600), particularly with its
combat-oriented games.

The video game industry experienced its �rst major setback in 1977, mainly
due to the oversaturation of the arcade market with “Pong” clones. However, the
release of Namco's “Pac-Man” in 1980 revitalized the industry with its simple but
addictive gameplay, although a downturn followed in 1983, partly due to a disap-

5



6 Chapter 2. Background

pointing home console version of “Pac-Man”. The early 80s also saw an increase
in PC ownership, which helped to drive video game play outside of traditional
consoles. Nintendo's introduction of the Nintendo Entertainment System and the
iconic Super Mario Brothers game in the mid-80s played a crucial role in revi-
talizing the industry after its doldrums. The landscape of video games shifted
signi�cantly from arcades to home consoles and computers, a trend that has con-
tinued ever since. The 1990s ushered in a new era of technological advancement
in video games, including 3D graphics, faster processors, and the transition from
ROM cartridges to optical CDs, which enhanced the gaming experience with richer
content and multiplayer features over LAN and Internet connections. This period
also saw the development of handheld gaming devices, from simple LED displays
to sophisticated mobile consoles and games for smartphones and tablets.

Despite decades of technological advancement and diversi�cation of genres,
the most popular video games are still predominantly sports and �ghting-themed,
re�ecting the origins of the medium. Titles such as the “Call of Duty” series as well
as the “Madden NFL” and “EA Sports FC”(Formerly Fifa) series were among the
top 10 best-selling video games in 2023[7] and are examples of the industry's en-
during fascination with action-packed simulations of combat and war. This endur-
ing theme underscores video games' historical tradition of simulating competitive
activities, from sports to strategic war games - a tradition deeply rooted in human
culture[8, 9].

2.2 History of cheating

Cheating, usually de�ned as not following the rules to gain an (unfair) advantage
over others, is as old as mankind and a part of virtually all competitive areas of
society, such as politics, marriage, work, and especially sports. Cases in profes-
sional sports like Lance Armstrong or very recent Paul Pogba[10] add to a long
history[11, 12]. A similar case, cheating in video games, is not just a recent de-
velopment but has existed since the �rst video games, as video games are often
competitive and cheating seems therefore attractive. As video games changed over
time, so did the way of cheating in them.

Cheating in video games can be traced back to their early days when simple
tricks or exploits in the game's code could give players an advantage. As tech-
nology and games evolved, so did the methods of cheating, becoming more so-
phisticated and widespread. This section aims to outline the historical progression
of cheating in video games, utilizing insights from Mia Consalvo's book “Cheat-
ing: Gaining Advantage in Videogames”[13] to provide context and depth to the
discussion.
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2.2.1 Early Instances and Methods of Cheating

In the early days of video games, cheating was often as straightforward as �nding
a bug or exploit within the game. Players would share these tricks through word-
of-mouth, magazines, and newsletters. An example includes the famous “Konami
Code” introduced in the game Contra, which granted players extra lives and be-
came a cultural phenomenon. Cheating at this stage was often seen as a way to
extend gameplay or discover hidden features rather than a malicious attempt to
gain an unfair advantage over other players.

2.2.2 Cheating in the Era of Networked and Online Games

As games moved from stand-alone systems to connected and online environments
in the 1990s and 2000s, the nature of cheating changed signi�cantly. Players were
no longer just competing against the game but against each other. This shift led to
the emergence of cheating that directly impacted other players, such as aimbots in
shooting games or farming bots in MMORPGs. These tools automated gameplay
or enhanced player abilities beyond normal capabilities.

2.2.3 Commercialization of Cheating

The growth of online gaming markets also saw the commercialization of cheating.
Websites selling game cheats became common, and a black market for hacked
accounts and in-game items �ourished. This commercial aspect of cheating not
only made it more accessible but also more damaging to the gaming community,
leading to a loss of integrity in competitive gaming environments.

2.2.4 Developers and Publishers Respond

In response to the rise of cheating, game developers and publishers began to invest
heavily in anti-cheat technologies. Early attempts often involved simple measures
like checksums or scanning for known cheat signatures, but as cheaters became
more sophisticated, so did the anti-cheat systems. Games like “Counter-Strike”
and “World of Warcraft” implemented complex systems that monitored player be-
havior, analyzed game data, and employed machine learning to detect anomalies
indicative of cheating behavior.

2.2.5 Current Trends and Future Outlook

Today, the battle against cheating in video games involves a complex interplay of
technology, psychology, and community management. Games often include robust
anti-cheat mechanisms built into their core, while communities help in policing
and reporting suspicious behavior. Looking forward, the challenge will continue
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to evolve with advancements in technology such as AI and deep learning, which
could either contribute to the development of new forms of cheating or enhance
anti-cheat systems.

In conclusion, the history of cheating in video games re�ects the broader tech-
nological and social changes in gaming. Each advance in game design and network
capability has been met with new methods to exploit them. Understanding this
history is crucial for developing more effective anti-cheat systems and ensuring
fair play and integrity within the gaming community. As suggested by Mia Con-
salvo, continuous efforts and innovations are essential to curb the ever-evolving
tactics of cheaters, reinforcing the need for vigilance and adaptability in anti-cheat
strategies[13].

2.3 Different Types of Cheating/Unsporting Play

There are many different methods and techniques by which players can cheat in
video games, some of which involve the use of cheat software and others that do
not. Some forms of cheating are more accurately labeled asunsporting play, as they
do not directly involve any cheat software or �aws in the game but instead involve
different tactics that fall under bad sportsmanship.

2.3.1 Aim Assistance

One of the most common and well-known methods of cheating is using some form
of aim assistance. This usually involves gaining some information on where the
enemy players are or when they appear on screen and aiding the players' input
in some way to provide them with an advantage, either in their aim or triggering
some action.

Aimbots

Aimbots are automated programs designed to enhance the precision of aiming at
enemies, typically in �rst-person shooter (FPS) games[14]. They normally work
from a separate piece of software that can interpret the position of enemy targets
in the game and send corrective adjustments to cheating players' controls.

Triggerbots

In many games, there is a signi�cant advantage to having fast re�ex times and
being able to shoot or damage the enemy target before they can do the same to the
player. To gain an unfair advantage in this context, cheaters can implement some-
thing known as triggerbots. Triggerbots are made to trigger some action (typically
to �re the weapon) when an enemy enters the player's crosshairs[15]. In a scenario
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where an enemy target rounds a corner, it would mean that the cheating player can
damage the enemy target much faster than what they normally would with their
normal reaction time . A triggerbot can also ensure that the weapon is �red only
in the moments when an enemy target is within the cheating players' crosshairs,
thereby minimizing the likelihood of running out of ammunition.

2.3.2 Vision Assistance

Another common form of cheating is adding or altering what a player sees on
screen. This can help identify players and their locations or highlight key informa-
tion that would not normally be seen by a player.

Wallhacks

Wallhacks refer to a type of cheating that allows a player to view things through
walls and other obstacles in the game. This type of cheating is also known as
extrasensory perception (ESP), as it allows the cheaters to view extra details that
would not normally be perceived by a player[14]. Most often, this enables a cheater
to view the location of enemy players through walls and throughout the map. It
is possible to extend the wallhacks to allow cheaters to see the locations of items
throughout the game map and other information such as each player's health,
name, distance, and more. An example of wallhacks can be seen in �gure 2.1.

Figure 2.1: An example of wallhacks or ESP where enemy players are surrounded by a red box and
the health of the player can be seen below each box for each player[16].

Radar Hacks

Another way a cheater can gain an unfair visual advantage in games is through
radar hacks. What these types of cheats do is that they either provide a map of the
game world and the location of enemy players or items on this map, or they overlay
an already existing map of the game world with the location of enemy players or
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items[15]. This provides an unfair advantage, and a cheater can consider the enemy
players' locations and act accordingly.

Chameleon Hacks

In addition to wallhacks, cheaters can also implement chameleon hacks, or chams
for short, to clearly outline enemies in a game. In many games, the character mod-
els can be dif�cult to spot in low contrast or light places in the game. Cheaters can
counter such scenarios by using chams, which will brightly color enemy players.
Some implementations of chams will also provide wallhacks and color enemies
differently if they are behind something[17]. Once a part of the enemy becomes
visible to the cheating player, that part is then colored brightly. Chams can also
make all other game areas look darker so that the cheater can see enemy players
more clearly. An example of how enemies are seen through a cham can be seen in
�gure 2.2.

Figure 2.2: An example of Chameleon Hacks where enemy players are colored in high contrasting
colors, and the game world colors are darkened[17].

2.3.3 Automation

Automation is a broad area of cheating in games, which involves using software or
scripts in order to perform certain action in a game, without the need for human
interaction. This can help cheaters in performing precise techniques or maneuvers
that would require a high skill or greater interaction from a player.
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Botting

Botting refers to complex scripts that will control the in-game character in order to
automate certain tasks. This could be in order to speed up game processes such
as gathering resources or experience, with the cheater putting in as little effort as
possible. The botting process is automated, so that the cheater does not have to be
at the computer while the bot performs different tasks.

Scripting

Much like botting, scripting implements the use of some automated scripts, but
normally not to the same extent as botting. Scripting is normally used in order to
perform a precise subset of actions[15]. An example of this could be to provide
the user with an unusually fast �ring rate or trivial tasks such as reloading the
weapon if the player forgets. Depending on the behavior of individual scripts and
whether their actions can be reproduced by a legitimate player, they may or may
not be classi�ed as cheating.

Macro Keys

Macros are rules or a speci�c sequence of outputs that will be performed when
a speci�c button is pressed. Macros (short for 'macro instructions') allow for a
precise pre-programmed output of keystrokes and mouse movements to be per-
formed, which can either be de�ned by some software on a device or by the hard-
ware of the device itself. Where scripting will typically perform a set of actions
either autonomously or based on some action in a game, macros on the other hand
are normally bound to some key that needs to be pressed for the set of actions to
be performed. Whether the use of macros is classi�ed as cheating depends a lot on
the game in which they are used and what actions they perform.

2.3.4 Exploitation of Game Mechanics

When games are made, it can be very dif�cult to avoid errors in the design. These
errors and �aws can often lead to various unintended behaviors that players can
take advantage of, although not all game bugs lead to advantageous outcomes for
players.

Glitching

Glitching is when a player exploits or misuses faults within a game, which leads to
some unintended behavior that often gives the player an unfair advantage. As the
nature of the glitch depends very much on how the game is made and can arise
from any number of errors in the game code, the glitches themselves can vary
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greatly[18]. An example of glitching could be some error in the game map walls,
which would allow a player to either pass through a wall that would normally
block them or pass into out-of-bounds areas of a game map. Some other common
examples of glitching could be errors that allow players to duplicate items in a
game, gain more health than they are supposed to, abnormal movements in the
form of increased speed or jump height, broken player models, and much more.

Pixel Walking

Throughout the map design of a game, there can be some oversights in the form
of invisible ledges that player characters can interact with. A player character
can pixel walk by getting stuck in these invisible ledges, which often provides
them a vantage point over the game map[19]. Although the pixel walking would
render the character unable to move out of this position, it typically offers them
an advantage as the opponent might not expect to �nd the player �oating in that
certain area.

Figure 2.3: An example of two players pixel walking, where the lower player is stuck in an invisible
pixel in mid-air, and supporting another player on top of them[19].

2.3.5 Unauthorized Account Manipulation

Unauthorized account manipulation refers to any actions that alter or misuse
player pro�les or matchmaking to distort competition. This would typically not
break any code of the game, but would often provide unintended and unfair play
for other players.
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Boosting

Often, in online FPS games, players are ranked according to their skill. This means
that they would be teamed up and set against people who match their skill level
in order to provide a competitive element and keep the game engaging for most
players. In order to provide further engagement for players, may games will re-
word players of higher rank with greater rewards.
This fact, however, can lead to the account manipulation technique known as boost-
ing, where low-ranked players hire more skilled players to increase their gaming
account rank arti�cially[15]. This circumvents the time and effort that they would
need to put into the game in order to gain the skill to reach the higher ranks legit-
imately.
There are different reasons for doing this. One prominent reason is for the lower-
ranked player to gain access to the rewards that a higher-ranked player receives.
Another reason is that some players want to unlock some content, title, or game
feature that is only available to high-ranking players.

Win Trading

As discussed in the section about boosting 2.3.5, there are many reasons for a player
to want to reach a higher rank in a game. This can also be done illegitimately
through win trading. In win trading, two or more players agree on who is going
to win a match and who is going to lose. This is often also done with accounts
that are made for the purpose of losing to the other player, who is boosted in the
rankings. This can also be used to gain unlockable content that would otherwise
take much longer times or require very speci�c and lucky situations to take place.
By performing win trading, the process above can be achieved much faster than
what it would normally require.

Smur�ng

Smur�ng refers to when a player makes a secondary account for a game in order
to compete against less skilled players[20]. The intentions behind this can vary, as
some do it for fun, while others might do it to ruin the gaming experience for other
players intentionally.

Twinking

Another form of game account manipulation in which some players can gain an
unfair advantage over other players in some games is through twinking. Twinking
is the process in which a player purposefully keeps their game character at a low
level but acquires late-game items and equipment[21]. This means that when they
are matched up against another player at the same level, they have a superior
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advantage over the other player due to their better equipment. The equipment can
be gained either with the help of a higher-level friend or on their own by defeating
high-level enemies (which would also require some skill).

2.3.6 External Hardware Cheats

Cheating in games can include using certain physical devices to enhance the game-
play beyond what standard controllers or input methods would allow.

Modded Controllers

Modded Controllers are gaming controllers that give players who use them a dis-
tinct advantage because of added features. A controller becomes modded when a
special modchip is installed inside of it. The chip presses the buttons on the remote
on behalf of the user, thus enabling a gaming character to implement actions in the
game with greater ease[22].
Some of the features that could be added to a controller are, for example, rapid-
�re, by sending the �re command very fast from the device. A modded controller
could also provide auto reload by sending the reload command a few seconds af-
ter the �re command was activated. Modded controllers will also provide features
such as drop-shot or jump-shot, that will either make the player character drop
to the ground or jump when they shoot in order to make it more dif�cult for the
opponent to hit them. As many modded controllers can also be customized by a
player, they can provide many more features.

Input device modi�ers

Some examples of input device modi�ers are the Chronous ZEN and the XIM Ma-
trix, which are devices that were initially made to provide compatibility between
different controllers and gaming consoles. With further development, these devices
became more capable and would provide support for other automated instructions.
By doing so, these devices could provide the same features as a modded controller
and could allow a player to use a mouse and keyboard on a console device, which
provides a much higher level of precision as compared to using a regular con-
troller[23]. One thing that should be mentioned about input device modi�ers is
that they are often used by gamers with disabilities in order to improve their gam-
ing experience or to allow for alternate input devices, and therefore, these devices
are not exclusively made for players to gain an unfair advantage[24].
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Figure 2.4: The Chronos Zen (left) and the XIM Matrix (right).

Other Hardware Devices

Other forms of Hardware devices can be employed by players in order to gain an
unfair advantage, although they can vary greatly. These devices typically interact
with other hardware to facilitate cheating. One common approach involves cap-
turing a small segment of the screen, such as the pixels around the crosshairs, and
sending this data to a microcontroller device, like an Arduino. The microcontroller
then processes this information and sends a shooting command back to the com-
puter, automating the player's actions.
A more sophisticated form of hardware cheating utilizes Direct Memory Access
(DMA) devices. DMA devices can access a computer's memory directly, bypass-
ing the CPU. This allows them to read and manipulate game data in real-time
without being detected by most anti-cheat software. The processed data can then
be sent to another external device, which can use this information to exploit the
game. The use of DMAs is explained further in subsubsection 2.6.3.

2.4 Game internals

Considerations regarding the operational mechanisms of video games reveal their
fundamental nature as computer programs. Despite having considerable differ-
ences in style and intricacy, video games generally comprise several essential com-
ponents:

• Output Sources

• Input Sources

• Game Assets
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• Program Instructions

• Temporary Values

During gameplay, information needs to be presented to the payers through
output sources such as computer monitors or screens, auditory feedback, or some
alternative form of output like controller vibrations. Similarly, games need to fa-
cilitate player interaction with the game and, therefore, need some form of input
sources. Some examples of import sources could be computer mice, keyboards,
and game controllers, and can also include unconventional sources such as motion
tracking or sound input. A simplistic visualization of how these input and output
sources interact can be seen in �gure 2.5.

Figure 2.5: Illustration of the �ow of information through the input sources to the computer and
game program, and ending at the output sources.

The informational content displayed on output sources originates from game
assets, which make up the resources utilized by a game in order to build its visual
and auditory elements. These assets, which include pre-built data such as 3D mod-
els, textures, sound effects, music, text content, and more, are loaded from game
�les into the active game process to construct scenes for the player[25]. Essentially
serving as the foundational components of any game, game assets also encompass
the code containing the game instructions.

Upon execution of the game program, numerous instructions are processed to
generate the appropriate output for the player[26]. These instructions encompass
tasks such as asset positioning, sound and music provision, and responsiveness to
player inputs from various input sources.

Additionally, temporary values are crucial in games, storing important infor-
mation such as player model position, health status, surrounding assets, held items,
etc. Due to their frequent and rapid alteration, these values are typically stored in
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random-access memory (RAM) rather than conventional memory, optimizing ac-
cess speed and preserving the longevity of persistent memory. When a game is
saved, these values are copied to a �le for subsequent retrieval, facilitating the
restoration of the game state at a later time. In online multiplayer settings, tem-
porary values are often transmitted to game servers and subsequently to other
players, contributing to streamlined communication and enhanced gameplay per-
formance.

2.4.1 Online Game Network Architectures

Providing games with online play adds an increased level of complexity to the
game development and often comes with its own set of challenges. The online
play experience needs to be able to communicate quickly, ef�ciently, and securely
to other devices in order to provide all players with a good and fair gaming expe-
rience.

Online play can be built up using different architectures, depending on what
is most appropriate in regards to maintenance costs, scalability, availability and
effectiveness. These are mostly divided into the three most common online ar-
chitectures: Client-Server Architecture, Distributed Multi-Server Architecture, and
Peer-to-Peer Architecture[27]. These architectures can be seen in �gures 2.6, 2.7
and 2.8 respectively.

Client-Server Architecture

One of the most simple and straightforward approaches to online game architec-
tures is the Client-Server architecture, where a server is responsible for the mutable
data (temporary values) that is being transmitted to and from players. Players will
connect to the game server in order to receive the necessary game world infor-
mation, and the player updates and interactions are sent to the server, so that the
values can be updated there. This architecture works well for a low and steady
number of players but faces problems in scalability and availability in case of a
rapid increase in players. Figure 2.6 shows an overview of how this architecture is
structured.
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Figure 2.6: A Client-Server architecture where the server is responsible for maintaining the whole
game world.

Multi-Server Architecture

For larger games and with a larger number of players, it might not be suf�cient
for games to use a client-server architecture for online play. In these cases, game
companies can utilize a distributed Multi-Server architecture. An overview of this
architecture can be seen in �gure 2.7. Multi-server architectures can generally be
split into two different categories.

In the �rst category, the game world is split into exact copies of the entire game
world, and they are run on servers in different geographic regions. Each of these
servers and clients will then act as individual Client-Server Architectures discussed
in 2.4.1. This means that players can interact with servers and other players that
are closer to their own geographical locations, which greatly decreases the latency
of communication. Communication between the servers is normally not required
but can be implemented.

In the second category there only exists a single game world, but it is split into
different regions. Each region of the game world is handled by a different server,
and players will only be able to interact with other players in the same region. This
does add some complexity, as it requires mechanisms for players to move between
regions and the clients to be handed-off to a different server.
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Figure 2.7: A Multi-Server architecture where servers maintain completely different game worlds or
the game world is divided into zones which each is maintained by a different server.

Peer-to-Peer Architecture

In the peer-to-peer (P2P) architecture, no authoritative server handles data between
players. Instead, it is the individual clients (or nodes) that can act as both a client
and server. In most cases, a single client would be responsible for all the mutable
data and communicate this to the other clients in that game. It is, however, possible
in a P2P architecture for each individual client to share part of the responsibility for
the entire game simulation, but it adds a lot of complexity in �guring out how tasks
are best distributed between the clients. Another thing that should be considered
in this architecture is that as there is no neutral authority, it makes it dif�cult to
prevent cheating as clients can manipulate the mutable data they send[28].

Figure 2.8: A Peer-to-Peer (P2P), where each client maintains a part of the game world or one client
is responsible for maintaining the whole game world.
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2.5 Today's Anti-Cheats

In this section, we will be going through some well-known anti-cheats and the
technology they of�cially use; disclosure of every detection technique used is, of
course, unwanted because cheat developers can use this information to their ad-
vantage.

2.5.1 Valve Anti-Cheat (VAC) System

A major actor in game anti-cheating is the Valve Anti-Cheat (VAC) system. As
of the time of writing, 614 Steam games use VAC to protect their games from
cheaters[29]. VAC has been around almost since the corresponding game platform
Steam which was created in 2001[30]. Therefore, it is safe to say that VAC is one of
the anti-cheats in the �eld with the most experience.

As internal technology is rarely to never discussed, hacker communities can be
used to gain some less veri�ed insight as to how Valve Anti-Cheat (VAC) is work-
ing internally. UnknownCheats.me has been leading the game hacking scene since
2000, they claim. Their wiki on VAC states that it has had multiple versions since
its beginning; VAC1, VAC2, and VAC3; the system uses blacklists of Dynamic-link
library (DLL)s stored on server-side to hide the extensive information from cheat
developers. The newest addition to the system is allegedly VAC-LIVE, which is
to be shipped with the new Counter-Strike game[31]. VAC also has engineers do-
ing manual analysis of suspicious programs running on the same PC as the game
(aka. client-side), which has been detected as an anomaly by the anti-cheat soft-
ware. For these detections, signature-scanning is the most common identi�cation
technology, says Steam lead engineer John Cook[30]. Cook furthermore touches
on the obscurity of the VAC software, he says that the software is streamed on-
demand and only run on the client-side in small portions. So, the cheat developers
only see small fragments of the software that they are trying to circumvent[30].
The privacy of VAC is also discussed, as the client has no knowledge of what the
anti-cheat software is doing on their PC. An attorney says “Any time you, as a
user, allow someone to run software or a process on your system, then you're not
in control” and this is an inherent problem within the gaming industry and every
anti-cheat[30].
VAC is also investing in more advanced detection methods, over the past years they
have been developing an extensive trust-factor system, which is known because of
the fact that it is patented since 2021. This system uses the following metrics to
determine if a client is trustworthy[32]:

• Age of the account
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• Total time on games on the account

• Game time

• Time of day the player was logged playing

• Match history data for an account (Kills, deaths, assists, etc)

• Frequency and Number of reports

• Previous cheating convictions for an account, hardware ID, IP Address, email,
or biometric data

• Machine learning model inputs that detects if an account is using cheats
server-side

• Number of user accounts associated with a single player (deduced from cor-
related address, phone number, payment method)

• Amount of money spent on the account or game

However, all of these or none of them may be in actively in use.

The shortcomings of VAC are con�rmed by the existence of several other anti-
cheats for the most popular steam game: Counter-Strike. As Counter-Strike is a
game that is professionally played, it is important that no cheaters can play in
tournaments. Therefore, systems like FACEIT and ESEA was developed to be
speci�c to Counter-Strike and to be very intrusive, FACEIT and ESEA merged in
2023[33].

2.5.2 FACEIT

One of the most prominent, highly respected, and trusted anti-cheats in the world
is FACEIT. According to themselves, matches affected by cheaters are as low as
0.45%[34]. The most signi�cant characteristic by FACEIT is that the anti-cheat ker-
nel driver is running on system boot, due to privacy concerns, the driver has been
developed in compliance with various data protection laws in mind. The anti-cheat
also requires Windows Secure Boot and Trusted Platform Module (TPM) 2.0 to be
activated, vulnerable drivers are also required to be removed before the user can
log on to FACEIT. When a user has ful�lled all these requirements, they can play
a wide selection of PC games not only limited to Counter-Strike, Call of Duty, and
Apex Legends. FACEIT also has a bug bounty program on hackerone.com, allow-
ing for external bug hunters to disclose zero-days with FACEIT developers[35].
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2.5.3 Vanguard Anti-Cheat System

Vanguard is an anti-cheat system developed by Riot Games, primarily for their
�rst-person shooter, Valorant. Introduced with the game's release, Vanguard inte-
grates deeply with the user's operating system[36].

The system is composed of two main components: a client-side kernel driver
and a client-side non-kernel component. This two-tiered structure allows Vanguard
to protect against cheats at different system levels. The kernel-level driver operates
at Ring 0 in the x86 privilege level, allowing it to monitor system resources and
behaviors that are typically inaccessible to user-mode applications, including low-
level hardware access and operating system calls[37]. The user-level component
works in conjunction with the game client, scanning for known cheats, monitoring
the game state for irregularities, and reporting incidents to the game servers.

One of the key features of Vanguard is its always-on protection. The kernel-
level driver starts at system boot before the game itself is launched. This preemp-
tive start helps prevent cheat programs from activating before the anti-cheat system
and gaining undetectable access to the game. Vanguard uses a mix of signature-
based detection and heuristic analysis to identify cheating behavior, which enables
it to detect known cheats and identify potentially suspicious behavior that could
indicate new or unknown cheats.

While Vanguard's deep system integration offers enhanced security and cheat
detection capabilities, it has raised signi�cant privacy and security concerns. Users
are particularly concerned about the level of access the kernel driver has, as it oper-
ates with high system privileges, potentially exposing the system to vulnerabilities.
The presence of a kernel-level driver means that any vulnerabilities in Vanguard
itself could compromise the entire system.

In response to these concerns, Riot Games has implemented several measures.
The kernel driver's operation can be suspended when not playing Valorant, but
this requires a system reboot to reactivate. Riot has also established a bug bounty
program to encourage the reporting of security vulnerabilities in Vanguard. Data
breaches in Riot have added to concerns about security[38].

Vanguard has been effective in detecting and preventing cheats in Valorant,
leading to thousands of cheater bans and setting a new industry standard for real-
time cheat prevention. However, this aggressive approach has led to debates over
system privacy and security within the community. While some players appreciate
the robustness of the anti-cheat measures, others are wary of potential abuses and
the implications of such a deeply integrated system component.

In conclusion, Vanguard represents a bold step in the evolution of anti-cheat
technologies, with its kernel-level approach providing signi�cant advantages in
combating cheating. However, this approach also presents challenges, particularly
in balancing the need for effective anti-cheat measures with preserving user pri-
vacy and system security. The lessons learned from Vanguard's implementation
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will undoubtedly in�uence future developments in this �eld[39, 40].

2.5.4 Ricochet Anti-Cheat System

Ricochet is the anti-cheat system of the Call of Duty series launched with Mod-
ern Warfare II in 2022[41]. The publisher, Activision, provides a FAQ about the
system, which states that it is a kernel-level anti-cheat, but with a multi-faceted
approach[41]. What this includes is server-side cheating detection, better investi-
gation processes of suspected cheaters and better account security. The last blog
update on the anti-cheat was in November, just before the launch of the new Mod-
ern Warfare III, where Call of Duty shed light on more high-level mitigation and
introduced new obstacles for cheaters[42]. In this so called “progress report” a new
machine learning system is introduced, which aims to improve the speed and accu-
racy of the existing prevention techniques. One speci�c implementation mentioned
is the replay tool, where suspicious gameplay is replayed in order to con�rm or
justify a ban of the suspected player. The replay tool works by sending data from
the client(cheater) to the servers in the context of a suspicious battle. This data is
then used to reconstruct the context of the battle on the Call of Duty server. Be-
fore, the security team manually went through the reconstructed battle, but now
the new machine learning model has increased this effectively, netting about 1000
clips a day on 1 PC[42]. If a cheater is detected, the game does not kick the cheater
but allegedly torments them while gathering information about their system to be
used for hardware banning the player by logging the MAC address, motherboard-,
graphics card- and disk serials. The newest addition to the torments is “splat”,
which prevents the player from activating their parachute, hence splatting into the
ground. The list of torments includes:

• Making the cheater deal no damage - “damage shield”

• Making the cheater not see opponents - “cloaking”

• Disarming the cheater - “disarm”

• Cheater unable to use parachute - “splat”

• Making the cheater see players that are not there - “hallucinations”

The last torment, hallucinations, was added in mid-2023 and aimed to turn the ta-
bles of the cat and mouse game by generating hallucinations to suspected cheaters.
It is now the cheat developers that have to detect behavior and �lter it out or ig-
nore it, while before, it was the anti-cheat, which had to do abnormal behavior
detection. This feature was part of a bigger research project with a Stanford Ph.D
collaborating with Activision to combat cheaters in an alternative way[6].
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Figure 2.9: A usual cat-mouse life cycle. With the introduction of hallucinations, Activision tries to
change the cat-and-mouse game. Credit: Activision at Game Developers Conference 2023

Hallucinations is a bigger project, as the hallucination has to imitate a player
as much as possible by taking up a slot in the memory, just as a genuine enemy
would. The next step for Activision is to make the hallucination mimic a human
being. Furthermore, it is important to only be moving out of the suspected cheaters
render view, otherwise non-cheating players might shoot at the hallucination. In
the talk about hallucinations at the Game Developers Conference last year, Daniel
Durst explained that if a player is sent hallucinations, they are already suspected
of cheating, and so, if they shoot, aim, or otherwise show awareness of the halluci-
nation, it should be a con�rmation that the suspect is cheating. Furthermore, it is
stated that one suspicious behavior is never going to result in a ban, there has to
be more correlations of detection �ags present[43].

The kernel-level software of Ricochet will only run when the game is running,
and the game cannot be played if the kernel software is not active. Activision
describes kernel-level software as software that runs with high privileges on the
client's PC. Activision states that reporting players for cheating plays a big role in
the effort to effectively ban cheaters[41]. This statement acknowledges problems
with the anti-cheat, since it is reliant on the community to aid in the �ght against
cheaters. However, the info gathered from reports might then be used for training
and developing the anti-cheat's server side detection tools, however at this point,
it becomes speculative.
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2.5.5 Common detection techniques

Aimbot detection

A reactive approach is the analysis of the aiming angles of a player. If a player
aims perfectly at enemies with no error margin, they are most certainly utilizing
an Aimbot. Aimbot is arguably the most impacting form of cheating, as it overrides
the player's skill by taking control over the mouse in order to aim close to perfect,
and in FPSs, this is the most basic game mechanic. Hence, it is reasonable to in-
corporate aimbot detection in an anti-cheat. The advantage about such detection
is, that it can be done server-side, with no interference from cheaters. These prop-
erties make this approach reliable and scalable. On the server, the circumstances
surrounding a player battle can be analyzed, looking at the accuracy and headshot
percentage of the players, if unnaturally high, the player can be �agged for further
investigation or banned right away. However, many cheat developers incorporates
code that misses shots on purpose, making a kill seem legit. This problem is solved
by using ML to detect anomalies in player aiming behavior, because what might
be invisible to the human eye, is very distinguishable to a well-trained ML model.

One practical implementation is done in a report by Martin Willman[44]. Where
he uses a recurrent neural network to evaluate whether a player is using an aim-
bot. The implementation is open-sourced, and in the source code of the anti-cheat
module, it can be seen that Willman uses an output console from the target game,
which provides the neural network with input features such as shots, hits, and
headshots. However, the resulting model only had an accuracy of 50% making it
unuseable. On the other hand, it shows how hard it is to select the right features,
gather enough data, select the right model, and tune it correctly. Analyzing input
is very impactful because it is a scaleable solution since the analysis can be done
server-side. Yu et al. also take advantage of this and propose a statistical aimbot
detection method for online FPS games[45]; they use two features in the form of
Cursor Acceleration when Acquiring Aim (AccA) and time on target (TOT). AccA
measures the acceleration of the aiming cursor when a new target is acquired. It is
based on the idea that aimbots can adjust the aim to any direction almost instantly,
resulting in high acceleration values when a new target is acquired. TOT quan-
ti�es how long a player can keep their aim on a target. Aimbots can potentially
lock onto targets inde�nitely, which is not typical for human players whose aim
duration might vary with their skill level.

Another paper is suggesting a similar approach that establishes a baseline of
player skill, and if the player deviates from that, they are �agged as cheaters. The
baseline comprises aiming divergence, critical hits frequency, accuracy on moving
targets, time to kill, kills vs possible kills, kills on non-visible opponents, and
death circumstances. These metrics are used in a classi�cation system that �rst
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�lters players based on performance metrics (like accuracy and kill rates) and then
examines their game-play behavior to detect inconsistencies indicative of aimbot
use[46]. While this approach mainly applies to aimbot, it could potentially also be
used for ESP detection since this approach focuses on general player behavior as
well as quantitative statistics because ESP capability will change the behavior of
the player.

Signature scanning

Signature scanning is a very commonly used technique where a program is scanned
for certain sequences of bytes. The signatures of a program do not change upon re-
compilation of the source code, as opposed to the �le hash, which is also a common
identi�cation technique. A program can be reverse-engineered in order to identify
key functions that have such a concrete implementation that they will likely not
change in upcoming updates. On Figure 2.10, some common assembly code with
its corresponding bytecode is displayed. The signature to scan for this particular
code section in a program will simply be the bytecode itself: 48C7C055555555FFE0.
However, on recompilation and updates, there is no guarantee that the program
will have the same constants like the value 0x55555555, which can be due to com-
piler optimization and versions of a program. Therefore, wildcards are used in
the signature pattern to accommodate for this and the resulting signature becomes
48C7C0????????FFE0, with question marks being wildcards that will match any
value. Signature scanning is a reliable way to detect known pieces of software,

1 0: 48 c7 c0 55 55 55 55 mov rax,0x55555555
2 7: ff e0 jmp rax

Figure 2.10: Common assembly that operates with a constant value 0x55555555, which might change
after recompilation.

but it is time-consuming to create proper signatures which does not break over an
update[47].

Report systems

A method used in most games are user reports, where the players themselves are
judging each other. This can be realized in a few different ways: free reporting,
killcams or overwatch programs. With free reporting, players can report everyone
at any time they think another player is cheating, enough reports on one player
will either result in a manual review of the player or a direct ban.

Killcams work the same way, but gives the victim the opportunity to see how
exactly the opponent killed them before issuing a report, this system makes each
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report more reliable since the victim will have evidence in the form of the kill-
cam[48].

The last common system is overwatch, where experienced players are invited to
see longer recordings of suspected cheaters. This approach gives the reporter the
most credibility since they see the gameplay from the perspective of the suspected
cheater. This system is best known from Counter-Strike[49].

A reporting system can help anti-cheat efforts by suggesting players focus on
investigation and help to �ag players that normally would be undetected by auto-
matic detection methods.

2.6 Cheating prerequisites

In this section, the knowledge needed for the cheat developers is touched upon. It
goes through the types of cheats and the knowledge needed to make them work.

2.6.1 External and internal cheat programs

As explained in the introduction, this project focuses on external approaches as a
means to gain information from the game process. External is the most straight
forward approach, it relies on system calls provided by Windows, which will allow
the cheat to read or modify memory of a target game. An example can be seen
on Figure 2.11. External programs face their shortcomings when the handle to the

1 HANDLE handle = OpenProcess(PROCESS_VM_READ || PROCESS_VM_WRITE, false, process_id);
2 int value;
3 ReadProcessMemory(handle, memory_address, &value, sizeof(value), 0);
4 value++;
5 WriteProcessMemory(handle, memory_address, &value, sizeof(value), 0);

Figure 2.11: Typical lines used for reading game memory in an external program, incrementing one
value, which could be score or in-game money.

target process is stripped, anti-cheats do this to prevent low-privilege processes
from obtaining a handle whose usage is shown in Figure 2.11. This is why external
cheats will need to incorporate driver integration in order to continue to read and
write memory to game processes. Drivers and kernel mode are described in detail
in subsection 2.6.3.
Internal
An alternative to external is internal programs. A technique where the target pro-
gram is forced to run foreign code in its own execution context[50]. This approach
requires surgical precision, as a mistake in pointer calculation or any error in the
code will lead to a crash of the entire game. Any crash of the game is bad because
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it gives the anti-cheat reason to double-check the integrity of the code that crashed
and, hence, notice injected code, which should not be present.

2.6.2 Reverse engineering

Reverse engineering is the process of dissecting a program's binary data to un-
derstand its operations and architecture without having access to the source code.
This process is useful in identifying software vulnerabilities, enhance compatibility,
or repurpose old software for new environments. It often requires analyzing and
understanding assembly language, and requires specialized tools like debuggers
and disassemblers.

Dynamic analysis

Skills in reverse engineering are a must for cheat developers when they are hack-
ing games. In the early days, when anti-cheats were limited, cheaters could use
Cheat Engine[51]. A tool for dynamic memory analysis and script cheating. The
heart of the cheat engine is the memory scanner, which allows the user to �nd
speci�c variables in the memory of a target process. The user can scan multiple
times and change values as well in order to �nd the memory address of the de-
sired variable. When a memory address is found, Cheat Engine can be used to
alter the value, or the debugger of Cheat Engine can be used to �nd functions in
the target, which modi�es this value. This is an important aid in �nding the global
variable, which contains the pointer or information that leads to the �nal desired
variable, such that the cheat program can dynamically �nd the value every time
the game is restarted[50]. Cheat Engine is the de facto tool for the initial analysis
of a game, which is also why it is detected by most anti-cheats. Cheat Engine also
needs debugging privileges to support all features, but the majority of games em-
ploy anti-debugging techniques such as shutting down if a debugger is present or
already attaching a debugger to its own process, which will prevent another for-
eign debugger from attaching. Cheat Engine can also interact with games through
a driver in order to get higher privileges, circumventing some mitigations against
the tool, but in most cases, the tool can still be detected. Lastly Cheat Engine can
also disassemble the game into assembly code, allowing the user to read the code
as it runs.

Static analysis

Deciphering assembly code presents a hard challenge due to its low-level nature
and direct mapping to machine instructions. This complexity necessitates the use
of advanced decompilation tools that can translate assembly language back into a
more understandable form. Among the most powerful of these tools are interactive
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disassemblers such as Ghidra and IDA Pro[52]. IDA Pro, in particular, has set the
industry benchmark for malware analysis, a �eld that shares many complexities
with the reverse engineering of game binaries, which are often obfuscated and in-
tricate.

The utility of IDA Pro extends beyond its ability to disassemble code. It fa-
cilitates an interactive analysis environment where users can dynamically rename
variables and functions, insert comments, and perform a host of other actions to
demystify the underlying code. This feature becomes indispensable in reverse en-
gineering efforts, especially since most commercial software is distributed without
any debugging symbols or function names, which are stripped away to reduce size
and hinder reverse engineering attempts. Debugging symbols and function names
are crucial for understanding the structure and operation of software. They are
typically stored in a Program Database File (PDB), which accompanies a program
during development but is not distributed with the �nal software product. IDA
Pro's capability to load and interpret PDBs signi�cantly enhances its decompilation
process, allowing for a closer approximation of the original source code. However,
the distribution of PDBs alongside program binaries is extremely rare due to se-
curity and intellectual property concerns. For game developers, in particular, the
unauthorized release of a game engine's PDBs could lead to widespread exploita-
tion and undermine the game's integrity. Therefore, while PDBs can dramatically
aid in reverse engineering when available, they are considered sensitive and are
carefully guarded by developers.

2.6.3 Windows Kernel level security

As explained in subsection 2.5.4, some anti-cheats run kernel-level drivers as mit-
igation against user-mode cheats. A driver is a piece of software that run with
extra privileges in order to make a PC's hardware work, the framework for this is
called The Windows Driver Model[53]. User-mode programs communicate with
drivers through the Device Input and Output Control (IOCTL) protocol. Drivers
are used to make interaction possible between user-mode programs and hardware
devices, which is why drivers need the extra set of privileges. This is also why
only signed drivers, which are thoroughly tested drivers with an approved cer-
ti�cate, can run on the Windows operating system. However, in Visual Studio,
it is possible to generate a test certi�cate and then run the driver if Windows is
booted up in a test signing mode. Not surprisingly, cheat developers are exploiting
this heavily, as buying a certi�cate is expensive and an easy identi�cation factor.
Famous and sophisticated malware is also exploiting driver certi�cates, Stuxnet
for instance[54]. An unsigned driver can be run in several ways, if a legitimate
company leaks their signing keys, these can be used to sign otherwise unsigned
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drivers. A more sophisticated approach is to exploit a vulnerable driver by inject-
ing code into the driver, which is calling the main code of the unsigned driver.
There are several attempts to do so on cheating forums. One very popular is KD
Mapper[55]. This exploit takes advantage of a PagedPool off-by-one over�ow in
an Intel driver, this bug is critical as it is turning a trusted driver into a means for
hackers to gain kernel-level privilege. Microsoft has with Windows 11 introduced
a block list that blocks vulnerable drivers from running, however this feature is
easily turned off[56]. A comprehensive list and many more vulnerable drivers can
be found at loldrivers.io[57]. Which is a site that aims to help security specialists
keep track of vulnerable drivers. However, this list is also used by cheaters to �nd
new exploitable drivers.

Kernel Patch Protection

Microsoft PatchGuard, of�cially known as Kernel Patch Protection (KPP), is a se-
curity feature integrated into 64-bit versions of Microsoft Windows operating sys-
tems, starting with Windows Vista. It plays a critical role in keeping the integrity of
the system's kernel. It is designed to prevent malicious software from modifying
the Windows kernel and its functions. This is crucial because any unauthorized
changes to the kernel can compromise the entire system's security, potentially al-
lowing attackers to bypass security measures and gain control over the system.
By protecting the kernel from modi�cation, PatchGuard helps to maintain system
stability and security. The functionality of PatchGuard is primarily to detect and
prevent unauthorized code or patches from being executed within the kernel space.
It works by regularly checking the integrity of critical kernel structures and code,
ensuring that they have not been altered. If PatchGuard detects any unauthorized
changes, it can trigger a system shutdown to prevent potential damage or security
breaches in order to enforce a strict boundary against kernel tampering[58].

Common exploits

High privilege through drivers is a common exploit technique for cheats on Win-
dows, and most systems, for that matter - always have higher privilege than the
anti-cheat. However, there are other ways to exploit the Windows system to gain
advantages in video games and FPSs in particular.

Network Packet Snif�ng A PC allows for viewing network traf�c, so of course,
the traf�c coming from games can also be intercepted for analysis and extraction
of, i.e. enemy positions exploiting the architecture which was discussed in subsec-
tion 2.4.1. For communication with the server, the two protocols used are almost
always UDP and TCP[59]. These protocols will be used in a well encrypted pro-
prietary game protocol on top for effective and secure communication. Though
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it is possible to intercept and analyze packets with tools like Wireshark[60], cheat
developers would still have to reverse the game binary to get the necessary in-
formation on the game networking protocol. Using Wireshark alone will not be
suf�cient due to the complexity of the protocols employed in the game.

Direct Memory Access The use of Direct Memory Access (DMA), typically through
a peripheral device connected to a PC's PCIe slot, allows for the interaction and
control of a processor's memory bus directly. With a DMA module, data can be
accessed directly from the memory bus and pulled from a computer RAM, which
allows for data to be transferred between two devices without the involvement of
the CPU and the operating system[61]. In terms of cheating in games, this allows
for software that allows Extrasensory Perception to be run on a completely sep-
arate device[62]. This eliminates the risk of anti-cheats detecting cheat software
running on the local device, even if it runs at the kernel level. Some advanced
cheat software will scan the connected hardware and will ban clients who play the
game with detected DMA �rmware, but this can be circumvented by �ashing cus-
tom �rmware to the DMA device to spoof the device as another component such
as a network card. With the relevant game data transferred to a second device,
the cheat software can process this data and display it on a second monitor for the
cheater to visualize. This can be taken a few steps further with the use of a video
overlay device (HDMI fuser) and/or spoofed mouse microcontroller. In this case,
the video feed from the game device and the cheat device can be overlapped and
displayed on a single monitor, and the spoofed mouse micro-controller merges the
input from a real mouse and an aim-assist provided by the cheat device[63]. An
overview of such a setup can be seen in �gure 2.12.

Figure 2.12: Setup of a PC using a DMA to provide ESP and aim-cheats that are virtually unde-
tectable by anti-cheats at the time of writing.
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Computer Vision By intercepting the video output from a game, this information
can be sent to another device or application. By analyzing this video feed, the
outline of enemy players can be identi�ed with the use of computer vision methods
and/or machine learning. With this information, a cheater can make the program
guide the aim of the game to the enemy, thereby providing aim assistance. This
can sometimes be detected, but another way to exploit this information in a more
covert way is to create a trigger bot. A trigger bot will simply �re the weapon in
the game when it detects that an enemy player is inside the cheater aiming point
(aka. crosshair). This helps cheaters more quickly defeat enemy players when they
come around corners, which would otherwise require an inhuman reaction time.

2.6.4 Machine Learning

In the context of games, Machine Learning (ML) and arti�cial intelligence (AI) have
been used for a long time to make bots act naturally and unpredictable for the
player. Recently, with the trending generative AI's, game developers have started
looking into ML models trained to detect anomalies in player behavior, such as
aiming behavior or moving patterns. BasicallyHomeless - a YouTuber, started an
open-source project “Waldo Vision” 1, which works by using deep learning to ana-
lyze video clips of potential cheaters and return a likelihood of cheating[64]. How-
ever, it was quickly found out that the approach was limited to aiming behavior.
BasicallyHomeless went on to promote a startup called anybrain.gg , and in an in-
terview with the CEO and CTO, they claimed to be able to create a biometric player
pro�le in 2 hours and use this as a baseline, so if the player suddenly changes be-
havior, they are �agged for further investigation. In the video Basically, Homeless
claims 33% of gamers are cheating, while Anybrain claims 20% is cheating while
being convinced that the actual number is higher, their data was based on actual
data from one of their clients[64]. The anti-cheat of Anybrain uses features similar
to those described in subsubsection 2.5.5. It is taking behavior analysis to the next
level, incorporating context-speci�c awareness, which enables analysis based on
more game events than simply mouse movement analysis, but also how the player
moves based on enemies and the current world state.

There is no doubt, that AI anti-cheat is a promising tool against cheaters. It
is scalable and notices patterns unrecognizable for humans. However, with the
implementation of AI in anti-cheats, it is only a matter of time before cheat devel-
opers incorporate this into their tool-belt. ML models will furthermore not yield
much elaborate information about what speci�c behavior would lead to detection,
which is a drawback since the justi�cation of a ban is important.

1https://waldo.vision/
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2.7 Ethics of Cheaters

Ethics is a recurring subject when working with cyber-security. In the context of
this report it is worth outlining the different ethical aspects that people who cheat
in games are faced with.

2.7.1 The Reasoning of Cheaters

Cheating is generally frowned upon in the gaming community, as it provides an
unfair advantage to the cheaters[65]. This often makes legitimate gamers feel that
their hard work and efforts to reach an advanced stage in the game are meaning-
less.

On the other hand, cheaters have various other reasons to cheat in video games,
which are often overlooked. To start off with, there are some gamers who employ
cheats for the sole reason of gaining advantages in competitive online games. These
gamers feel that their own skills or efforts in a game are insuf�cient and that
learning these skills would require too much time. A smaller group of less moral
cheaters cheat in order to elicit a strong reaction from other players. This type of
cheater is quite rare, however, as they will often get reported and banned from a
game within a short time.

Many other cheaters, however, have more moral reasons. Some cheaters will
cheat in a game in order to extend their enjoyment of a game. Some complain
that the game they have been playing has lost its normal interest, and in order to
keep being interesting for some gamers, they will explore how they can cheat in
the game. Likewise, other cheaters �nd a lot of entertainment with their interest in
taking the game components apart, see how they work, and �gure out how they
can be exploited[66, 67].

2.7.2 Cheater Psychology

As mentioned in the section, there are many different reasons for people to cheat
in games. Therefore, it can be dif�cult to evaluate whether cheaters in general are
justi�ed in their moral reasoning or not.

Other studies have attempted to correlate individuals' actions in gaming that
contain ethical components to their personality[68]. These studies are interest-
ing as they attempt to map out ethical decision-making regarding game-related
behaviors. However, these studies remain generally theoretical as they fail to pin-
point any set personality traits in individuals with differing ethical decisions in
games[69]. This also enforces the fact that even if players engage in unethical
cheating behavior in games, it does not indicate that they are altogether unethical
outside of games.
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While the motivations behind cheating in video games vary widely—from seek-
ing a competitive edge to enhancing personal enjoyment, the ethical justi�cations
remain complex and nuanced. This highlights that unethical behavior within
games does not necessarily re�ect a player's moral character in real life. This is
why a survey, facilitating this research is �tting for this project.
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Methodology

In this section, the work conducted in this project is described. It began with the
development of a cheat for the current Call of Duty: Modern Warfare 3 (2023).
The cheat was then released as part of a survey on the forum UnknownCheats.me
and also manually distributed. Lastly, a static analysis based on the paper of
CheatFighter (1.2) was done.

3.1 Development

The development of the cheat is a prerequisite for conducting tests and validating
the papers related to the work. Developing a cheat could potentially take years, de-
pending on the game engine and the cheating community surrounding the game.
In many cases, cheat development was a community effort. However, it proved
to be a double-edged sword, as information shared on public forums such as Un-
knownCheats was heavily monitored by the game developer's threat intelligence
team. This team reported bugs and vulnerabilities back to the game developers,
who could then patch or disable certain features in the subsequent updates.

3.1.1 Goals

In this project, time was of the essence. Hence, the methods for gathering in-
formation and its use were critical. Scoping the project to be realistic within the
given timeframe was important. There were two main aspects to consider: the
information-gathering strategy and the cheat's functional goals. Regarding infor-
mation gathering, one approach was to remain independent of other cheat devel-
opers' work, which involved conducting research and reverse engineering inde-
pendently. This approach was very time-consuming, especially when the engine
was not open source, but it ensured the originality and uniqueness of the resulting
cheat. Alternatively, using information from cheating forums like UnknownCheats

35
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could save time for the cheat developer, but the publicly available information of-
ten became a focus of anti-cheat measures, which could hinder stability.

Since time was limited, the decision was made to utilize the available resources
to build a minimalistic, working cheat that met the following requirements:

• Box rendering of enemies on screen.

• Automatic aiming to enemies' screen position (Aimbot)

These requirements imply more sub-requirements to the underlying system:

• Retrieval of player properties (name, team, position, health)

• World to screen function

• Local player detection

These requirements were suf�cient for making the cheat.

3.1.2 Reconnaissance

Most, if not all, of the preliminary research was conducted on UnknownCheats in
the game forum thread. Here, offsets based on the image base of the game were
found. All necessary offsets were regularly updated in the game thread with a 1 to
2-day delay after a game update. From the research, the following takeaways were
noted:

• Kernel driver(no IOCTL) or DMA is needed to read game memory

• Pointer to the player list is encrypted with custom encryption

• Player object structure is randomized on each update

• Game updates every week

Most notably, is the need for driver interaction, as well as the limitation of IOCTL,
necessitating an alternative communication method, possibly via shared memory
space, named pipes, or sockets. Secondly, the game engine employed pointer en-
cryption, meaning that certain important pointers were decrypted in memory only
when needed.
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3.1.3 Updating offsets

It was undesired to rely on other users to post offsets, as it would delay the
progress. Therefore, a GitHub project called DecryptionDumper was utilized. It
was capable of automatically updating offsets as well as decrypting player list
pointers[70]. This GitHub project was old and public and thus also outdated. Con-
sequently, it was necessary to update the signatures used for retrieving anchor
points in the game dump. The game also had to be unpacked before it could be
analyzed; this was achieved by launching the game and then dumping the un-
packed game memory with a tool called Scylla[71]. This step was necessary since
the anti-cheat prevented DecryptionDumper from debugging the game as is. De-
cryptionDumper worked by utilizing a disassembler library called Zydis[72]. This
library decoded machine code into assembly code, which eased working with the
game dump. The main feature of DecryptionDumper was constructing a decryp-
tion function for the player list, which it achieved by back-tracing interactions with
the register where the �nal decrypted pointer resided.

Kernel-Based Memory Dumping Technique

Another idea for an alternative way of dumping the game was to utilize a Windows
kernel-mode driver to facilitate direct memory access for dumping the contents of
target processes, thereby circumventing user-space detection mechanisms. The ap-
proach employed the MmCopyVirtualMemory function[73], which directly trans-
ferred memory contents from the target to the dumper process's buffer, enabling
data capture without typical user-space interruptions.

The concept of using kernel-mode drivers to facilitate the dumping of running
processes is not novel. Several tools have effectively implemented this strategy
to bypass user-space security measures and directly interact with system mem-
ory. Notable examples include tools such as KsDumper by EquiFox and a variant
by mastercodeon314, both hosted on GitHub[74, 75]. These tools leverage ker-
nel capabilities to access and dump process memory, demonstrating the utility of
kernel-level operations in circumventing standard protection mechanisms.

Despite the established utility of kernel-mode drivers in memory dumping
tasks, our approach introduced signi�cant innovations in how protected and unini-
tialized memory regions are handled. Traditional methods often falter when en-
countering memory areas that are either protected by security attributes or not
fully initialized, leading to incomplete or failed dumps. Our methodology ad-
dressed these challenges by implementing a strategic skipping mechanism. When
the NTSTATUS Values STATUS_PARTIAL_COPY was returned[76], indicating in-
accessible memory, our process not only identi�ed but intelligently skipped the
problematic segment and continued the operation. This targeted adjustment al-
lowed for more complete and reliable memory dumps, setting our technique apart
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from existing methods.
Memory was read in large chunks (up to 4 MB) to minimize kernel transactions

and enhance the speed and stability of the dump process. If a partial read occurred,
the method logged the successfully copied data, skipped the unreadable section,
and proceeded from the next possible readable segment.

The technique proved especially effective against packed programs, which are
unpacked in memory during execution. By capturing the memory after the pro-
gram had been unpacked and was running, our method successfully avoided de-
tection by packers' anti-tampering mechanisms, allowing for a clearer analysis of
the underlying code and behaviors.

This technique was successfully implemented and proven to work as antici-
pated during this master thesis.

Figure 3.1: A sample of a 16-case decryption function used to decrypt a pointer to the start of the
player list.

Decryption of player list pointers

As seen in Figure 3.1, the decryption function was quite complex to copy without
automation. The decryption process was long and featured many dead ends as
well. At each program start, one of the 16 cases was chosen based on the Process
Environment Block (PEB), making the decryption even more obscure. In Figure 3.2,
the resulting decryption in one of the shorter cases could be seen. The engine
employed encryption using global variables and static keys, as well as operations
such as XOR, subtraction, addition, shifting, byte-swapping, and multiplication.
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1 r10 = drvr::rd<QWORD>(g_Sock, g_PID, g_Base + 0xACAB11B); //mov r10, [0x00000000080689FF]
2 rcx = 0; //and rcx, 0xFFFFFFFFC0000000
3 rcx = _rotl64(rcx, 0x11); //rol rcx, 0x11
4 rcx ^= r10; //xor rcx, r10
5 rcx = _byteswap_uint64(rcx); //bswap rcx
6 rax *=drvr::rd<QWORD>(g_Sock, g_PID, rcx + 0x8); //imul rax, [rcx+0x09]
7 rax -= r8; //sub rax, r8
8 rax ^= r8; //xor rax, r8
9 rcx = rax; //mov rcx, rax

10 rcx >>= 0x26; //shr rcx, 0x24
11 rax ^= rcx; //xor rax, rcx
12 rax -= r8; //sub rax, r8
13 rcx = 0x3C013186A2744827; //mov rcx, 0x3C013176A2644827
14 rax *= rcx; //imul rax, rcx
15 rcx = 0x32B94714D8681D58; //mov rcx, 0x32B94714D8571D58
16 rax += rcx; //add rax, rcx
17 rcx = 0xBFD3B199E6EB6F21; //mov rcx, 0xBFD39978E6EB6F21
18 rax ^= rcx; //xor rax, rcx
19 return rax;

Figure 3.2: An example of a short decryption case of a pointer to the player list.

When the decryption was completed, the player list could be retrieved. How-
ever, it was necessary to know the size of the player objects as well as the position
of the desired variables in the player structure. UnknownCheats could supply
initial offsets, but in order to update them through the DecryptionDumper, byte
signatures were needed. These signatures led to a piece of code in the binary that
used the offset desired. Cheat Engine would have been useful here, but to avoid
getting banished for using prohibited tools, a static approach was required. The
most straightforward method was to check at the end of the decryption function
where the decrypted pointer was handled. The old signature in the Decryption-
Dumper for the decryption function still worked, so a binary search in IDA was
used to �nd the function, decompile it, and examine the end:

1 v10 = v11 + 0x13008i64 * (int)v6;

In this part, v10 was the player pointer, v11 was the pointer to the start of the
player list, 0x13008 was the structure size, and v6 was the index of the player, thus
the size was successfully determined.

Finding other required offsets

Other offsets could be trickier to �nd in the game code. One method was to search
for the immediate value, which took some time and might yield many hundred
results in IDA if low enough, the lower the value, the bigger the change that it in-
tersected with program code and other undesireable data. However, understand-
ing how the offset was used allowed for �ltering out results that were simply part
of bytecode; for instance, the bytecode for mov r10, [rax+0x10] is 4C8B5010, and if
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the offset for player position was 0xB50, IDA would include this in the result list.
If it was known that the position offset was used as follows: mov rcx, [rbx+0x4F0],
then the bytecode would be 488B93F0040000 where the �rst 2 bytes are the MOV
operation and 93 speci�es the registers rcx and rbx, while the rest is padding and
0x4F0 in little-endian. This knowledge was used to create a signature, which stated
48 8B ?? F0 04, limiting the result to 122 as seen in Figure 3.3 instead of 1223 results
when searching for the immediate value. This approach requires that the offset is
known, usually retrieved from UnknownCheats.

Figure 3.3: Screen dump of an improved signature scan for an offset, one correct result is highlighted,
but more entries could prove to be correct.

To validate the results, the code could be decompiled to see if the register value
contained the decrypted player list pointer. This was done by walking up the
decompiled code or assembly to see if a decryption function had been run. A
more reliable method was to use knowledge about the variable that needed to be
found. For instance, it was known that the offset led to a value that should be
a pointer. This method worked well when examining a result known to be cor-
rect. In the decompilation, rbx, which was denoted as a4, was used as follows:
sub_433FBF0(*(_QWORD *)(a4 + 0x4F0)). This indicated that the value at the start
of the player structure (which was a4/rbx) + 0x4F0 had to be a QWORD, which is
typically used for pointers. If it had been used as a WORD/BYTE, then this val-
idation would have failed. When a valid code section candidate with the desired
offset was found, an extended signature could be made, potentially including sur-
rounding assembly instructions, such that only one scan result was returned. The
signature, and hence the code candidate, could be veri�ed by comparing it with an
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old dump and checking if the signature yielded the correct offset corresponding to
the previous version. Ultimately, the offset would be tested in-game for veri�ca-
tion.

Player statistics offsets reversing :
To enable the gathering of metrics for the upcoming survey and to make the cheat
ready for potential training of aimbot detection models, the scoreboard of the game
was reversed, such that damage done and damage received as well as kills, assists,
level, deaths and overall score could be retrieved. In this project, these metrics were
used to calculate the aggressiveness of a player. Which is represented by damage,
kills, and assists per game.

Shots �red were also successfully reversed, In combination with the scoreboard,
this could potentially allow for making statistics about commonly used metrics for
aimbot detection, such as shot accuracy and headshot percentage. Shots �red was
found by implementing a simple memory scanner akin to Cheat Engine. Offsets
were found which could be used for detecting shots �red by the player, that would
allow accuracy calculation in combination with damage done from the scoreboard.
The offset candidates were found by inspecting memory in the local client object
called Cg_t. While continuously shooting and scrolling through the �rst part of
the 1900000 byte-sized object, after 0x398 bytes, a promising offset was found.
The offset was incremented each time particles were emitted from the local player,
which also happened when the player threw grenades and was hit by grenades.
This could, however, be �ltered out by checking if the public offset isShooting was
true and only registered shots �red when the player was actually shooting.

After an update, the value was no longer where it used to be, and manual
memory inspection yielded no results, the offset was known to be in the structure
of Cg_t, so the memory scanner was then utilized. The results of scanning values
31 and 33 after shooting 31 and 33 times are shown on Figure 3.4.
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1 Searching value: 31.0000, Data type: integer
2 0xED758 -> 31
3 0xEED4C -> 31
4 0xEED70 -> 31
5 0xEED74 -> 31
6 0xFB45C -> 31
7 0xFB46C -> 31
8 0x11F180 -> 31
9 0x15F5E4 -> 31

10 0x168F5C -> 31
11 Searching value: 33.0000, Data type: integer
12 0xEED70 -> 33
13 0xEED74 -> 33
14 0xFB46C -> 33
15 0x15F8E4 -> 33
16 0x15FB0C -> 33
17 0x16925C -> 33
18 0x169484 -> 33

Figure 3.4: Output of a memory scan after shooting 31 and 33 times with offsets intersections being
0xEED70, 0xEED74 and 0xFB46C.

From this, it could be deduced that offsets 0xEED70, 0xEED74, and 0xFB46C
were offsets that pointed to the shots �red variable. It was known that the offset
would be changed with every update, so it was necessary to �nd the offset in
IDA to be able to retrieve it automatically upon subsequent updates. However, an
immediate scan in the memory dump of the game for the value 0xEED70 did not
yield any results. Hence, the variable had to be a part of a bigger struct, this could
be seen if the memory leading up to the value was inspected on the bottom of
Figure 3.5. Zero values are usually padding to accommodate compiler architecture
or unused variables whose default value is zero. Therefore, more predecessing
memory is inspected, and here a substantial amount of padding is present as seen
on the top of Figure 3.5, before valid memory again is present.
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Figure 3.5: Screen dump of the memory region around the shots �red variable up until struct start.
The variable and struct start is highlighted in grey. Before the struct start, the address is at least 2000
bytes of 0-memory. The blue line denotes address skips.

The offset of this struct start was validated by searching for the struct start value
in IDA, which yielded around 100 results. One promising entry in the binary
was cross-referenced in a dump of the preceding update, and if adding 0x298,



44 Chapter 3. Methodology

which was the offset to the value address from the struct start address, then the
resulting offset would be the correct one, matching the original offset found with
the memory scanner.

The shots �red offset allows for accuracy calculation, which is the most promi-
nent metric in aimbot detection along with headshot accuracy. Headshot-accuracy
proves dif�cult to reverse, since the memory scanner did not yield any results. Cal-
culating it based on shots and damage is too unreliable, considering the different
damage pro�les of the weapons.

3.1.4 Crafting a bypass

As mentioned in subsection 2.5.4 Ricochet employs a kernel level driver, which
demands more advanced techniques than a basic ReadProcessMemory call to the
windows API. Given our focus on external cheats, the approach will be to make
a user-mode program that interacts covertly with a kernel driver, which reads the
game memory. There are many approaches to this[77]; the most straightforward
is a socket and shared memory communication, where the user-mode program
makes a request to the driver, containing the target address and the address of an
initialized buffer for the result of the read operation.

The subsequent step is to enable the unsigned driver to function on the oper-
ating system. For this speci�c scenario, the KD mapper method has demonstrated
ef�cacy. This approach facilitates code execution by leveraging a vulnerable Intel
driver, regardless of whether this driver is pre-installed on the system. KD mapper
manages to load and exploit the Intel driver, thereby allowing our custom unsigned
kernel driver to operate as though it were a legitimately certi�ed driver. Impor-
tantly, KD mapper also eradicates any remnants of the vulnerable Intel driver by
unloading it and purging the cache tables. This step is critical, as certain anti-cheat
systems may detect and �ag the presence of the Intel driver, especially on systems
that do not contain Intel hardware.

This con�guration should suf�ce to initiate operations. The user-mode pro-
gram, which displays information retrieved from memory, may be particularly
susceptible to detection due to its lower privilege level, rendering it more acces-
sible and likely to undergo various screenings by the anti-cheat system. These
screenings may include checks on overlay window size and properties, as well as
signature scans for known cheat binaries or suspicious strings such as "cod.exe".
Given the limited information available about these speci�c screenings, it is pru-
dent to exercise caution by avoiding overlaying the exact same area as the game
window and by ensuring that strings like "cod.exe" do not persist in memory for
an extended duration.
To enhance the security of our user-mode application, we implement several pro-
tective measures:
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• String encryption at compile time and decryption at runtime

• Purging of memory containing cod.exe

• Common program name and no icon

• VM Protect virtualization

The �nal protective step involves processing the release through VM Protect, which
is one of the most robust obfuscation methods for binaries[78]. This technique also
virtualizes the binary, further complicating efforts to reverse-engineer it.

3.2 Survey

In order to more accurately measure different information about how cheaters play
and their experiences with cheats, a survey was created. This survey is presented
to cheaters on various hacker forums and as part of a cheat release to the same
forums. In order to keep in line with the various cheating community guidelines,
the information from the different cheaters will be sent to our server only with
the consent of the cheater. The survey consists of two parts, a questionnaire and
the transmission of statistical data. It is entirely up to the individual cheater to
decide whether or not to take part in the survey. In addition, there is the option
for cheaters to submit statistical data independently of the questionnaire. This ap-
proach considerably limits the amount of qualitative and quantitative information,
but makes it easier for cheaters to submit anonymous data instead.

3.2.1 Questionnaire

Based on the theoretical foundations laid out in earlier sections of this thesis, one
part of this empirical study was conducted using a standardized questionnaire.
Each respondent was provided with the same set of questions, a method frequently
employed in social sciences to gather necessary data ef�ciently and effectively. The
use of questionnaires is especially advantageous in studies targeting speci�c online
communities due to several key bene�ts[79, pp. 15 sq.]:

• Cost and Time Ef�ciency: Questionnaires reduce the need for physical ma-
terials and direct interactions, making them ideal for rapid data collection.

• Flexibility for Respondents: Participants can complete the questionnaire at
their convenience, which is particularly important in a gaming context where
respondents may have varying schedules.

• Geographic Reach: Online distribution allows data collection from a broad
and geographically diverse participant base, crucial for accessing a wide
range of perspectives within the gaming community.
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The questionnaire part was implemented as a copy and paste template, with
few easy questions to answer. This was crucial for engaging the gaming commu-
nity effectively. The method of controlling the data by copy and pasting into a
public thread, or sending directly in private ensured a higher participation rate.

Cheaters of Call of Duty: Modern Warfare 3 (2023) and Call of Duty: Warzone
were targeted speci�cally in cheating forums, mainly Unknowncheats.me. This
targeting ensured that the survey reached individuals who were actively engaged
in the gaming and cheating communities, thereby increasing the relevance and
applicability of the �ndings. Furthermore, �nding seasoned cheaters, instead of
attracting legitimate players, who has never cheated, is a much easier task.

By employing this methodology, the survey effectively captured diverse player
experiences with the questionnaire part, while capturing playing style and atti-
tudes with the quantitative part. In combination providing valuable insights into
the dynamics of cheating and the effectiveness of anti-cheat measures in online
multiplayer games. The decoupled nature of the qualitative and quantitative data
will prove to be a hurdle, since not all participants will participate in both parts of
the survey. However, it will be possible to draw parallels between the data parts,
since participation was limited and from the same group of people all attracted
from cheating forums.

Questionnaire structure

The individual questions i.e. the entire questionnaire can be found in Appendix A.
The questions were developed by means of a brainstorming session in collab-

oration between the three authors. The participants' previous experience with the
topic was taken as a basis. The questionnaire can be divided into three sections:
Questions to validate the participants, general questions, conclusion.

When designing the questionnaire, emphasis was placed on formulating the
content in an understandable way and also on ensuring that answering the ques-
tions did not take too much time in order to prevent motivation from fading. The
technical terms used in the survey are common and frequently used terms in the
target group at which the survey was aimed, which meant that it was assumed
that all potential participants were familiar with these terms.

After the �rst draft of the questionnaire had been created, a pre-test was carried
out. This was used to check the usability and quality of the survey. In this step,
a total of three people reviewed the content. Among other things, the language
and spelling, the layout, the comprehensibility of the questions and the complete-
ness of the answer options were checked. Based on the feedback gained from the
tests, three questions were rephrased and some answer categories were adapted or
added. The type of answer was also changed for two questions. All of this was
done with the aim of making the questionnaire easier to understand.
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In the end, the survey consisted of 10 questions, of which 1 question was open,
8 questions were closed and 1 question was partially closed. This means that the
open question offered a free text answer option. The eight closed questions had
�xed answer options. The partially closed question also had �xed answer options.
Here, however, it was possible to give a free text answer under “Other...”. The
questions were set in such a way that they could not be skipped.

Sample construction

There are different ways of approaching a random sample in web-based surveys.
With active selection, the researchers themselves determine which people are (ac-
tively) approached for the survey and asked to participate. One way of doing this
is, for example, to encourage people to take part by sending them meaningful in-
vitations, e.g. by e-mail. With passive selection, on the other hand, only a general
invitation or a general invitation text with a link leading to the survey is published
in a publicly accessible place such as a website or an Internet forum (passive).

For the publication of this survey, a combination of active and passive selection
was chosen, the passive selection by a post in the forum Unknowncheats.me, the
active selection via a Discord server. The reason for this combined approach was
to achieve the highest possible participation in the survey.

Data collection

The data collection took place in the period from Thursday, April 25 to Thursday,
May 16, 2024.

3.2.2 Cheat release

The selection of the platform for the release of the cheat was critical due to the
need of reaching an audience familiar with such tools. Initially, UnknownCheats, a
site known for hosting a variety of free cheats, was considered due to its large user
base. For instance, a recent release on the site in January garnered 51,000 views and
381 unique downloads, indicating a highly engaged audience. The �les uploaded
to this forum are scrutinized by independent �le analyzers to ensure the safety
and integrity of the forum, a practice that ensures the safety of inexperienced and
seasoned users alike.

However, the policies of UnknownCheats against advertising and external link-
ing, coupled with restrictions on the functionality of the released cheat that require
users to participate in external surveys, necessitated a reevaluation of the release
strategy. These restrictions made it impossible to use UnknownCheats as a feed-
back channel for quantitative data collection since the cheat developed for this
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study allowed participants to connect to an external server as part of the data col-
lection process. This was not allowed on the forum, hence, the UnknownCheats
release focused solely on qualitative feedback. The solution was to make a more
manual approach, where the UnknownCheats users could copy a well-prepared
template and post it in private channels or into the release thread.

This approach allowed the cheat to be uploaded, since the �le analyzers also
were provided the PDB �le and a version without strings encrypted, making it
easy to validate, that the cheat provided was legitimate software.

The cheat was released on alternative, lower-quality forums with less strin-
gent censorship in order to make automatic quantitative data extraction possible.
This decision, while diverging from the original plan, provided an opportunity
to explore the impacts of different community norms and site policies on partici-
pation rates and data integrity in online research environments. The selection of
these forums, despite their lower quality, underscored the challenges and compro-
mises often inherent in conducting empirical research within highly regulated and
sparse online communities. On these forums, the cheat was eventually taken down
because it was scanned on virus total and yielded 36 out of 72 malware-positive re-
sults1. The challenge was to protect the released code, as well as the end-users, by
obfuscating and packing the executable with VMProtect, a state-of-the-art packer.
However, the combination of this packed executable and the characteristics of the
cheat, made it become �agged for being a keylogger. The vulnerable driver exploit,
KD Mapper, also set off many of the anti-viruses. Hence, it was a real challenge
to gain the trust of the forums where the cheat was posted. However, after some
time, many people initiated contact on Discord, asking for an updated version of
the cheat, which allowed for distributing a version with no censorship, making
automatic survey response an option for the users on Discord.

Cheat metrics and cheater behavior

Central to the cheat software developed for this study was the MetricsSampler
module. This component was speci�cally designed to capture a range of metrics
that re�ect player behavior and cheat utilization. The primary goal of this module
was to gather the quantitative data that could be analyzed to draw correlations
between qualitative and quantitative data, as well as assessing the effectiveness of
the released cheat.

The MetricsSampler collected the following speci�c metrics:

• AimBot Mode Activation: Speci�es which type of aimbot was used, the user
had the choice between customizable and non customizable aimbot.

1VirusTotal scan of entire zipped release.
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• Game Open Time: Measures the duration of game sessions to evaluate the
usage of the cheat.

• Damage Dealt and Received: Quanti�es the amount of damage a player
deals and receives while cheating, which could indicate the effectiveness of
the cheat or the player's aggressive behavior.

• Kills and Assists: Counts the number of kills and assists, which also helps
to determine aggressiveness.

• Deaths: Records the frequency of player deaths to assess risk-taking and give
nance to the aggressiveness pro�le.

• In-game Score: Aggregates a player's total score per game. Which is an
aggregate on kills and assists, but also objectives. Which allows for evaluating
whether the player played the objective or solely went for kills.

• Aggressiveness-Score: Re�ects a player's calculated aggressiveness score -
leveraging damage done and kills compared to the rest of the lobby.

• Shooting accuracy: Aggregates a player's shots and hits. For accuracy calcu-
lation.

• Player identi�er: A unique identi�er based on the player name.

The average calculated aggressiveness score is particularly interesting. It is calcu-
lated by comparing the cheater's performance with the rest of the players in the
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lobby using the following formula:

kills =
scorekills � LowScorekills

HighScorekills � LowScorekills

assists=
scoreassists� LowScoreassists

HighScoreassists� LowScoreassists

damageDone =
damageDone � LowScoredamageDone

HighScoredamageDone � LowScoredamageDone

points =
scorepoints � LowScorepoints

HighScorepoints � LowScorepoints

level =
scorelevel � LowScorelevel

HighScorelevel � LowScorelevel

WdamageDone = 45.0

Wkills = 35.0

Wassists = 10.0

Wpoints = 5.0

W level = 5.0

aggressiveness= ( kills � Wkills )

+ ( assists� Wassists)

+ ( damageDone � WdamageDone)

+ ( points � Wpoints )

+ ( level � W level)

The metrics were automatically �lled into the clipboard or sent to our server
when external linking was a possibility and accepted by the user. The program was
con�gured to log these details alongside survey responses from the cheat users.
The nature of the clipboard implementation allowed participants to modify their
responses. So in order to safeguard the integrity of the data, a simple hashing
algorithm was employed. This algorithm ensured that the metrics submitted could
be veri�ed for authenticity, thereby distinguishing between genuine user responses
and potential tampering or false entries. The possibility remains that someone
could reverse-engineer our cheat binary, decipher the hashing algorithm, or reuse
values to manipulate the survey data using this knowledge. The metrics module
also relied on a data �le, containing aggregate data and setting for the cheat, the
users could alter or delete this �le to corrupt or reset the data gathering.

Data post-processing

The quantitative data retrieved from the participants was gathered in one Comma-
separated values (CSV) �le. One participant had multiple entries, one for each
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match played, which enhanced data integrity and validity further since outliers or
cheat 'resets' could be tolerated much better. Since preceding data could be used
to determine if the participant invalidated the data or a program error occurred. If
this was the case, looking at preceding data allowed for potentially reconstructing
the data to the rightful state or even ignoring the corrupt data point(s) in the �nal
analysis.

The CSV �le was imported to Excel, where extra data such as kill-death ratio,
damage ratio, and total aimbot usage was calculated from the existing entries. Ex-
cel was used to visualize and validate the data by correlating �elds such as kills,
damage, and aggressiveness index, which was expected to be correlated. Corre-
lation was done in python with the help of matplotlib. Data was both analyzed
as-is, but some data points need post-processing, due to corruption. A solution to
this as well as providing a new perspective to the data, was to calculate data per
game instead of using aggregated data for analysis. This cleaned the data from
negative values, but also allowed for deleting outliers and non-salvageable data
as well. This process reduced the dataset signi�cantly, around 50%. The data is
referred to as processed and un-processed data in the results.

3.3 MAG Construction and intelligence gathering

The paper "Extracting Threat Intelligence From Cheat Binaries For Anti-Cheating"[4]
explores the use of scripts designed for the decompilers IDA and Ghidra to scru-
tinize cheat binaries. Speci�cally, the authors implemented an IDA Python script
tailored for .NET cheats, using the example of a cheat developed for the video
game Modern Warfare 3, released in 2011. The initial plan was to directly apply
this script to the cheat developed in this project. However, this cheat is built on
the C++ platform, differing signi�cantly from .NET in terms of architecture and
execution. Consequently, the script required substantial modi�cations. The tracing
functionality was the only component potentially salvageable, but its effective-
ness depended heavily on the use of global variables for memory read operations,
which might not align with the C++ environment and programming style used
in this project. More robust and advanced tracing functionality were designed for
post-analysis in Ghidra, though these were speci�cally designed for Android bina-
ries, signi�cantly limiting their application in the context of this report.

Ultimately, for gathering threat intelligence on the target game Modern War-
fare 3, manual construction is also possible, constructing the MAGs, based on the
source code of the cheat and the MAG speci�cations outlined in the paper.
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Results

In this section, the results of the efforts in the methodology are presented. Starting
with lessons learned from developing a cheat from the ground up. Next, the re-
sults of the survey of participants who got to try the cheat are presented. Then, the
results of applying the MAG approach to extract formal threat intelligence from
the cheat binary are presented. Lastly, we present a prioritized list of attack miti-
gation's that can be incorporated into the Modern Warfare 3 anti-cheat system to
make the entire process of cheating harder.

4.1 Development

The result of the development was a program that automatically draws red boxes
around enemy players in a game of Modern Warfare 3 multiplayer. The program
also illustrates where the enemies are looking and adds a warning on the user's
screen if an enemy is looking at them. It also displays the names of enemies
and their type of weapon. This can be seen in detail on Figure 4.1. The cheat
furthermore features an aimbot, which automatically aims at enemies when the
user holds the left ALT button. The aimbot comes in two versions, one which is
customizable and one which is not. The customizable version allows the user to
adjust the speed and trigger area of the aimbot.

53
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Figure 4.1: Screenshot of the cheat drawing a box, name, weapon type, and the looking direction of
an enemy player.

In the user interface of the cheat, the user can toggle a dot in the middle of the
screen, enemy look projection, and drawing of the player name on top of the box,
as well as adjust the opacity of the overlay, zoom level of the radar, and change the
settings of the aimbot. There is also two buttons, one for doing a soft restart of the
program and a green button which copies metrics and the questionnaire template
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to the clipboard. The user interface of the cheat can be seen on Figure 4.2.

Figure 4.2: The UI of the cheat, where it is possible to change various settings and see a radar.

4.2 Survey

The results of the survey comprises of two parts. One part where the cheating
participants took part in answering a questionnaire and a second part where the
participants could agree to send aggregated metrics data directly after each game
played. The questionnaire data was a result of 20 participants, shedding light
on their personal experience after playing with the cheat, where ethics, skill level
and anti-cheat behavior was mapped out. The statistics transmission data counted
634 matches played with a total playing time of 73 hours, averaging 8.6 minutes
per match, featuring information about aimbot usage, aggressiveness-score and
accuracy as the main data points. The data collection spanned over 9 days and
featured 40 players from 10 different countries. Below are the most interesting
data visualized and the key statistical trends outlined.

4.2.1 Results of the questionnaire

As can be seen in Figure 4.3, a clear majority, namely 16 respondents, have encoun-
tered cheating opponents in video games before.
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Figure 4.3: Question 1, Encountered cheating opponents (n=20)

Question 2 was answered by only 8 participants. Among them, 2 responded
with “Rarely”, 3 with “Occasionally”, and 3 with “Frequently” None of the respon-
dents chose “Almost always”

Figure 4.4: Question 3, Personal use of cheats in online multiplayer games (n=20)

As can be seen in Figure 4.4, the majority of respondents, speci�cally 19 out of
20, have used cheats in online multiplayer games. Only 1 respondent indicated no
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use of cheats.

Figure 4.5: Question 4, Impact of using cheats on game enjoyment (n=15)

As can be seen in Figure 4.5, the majority of respondents, speci�cally 14 out
of 15, indicated that using cheats enhanced their enjoyment of the game to some
extent. Among these, 8 respondents reported that cheats signi�cantly enhanced
their enjoyment, while 6 reported a somewhat enhanced enjoyment. Only 1 re-
spondent stated that there was no change in their enjoyment, and none reported a
diminished enjoyment.
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Figure 4.6: Question 5, Self-Rated Gaming Skills (n=19)

As can be seen in Figure 4.6, the majority of respondents, speci�cally 11 out of
19, rated their own gaming skills as “Intermediate”, indicating they are comfortable
with game mechanics. Four respondents considered themselves “Novice”, still
learning the basics. Two respondents each identi�ed as “Advanced” and “Expert”,
suggesting a mix of competency and strategic play among the participants. None
of the respondents rated themselves as “Professional”, indicating that they do not
participate in competitions.
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Figure 4.7: Question 6, Experience with anti-cheat mitigations (n=18)

As can be seen in Figure 4.7, the majority of respondents, speci�cally 14 out
of 18, have not noticed any anti-cheat measures while playing. Among those
who have experienced anti-cheat mitigations, 2 respondents reported experiencing
“splat” (where suspected cheaters are killed instantly under certain conditions), 1
reported “damage shield” (when bullets seem to do less damage to opponents),
and 1 reported “cloaking” (where suspected cheaters cannot see other players
properly). None reported experiencing “disarming” or “hallucinations”.
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Figure 4.8: Question 7, Experience with bans due to suspected cheating (n=17)

As can be seen in Figure 4.8, a majority of respondents, speci�cally 9 out of 17,
have never been banned from playing due to suspected cheating. Among those
who have been banned, 4 received a temporary (shadow) ban and another 4 re-
ceived a permanent ban.

Figure 4.9: Question 8, Likelihood of using cheating programs in the future (n=19)

As can be seen in Figure 4.9, the majority of respondents, speci�cally 15 out
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