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Abstract

The security and safety of critical infrastructure
is a critical concern for modern society. Threats
to the infrastructure are becoming more sophisti-
cated, traditional monitoring methods are becom-
ing insufficient. Drones are becoming more preva-
lent and have emerged as a promising answer to
the security and surveillance needs, by offering
capabilities in rapid response and monitoring.
However there has not been a lot of research
into what the user wants from a system utilizing
drones for security and surveillance, and how
those needs translate to designing a user interface
for such a system. The goal of this paper will
be to find out what operations personnel want
from a system using drones, and how an interface
should be designed to support those wants. The
context used in this paper, is the monitoring of a
power plant facility. Here the drones are tasked
with monitoring for intruders, and responding
to alarms. Stakeholders with experience in being
operations personnel and drones were brought on
to provide a knowledge base that could be drawn
from. This paper has resulted in several design
suggestions for designers to use, and researchers
to explore.



Summary
This thesis examines the preferences and expectations of operations personnel regarding an interface for
a drone surveillance system, focusing on the largely unexplored field of power plant operations. The
study involves experienced personnel from HOFOR and select Drone experts.

An initial study was performed identifying potential uses for drones in power plant security and
monitoring, focusing the paper on operational scenarios and how drones could assist. Participants
discussed various scenarios and the potential role of drones in each.

A second study involved five participants with backgrounds in operations, security, or drones. Using
guided interviews, the study explored four categories: "Automatic Response," "Control Methods," "Video
Popup," and "Attention direction." Short videos provided context, followed by discussions to understand
participants’ reasoning.

The results revealed that operations personnel require substantial context for decision-making to ensure
safety and proper documentation. Flexible control methods for drones were also deemed essential. These
insights led to six design considerations for future studies and interface designs for surveillance drones
in critical infrastructure.

This research contributes to the broader understanding of human-drone interaction, offering valuable
recommendations for designing user-centric drone systems. The findings suggest considerations for
enhancing the usability and adoption of drone technologies in critical infrastructure monitoring.



Resumé
Denne afhandling undersøger driftspersonalets præferencer og forventninger til en brugergrænseflade til
et droneovervågningssystem med fokus på det stort set uudforskede felt af kraftværksdrift. Undersøgelsen
involverer erfarne medarbejdere fra HOFOR og udvalgte droneeksperter.

En indledende undersøgelse blev udført for at identificere potentielle anvendelser af droner i
kraftværkssikkerhed og overvågning, med fokus på operationsscenarier og hvordan droner kunne
hjælpe. Deltagerne diskuterede forskellige scenarier og dronernes potentielle rolle i hvert scenarie.

En anden undersøgelse involverede fem deltagere med baggrund i operationer, sikkerhed eller droner.
Ved hjælp af guidede interviews udforskede undersøgelsen fire kategorier: "Automatisk respons",
"Kontrolmetoder", "Video Popup" og "Opmærksomhedsretning." Korte videoer gav kontekst, efterfulgt
af diskussioner for at forstå deltagernes ræsonnement.

Resultaterne afslørede, at driftspersonale kræver væsentlig kontekst for beslutningstagning for at
sikre sikkerhed og korrekt dokumentation. Fleksible kontrolmetoder for droner blev også anset for
at være afgørende. Disse indsigter førte til seks designovervejelser for fremtidige undersøgelser og
grænsefladedesign til overvågningsdroner i kritisk infrastruktur.

Denne forskning bidrager til den bredere forståelse af menneske-drone-interaktion og giver værdifulde
anbefalinger til design af brugercentrerede dronesystemer. Resultaterne foreslår overvejelser for at
forbedre anvendeligheden og udnyttelsen af droneteknologier i kritisk infrastrukturovervågning.
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I. Introduction
Ensuring the security and resilience of critical
infrastructure is a central concern in modern
society. With the increasing sophistication of
threats, traditional surveillance and monitoring
methods are often insufficient. The European Union
has recognized this issue, resulting in directives
aimed at enhancing the protection and resilience of
critical infrastructures[1]. Drones have emerged as
a promising technology to address these challenges,
offering capabilities for comprehensive monitoring
and rapid response.

Drones are becoming more prevalent in society as a
whole. Currently, there are a multitude of different
fields of usage that have drone research associated
with them. These fields cover entertainment,
surveillance, emergency services, and more.
However, drones are still considered somewhat
of a novelty, as researchers are still looking into
the best ways to utilize drones. New challenges
and research opportunities are still being explored,
leaving fields without guidelines, for how systems
should function and be interacted with [2], [3].

Despite the EU directive, there has not been a lot
of research, within the field of security, in regard
to how a human operator would interact with such
a system[3]. There is research examining what
matters to professional drone pilots[4], however,
there is still a lack of the expectations from the
operators of critical infrastructure. Through our
previous work, we found there was interest in
exploring the capabilities and use cases of a drone
security and monitoring system within the power
plant known as Amagerværket[5].

The goal of this paper will be to study what
monitoring personnel would prioritize when
working with drone systems monitoring critical
infrastructure, and present the priorities and

insights from personnel focused on monitoring. The
recommendations will be created in collaboration
with the experienced monitoring personnel from
HOFOR, who monitor the power plant known as
Amagerværket. The research question for this paper
is:

"What do operation personnel on power
plants hope to gain from the use of drones
for security and surveillance, and how
should interfaces be designed to support
their security duties?"

The contributions of this paper is two-fold:

• Insights from interviews with operation pro-
fessionals from a power plant that help build
an understanding of requirements for a drone-
supported security and surveillance systems

• User studies conducted with operation profes-
sionals from a power plant operations team
interacting with visual artifacts in order to de-
rive implications for the design of drone based
security and surveillance user interfaces.

II. Related work
Drones in industry
From earlier work we know semi-/autonomous
drones are becoming more integrated into the
industrial sector. Today, a multitude of companies
offers advanced drone solutions to both the public
and private sector. Drones can be equipped with
ocular and metrical sensors which collect data to
be analyzed using machine learning tools thereby
providing autonomous path routing, volumetric
measurements, object detection and tracking.
Earlier work also uncovered potential use cases in
power plants. Fuel can be stored in piles which
are hard to measure. Another use case is grounds
security with focus on intruders, personnel hazards



and first response.[5]

Volumetric measurements using drones is a well-
studied technology[6] and have found use in the
industry for measuring stockpiles[7]. The drone
flies around a stockpile at low altitude to create
a high quality map of the surface and converts
that to a volumetric surface model. Drone research
into private security is dominated by the defense
sector. The area of research seems to be skewed
towards the security of the drone and not the
implementation of the operational system in a
security setting[8], [9]. Some research have looked
at the possibility of having drones track intruding
drones as this is a challenge to do from the
ground[10], while the industrial defense solutions
are more focused on reconnaissance, tracking[11]
and active countermeasures[12].

Introducing new technology to a field has the
ability to empower workers and make the system
work more efficiently, but it also comes with costs
that can be a liability in an emerging market. The
initial investment is high because most cases will
require specialized implementation and subsequent
system maintenance. In some cases, drone pilots
will need to be staffed or trained, and in others,
the available technological capabilities are lacking,
leading to lower output than expected. Speed,
cutting cost and sustainability are favored traits in
already developed industries, where the use cases
often require a more technical and customized
solutions. In industries such as mining, safety is the
main concern as mine and machinery inspections
does not require sending a human. The main
idea behind drones is they can move fast and
through the air and thereby not having to risk the
safety of workers by sending them into difficult
situations.[13]–[15]

Usability
Research in power plants has mainly focused on
how people use technology to make sure things
are safe and work well. One important area of
study is the design of control rooms. It highlights
how the layout of control rooms is key to reducing
mistakes by operators and improving how they
communicate. A big concern is managing how
much work operators have to do. Overloading
operators with excessive tasks can lead to fatigue
and stress, which could lead to accidents.

Prior research has highlighted a high contribution
to accidents in aviation and medical device domains
due to design problems, many attributed to human
failure. They argue this is due to poor situational
awareness (SA)[16]. They build upon earlier work
which identifies 8 SA demons and contribute
3 additional. The second SA demon - Misplaced
Salience, describes how poorly placed warnings and
alerts can lead to misunderstandings. The eighth
SA demon is ’Out-of-the-Loop-Syndrome’ which
presents the increasing lack of awareness in the
operator when a system operates autonomously
due to over-reliance on automation. A contributed
SA demon, Enigmatic Autonomy warn how human
who are not able to interpret the drones’ behavior
risks communication problems. The operator must
be able to understand what a drone is doing and
how and which autonomous decisions have been
taken.

Another contribution of theirs is a design solution
of a user interface (UI) of an autonomous multi
drone system in relation to emergency response
scenarios. Their methodology consisted of engaging
domain experts over 6 sessions, exposing them
to design concepts using visual aid representing
SA demons. They also adopted a scenario based
approach to achieve higher engagement during
discovery. Scenarios was used to understand how
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the system should behave under certain conditions
and act as a sort of test for the system. Among
their findings is when a discovery alert is show
the associated video should be full-screen, route
markers and drone paths are helpful indicators on
a map and displaying coordinates was a bad idea
due to the rapid changing numbers.[16]

Another study developed a prototype for a similar
system, also with a focus on search and rescue,
using semi-structured interviews and Likert scale
questions as a way to evaluate specific UI elements
on a map. It builds on earlier proposed control
tools, Selection control and Beacon control[17] as a
way of manipulating semi-autonomous drones.
Selection control allows to select drones and order
them to search an area and Beacon control allows
placing a marker to have drones search the area
in a given radius. The study contributes an Area
selection tool where the area to be searched is
marked by placing a polygon. They discovered
the preference of control tool depended on the
situation, furthermore Beacon control seemed to be
the most user friendly variant.[18]

In a related paper presenting the findings of
3 co-design sessions developing the control
UI, they provide further evidence for Selection
control and Beacon control both providing value.
They also highlight findings regarding video
feed presentation. They put an emphasis on not
viewing more than 4 video feeds at a time and
differentiating video feeds either via colors or
numbers.[19]

Multiple ways of drawing attention by designing
visual markers is explored in a study on the display
of machine learning detection’s to locate cancer tis-
sue. They present various designs including a circle,
tight circumference, area segmentation, dimming all
non highlighted area and displaying a frame. They

presented the study to field experts which rated
their perceived performance improvement based on
Likert scale and found a higher preference towards
designs focusing on highlighting the location and
not obscuring any important information in the
process.[20]

III. Study design
In order to answer our research question and ful-
fill our contributions from section I we aimed to
identify the possibilities and constraints for a drone
system in critical infrastructure as well as inform
of the visual needs of such a system. We therefor
designed and conducted two exploratory studies on
the use of drones in critical infrastructure. The first
study was used to characterize the current practices
in the industry and establish and ideate the use of
drones in these practices. The second part was used
to explore the interactive preferences for a drone
monitoring system in critical infrastructure.
The participatory design approach has inspired
many of the choices made in designing this user
study, as it has been shown to not only help explore
the usability of a project, but also shown to help
sustain the initiatives after the project [21], [22].
This is reflected in the participants, as they have
been chosen because they have a personal or at least
professional interest in the investigated matter and
would gain from any eventual solution that could
result from the research. This is further reflected
in the visual aids displayed to the participants that
were iteratively developed using the information
from this study and building on our previous work
made using participatory design with the same
experts in drone technology and human computer
interaction [5].

Thematic analysis is used to identify, analyze, and
report patterns, also known as themes, in data.
It is an accessible form of qualitative analysis,
due to not being locked to any single theoretical
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framework, in contrast to other forms of analy-
sis, such as grounded theory. There are multiple
different variations of thematic analysis. Inductive
thematic analysis, is where themes are identified
in a "bottom-up" fashion. This type of analysis is
used when the themes do not need to fit into a pre-
existing framework, it is well suited to find new
knowledge. In contrast to inductive is theoretical
thematic analysis. The theoretical thematic analysis
usually yields a detailed description of an aspect
of the data. It is well suited to answer a specific
research question.[23]
The reason for choosing thematic analysis is that it
can be used to find themes within individual data
items, where other methods find patterns across
a data set. Additionally, it can be used both to
explore wide and go into deep dives.

Study One: Exploring Security Chal-
lenges and Drone Use in Critical Infras-
tructure Monitoring
This study aims to explore the potential use
of drone technology to enhance security and
operational efficiency in critical infrastructure
settings. The potential is explored by looking into
the current security operations within Amagerværket
and ideating with the personal on how drones
could be used to assist their daily work.

Participants
Two selections of participants were used in the
study, one for the pilot studies and one for the
user study itself. The participants for the first pilot
study were selected for their expertise in drone
technology and consisted of two industry experts
in drone technology from the drone specialist
company Robotto and one researcher of Human
Computer Interaction(HCI) with a focus on drone
technology. The second pilot study were conducted
with the head of innovation from HOFOR. The

two participants for the user study were selected
for their expertise in operation and security on
critical infrastructure, and consisted of the head of
innovation and the head of operation at HOFOR.
All participants were Danish.

Materials
A pilot study was made in order to find what could
be explored within security and drones. This pilot
was done in two interviews. The first interview with
two members from Robotto and an expert in HCI.
The second interview with the innovation lead from
HOFOR. The first interview focused the interest of
research within security on intruders and personal
hazards like missing hardhats, security vests and
the like. We then created an initial set of scenarios
using the second pilot interview conducted as well
as the information gained in our previous work
[5] mentioned in section II. A series of storyboards
showcasing the established scenarios were created
along with the questions. These were created as a
way to focus the user study as well as a method
to allow the participants to further establish the
scenarios, explain how the situations are currently
solved and ideate the use of drones in the scenar-
ios. [24], [25] An example of the storyboards can
be seen in Figure 1. Each storyboard consisted of
three simplified abstractions of reality, covering the
aspects of security within the focus of this paper:

1) The detection of an issue, either an intrusion or
a personal hazard

2) The communication of the problem to relevant
parties, including how a drone would be de-
ployed or how security personal currently are
being deployed

3) The resolution of the problem, including how
the problem was logged

Two sets of storyboards were created for each
scenario, one displaying the current way and
one displaying a possible future with drones. To
allow the participants own imaginations for the
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(a) Storyboard part showing CCTV detecting a
potential intruder

(b) Storyboard part showing an operator monitor-
ing the surveillance footage

(c) Storyboard part showing an operator sending
the intruder away

Figure 1: Swimming Intruder Storyboard

possibilities of the future use of drones, the display
of the future was mostly a copy of the current way
scenarios with the addition of one or more drones.

Procedure
The study were conducted by the authors through
Teams and in the mother language of the partic-
ipants(Danish). All participants were encouraging
to give as much information as possible. The inter-
view were recorded, transcribed, and supplemented
with notes taken during the meeting to mitigate
possible errors in the recording and transcription.
The participants joined through Teams and were
presented with the prepared material through Miro
to allow them to interact with the provided visual
artifacts. The participants were presented with an
introduction to the project and our previous work
in order to establish the context of the study. After
the introduction, the participants were presented
with a series of initial questions related to their
work and trust in automated systems. Each initial
question was presented under the topics: work
environment, daily tasks, and automation, in or-

der to initiate an exploring discussion. After each
question, further questions were asked dependent
on the participant’s answers. Each topic had a max
time limit of 10 minutes to respect the limited
time of participants and as to not exhaust the
participants with the initial questions. When the
topic was explored or the time limit reached, the
next group of questions was presented. After the
initial questions, the participants were presented
with the storyboards with attached questions for
each of the three parts of the storyboards. The
scenarios were presented in order, with the current
situation storyboard being shown first and then the
future storyboard, before moving on to the next
scenario. For each storyboard the participants were
given an intro and then prompted to discuss the
given scenario. For each of the discussion points
additional probing questions were used to explore
the scenario in depth.

Findings study one
The data provided during the interview was
analyzed qualitatively using an inductive approach
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with the steps from thematic analysis. This resulted
in a number of themes with textual evidence behind
each theme. In addition to the found themes, the
scenarios were also further described and focused.

Balancing Operations and Security
The analysis revealed the possibility that
personnel’s primary task is operational
management, while security is a secondary
responsibility that the operators have on top of
their normal tasks. When issues are detected, the
response typically involves dispatching one or
two operators, often over considerable distances.
This operational challenge is compounded by the
limitations of static camera monitoring, resulting in
a predominantly reactive approach to site security,
with each reaction taking time away from the
operators’ primary tasks.

Inefficiencies in Current Surveillance Systems
Current surveillance systems exhibit inefficiencies,
such as frequent false alarms, exemplified by
the system mistaking birds for intruders. This
misallocates resources and necessitates potentially
long and unnecessary verification trips increasing
the operational burden on personnel.

Logistical and Financial Constraints
Logistical and financial constraints impact the
security. Although there is interest in utilizing
drones for various tasks, budget limitations restrict
the hiring or training of dedicated drone operators.
These constraints impede the adoption of advanced
technologies that could enhance site security and
operational efficiency.

Potential of Automated Systems
There is interest in the benefits of automated
systems. Automatic drone flights for monitoring
biomass and deploying drones for security
tasks are viewed favorably. Automated CCTV-

to-drone communication is also considered
valuable, particularly for preliminary assessments
of potential threats such as fires or intruders. These
systems are believed to substantially improve
operational capabilities by enabling timely and
efficient responses to incidents.

Drones as first responders
There is an interest in allowing the drones to
act as first responders. Personal should be able
to have drones inspect areas. This is thought to
help reduce personnel workload by functioning
as mobile CCTV cameras allowing for further
investigation without the need for the personal
having to interrupt their tasks. The drones are
expected to relay information to the personal,
who can decide on further actions, with simple
interactions. Further, interest was put forth in
allowing the personal to communicate with any
potential intruder through the drone, again mainly
to avoid having to leave their post.

Anti-Drone Measures and Detailed Logging
The need for anti-drone measures and
comprehensive logging emerged as themes.
There is an interest in deploying drones that can
track and potentially neutralize unauthorized
drones, thereby enhancing site security. Detailed
logging of drone activities, including timestamps,
altitudes, routes, and potential information leak,
is considered essential for accountability and
operational tracking and is currently a difficult
task to perform. Alerts and information on drones
approach or in sensitive areas are also deemed
important.

Informing study two
Based on these themes, we focus on the study-
ing the usability requirements of automated drone
systems for routine monitoring and security tasks,
specifically the interaction needed to complete such
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actions. The integration of detailed logging and
anti-drone capabilities, and the implementation of
new technologies in a manner that minimizes dis-
ruption to public and recreational activities, is left
to future work. Addressing these areas is expected
to enhance both security and operational efficiency
while maintaining a positive relationship with the
public. The chosen scenario in relation to the found
context of the operatives in Amagerværket can be
seen on Figure 2.

Study Two: Analyzing Operator Prefer-
ences in Drone Control and Display for
Security Monitoring
This is a study of drone control and display of
automated drone systems for routine monitoring
and security tasks. The study will consist of a
number of guided interviews using short videos
of interaction methods as visual aid for a set of
subjects, with each section ending in the selection
of the most preferred and not preferred method
and pre-arranged question prompting discussion
with the interviewer. The objective is to understand
the participants’ preferences on various methods
of drone control and video display by using
their given preferences as talking points for
further discussion. The guided interview approach
facilitates a deeper exploration of the rationale
behind their preferences by posing questions and
then prompting them to explain in which situations
they preferred a method over another, and why.
The study contains 4 sections:

Video and autonomy
To gain a simple understanding of video
preferences regarding what is important when
capturing video, where to focus and angle the
view. It also includes the presumed level of
autonomy the drone would operate under during
different conditions and alarms. It was clear from
earlier study that routine security and emergency

alerts require different operating procedure. Each
subsequent situation also requires a more specific
procedure, due to the dynamic nature of the
workplace requiring operator judgement.

Control
Different ways of commanding a drone to an area.
Selection control, Beacon control and Area selection
control from prior research explored in section II,
have been included in the study. We have included
2 versions of the beacon, one with a fixed size
area and one with an expandable area. We also
included two versions using selection to also have
the ability to place multiple waypoints to form a
route, in addition to just placing a single target
waypoint.

Video display
How to display video in context to a map is
an area lacking dedicated study. Other studies
earlier found a higher preference for a full-screen
video display over a small popup in regards
to search and rescue missions[16]. We included
both and in addition we present 2 more. One
which split the screen vertically to preserve as
much relevant data while sacrificing parts of
the full available view from both. The second
presents the video in full-screen with the map
shrunken into the right corner and is called a
minimap. This concept is a popular solution in the
game development community to similar problems.

Video detection
Exploring different methods of highlighting
machine learning detections could provide insight
into what information might be relevant for
an operator. Based upon earlier research we are
including a tight bounding box around the detected
object and another using a segmentation layer
placed over the object as described in section II.
We also included 2 additional. A bounding box
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Figure 2: Duality of the operatives tasks

with an appended label and the second with label
and a confidence score.

Figure 3: A screenshot of the Beacon control video showing the
map containing an expanded beacon with its area marked in
green.

Participants
The participants for this study were selected
to maintain consistency with our previous
research. We intentionally included individuals
who had participated in previous studies as well as

additional security personal, opting for one-on-one
interactions to delve deeper into their personal
perspectives and experiences. This approach
allowed us to gain a deeper understanding of
their viewpoints. The participants consisted of
3 industry experts in operation and security
on critical infrastructure from HOFOR with an
average experience of 6.17 years(5 year minimum)
and a drone expert from Robotto with 15 years
of security experience. All participants were Danish.

Materials
In the interview, a number of visual artifacts in the
form of short videos are used. Each video displays a
variation of control or display of drone footage from
the point of view of an operative on Amagerværket
as well as a description of each action taken in
the video in the form of subtitles. Each video is
an interaction created and animated using Figma,
displaying a part of the set scenario in the form
of either a control or display of the drone on the
map or its footage. Each video contains a static
map of Amagerværket along with a set of symbols
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representing either an alarm, user action or a drone
along with a set of geometrical shapes representing
interaction artifacts. An example can be seen in
Figure 3. The drone footage used in the interview is
a video made by the researchers, where a drone sees
a person going past in an environment mimicking
that of Amagerværket. The same video is used for all
instances where a footage is required in the videos.
A series of Likert-like scales is presented after
each video to have participants rate the individual
interaction methods. This approach helps us
identify participant preferences, such as the desired
level of drone autonomy. Unlike traditional Likert
scales, these are not used to measure quantitative
metrics; instead, they are primarily used to
foster qualitative discussions and facilitate further
prompting during the interview to understand
why a particular interaction is preferred or not.

Procedure
The study were conducted by the authors through
Teams and in the mother language of the partici-
pants (Danish). All participants were encouraging
to give as much information as possible. The in-
terviews were recorded, transcribed, and supple-
mented with notes taken during the meetings to
mitigate possible errors in the recording and tran-
scription. The study was shared with the participant
through Google Analytics, and they were prompted
to share their screen. This way, the participants were
in control and could go the tempo they wanted.
The participants were presented with a written
introduction to the context of the study, the final
scenario as seen in Figure 4, and the context of
the videos including the map and icons. This was
followed by initial warm up questions and when
the participant was ready they could move on to
the sections. Each participant was presented with
the sections in the same order. Each section started
with a short introduction describing the drones’
behavior, the task performed in the videos and

their task in that section. Before the first video was
shown, the participants were instructed to enable
subtitles on the videos. When they had seen the
video, the participant moved on to answer the
Likert-like questions, for that video. The participant
was again prompted to think aloud if they did
not do so automatically. The final question after
each group of Likert-like questions prompted the
participant to vocally brainstorm or discuss their
choices and the use of drones in the shown videos.
The interviewer prompted the participant with ad-
ditional questions until each of the participant’s
given preferences had been discussed. After each
section, a follow-up section was used to gauge the
overall preferred control or display method and
present further prompting questions for ideating
the use of drones. After the last section the user
was given a debriefing section, thanking them for
their participation, again showing the scenario and
prompting them to answer with any information
they thought relevant or felt had been forgotten to
be included or mentioned in the study.

IV. Results
The results of the second study were analyzed using
inductive thematic analysis. The themes found are
concentrated into six design considerations. These
considerations capture the essence of the findings,
and are intended for designers and researchers alike
to use in future works. The considerations will be
presented in relation to the four sections presented
in Figure III.

Automated response
In this section of the study the participants were
introduced to the idea that the drones responding
could be autonomous as standard, performing
monitoring tasks when not responding to alarms.
The answers were focused on what the drone
should do, when responding to an intruder.
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Figure 4: The final shown scenario, text is in danish

Observing surroundings
Observing the intruder is not enough. Not only
is it important to observe the intruder from mul-
tiple angles, it is also important to observe the
surroundings of the intruder. An example given
by a participant would be if the intruder placed
or dropped something, if this thing were to be
hazardous, operators would be aware of it and call
in proper personnel. Were it to be something non-
hazardous, then personnel can be sent to collect it.
As one of the participants said:

"In case of someone attempts sabotage,
and they run away when the drone arrives,
it is important to see if something, which
was left behind, is a bomb or a toolbox."

Not only does this reduce the risk for monitoring
personnel, it also helps in finding the correct
response to a situation. Getting multiple angles
also helps as documentation, both in case charges
have to be made or for training new personnel. It
is clear that the context is important.
Design Consideration: Get context to help
the operators make decisions and create
documentation. The findings show that operators
want as much information about a given situation
as possible. This is for both decision making and
documentation purposes. For the purposes of
decision making, knowing whether something

dropped is a bomb or not is incredibly important.
For documentation purposes the additional context
can function as evidence, it could be used for
training purposes, and to help in establishing what
the norm for such situations is. As such, more
context is incredibly valuable during and after
intrusion.

Operator permission
The participants were also asked whether the
drone should ask for permission before moving to
an alarm, and whether the drone should follow
the intruder. Here the answers were mixed. The
concerns were in regard to who has responsibility
in case the drone makes a mistake like flying
outside its designated area or fly into something
or someone. However participants agreed that
some form of human involvement was necessary,
the operator doesn’t have to give permission, but
should be notified. This could also help people
on the ground with accepting the drones, because
they know there is a human on the other end.
Design Consideration: Have a human operator
involved when the drone needs to deviate
from the standard. Monitoring personnel is
not exclusively focused on intruders. There are
multiple key places, and processes that need to be
monitored because failure could be dangerous. As
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such, requiring the permission of the operator every
time there is something could be too intrusive.
However the operator should be notified, and in
some case made to make a decision.

Direct control
The participants were presented with different ways
of controlling the drone, ranging from placing way-
points, to marking specific areas. These controls
allow for the operator to direct the drone to spe-
cific places for investigation. The answers that were
received did not differ a lot, between the different
methods.

Figure 5: The scale goes from 1 to 7, with 1 being disagrees, and
7 being agrees.

The preference found was for control methods that
support marking an area of variable sizes. The
ability to mark specific areas as needed was a high
priority for the participants, the other methods were
also liked, as can be seen in Figure 5, however their
lack of area coverage and flexibility meant that the
methods that supported marking an area of user
controlled size, were preferred. Beacon control with
user defined size was well received, as it allowed a
user to shrink or enlarge the area as needed.

"It’s because then I can set the area and I
think it’s a good idea because there can be
all kinds of gizmos going on out there at

the plant where I need to either narrow it
down or make it bigger."

It was noted by a participant that it would also
translate well to a tablet. The Area selection tool
was equally well received, especially the flexibility
as it could also be used for creating a patrol
path. The Area selection tool was preferred over
Beacon control when dealing with more complex
mission. However Beacon Control was preferred
when something needed to be marked quickly.
In addition the control methods should be kept
simple, as the operators could run into situation
where a complicated system would present a
hindrance rather than a boon.
Design Consideration: Make the method of
directing the drones flexible and easy to use.
None of the presented control methods were
disliked, each methods were generally liked.
However from the interviews a clear preference
could be found. Each participant liked having the
flexibility of defining an area themselves, with
some of them even mentioning the idea before the
method was presented to them. Participants also
noted that the flexible methods could be used to
place more than one task at a time.

Video popups
Part of a system with monitoring drones would be
to show video feeds to the operator. This could be
to verify what the drone sees, help guide personnel,
or take notes for future reference. The participants
were presented with different ways for the video
to be shown. The answers were varied, with one
exception.
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Figure 6: The scale goes from 1 to 7, with 1 being disagrees, and
7 being agrees.

The video popup with the map minimized in the
corner was the clear preference for the participants,
as can be seen in Figure 6. The map being shown
in a non obtrusive way, while also putting the focus
on the video feed, made it the favorite.

"you just feel more confident in your case
when you can see, okay that’s what I can
see and it’s on the map. Then it is much
easier to explain it if I have to tell it to
my colleague who is on his way out to
investigate.

The least favored version, was the one where
the video feed completely overtook the map. The
participants liked the minimap as they where able
to use it for referencing the position of the drone
and the alarm quickly.
Design Consideration: Do not remove context to
show something else. For the video popups, four
different options were presented. Out of them, the
participants unanimously picked the option were
the video popped up, with the map becoming a
minimap in the corner. In contrast, the option were
the video popped up and completely covered it,
was the most disliked. From this it can be surmised
that the participants disliked the removal of the
map. This indicates that removal of context, even
to show other context is not the preference.

Bounding box
Lastly the participants were presented with videos
that featured two people. Each video showcased a
different form of bounding box, with the bounding
box being used to direct attention to what the
drone had spotted. This part had the most differing
answers from the participants. The participants all
liked having a box. However the questions regard-
ing the different labels proved to be divisive.

Figure 7: The scale goes from 1 to 7, with 1 being disagrees, and
7 being agrees.

The removal of the box also did not showcase a
clear preference, as can be seen in Figure 7, though
the majority of participants either disliked or were
indifferent to the removal of the box. The segmented
area proved to be the only version that was disliked,
due to overlapping the object which concealed in-
formation.

"It’s a shame that you mostly look at
what’s there, which gets blurred a bit."

From the answers it is clear that the preference is
for there to be something that draws the attention.
However what information it should relay in
addition to that, would most likely be considered
on a case by case basis.
Design Consideration: Have something that
draws the attention to what has been spotted,
visually displaying information tied to it. From
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the finding it became clear that drawing attention
to what is being spotted is a good idea. However
the answers received in regards to the type of labels
were inconclusive. it could solicit a study by itself,
though the suggestion would be to implement
the necessary labels according to their customers
wishes. In addition to these findings participants
floated the idea of having the attention method
highlight intruders only when toggled.

Addendum
The interviews also presented other findings
partially related to the questions. One such finding
was that the participants appreciated the map.
The map was something that the team thought as
being essential to display the current location of
a drone. In addition to this, multiple participants
mentioned that context like a timestamp or location
information would be a good thing to have for
documentation purposes. From this, we postulate
that when dealing with autonomous drones,
operators need a lot more context.
Design Consideration: Remember to include all
the context needed, even if it might seem trivial.
These findings showcased that what might seem
like a trivial or sensible change to a designer, might
not be something that has been thought of.

V. Discussion
The posed research question was:

"What do operations personnel on power
plants hope to gain from the use of drones
for security and surveillance, and how
should interfaces be designed to support
their security duties?"

We engaged in an exploratory study with drone
experts and critical infrastructure operators to

discover what opportunities and challenges there
would be associated with the implementation
of drones in critical infrastructure from a
security perspective. We chose to engage using an
exploratory interview with multiple participant
using visual aids. This was followed by a set of
guided interviews with the participants, conducted
one-on-one using visual aids. From this we
devised 6 design considerations to inform the
design of future development of drones and their
implementation in industry. We consolidated
interaction methods from earlier studies[16],
[18], [20] and contributed new methods, such as
minimap display, which seems promising but is
lacking further study.

Challenges
It is evident from the findings that the
implementation is a complex task and requires
insight into how specific situations should be
handled. The appropriate response to an alert
requires input from an operator due to the variety
of events. Anything deviating from a plan already
in place will at least need confirmation. Even the
route a drone should take when responding varies
based on the current state of the operational area.
What we found align with prior research into
industrial implementation presented in section II.
Creating an out-of-the-box solution does not seem
possible due to the required specialization of such
a system. A specialized system which would only
do a pre-planned security round was seen as a
hindrance due to the cctv system already in place.
The value would come from being able to combine
it with a system able to quickly and safely respond
to a situation. It should be noted this is from a
security perspective, as drones can also provide
value by supporting the operational task where
in the case of Amagerværket could be volumetric
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measurements of biofuel[5].

Considerations
The design consideration; Get context to help the
operators make decisions and create documentation,
necessitates the ability to go above what a cctv
usually can do and capture the surroundings. This
relates to general security as the need for small
details and documentation does not have prior use
in the industrial setting.

Have a human operator involved when the drone
needs to deviate from the standard is a consideration
which relates to most industrial settings due to
general safety. Autonomous machines must have
clearly defined parameters because if not then
the chance of error is elevated and the operation
cannot be seen as safe, especially not in dynamic
environments.

Make the method of directing the drones flexible and
easy to use relates to all fields which requires
mission planning. We consolidated earlier work
which used Beacon control and Selection control
to move drones[18]. We discovered that it was
not necessarily the specific method which was
preferred but rather dynamic tools. Even having
multiple different methods available to have the
ability to create any kind of shape quickly.

Do not remove context to show something else relates
to multi-modal tools. Depending on the amount of
drones connected to a single platform the amount
of alerts will end up stacking up. If an alert hides
information or other alerts from visibility the
process of attaining the needed information will
slow down.

Have something that draws the attention to what has
been spotted, visually displaying information tied to it.

Drawing attention to objects have shown promise
in situations requiring a high and continues
focus[20]. The benefit to grounds security seems to
be identification and localization, as it can help the
operator make faster decisions.

Remember to include all the context needed, even if
it might seem trivial. Adding timestamps, location
data, drone id etc. to the frame or adding a map
could make identification in the moment and at a
later point much less of a hassle. It will depend
on the situation what is needed but most could
benefit from considering this.

Limitations
This project used a small participant group for all
interviews and studies. In addition they all either
worked for HOFOR or Robotto. The participants
from HOFOR were experts in operating the plant
and its internal systems while the participants from
Robotto were experts in autonomous drone tech-
nology and its implementation. We recognize that
this is not a large or diverse enough group of
participants to conclude anything definitive without
further study.

VI. Conclusion
For this project we wished to find out "What do
operations personnel on power plants hope to gain
from the use of drones for security and surveillance,
and how should interfaces be designed to support
their security duties?" The interest was sparked
from a previous research project based around
using drones for monitoring fuel stacks. This
project was designed to be exploratory, due to
a lack of easily available research on the topic.
To answer the question it was decided to use
participatory design, as the field of monitoring and
security is foreign to the team. The process resulted
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in a number of design considerations. Each of these
design considerations helps to understand what
operations personnel wants from a system using
drones for security and surveillance. Furthermore,
the considerations could be used as the starting
point for further studies.

To conclude, the research question has been
answered with a number of design considerations.
Each of them could see potential use both in
inspiring more research, as well as giving designers
suggestions as to how they should design their
system. These considerations should not be viewed
as hard rules, they are the result of an exploratory
expedition into the field. The considerations
have the potential to be further refined, refuted,
or tweaked depending on what further studies find.

VII. Future work
The findings of this project are not final, and are
certainly not the end of the road. The team has
found two potential avenues for findings to be
used in.

Research
The design considerations that have been found
in this project are not final. While they have
supporting evidence, there is a lack of verification,
and refinement. For the side of verification, studies
could be performed in collaboration with other
entities than HOFOR to see if the results are similar.
The study could potentially involve other power-
plants like, windmill parks, solar arrays, nuclear,
etc. This could give an idea of what considerations
would be applicable to every plant, and perhaps
creating considerations that are more specific to the
mentioned types. Verifying these considerations,
could turn them into recommendations, making

them more useful for designers. Further studies
could be performed to refine and improve upon
the considerations, making them more specific.
Such study could be done by picking a single
suggestion and using it as a basis to create
prototypes. Then presenting those prototypes to
experienced operations personnel for evaluation.
This process could involve doing workshops, or
semi structured interviews, using the prototypes
as a basis for discussion. This could allow the
suggestion to become more specific, improving
their usefulness for designers. This could also
result in more considerations, that could be worth
investigating by themselves.

Design
This project has only included experienced
operations personnel. As such, no designer has
weighed in on the considerations. It could be
interesting to presents these considerations to
designers to find out how they would use them.
Having a couples designers use these in project
and then taking a look at their prototypes, could
give insight into what the considerations are
lacking and excel at. It could also create a basis
for discussion on what guidelines the field of
infrastructure security needs, when it comes
to designing monitoring systems. The insight
gained could be very different from the insights
gained by working with operations personnel
or researchers. Using the practical knowledge of
applying guidelines and design theory, designers
would be able to find problems that researchers
and operations personnel wouldn’t, and find ways
for the considerations to be improved and applied.
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Appendix A
Study One Miro Interview Content





















Appendix B
Study Two Google Analyze Interview Content

























































Appendix C
Mockups
Bounding Box
1) Only bounding box



2) Bounding box with label



3) Bounding box with labels



4) No bounding box, with labels



5) Segmented area



A. Control Methods
1) Multiple waypoints



2) Beacon with static area



3) Beacon with user defined are



4) Polygon



B. Video popups
1) Videopopup medium



2) Videopopup Full



3) Videopopup Split



4) Videopopup Minimap
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