(

AALBORG UNIVERSITY

DENMARK
Aalborg University Copenhagen
A.C. Meyers Vange 15 Abstract:
2450 Kgbenhavn SV This project is a cyber security master thesis
that is examining and researching how to be-
Title: come compliant with data protection laws by
Privacy and Data Protection providing recommendations, guidelines, best
Compliance for Applications practices through an evaluation of the cur-
rent state of the art. Firstly, our motivation
Semester: for the project is given in order to set the
10th Semester scene for the thesis, which is to contribute by
evaluating, assessing and analyzing GDPR,
Project Period: LGPD and the most well known frameworks,
Spring Semester 2023 standards and models such as ISO:27001,
Transfer Impact Assessments, Data Protec-
Semester Theme: tion Impact Assessments, documentations on
Master Thesis how to implement and incorporate regula-
tions and risk management within an organi-
Supervisors: zation. Our background provides the theory
Lene Tolstrup Sgrensen on data protection laws and their interpre-
tations and its practical enforcement. We
Study secretary: are systematically conducting our research
Charlotte Hgeg by a SOTA to get an overview, following an
empirical research by observing and gather-
Members of the Group: ing data on-field. Next, we make risk as-
sessments to identify and prevent those de-
e Cherie Mai Caloyloy Hansen, tected risks. Lastly, we are using the case
No. 20184306 study method by specifically conducting the
o DPIA, TIA and Privacy notice, as it is re-
e Zohra Amini, quired for our case study Educado, a mobile
No. 20193553 educational platform built in Denmark, tar-
geted Brazilian waste pickers. We are cover-
Page Number: ing and discussing the main challenges, that
75 pages an organization working with applications to
stay compliant, are facing by having Edu-
Date of Completion: cado as a focus.

1st of June 2023



Privacy and Data Protection Compliance
for Applications

Cherie Mai Caloyloy Hansen and Zohra Amini

Aalborg University Copenhagen

CENTCOO

CENTRAL DAS COOPERATIVAS DE TRABALHO DE MATERIAIS RECK
‘ FRANCISCO DE ASSIS

-




Acknowledgements

First and foremost, we would like to extend our heartfelt thanks and gratitude to our supervisor Lene
Tolstrup S rensen, for her unwavering support, whose commitment to our master thesis have been truly
inspiring. Her guidance and mentorship have been instrumental in shaping our understanding of cyber
security principles, practices, and emerging trends. We also want to express our sincere appreciation to our
Professor Jens Myrup Pedersen who has supported us in our academic journey to Brazil. Furthermore, we
would like to thank our Brazilian collaborators and all the people involved with SDG Challenge, namely,
Mateus Halbe Torres, Professor Joao Mello da Silva, Professor Paulo Celso dos Reis Gomes, Anonymous
Employer from Recycling Complex, for their unique perspectives and collaborative spirit that have enriched
our work. Lastly, we are grateful for the opportunity of working with the students from University of
Bras lia, Luiza Oliveira de Araujo (BSc, Engenharia de Producao) Yasmim Bezerra Oliveira Altoe (BSc,
Engenharia de Producao) and Antonio Guimaraes (BSc, Engenharia de Producao) who has enhanced the
quality and depth of our research outcomes.

Contents
[1__Introduction| 1
(1.1 Problem Formulationl. . . . . . . . . . . . . 2
(1.2 Delimitationl. . . . . . . . . . . e e e e e e 2
([1.2.1 State of Educadol . . . . . . . . .. 3
(1.2.2  Case Study| . . . . . . . o e e e e e 3
(1.2.3 Focus on the developer's pointorview| . . . . . . . . . .. .. ... ... ... 3
.24 Data Protection Lawsl . . . . . . . . . . 4
.25 Tanguage Barrier] . . . . . . . . . . . e 4

2 Methodology| 5
2.1 Case Study| . . . . . . . e e 5
[2.2 EMPIFICISM| . . . . . o e e e e 7
............................................... 8
[2.4  Risk Analysis| . . . . . . . e e e 9
2.5 Validation] . . . . . . . .. 10

[3 Privacy and Data Protection| 12
B.1 Privacy] . . . . . e 12
B2 GDPRI . . . . o o 14

[3.2.1 Personal Data Processing Principles| . . . . . ... ... ... .. ... .. ... 14
[3.2.2 Data Subject Rights| . . . . . . . . . . . 15
[3.2.3 Implementation of Data Protection|. . . . . . . .. ... ... ... ... ....... 15
[3.2.4  Transfer of personal datal . . . .. ... ... ... . ... ... .. 16
.25 DPIAl . . . e e e 17
[3.2.6 Privacy Notice| . . . . . . . . . 18
3.3 IS0 Standardsl . . . . . . . .. 18

4__State of the Artl 20
4.1 Complying with GDPR| . . . . . . . . . .. 20
.2 Complying with LGPD| . . . . . . . . . . . 22
4.3 Complying with CCPAl. . . . . . . . . e 27
4.4 Consequences of Noncompliance with Data Protection Laws| . . . . . . . ... ... ... .. 28

M5 Summary|l . . . . . . e e e e 30




[ Case Study: Educado | 33

9.1 Global Students SDG Challenge . . . . . . . . . . .. o 33
9.2 Current State of Educado's Functionality| . . . . . . ... .. ... ... ... ... ... 36
9.3 Technologies . . . . . . . . e e e e 38
631 DataFlowl. . . . . . . . . e e 39
5.3.2 DataStorage . . . . . . . . . . e e e 40
£33 DataTransfet . . . . . . . . . . . e 41
[5.3.4 DataExchangé . . ... .. .. .. . . . .. . . e 41
[©.3.5 Ourldea of Improving Educado . . . . . . . . . . . . ... . e 42
0.4 Data Protection Law In Brazil: LGPD1. . . ... .. .. ... ... .. . . o000 42
©.4.1 Principles of LGPD . . . . . . . . 43
[5.4.2 Data Subject Rights . . . . . . . . . . .. .. e 43
[5.4.3 Transfer of Personal Data . . . . . . . . . . . .. . e 44
G.4.4 DPIAl . . . . e e e e e 44
.45 Privacy Noticg . . . . . . . . . . . e 45
[.4.6 Comparison and Similarities of GDPRand LGPD . . . ... ... ... ....... 45
[6 Privacy and Data Protection in Educado | 48
6.1 DPIAl . . . e 49
6.2 TIA] . . . e 56
6.3 Privacy Noticel . . . . . . . . . e e 61
|6.4  Guidelines for Implementing Data Protection . . . . ... ... ... ... . ......... 63
[/__Discussion | 66
7.1 DPIAResUlt] . . . . . . . e 66
T2 TIARESUNS| . . . . . . o e 67
[7.3 Privacy Notice Results . . . . . . . . . . . . . e 68
[7.4 Challengeb . . . . . . . e e 69
[/.5 Future Improvements . . . . . . . . . . .. e e e e e e 70
7.5.1 Frameworks, Assessments, Documentation . . . . . . . . . . . ... e 70
7.5.2 Implementation . . . . . . . ... 72
7.6 Field Observations . . . . . . . . . . . . . e e 72
8 Conclusion 74
9 References 76
Appendices 82
82

A DPIA SCIre€ner . . . . . o e e e e e e e



Abbreviations

AAU = Aalborg University

ALM = Avid Life Media

ANPD = Autoridade Nacional de Protecao de Dados
API = Application Programming Interface

AWS = Amazon Web Services

CCPA = California Consumer Privacy Act

CIA = Con dentiality, Integrity, Availability

CPF = Cadastro de Pessoa Fsicas (Natural Persons Register)
CPRA = California Privacy Rights Act

DPA = Data Protection Authorities

DPIA = Data Protection Impact Assessment

EC2 = Elastic Compute Cloud

ECJ = European Court of Justice

EEA = European Economic Area

EU = European Union

GDPR = General Data Protection Regulation
HTTP(S) = Hypertext Transfer Protocol (Secure)
ICO = Information Commissioner's O ce

ICT = Information and Communication Technology
JSON = JavaScript Object Notation

LGPD = Lei Geral de Protecao de Dados (General Data Protection Law)
NoSQL = Not Only SQL

PET = Privacy Enhancing Technologies

RDS = Relational Database Service

RIPD = Relabrio de Impactoa Protecao de Dados Pessoais (The Personal Data Protection Impact
Report)

S3 = Simple Storage Service

SCC = Standard Contractual Clauses

SDG = Sustainable Development Goals
SME = Small- and Medium-sized Enterprise
SOTA = State of the Art

SQL = Structured Query Language

TIA = Transfer Impact Assessment

UnB = University of Braslia

UN = United Nations



1 INTRODUCTION

1 Introduction

Online Privacy becomes more and more important as the number of global internet users are increasing.
As of January 2023, there were 5.16 billion internet users in the world. This is 64.4 percent of the global
population and 59.4 percent were on the social media [1]. Furthermore, the number of Internet of Things
(IoT) devices, that are connected to the internet are 15.14 billion and is forecasted to increase to 29.42
billion in the year of 2030 [2]. These numbers are indications of how much data there will be generated
and collected in every eld. With the progress and advancements in technology, the number of consumers
rapidly grow.

Today, Industry 4.0 has revolutionised how manufacturing executes between Information Technology
and Operational Technology and across di erent industries. Not only are connected devices increasing by
digitization of manufacturing but also within internet-based platforms such as social media. These big tech
giants collects enormous amount of data on a daily basis such as Google being the most visited website in
2022 with 88.4 billion of monthly visits, on average [3]. Data breaches has increased too by 15 million data
records revealed in the third quarter of 2022. However, this is smaller compared to data exposure in 2020
by approximately 125 million data records getting leaked [4]. Abuse of the data in any form and shape has
lead to cyber security issues, cyber crime, and increased the cyber threats. Many di erent vulnerabilities
have been exploited by social engineering, third-party exposure, identity theft, tracking and trading of
personal data [4]. Therefore, many privacy risks have arisen along with big data such as access control
and consent with data sharing. Hence, privacy is getting a crucial role when managing, developing and
processing data as it handles the principles such as accountability and transparency. Privacy are therefore
enforced by laws and regulations in di erent countries and the implemented through for example user
authentication and access control, anonymity and Privacy Enhancing Technologies (PETS) [5][6].

The General Data Protection Regulation (GDPR) is used in all European Economic Area (EEA) coun-
tries, and was enforced on May, 2018. The motivation behind the laws was to make sure thatBveryone
has the right to respect for his private and family life, his home and his correspondentd5][6]. When
having an organization based in European Union(EU) that collects data from users, it is mandatory to
abide by the data protection law, GDPR. This is essential when data transfer and storage are being made.
In order to be compliant with GDPR, companies must conduct speci ¢ documentations that proves what,
how, where and why they collect the data. These are documented by Data Protection Impact Assessments
(DPIA), Transfer Impact Assessments (TIA) and privacy notices. The objectives of these documentations
are to ensure that companies are not abusing the gathered data and only process it in such a way that
user consent is obtained.

With better data protection ensured by the GDPR, a more sustainable approach of data handling is
being made. The main focus of United Nations (UN) on sustainability within relevant elds, for instance
technology, can be used to take action for people, planet and prosperity [7][8]. This is why UN highlight
The Sustainable Development Goal§¢SDG) in which they state the goals \provides a global blueprint for
dignity, peace and prosperity for people and the planet, now and in the fututeg9][7].

The Global Students SDG Challenge is one of many initiatives made to raise awareness on global
issues, where seven events have been con rmed since 2018 [10]. Here, University of Braslia (UnB) and
Aalborg University (AAU) collaborate to improve the waste management and life quality of waste pickers
in Braslia, Brazil. As the waste dump in Braslia with 2000 illegal waste pickers closed o, who had to
nd an alternative to make a living. Lucia Fernandes was a waste picker for 20 years in order to provide for
her four children. She moved to the recycling management centers, where employers' safety and working
environment improved. When she describes working in the dump, she states thatReople lost their lives
working here" [11].

One of the projects introduced within the Global Students SDG Challenge isEducadq a focus on mobile
education for waste pickers [10]. Educado is built with the purpose of helping the waste pickers such that
they will be able to learn about nance and earn digital certi cates by completing courses. Learning about
nances can both bene t the waste pickers personally by letting them know how to responsibly spend their
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1 INTRODUCTION

income, but also professionally by teaching them other job opportunities with better working conditions
than doing illegal waste picking [12][13].

This project, Educado, is created by AAU students who also founded the company SomethingNew I/S.
In collaboration with AAU, SomethingNew started this initiative with the objective of helping the Brazilian
waste pickers transition to employment by providing them an educational platform. Since the mobile app
will have potentially many users, it needs privacy and security implementations and mechanisms as it lacks
these properties.

With the need to apply personal data in the app, their privacy must be considered. Users of Educado
need to be protected, whether it means to keep con dential data hidden or anonymize pro les. There is no
security or data protection in mind in the development of Educado, as we are introduced to the project.
However, with our understanding of cyber security, we are able to contribute on this aspect, which both
improves the app for the user and from a legal point of view. Both we and SomethingNew are aware that
the app must be compliant with the data protection laws in order to be usable for the waste pickers.

As the development team of Educado is located in Denmark, all processing and analysis of data must
be compliant with the data privacy laws used in Denmark. In Brazil, another privacy data protection
law, Lei Geral de Protecao de Dados(LGPD), was passed in September 2020, enforced in August 2021,
which should be considered as the mobile education platform is used by waste pickers located in Brazil
[14]. GDPR and LGPD have many similarities, and some of the de nitions of terms in LGPD echo the
GDPR's de nitions, meaning being compliant with both data protection laws at the same time should not
raise any issues. Both ensure that users must know what their data is used for, in the system [14][15].

For this project, we will study the relevant laws and security measures needed, in order to understand
how compliance is achieved. We therefore apply our knowledge to recommend and provide guidelines on
best practices. By realizing these approaches and techniques, we demonstrate by a case study in a real-life
scenario, Educado.

1.1 Problem Formulation

As mentioned in the introduction, the focus of the project is to make the Educado mobile education usable
for waste pickers, to support their opportunities on learning nance. This includes prioritizing the privacy
of the users and making the app compliant with the data protection laws. To understand what is needed
to be compliant for an application such as Educado, we de ne the problem formulation:

How can we document best practices and recommendations to ensure privacy and data
protection for applications?

To make sure the mobile app can be compliant with the data protection laws, the sub-questions below
are used to specify which direction or technologies that are used in the project. The following sub-questions
are thereby used to support the main problem formulation mentioned above.

~ How can a case study approach be used to emphasize the importance of implementation on privacy
and security measures in a real-life context?

" What strategies, rules, principles, privacy and security mechanisms are required in order to be com-
pliant with GDPR?

" What is necessary for Educado as a case study to create a DPIA, a TIA and a privacy notice?

1.2 Delimitation

The delimitations listed in this section are the challenges we have encountered throughout our thesis. Each
of the challenges have shaped the scope of the project and set the direction on certain parameters that
needed to be considered.

Page 2 of 82



1 INTRODUCTION

1.2.1 State of Educado

When the project of Educado Ecosystem was initially pitched for us during the beginning of the semester,
the condition and state of Educado was under development as many groups were working on the same
repositories. The functionalities and features were limited, no security mechanisms were implemented and
privacy was not considered at all. Due to these factors, there were many potential directions and takes
that we could work on. Almost two months within the project, changes were made for the scope of the
project. These changes included revert of all the new code branches and clean state was now the reality.
The consequences of this very signi cant change challenged our scope, as we could no longer implement
a PET nor security mechanisms as the basic functionalities of the mobile was just not existing and it did
not run. A lot code review, migration of cloud technologies and API changes were necessary. This was
entirely out of our scope as our thesis is about privacy and security not on app development.

In other words, the development state of the ecosystem, during semester start 2023, has been con icting
as many factors had to be managed and sorted out such as migration from one cloud service to another
and many more. Furthermore, there has not been any functional code that make the mobile app usable. In
order to add privacy features and mechanisms it requires a lot of code reviewing or to completely start from
beginning. As this thesis is not about coding and/or code review the implementation has been deselected.

SomethingNew began the production of Educado in 2021, and the project has since then been presented
to partners and stakeholders. As of writing this report, there are many stakeholders involved in the
production of Educado, such as SomethingNew, Aalborg University and University of Braslia. Department
of Computer Science from Aalborg University is one of the contributors with their Software Engineering
students who develop and work on the Educado Ecosystem for one semester. These students follow
requirements given by SomethingNew. Furthermore, Brazilian students are working on the educational
platform too as part of the SDG Challenge. The in uence of these stakeholders has been signi cant and
has had an impact on our project. Progress of implementation work has been strongly dependent on the
decision making of the co-founder of Educado, which resulted in a change of our project in such a way that
we did not continue with further involvement of SomethingNew. In this case, we have taken the scienti ¢
freedom to make hypotheses and apply that as baseline for our research.

Due to theses factors, we made a decision of changing the project to recommendations on best practices,
guidelines on how apps can become privacy compliant and secure, with Educado as a case study and not
the focus of the project.

1.2.2 Case Study

This project is focusing on how to ensure privacy and security in applications and conduct a research on
how to be compliant with data protection laws. Therefore, a case study of Educado will be examined in
order to showcase how and which precautions, privacy features and security mechanisms are required to
implement within that speci ¢ application.

The Educado system consists of the mobile platform targeted waste pickers as well as the web app
intended for content creators. Researching about the data protection laws is relevant for both the mobile
and web app, however for this project, the focus is to protect personal data of the mobile users in the
system.

The analysis in the report is made with the idea of implementing compliance in the app, meaning the
discussion will include how implementation would be realised.

1.2.3 Focus on the developer's point of view

We are studying Cyber Security, which is a Master of Science in Engineering. Our experience in law is
limited compared to lawyers, and looking into the data protection laws of di erent countries is seen as

a challenge. The project is thereby made from the engineers point of view, with technical backgrounds
and knowledge on app developments capabilities and functionalities. However, external support from
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1 INTRODUCTION

law students or professionals are required for veri cation to ensure compliance with GDPR and LGPD is
achieved. We can only request for veri cation however we cannot expect a legal documentation as approval
for our assessments.

1.2.4 Data Protection Laws

This report focuses on the data protection law used within Denmark and Brazil. Though, services used
in the Educado ecosystem are not necessarily based on these countries; Amazon Web Services (AWS)
for instance is a US-based company. Though, AWS states that their services are GDPR compliant, and
they make use of customer control. Meaning the data can be stored at the customer's desired location,
and customers can manage their own encryption keys [16]. With the customer control concept, the data
protection law used in the US are not relevant for this project, and the focus is thereby GDPR, which is
used in Denmark, and LGPD, which is used in Brazil.

1.2.5 Language Barrier

When searching for sources on our topic, it has been challenging to nd relevant papers in English. We
identi ed a number of research papers regarding LGPD implementation written by Brazilian professors,
which looked very promising based on its English abstract, however, the remaining of those articles and
papers were written in Brazilian Portuguese which made it very di cult to read and assess its content.

In these cases, Google Translate would not give a proper translation and we chose to only focus on
papers written in English. Mostly, material search on LGPD has given some issues due to them being in
Portuguese, when we translated by Google, the same terms or glossaries gave di erent meanings or words.
A good example was the ten data processing principles of LGPD, whereas the third principle in Portuguese
was translated to Necessity and Need Therefore, when referring to other sources (in papers, articles or
websites) they were de ned di erently.
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2 METHODOLOGY

2 Methodology

This section covers the approach and decisions we made along the process in order to complete the project,
including case study as a method. To work on the case study, we had to gain the knowledge on relevant
aspects of data protection. Information on data protection laws in general gave us an idea on how the
GDPR speci cally has a lot of rules to follow in order to comply, and in regard to our study case, how
Educado can comply. The research part of our project is therefore documenting requirements to keep in
mind, when we proceeded to start our risk analysis.

The risk analysis consists of mandatory impacts assessments that was discovered in our research. By
conducting a DPIA and a TIA, we understand that these are usually assessed and managed by lawyers.
Therefore, we planned to seek validation from experts, both within Denmark and Brazil, to ensure our
attempt is similar and appears realistically close to the industry in general.

2.1 Case Study

A case study is being applied as a research method in which Educado will be the main focus. This research
method is providing an analytic generalization based on knowledge gathering on the identi ed research
guestions. As this method is non-experimental, the outcome of this case study will be e cient for answering
the how and why of our problem formulation. By exploring all the relevant materials and information on
how to be compliant with data protection laws, we are following some procedures in a systematic manner.
This research method comprises of six steps that needs to be followed as follows [17]:

1. Plan: In this phase, we determine which type of research method to use that is relevant for our
speci ¢ case. By having identi ed and created our research questions we know that the form is aow
and why we decide to go for a case study in comparison to, for instance, a survey. Furthermore, we
are understanding that it has its strengths and weaknesses being that case studies are very di cult
to write as it can take long and can result in enormous documentation. However, its strength lies
within giving us the ability to conduct an analytical generalization as the case study will be used to
highlight and result in conclusions on how to document the security and privacy mechanisms in any
mobile application, and provide guidance that can actually be realised within a real-life context such
as the Educado system. It is also important to emphasize that we are conducting a single-case study
and not multiple-case studies as a research method.

2. Design: The research design is all about making a clear idea on how to collect su cient data and
which strategy to use when studying. There are ve components in the research design which are
important to address:

2.1 a study's questions;Here we are being very explicit about what type of research questions we
are solving, how to make these questions on whether these questions are relevant and can be
explored further or not. This has been covered in the Plan. We found our problem statement
and the supporting research questions by doing a problem analysis on privacy and security
measures on applications and then narrowing down the scope to our case study, Educado. By
getting an overview of the problem domain, we could derive our question to steer the project.

2.2 its propositions, if any; By now, we are interested in nding out what we are studying and what
should be investigated or examined.

2.3 its unit(s) of analysis; The case is being de ned, and in our project, it is the privacy related to
Educado which is being the primary unit of analysis.

2.4 the logic linking the data to the propositions and;Analysis will be made about the propositions
identi ed earlier and connections to the collected data is being made, if any.

2.5 the criteria for interpreting the ndings. In this last part, other explanations to our ndings will
be given. Justi cation of our ndings will take place, and in this way create a plan for future
studies and cover other aspects as well.
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2 METHODOLOGY

All the above mentioned components is helping to create preliminary theory on our study about
privacy and data protection laws. In other words, the theory development will establish the basis
for the rest of the study as it will be done before collecting any data which is di erent comparing
to other methods. In consequence, this theory development helps to conduct the data collection and
also generalization from the case study.

. Prepare: This phase is about preparing collection of data. Our approach was preparation of relevant
guestions for the waste pickers before visiting the recycling complex. In order to be able to ask
proper questions we collaborated with the Brazilian students; writing the questions in English and
making them as easy to understand as possible for our target group, recording of the interview was
prepared and a translator was given our questions. Furthermore, we planned to protect the human
subjects in our case study by asking for permission of we can record the interview with the waste
picker in our project. Before applying any gures or illustrations in our report we sent a written
request for applying those researchers work in our project. We are being aware and our obligations to
the privacy and ethical practices of conducting our research. This was executed by gaining informed
consent from all of those involved in our project. The project was also initiated by asking for access
to several systems from the stakeholders, such as access to Educado's database, le storage and code
repositories. During this phase, we uncovered problems in regards to our project and addressed
our research team's capabilities. This was done by addressing and pointing out all the limitations
that we would encounter during the process, such as time zone di erence with correspondence to
our Brazilian contacts, language barriers (Portuguese resources that needed translations), technical
limitations and time constraints, and nally our lack of legal expertise (as we are engineers, not
lawyers). The positive aspects was addresses at our very helpful and native-Portuguese speaking
collaborators who works with LGPD on a daily basis. We also got to nd out how much it will cost
have a lawyer to review an assessment, and an estimation of the expected time to have legal work
approved. We made sure to have su cient resources such as access to the main stakeholders, in this
SomethingNew who provided us access to their code base, opportunity to get interview with an actual
waste picker in Brazil and to see from that person's point of view on the mobile app and opinion
on privacy and security in general. Additionally within the eld procedures, we made sure to make

it possible for asking help of people who got more experience and expertise within law enforcement
and data protection laws. Lastly, we plan how to make a case study considering how to document
the case study report and a basic outline that will help us to collect the relevant data to support it.

. Collect: This is the most practical phase in which all the necessary and relevant case study evidence
are being gathered. These come from dierent sources and therefore requires to follow dierent
data collection procedures. We collected data through documents (standards and laws), interview
with a waste picker, direct observation when we visited the recycling complex when in Brazil and
observation of one brief and limited demonstration of how the Educado Mobile App was being used
by the co-founder. Although, the app was very limited and did not work properly, we got an idea of
how it would look like. By doing a eld observation and single interview in Brazil, it gave us a more
realistic picture of who the target of the mobile application are and in what conditions the app will
be applied. Another important source was the documentation of the Educado Ecosystem through the
co-founders. It was their bachelor thesis on the creation and implementation of Educado Ecosystem
which provided the foundation for the case study. This was unobtrusive, meaning that it was not
created or outcome of the case study, but actually prior to it. The bachelor thesis was written almost
three years ago. As a starting point, it was a good source, although it had its limitations. The
issues were that it was outdated, a lot of technical decisions has been made and implemented since
then. Since many stakeholders are involved now and the fact that it has been an ongoing project the
report only gave the fundamentals and why it was created. Interview was another source of gaining
information on Educado, this was mainly targeted and was focused on privacy and mobile apps. It
was insightful since we got a better understanding on how much privacy the users actually are aware
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2 METHODOLOGY

of and how important it is for them. The direct observations was helpful too as we saw the realities
of the users in real time and that gave a lot of context and supported some of the points covered
in the report by the co-founders of Educado. Another important source is our email correspondence
with a Brazilian lawyer who is an LGPD expert and works with data protection laws and privacy on

a regular basis. The Brazilian lawyer provided information on regarding how complex it can get a
formal assessment approved, including an estimate of how many professionals are needed, along with
an estimation of amount of hours to spend.

5. Analyze: In this phase we were drawing conclusions empirically by data analysis. This means,
that we analyzed the collected data from the previous stage in strategically analytic manner by
prioritising the ndings. Based on the weight of the data, we determined and examined how to draw
conclusions in such a way that it can be evaluated and kept examining, categorizing, comparing and
analyzing until our problem formulation and the supporting questions were answered. There exists
four di erent general strategies to analyze; relying on theoretical propositions, usage of qualitative
and quantitative data, developing case descriptions and examining rival explanations. We have been
analyzing by relying on theoretical propositions. In other words, simply answering our identi ed
research questions.

6. Share: As the nal step, the outcome of the analysis and studying are being shaped into a report
containing the ndings and results. In our project, we use the case study as one method amongst a
few others for the entire thesis.

This methodology has been used as an approach to our study and research by focusing on a single and
speci c case. By gathering data and using the analytic technigues we gain an insight into how to give speci ¢
example within a real-life context on how to provide guidance to ensure privacy and data protection for
applications in a generalized manner [18].

2.2 Empiricism

Our research has been heavily empirically focused and therefore it chosen to conduct an empirical research
before initiating the project work. Prior to systematically collecting data and analyze it with comparison to

our previous knowledge, we had to gather evidence that could be veri able later in the process. Therefore
gualitative research method has been applied to help draw conclusion based on the ndings on this. This
was carried out by us travelling to the federal capital of Brazil, Braslia. Our academic journey had one
objective, to work on the SDG Challenge, Educado with our Brazilian collaborators. In relation to our
problem, we had to see the context, scope and de ne the purpose of our research. As an essential part of
the journey, we had to visit the recycling complex in Braslia. Here, we observed how the target group,
the waste pickers worked, their working conditions and listened to presentations on the issues that waste
pickers face and how large the problem is in reality. By observing the complex we could gather more
information which gave us a deep insight into how the working conditions were and what it would mean
for them to use Educado mobile app in that setting. Furthermore, we had a one-on-one interview with one
waste picker, who was within our focus group. By conducting that interview with our Brazilian colleagues
who translated the questions, we gained an insight into how important privacy is for them. By observing,
asking targeted and speci ¢ questions and being there on the eld, it gave us a fuller understanding and
ground on what measures of privacy are necessary. We were able to narrow down the scope of our project
and examined the problem by a real-life lens. This motivated us immensely, as we met these people who
had di cult life conditions and we believed that our contribution of making their data private and giving

the security for the education platform that would give them a better future for themselves and their
children.
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2.3 Research

In order to decide the best practices and recommendation for the speci ed case study mentioned above,
multiple methods must be considered, including understanding the relevant data protection laws as well as
how compliance of the laws are achieved. A background section is thereby used to develop an understanding
of relevant terms within Privacy and Data Protection. Having a basis understanding of privacy includes
looking into the terms that are well known within Cyber Security, and which technical measures that are
applied to ensure privacy of personal data. The Europeans adopted the GDPR and were compliant with
the law by following the requirements listed herein, and these required measures are used to ensure a secure
system, which is the goal for Educado.

However, not all requirements in the project are pre-de ned by the laws, some requirements are also
de ned based on the research of the State of the Art (SOTA). The SOTA is where similar products and/or
solutions, that already exists on the current market, are compared with the current state that Educado is
in.

Assessing how other businesses and organizations are successfully achieving compliance can used to
gain knowledge and inspiration on how to accomplish more success on Educado and its current ecosystem
[19]. As the project is privacy-focused, the success scenarios must be related to the problem formulation
and thereby law-based. However, it is also essential to analyze examples where compliance has not been
considered, and understand how that product became less successful.

Speci cally, SOTA is used in this project to serve as a starting point for the current research and
development within this project scope. By nding research papers based on some specic criteria and
parameters, we lay the foundation for the discussion of our report. This search of relevant material on
implementation and of data protection compliance and noncompliance has been through Google Scholar
in which we de ned and assessed whether they have any relevance for our problem statement that we are
analyzing. By conducting a thorough, selective and deep search on existing solutions and similar cases as
ours we can clarify and de ne the focus of our problem as well as shedding light on the problem that we
have chosen to focus on. By going through a search of research papers and projects, we are able to get
an overview of what has been already done in this scope and what has not. Therefore, searching, reading,
assessing and evaluating, comparing di erent methods, analyzing the outcome of others work and link the
di erent sources are the initial stage of this analysis of the problem domain. The outcome of the SOTA
will provide us the basis for our contribution to this project.

Hence, Literature review has not been the approach as we only focus on the most recent and updated
techniques and implementations of compliance on the chosen data protection laws. As the legislations
and laws can be changed, it is more bene cial to conduct a SOTA. The actions that we have been taken
is de ning the scope of the project, searching for relevant sources and gather information on this eld
by reading, taking notes, organizing our references and analyse this. This step has been done to help
us identify all the issues and missing research points that have not been made. We have had criteria
regarding information search and gathering in such a way that we look at relevant sources and the recently
published ones from large and well known conferences. This includes sources with the latest news and
updates on the relevant data protection laws, as some laws are revised as of writing this report, meaning
other measures are to be considered in the future. Furthermore, we have been collecting information
from national governmental websites when it comes to Brazilian laws and regulations as well as identi ed
communities working in this eld. In order for us to get exact and precise information we have contact
persons in Brazil that we have seeked advice on the Brazilian laws, by UnB professors who are in charge
of the recycling complex transition of the waste pickers, and we have consulted with an Brazilian lawyer
whose work area is compliance with LGPD with many more. Additionally, we have selected some articles
that are scholarly, published from universities and paid attention to the impact factor of journals and
number of citations and when it has been published. By keeping an overview, we have kept a track of
references by just normalising bib entries, taken notes while reading and discussing each source identi ed
as relevant for the problem.
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2.4 Risk Analysis

As the research has identi ed a plethora of examples on compliance and noncompliance, we were able to
apply our understanding into relevant risk analysis approaches, which in this project are the DPIA and
TIA, both impact assessments used when referring to the GDPR.

Applying risk analysis means establishing an overview of potential critical risks in a system by iden-
tifying di erent types of threats and vulnerabilities and assessing the consequences of each vulnerabilities
being exploited [20][21]. Usually, the risk management contain many types of categories to consider, and
it is highly recommended for companies to identify their vulnerabilities [20][21][22], however this project is
focused on the privacy aspects of the system, and the risks chosen are thereby only privacy related.

A DPIA helps identify risks regarding data protection, as GDPR requires companies to handle high
risks that are a threat to potential privacy impact [23][24]. The aim of a DPIA is to make sure that
companies working with data and processing of information must be compliant with the data protection
legislations. It is recommended to carry out a DPIA early in the project and is also required to be updated
accordingly. Therefore, one method to protect personal data in our project is by conducting a DPIA early
in the stage of a project plan. By applying DPIA, it might happen that modi cations and changes will
be added to the ongoing project. This method will help identifying any issues that might a ect process
and the data of the users. Educado is responsible for carrying out DPIA and anyone involved with the
security aspects should take it into consideration. Hence, we will determine whether we need a DPIA or
not, how we will conduct one and what measures should we take in order to mitigate any identi ed risks.
By initiating the DPIA with a screener, the decision on whether one should be carried out or not will be
well documented along with its reasoning. Based on this evaluation, one can answer a couple of questions
called \DPIA Screening Questions' which help determine whether a DPIA is required or not [23]. In this
case, a screener has been lled as seen in Table 20 in Appendix A to con rm that this project requires a
DPIA.

We will be conducting an assessment based on how we collect data, store data, use the data, who will
have access to which data, to whom the data is being shared, security measures and what are the high
risks. Furthermore, we will be describing and getting an overview of the capacity of the data with its type
of data, how sensitive the data is, how we process the data based on how long and where. We will be
analyzing where the data comes from, how much control users have over their data, the users' age and
which technologies are being used and is security implemented or considered.

We will explain why we made a DPIA and relate it to requirements in which the Educado Ecosystem
must follow. This will be done through a document in which we detail in systematically order provide
arguments. Hence, any data ow and connections between systems, users and data controllers will be
given. The DPIA that we are conducting are seen in the following steps [25]:

Identify need for a DPIA

Describe the processing

Consider consultation

Assess necessity and proportionality
Identify and assess risks

Identify measures to mitigate risk
Sign o and record outcomes
Integrate outcomes into plan

© o N o gk wDdE

Keep DPIA under review

To carry out a DPIA, a template for professional services/ general useis selected, as Educado is a
service built by SomethingNew, instead of the research project template [24]. The template provided by
University College London showcases which factors a service must consider, to prevent high risks. However,
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some risks might be more relevant for other products than Educado, and therefore not all questions in the
DPIA can be answered, as it depends on the product and demographic, where as the templates used is
focused on European products that comply with GDPR. There are examples of questions in the template
that depends on products and they are not highlighted in the DPIA risk analysis in the report, however
they will be discussed by the end of the results, to which extend the question can become relevant.

Another method that will be applied is a TIA which will ensure that any risks related to the data
transfer within Educado, across di erent elds will be handled and documented properly. Since, there are
transfer of personal data of Brazilian citizens data between Brazil and Europe, it is important to be in
compliance with all associated authorities. As the DPIA, TIA is mandatory according to GDPR whenever
data is transferred outside EU, and must be conducted and documented [26].

The importance of the TIA is more speci cally shown when data from EU is transferred to countries
that are not listed as a country with adequate level of protection. Some countries out of EU are already
trusted without the need to conduct a TIA, however Brazil is considered as a third country without an
adequate level of protection [26].

We chose a template from Health Service Executive, a healthcare system in Ireland. Applying material
from a healthcare system, we believe their transferring of data is prioritized to protect their users, and we
thereby choose to make use of the provided template [27].

When conducting a TIA, one must de ne who the data exporters and data importers are, in order to
present how the data is transferred internationally between organizations and companies [26]. Multiple
stakeholders are involved in the development of Educado, however it is only SomethingNew that handles
the data transferring. The TIA of this case study has therefore some di erences from other TIAs, as the
data is collected directly from Brazilian users though the mobile application, and transferred to Europe
for processing and storage handled by SomethingNew. The data exporter and data importer is thereby
the same instance: SomethingNew. The result of the TIA thereby appears di erent, however it has been
assessed that conducting the TIA for this speci ¢ case study is still relevant and educative for us, to re ect
a realistic approach to comply with the GDPR in general.

2.5 Validation

Both the DPIA and TIA requires to be approved according to the GDPR in order to con rm compliance,
however with our limited resources as Cyber Security Engineering students, we have restricted options to
obtain approval and legal advise on both impact assessments. Approving these assessments is usually done
by data protection o cers within the concerning organization (if available), or other relevant experts and
stakeholders [25][28].

We will be seeking consultancy by di erent individuals who can help us shed some light on the processing
of the data and ask for guidance and advice by our Brazilian collaborators along with lawyers and Brazilian
students working with LGPD. As the DPIA template is from the GDPR perspective, the validation from
the Brazilians also con rm that the assessment is approved from an international point of view, where the
LGPD in Brazil is complied with as well.

When the impacts assessments are conducted, and perhaps approved, a privacy notice is expected
to be written based on the decisions from the analysis. Speci cally the DPIA contain information on
how the storage of data is protected and the TIA contain information on transferring of personal data
internationally. A privacy notice can thereby be used to highlight the important points of the assessments,
which are relevant for the users. According to both GDPR and LGPD, the privacy notice is also mandatory,
as it is also used to inform the users about their rights [14].

There does exist a distinguishing between a Privacy Notice and a Privacy Policy. Although both terms
are used interchangeably and can arise confusion as to when to use what. The core di erences are that
Privacy Policy are more directed towards internally for an organization or service whereas a Privacy Notice
is applied externally. According to the International Association of Privacy Professionals a Privacy Policy
is de ned as internal documents on how to manage personal data [29]. By contrast, a Privacy Notice is
de ned as a statement on handling of personal data showcased for the data subjects [30].
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The template we utilize to conduct our own privacy notice is provided by Information Commissioner's
O ce (ICO), who regulates data protection in United Kingdom. We nd them reliable, as they o er advice
and guidance on GDPR compliance [31]. However, the privacy notice within GDPR has some changes to
the LGPD version, so we choose to study the LGPD privacy notice requirements and merge those with
the GDPR template, to comply with both data protection laws [14].
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3 PRIVACY AND DATA PROTECTION

3 Privacy and Data Protection

Privacy and data protection laws are essential in order to establish an understanding of how the Educado
platform can be compliant. Terms that apply in both privacy and cyber security are therefore de ned to
establish a common ground. The terms that are introduced in these sections are used throughout the rest
of the report. The GDPR will be introduced as well, including their relevant processing principles, data
subject rights and assessments. Furthermore ISO, a separate framework, is speci ed to highlight tools used
globally.

3.1 Privacy

The data protection laws are used to ensure privacy to users as well as letting users gain more control of
what data is shared and used in a system [5]. User privacy is ensured by protecting what GDPR refers to
as personal data[14] and lets a user know what their rights are, in terms of a system's data use. The term
privacy can thereby be linked to Alan Westin, as he de ned privacy is \The claim or right of individuals
to exercise a measure of control over the collection, use and disclosure of their personal informatidf32].
Based on this de nition, personal data must therefore not be exposed, which also relates to the gray box
on the right in Figure 1 below which highlights privacy risks. Compared to the security risks in the orange
box on the left, the privacy risks are more focused on the personal data and data processing. However,
the green box in the middle of Figure 1 highlights the intersection between security and privacy risks. The
common ground of security and privacy risks refers to the privacy issues within cyber security caused by
wrongly handled processing of data [33]. With the use of data protection laws, implementing secure data
processing is a necessity along with other privacy risks found in the gray/right box. The distinguishment
between security and privacy risks in this project are thereby de ned by the Venn diagram in Figure 1,
where the green/middle and gray/right boxes are the focus throughout this project. These risk are essential
to touch upon, as it relates to citizens' fundamental right to privacy [34] and must also be compliant with
GDPR by law, which is further elaborated in Section 3.2.

Figure 1: Modi ed Venn Diagram of Privacy and Security [33]

Even though the focus of this project is not on the cyber security risks in general in the orange/left box
in Figure 1, it is still relevant to de ne some of the terms within that are commonly applied [33][35]. As
seen in the orange/left box, these terms are Con dentiality, Integrity and Availability, shortly known as
the CIA triad. There terms are commonly used for categorising and identifying vulnerabilities in a system.
Their categorization gives an idea of which measures should be considered, when developing a product.
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All three standards should be met to ensure better security, to protect a product on all aspects. Each
standard is further elaborated below [35]:

1. Con dentiality : When collecting (personal) data, we must ensure that data is kept secret by for
instance enforcing strict policies on people's necessary privileges and encrypt the data. Con dentiality
is compromised if data is shared without proper authorization, and it is therefore important to prevent
others from stealing the data and avert exposure of data by human error.

2. Integrity : Integrity means keeping data accurate. The data collected must not be tampered with,
as data will appear unreliable, and the data controller will appear untrustworthy since someone was
able to modify with (personal) data in the system.

3. Availability : When a user is utilizing a system, that system must be available. If someone with
malicious intend were to disable the communication, network and/or application of a service, no user
would be able to use that service.

As these terms are mostly used within the cyber security eld in general, not all risks in this standard are
included when discussing privacy risks. Con dentiality is the most used standard within privacy however,
as it is used to ensure private data is kept private.

Besides ensuring con dentiality in privacy, another goal is also important to ensure when talking about
preserving privacy. There exists many security mechanisms and implementations that plays a crucial role
when identifying potential risks. Most important techniques are the hashing and cryptography mechanisms.

In order to maintain the integrity of data, hashing can be applied. In simple words, hashing is a
technique or more exact an algorithm that takes plaintext as input, do some mathematical operations on
it, and output ciphertext. This output is usually called the hash value. These hash algorithms or functions
are one-way, meaning that you cannot take an output or the hash value and convert it back to the original
form. Hash functions play a crucial role when authenticating messages. A good example of a secure hash
algorithm is the HMAC which stands for Hash-based Message Authentication Code. Cryptography is
another concept that is very closely related to hashing. As hashing ensures data integrity, cryptography
ensures con dentiality of the data by a variety of encryption methods and securing data communication.
Cryptography takes plaintext and perform computation which is encrypting it and making it unrecognizable
for any adversaries without having the key to decrypt the message. Usually, cryptography can be divided
into two major categories: symmetric encryption and asymmetric encryption (also known as public key
encryption). Cryptography helps secure storage, communication, transfer, processing and sharing of data.
To be more speci ¢, web browsing are being kept secure by Hypertext Transfer Protocol Secure (HTTPS)
where it encrypts the data shared between the client and server, authentication and access control in which
digital signatures and/or certi cates are being applied, password protection, and many more [36].

Cryptography plays a signi cant role when it comes to privacy enhancing technologies. PETs are
technological mechanisms that may be implemented in order to ensure protection of data, by for instance
anonymizing personal data. PET are still not commonly used, however, they are recommended, especially
for large companies [37][38]. A company can not simply add a PET into their system, as it requires an
overview of the data within the company as well as understanding the technical capabilities and mechanisms
used regarding data protection in the company.

Di erential privacy is where noise is added to the processing of personal data, meaning the data might
not appear exact when analyzing user activity, however, the data of user's activities can not be linked to
the users account [39][40].

Federated Learning is another PET mostly used on edge devices, such as mobile phones, and is known
for turning a centralized system into decentralized data. This machine learning technology is used to
process personal data locally within the user's device by applying a locally trained model and anonymize
data by merging multiple trained models together, without sharing raw user data to a company's central
database. Feeding the database with encrypted, anonymized responses regularly allows the company to
improve the central model, by processing user data, while federated learning allows privacy and protection
of the individual user's information [39].
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3.2 GDPR

In this section, the laws and regulations regarding data privacy protection relevant to Denmark is described.
As data protection laws are used to ensure the privacy and security of personal data [6], it is important
to understand how organizations or companies collect, store, use and share personal information about
its users. Hence, GDPR will be introduced since the law exist in order to protect natural persons or
individuals from having their sensitive information misused by entities [6]. Later in the report in Section 4,

it will be elaborated on how data protection laws vary depending on the geographical placement. GDPR
is the European privacy regulations, however it can be compared to other data protection laws, as all of
them share a mutual goal of preserving individual privacy rights [14].

The GDPR is EU's data protection law, which is relevant for this project as Denmark is part of EU
[5]. It is a requirement for SomethingNew by law to be compliant with GDPR, resulting in nes in case of
violation. All the requirements that organizations must comply with since May 28, 2015 may be a lot to
consider for smaller companies, as GDPR is known as the most strict privacy and security law in the world
[5][6]. However, more people are depending on their personal data and expects their data to be handled
securely. A user on the Educado app is considered data subject and by applying GDPR, they have the
right to have more control over any information that is related to them as a person, calledPersonal data
[6]. SomethingNew being thedata controller, they are handling the data processing It is SomethingNew's
responsibility to process the data, including handling any data of any sort, which could potentially be
considered personal data [6][16].

In order for European companies to be compliant with GDPR, they must follow the data processing
principles, known asPrinciples for relating to processing of personal datain Article 5 (See Section 3.2.1),
where companies are expected to abide by the principles in order to ensure proper protection of personal
data. However, the principles are simply 1 out of 99 articles in total [5]. Some rules to highlight are the
data subject rights (See Section 3.2.2), DPIA (See Section 3.2.5) and Privacy notice (See Section 3.2.6),
which must be implemented if personal data of users are processed by a company.

3.2.1 Personal Data Processing Principles

Both GDPR and LGPD have a list of principles for personal data processing, which are fundamental for
the data protection laws. These principles ensure security and accountability of personal data, resulting in
companies being better protected against data breaches if all principles are applied [14][41][42]. From the
user's perspective, these principles also provide more user-control. With a privacy notice (See Section 3.2.6),
the user can establish an overview of how their personal data is processed in a company [43][44].

The data protection principles in GDPR's Article 5, Principles relating to processing of personal data
are applied for all data processors, whenever personal data is processed [6][41]:

1. Lawfulness, fairness and transparency Documentation and policies of data processing must be visible
for relevant parties, including the data subject.

2. Purpose limitation: The data shall only be collected for legitimate and speci ¢ purposes, and further
processes cannot occur if they do not correspond to the initial purposes.

3. Data minimisation : The data shall be limited to the purpose for which they are processed.
4. Accuracy: The accuracy of the data must be ensured, where inaccurate personal data is erased.

5. Storage limitation: Identi able data must only be kept if necessary, where as other personal data
may be stored for longer, for instance for applying scienti ¢ or statistical purposes.

6. Integrity and con dentiality : The data must be secured against unauthorized processing, which shall
include use of trusted tools.

7. Accountability : As the controller is responsible for data processing, the controller must document
and demonstrate that they are compliant with all the aforementioned principles.
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3.2.2 Data Subject Rights

GDPR provide the data subject rights. The users must be informed that they have these rights, due to
the transparency principle [14]. The data subjects usually nd these rights in a privacy notice, where all
rights are written in clear and plain language. Below is the list of rights [14][45]:

1. Right to be informed: Before processing of personal data is allowed, it should be clear towards the
data subject what personal data is collected, and how that data is processed. This is the right
mentioned in Article 13. A privacy notice with these information shall be provided by the service,
easily accessible to the data subjects [45][46]. Privacy notices are elaborated in Section 3.2.6.

2. The right of access: The data subject can request to access their personal data, where the data
controller must reply within a month along with a list of elements found in Article 15. In the
response, points that must be included are for instance the purpose of the processing, the categories
of personal data concerned, etc. [45][47].

3. The right of recti cation : If the data subject already has personal data stored in a service, they can
according to Article 16 update and/or correct inaccurate personal data [45][48].

4. The right to erasure: As personal data is processed in a service, a user might wish to stop the
processing and have their data removed. With Article 17 of GDPR, Right to erasure (‘right to be
forgotten), users have the right to freely erase use of personal data. If personal data deletion is
requested, the data controller must act, as well as inform the third parties that happen to process
the aforementioned personal data, to ensure data is not processed without the user's consent. A list
of exceptions are listed in Article 17 [14][49].

5. The right restrict processing: If it is not wanted to be fully removed from a system, the data subject
can instead request to restrict the processing of personal data, if one or more conditions apply in the
list mentioned in Article 18 [45][50].

6. The right to data portability : If requested by the data subject, their personal data can be transferred
to the data subject that it concerns. Article 20 mentions how this personal data can be forwarded
to a third party in its original form, if requested by the data subject [45][51].

7. The right to object: In case the data subject does not wish to have their personal data processed, they
can according to Article 21 object to the processing. However this may not be possible, depending
on if the data controller fall under one of the expectations, for instance if it is necessary for legal
claims [45][52].

8. Rights in relation to automated decision making and pro ling: There might be decisions system that
is based solely on automated processing, where Article 22 mentions that the data subject can reject
these automated processes, and ask to not take automated decisions whenever their personal data is
applied [45][53].

3.2.3 Implementation of Data Protection

To achieve GDPR compliance, companies must implement mechanisms and good practice that ensure data
protection. GDPR's recommendations within implementation of data protection aims to protect personal
data using principles and programs [14].

PETs have been one of the e ective ways of ensuring data protection, which has been used before GDPR.
The data protection law does not directly mention PET as a requirement, however, it is a recommended
approach to apply, as it considered an appropriate mechanism and good practice [37]. There are di erent
types of PETs, where some include minimizing the use of personal data to process or anonymization of
personal data [54].

Within GDPR, Article 25, Data protection by design and by defaultelaborates on how it is required to
implement appropriate technical measures, including pseudonymisation and data minimisation, in order to
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protect the user's data [55]. Privacy-by-Design is a concept that is applied to implement data protection,
which is based on the aforementioned article. Seven key principles of Privacy-by-Design have been further
de ned by Dr. Ann Cavoukian, which is now commonly used to implement Privacy-by-Design and comply
with GDPR. The principles are listed below [56][57]:

1. Proactive not Reactive; Preventative not Remedial Be prepared by mitigating potential privacy risk,
and prevent issues before they occur.

2. Privacy as the Default Setting A user's personal data must be protected by default, meaning no
user input should be required before protecting their data as the default setting.

3. Privacy Embedded into Design When designing an IT systems, Privacy-by-Design must be embedded
within the implementation of functionalities, as it is not e ective to implement security as an add-on.

4. Full Functionality { Positive-Sum, not Zero-Sum : All legitimate interests must be considered in order
to reach in a positive-sum, to achieve a \win-win" situation. It is not a trade-o between privacy or
security, it should be possible to obtain both.

5. End-to-End Security { Full Lifecycle Protection : Whenever a product collects personal data, it is
required to apply strong security measures to ensure the data remains con dential. The data shall
be securely retained from start to end, whereas the full lifecycle protection requires the be securely
destroyed, providing end-to-end data protection.

6. Visibility and Transparency { Keep it Open: The transparency principle assures all stakeholders
that policies and promises are complied with, which strengthen the accountability and trust. With
transparency, everyone involved will know the privacy measures and verify that privacy has been
taken seriously.

7. Respect for User Privacy { Keep it User-Centric: Products that involve users, must make it user-
centric by empowering user-friendly options. This includes for instance strong privacy defaults and
appropriate privacy notices.

3.2.4 Transfer of personal data

When working with personal data, especially when it is of sensitive matter, it is crucial to understand how
the data ow is being handled. In many systems, data are being stored in databases and hosted through
any cloud or on-premise storage solutions. There are many aspects in transferring of this type of data such
as which technologies to use, who should have access to what, network latency, the amount of data that
can or should be transmitted and many more. However, the implementation must comply with the current
legislations and laws.

Based on Article 44: \General principle for transfers" [58] processing of personal data, from EEA,
that are being transferred to any third country or internationally is only allowed to happen when following
strict rules under the GDPR. Therefore, an entire chapter called Chapter 5: Transfers of personal data
to third countries or international organisations of the GDPR is dedicated to rules and restrictions on
transfer of personal data [59]. The transfer is permitted when meeting speci ¢ requirements in Chapter 5
of the GDPR, where the conditions are listed in the following articles [59]:

" Article 44 : General principle for transfer

Transfer of personal data outside of EEA (third country) or to an international organization can only
happen when met under certain conditions and rules. The transfer is allowed if the data subject's
rights and freedom are retained. In other words, it addresses the principles in which transfer of
personal data can occur across European borders.

~ Article 45 : Transfers on the basis of an adequacy decision
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An adequacy decision can be issued by The European Commission that the third country provides or
makes lives up to an adequate level of protection of personal and therefore transfer to these countries
can be realised without more authorisation.

Article 46 : Transfers subject to appropriate safeguards

If an adequate decision has not been obtained by Article 45, then the data controller/processor
must ensure all the necessary safeguards. These safeguards are comprised of Standard Contractual
Clauses (SCCs) by the European Commission, standard data protections clauses by Data Protection
Authorities (DPA).

" Article 47 : Binding Corporate Rules (BCRS)

These BCRs makes transfer of personal data permissible with an absence of an adequacy decision.
These rules are applied within companies, internal rules, which manages any transfer of personal
data within the entire company. These still need to be approved by DPA in order to be applied when
transferring data.

Article 48 : Transfers or disclosures not authorised by Union law

A third country are only allowed to request information such as personal data from a data con-
troller/processor if there exists an international agreement or legal treaty between this requesting
third country and European member.

Article 49 : Derogations for speci c situations

These are exceptions as data subjects might consent to the transfer of their data or there has been
an a contract between the company and the data subject.

Article 50 : International cooperation for the protection of personal data

Ensuring that enforcement of the GDPR in all European member countries is accomplished and
cooperation with the national data protection authorities is being enhanced.

In addition to this, an analysis called TIA is mandatory by European laws. The obligation of making
a TIA comes from the European Commission in June 2021, where they published new SCCs. These SCCs
is about any transfer of personal data collected from EU countries to outside of EEA. Transfers within EU
is covered by GDPR. This is clearly stated in Clause 14d) The Parties agree to document the assessment
under paragraph (b) and make it available to the competent supervisory authority on requef0] and under
Screhms Il decision. A TIA is conducted by a data processor/controller who analyzes whether there is an
impact or security issues while transferring data outside of EEA when an adequacy is not found by the
Commission. TIA contains a number of questions for each personal data and its processing activity. There
is no speci ¢ standard or framework on how to make a TIA, but the core elements are that considering
all the risks that could potentially have a security impact when transferring data. Hence, a TIA ensures
compliance with GDPR and mitigates any risks before transferring data [60].

3.25 DPIA

The DPIA is part of Article 35 in the GDPR and is known as an assessment that identi es and aims to
reduce high risks privacy impact [28]. The purpose of a DPIA is to ensure that companies are compliant
with principles of the GDPR and any processing of personal data do not violate the privacy rights of
data subjects or natural persons. Basically, a thorough analysis in an organized and systematic approach
towards observe and detect any privacy risks and their impacts in relation to each processing activity. Not
only, is it a comprehensive analysis for identifying risks but also to take proper measures on how to mitigate
those. The process of conducting a DPIA is about identifying the nature, scope, context and purposed
of processing of personal data. This means, that it is an ongoing process performed in a company where
reviews are made regularly and updates in order to do monitor and address the privacy risks continuously
[28]. A DPIA must cover all these aspects and before conducting one, a company can make a screenetr,
which is a questionnaire, that determines whether a DPIA is necessary or not.
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3.2.6 Privacy Notice

A Privacy Notice allows users to have more control of their own data, and stay informed of what the
company collects about the user [43]. The privacy notice is a document that explains how data is handled,
how it applies to the data protection principles in Article 5, and how to perform the data subject rights.
Other than listing how the principles are applied, other information must be transparent as well, such as
contact information which can be used in case a user wish to send a complaint regarding a business' data
processing approach [43][44].

These points must be included in a GDPR privacy notice, as listed in Article 13 [14][43][46]:
Contact and identi cation details of data controllers.
Contact details of the a liated data protection o cer.
The purpose of processing data.
Categories of individual's personal data.
Transfer of data that is shared to third countries.
The period of time in which the data will be retained.
An explanation of rights de ned within the GDPR, along with how to exercise the user rights

The right to withdraw consent anytime.

© N O g A N RE

The right to lodge a complaintto a supervisory authority.

=
o

Existence of automated decision makingf any, along with details of its pro ling, logic and conse-
qguences.

[EEN
=

. And if the data is not acquired directly from the data subject, a source must be documented.

3.3 ISO Standards

International Organization for Standardization also known as ISO is an non-governmental organizations
located in Geneva, Switzerland. The purpose of their organization is to assemble experts from all over the
world to create international standards in collaboration with 168 member nations. The outcome of their
work is documents that has been through a process of approval before being published [61].

There are being made di erent standards for every eld and they are all widely recognized and applied
internationally for their e cient, high quality, up to date and best practices. Amongst one of the most well
known is the 1ISO 27001 which is about Information Security and Management Systems. This standard
gives recommendations and best practices on cyber security. By providing the standard it documents
what measures to take for any organization in order to be secure such as being able to do identi cation of
potential vulnerabilities, maintenance, improvement of cyber security. Organizations can benet a lot by
implementing this standard, as it will help them to identify and detect risks and vulnerabilities early on
and at the same time being able to demonstrate and showcase for any involved that all security measures
have been considered and protection of data is prioritised in a systematically strategy.

The third edition of ISO 27001, also known as ISO 27001:2022, covers di erent aspects of cyber security.
To follow this standard, one must rst de ne the scope, set references and select terms. Then a list of
sections must be followed [62]:

1. Context of the organization : Relevant and involved parties within an organization are being
determined with their requirements. The context of the organization in relation to the information
security management and its scope are being determined as well.

2. Leadership : The leader must ensure that any obligations and work related to the information
management system are executed. Ensuring and supporting that improvement, integration and
communication are the leader's responsibilities. It is the leaders duty to establish the policy and the
top management must clarify all the authorities, responsibilities and roles within the organization.
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3. Planning : This entire section is about identi cation and addressing risks and opportunities and
what actions to take. An information security risk assessment must be conducted that identi es the
risks, analyses and evaluates them. By addressing these issues, the risks have to be treated as well
which is done by documentation. Lastly, it must be clear how to achieve the information security
objectives and which actions must be taken.

4. Support : All the necessary resources should be provided by the organization for the information
security management system. Having the right people with the right competences to do the work
in regards of quali cation by either training, experience, relevant education or others. Awareness is
another key aspect in which people within the organization are up to date with the security policies,
their contribution and impact. A good understanding of communication is crucial in an organization
and therefore it must be clear how to and whether the need to communicate internally/externally
must be done, such as what to share, to whom, when and how. Documentation is required and it
must be updated regularly with good format, reviewed, and well described. This documentation
must be controlled, accessible when needed, ensuring the CIA goals and proper version control.

5. Operation : With planning of the entire process, information security risk assessments/treatments
must be conducted and documented as well.

6. Performance evaluation : Documentation on monitoring, measurement and the analysis hereof
with evaluation of it must be done. Furthermore, internal auditing must be performed and also the
management must review any issues whether they come internally or externally of the organisation.

7. Improvement : Continually improvement must be done by the organization necessary actions must
be taken to correct the issues.

8. Annex A (normative) Information security controls reference : The Annex contains all the
information security controls. One of them would be \Information transfer" in which the control is
to ensure that all transfer rules, agreements and procedures are set when transferring data between
organizations.
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4 State of the Art

Data protection laws vary depending on the geographical placement. GDPR is the European privacy
regulations, however it can be compared to other data protection laws, as all of them share a mutual goal
of preserving individual privacy rights [14]. The most relevant data protection law for this project other
than the GDPR is the LGPD, which is enforced in Brazil.

This section introduces the existing solutions and cases with implementation and law enforcement of
GDPR and LGPD, where other examples of a data protection law are mentioned as well to highlight the
di erences and similarities depending on demography. This SOTA serves as a starting point for our analysis
and research of this problem. Di erent examples of approaches, tools or frameworks that are being used to
make sure compliance with GDPR in Europe and LGPD in Brazil, and how to implement those to achieve
data privacy will be described.

Furthermore, California Consumer Privacy Act (CCPA) will be introduced to analyze the data transfer-
ring according to data protection laws, where US have di erent requirements that Brazil. Noncompliance
is introduced as well to highlight what issues can arise when organizations are being noncompliant with a
data protection laws, and what consequences that has been experience for those noncompliant.

4.1 Complying with GDPR

The following examples are works of organizations and experts that successfully complies with the GDPR
based on their experiences and frameworks. Their approaches, results, and success might be useful for
Educado's own success and are thereby compared and assessed.

Martin Brodin wrote the paper \ A Framework for GDPR Compliance for Small- and Medium-Sized
Enterprises" targeted small- and medium-sized enterprises (SMEs) with less and limited resources in EU
to ensure that SMEs are compliant with GDPR [63]. The framework consists of the three phases shown
below [63], and it was tested on multiple organizations to prove the phases do support GDPR compliance:

1. Analysis : Determining the current app's state of security and information control. The framework
does this through a couple of steps:

~

Information Analysis : ldentify all personal data used in the system; each individual type of
personal data are processed on each Post-it and establish an overview. Connect each Post-it to
location of processing; is the information processed on paper or digitally? Document if a Post-it
is processed externally (which potentially require a data processing agreement).

Information ow analysis : De ne the ow and how the personal data moves between systems.
Information classi cation : Classify the personal data according to GDPR.

The legal ground for personal data processingAssess the legal ground of each Post-it's docu-
mented personal data.

Information and IT security analysis : Ensure that the personal data is secured.

2. Design : Routines, policies and templates are carried out in this step. For instance applying a DPIA
on the system here would be bene cial.

~

Updating routines where personal data are processecEnsure the personal data is handled cor-
rectly.

Creating routines for managing requests from data subjects Companies must strengthen and
respect the individual's rights and requests.

Create or update process for data breachedncidents on breach of personal data must be reported
to the regulatory authority within 72 hours.

Update personal data policy Laws older than 2018 must be up to date and follow GDPR's
policy.
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" Create templates connected to routines and policiesEnsuring the team follows the same solu-
tions. Data processing agreement is recommended.

3. Implementation : As the management of personal data is handled, implementation ensures a long-
term structure. Throughout time, policies and routines might be adjusted.

~

Communication: Everyone in the team must be informed about the changes to be made.
Education: GDPR must be in mind whenever new data is used, the team must be up to date
and understand the laws.

Adjustments: If anomalies in the structure appears, instructions and documentation must be
adjusted, education towards the team must be updated.

The evaluation of the framework showcases how the three phases are used to control data in a secure
way, as well as establishing long-term solutions to ensure the compliance becomes continuous. There were
three chosen organizations to test this framework, where all three were reviewed and approved by experts
[63]. The results thereby do show that this approach can be a useful and structured way of ensuring GDPR
compliance, however the framework is only tested on a couple of Swedish SMESs.

While this approach is focused SMEs, other approaches are assessed as well.

Hitchen, Denleyis and Foulsham all have more than 30 years of experience within IT and Technology,
when they got together and wrote the book \GDPR - How to Achieve and Maintain Compliance" [44].
The audience of the book seem to be very general, however they do seem to highlight companies who apply
Business as Usual (BAU) as they have advantages adapting to the approach they describe in their book.
The authors choose to list tips, not in a speci ¢ order, and not every point is needed for every company,
but all points are relevant to consider for companies that must be compliant with GDPR [44]. Not all
tips are listed below, as some of them are background knowledge focused, for instance the tiphis is a
business project, not just IT", instead, this section highlights the action-focused points of the book.

" GDPR Tools are recommended for assisting with GDPR compliance, includingicrosoft, SNOW,
Nymity, Totalprogramme. They highlight that applying the tools does not result in GDPR compliance
by itself, though they can be used to support the process.

Create an action plan and form your project team(s) . With multiple teams divided in

di erent tasks, each team can focus on speci ed topics, for instance make one team identify issues,
and another team address the various identi ed issues found. Alternatively, it is recommended to
hire a project manager to control the teams, as GDPR can for some companies become a large task.

Review what data your suppliers hold ; it is crucial to know what data the company hold as
well as data passed on to a supplier. Document the sensitivity of the data, volume, security as well
as how long the supplier will keep it. Con rm that the suppliers are protecting the data correctly -

it is still the company that is responsible for the personal data, even if the supplier are the ones that
are processing the data.

Audit your suppliers to conrm the suppliers are storing and processing the data in a secure
manner. Alternatively, the supplier can be asked to do a questionnaire that records their compliance
to ensure it follows the company's standards. The authors of the book made a questionnaire for
companies to use and modify to support this process.

Create a data privacy governance structure . The privacy practices of the company should be
reviewed, and should follow the \security-by-design' and \ security-by-default".

Review your right to process and document the legal basis for processing data in the company.
The right to process are divided in two categories: The right to process \normal data" and \special
categories", where the data processed must be handled dierently based on which category it is
placed in.
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~ Check your incident response plan in order to tackle incidents quickly. Indecent response plans
are e ective as it informs employers of a company how to react to a potential targeted attack or
natural disasters. Test the incident response plan by testing the team on realistic scenarios in a
range of situations. Optionally, while updating an incident response plan, it can be bene cial to
review a Disaster Recoveryand Business Continuity Plan.

Transitioning to BAU , in which the authors elaborate: \Compliance needs to be integrated into
day-to-day activities". By doing this, the company ensures GDPR compliance maintenance. Em-
ployers should be aware of the cost of not being compliant. In this step, it is also recommended to let
someone conduct DPIAs, as every data processing update should be checked for compliance within
the DPIA.

The guide book does not mention if other companies have made use of this approach, and the guarantee
of compliance and maintenance is therefore within their own experience only. However, all three authors
are three di erent perspectives on how to be compliant with GDPR, and may not be biased, compared to
approaches made by one person only. Their approach seem to be better, if a company applies BAU, which
is mostly used by companies who require a lot of maintenance in general [44].

4.2 Complying with LGPD

When dealing with personal data of Brazilian citizens, an organization must oblige by the data protection
laws, LGPD. Therefore, a few examples on how to implement LGPD are given to establish an overview of
current solutions and frameworks.

One issue that arises for many companies is how to document the process of handling data according
to IT professionals Castro, Silva & Canedo [64]. There are a variety of strategies and approaches towards
solving this issue. A proposal on how to implement LGPD through a guide was by Vanzolini Foundation.
Their guide consists of programs that has several controls de ned as follows [64]:

Table 1: (Modi ed) Implementation of LGPD Guide by [64]
Program Controls
1.1 Structuring of the CISMS
1. Cybersecurity and Information Security | 1.2 Implementation of the CISMS
Management System (CISMS) 1.3 Maintenance of the CISMS
1.4 Execution of the CISMS
2.1 Manage requirements
2.2 Information capture
2.3 Information evaluation
2.4 Information access
2.5 Information removal
2.6 Ethical treatment
2.7 Access to storage media
2.8 Security and privacy audit
2.9 Ful lling requests
2.10 Incident reporting
3. Business Continuity 3.1 Data backup
4. Safe Attitudes 4.1 Training

2. Information Protection

This program guides Information and Communication Technologies (ICT) professionals who are man-
aging and working with user data. The guide requires that people in this eld are aware and up to date
with the current legislations. Table 1 showcases the four programs and its corresponding controls in which
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the intention are to cover the ten data processing principles of LGPD. The rst program, The Cybersecu-
rity and Information Security Management (CISMS) is working as the foundation of the entire program.
The Information Protection program covers data storage, processing and how to collect data. Next, there
is the Business Continuity program, where its purpose is to make sure that in case of data loss there will
be recovery or have backup of the data. By performing data backup on a daily basis, recovery after any
potential attack or risk will be helpful for the business to continue functioning. The last one, called Safe
Attitudes makes sure that everyone involved with data handling are informed on what to do regarding
issues with data leak or any other cyber related risks.

One approach on how to achieve compliance and implementation with LGPD is provided by [64] which
is an implementation guide for LGPD as shown in Figure 2. This framework is a modi ed framework of the
one showcased in Table 1. The additions are in the second program where the 1ISO 27001:2013 standard
and the new program calledimproving Privacy with the concept of Privacy-by-Design being a major part
of it. In order to meet the CIA goals, it is bene cial with a ISO 27001:2013 certi cate [64]. It is worth
mentioning that this standard has been revised to the new standard ISO 27001:2022 during the writing
of this thesis [61]. This standard is very similar to how LGPD manages access privileges. However, this
ISO standard is not su cient on its own and therefore the new program, that [64] proposes is Privacy-by-
Design. The principles of Privacy-by-Design can be linked directly the articles with LGPD which can be
seen in Table 2.

Figure 2: Framework for LGPD implementation[64]
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Table 2: (Modi ed) Association of LGPD paragraphs and Privacy-by-Design principles by [64]

Principle

LGPD

Proactive not Reactive: Preventative not Reme-
dial: Predict and prevent privacy incidents be-
fore they occur.

Art. 6. item VIII { prevention

Privacy as the Default Privacy should always
be the default setting in any system or even busi-
ness practice, requiring no user interaction or
con guration.

Art. 46. Processing agents shall adopt secut
rity, technical and administrative measures able
to protect personal data from unauthorized ac-
cesses and accidental or unlawful situations of
destruction, loss, alteration, communication or
any type of improper or unlawful processing.

Privacy Embedded into Design Privacy must be
incorporated into the design and architecture of
systems and business practices.

Art. 49. The systems used for processing per;
sonal data shall be structured in order to meet
the security requirements, standards of good
practices and governance, general principles pro
vided in this Law and other regulatory rules.

Full Functionality - Positive-Sum, not Zero-
Sum: Accommodate all the interests of the or-
ganization alongside privacy measures to allow
the full functionality of the system while bring-
ing bene ts for all.

Direct relation not found since it is not in the
interests of the law but of the organization.

End-to-End Security { Lifecycle Protection:
Adoption of robust end-to-end security mea-
sures, protecting data collected throughout its
lifecycle.

Art. 46. 8 The measures mentioned in the lead
sentence of this article shall be complied with
as from the conception phase of the product or,
service until its execution.

Visibility and Transparency: Documentation
and availability of information on privacy poli-
cies and practices used by the organization.

Art. 6. item VI { transparency.

Respect for User Privacy. Keep the user's in-
terests above all else by o ering strong privacy
settings; providing access to their personal infor-

Art. 6. item IV { free access, Art. 7. Processing
of personal data shall only be carried out under
the following circumstances: | { with the con-

mation; and explicitly gather user consent be-
fore processing personal information.

sent of the data subject.

By adding this new program, it improves the privacy protection by having the mindset throughout the
entire process and the lifetime of the system/product. GDPR addresses data protection by design and by
default in Article 25, however LGPD does not have it integrated [14][55].

This framework shown in Figure 2 has been evaluated by creating a survey for ICT professionals, where
57 responded. Based on the questionnaire, it was concluded that many companies are adapting to LGPD.
However, not many of them are applying the ISO 27001 standard, making business continuity plans,
training their employees or making a data protection impact assessment. Even though this framework
would be a good approach towards ensuring data privacy in a company, it could be improved more. This
has also been highlighted by the creators of this framework, that having some automated tools that could
support this compliance with LGPD would be bene cial for the employees [64].

Another framework that helps implementation of LGPD from an IT point of view is proposed by [65].

It has been observed through other related works, that there companies or organizations who implement
LGPD in their own way. Hence, there does not exist any standard or practical guidelines on how to actually
do it through actions in an organization. There are studies that provides a more theoretical approach
towards implementation of LGPD and others have focused more on the process to become complaint
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but whereas they target SMEs. What this framework o ers is considerations of all aspects, not only
governance and privacy but also how to approach any data processing, development and infrastructure.
The LGPD Framework is created by considering DevOps, Information Technology Infrastructure Library,
Control Objectives for Information and Related Technologies (COBIT), ISO 27001, ISO 38500, ISO 20000
and some standards for Information Security Management Systems. The choice of selection for these
frameworks were that implementing LGPD by these methodologies would ful | the requirements of the law
[65].

The framework is made in a way that it is exible and open, meaning that it is allowed to add new
content in it. The option of adding new properties does not make the framework lose its consistency and
integrity. Furthermore, it adopts the principles and essence of the leading IT standards. As mentioned
previously the framework is based amongst others on the COBIT and consists of six main principles [65]:

~ Add value.

A~

Be componentizable.

Be clear.
Be versatile.
Have dynamism.

Reach the entire organization.

The framework is a conceptualized model and it helps interpret the law in a practical manner, meaning
how to make decisions based on these in order to meet the requirements of LGPD. Integration of the
requirements within an organization and at the same time providing practical guidelines by each component
it comprises of. These components are the practical perspective and the framework consists of four domains
[65]:

1. LGPD Governance & People

1.1 Strategic Guidelines

1.2 Roles and Responsibilities
1.3 Culture & Communication
1.4 Training & Awareness

2. Methods & Processes

2.1 Policies and Standards

2.2 Data Inventory

2.3 Data Classi cation

2.4 Data Risk Analysis

2.5 Data Protection Architecture Model

2.6 Prevention Model and Incident Response
2.7 Indicators & Monitoring

2.8 Audits and Sanctions

3. Data Controls

3.1 Data in Use

3.2 Data in Motion

3.3 Data at Rest

3.4 Data Loss and Remediation
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4. Infrastructure Architecture

The reason for having this framework based on the practices of DevOps is that it relates to LGPD.
Seen from a technical point of view, these practices ensures data protection with its security standards
and privacy during the entire process of the software development [65]. The purpose is to incorporate the
DevOps methodology in the framework because it makes adaption to new regulations easier as to check
whether compliance with the law is there or not, can be di cult due to new changes and therefore more
hard to identify them.

Figure 3: The LGPD Framework with four domains [65].

As it can be seen in Figure 3 above with the four dimensions of this framework, it provides an overview
of data protection according to the regulations. The rst domain, LGPD Governance and Peopleis about
guidelines, roles, responsibilities and training. The second domainylethods & Processesrevolves around
the laws. Data Controls handles all personal data or if the data can be assessed as personal data. Also, itis
about data insertion, use, storage, saving and deletion at the same time considering what state these data
are in. The last category isInfrastructure Architecture which covers the physical aspect such as security,
reliability, modularity and so on [65]. This framework can be directly linked with the articles from the
LGPD laws. Each of these four domains are based on other well known frameworks, standards and laws
as it shows in Figure 3.

Each of these dimension contains a number of components that are useful for LGPD compliance. As
it was mentioned, the rst domain with LGPD Governance and People, one must determine all the roles,
responsibilities and others by LGPD. At the same time, all the established frameworks and standards used
this information to nd the requirements for the governance. Next, the Methods and Processes domain
ensured that all the necessary terms and de nitions are covered in LGPD. Incident responses, audits,
monitoring, and data protection architecture are done here too. Data Controls is about the lifecycle of
data and its states. The last one covers the IT infrastructure such has the network, servers, data centers
and applications and adapts it to the law.
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Figure 4: The LGPD Framework and linkage to the laws in GDPR by [65]

4.3 Complying with CCPA

As mentioned, the GDPR was enforced within the countries of EU and LGPD was enforced in Brazil,
however in the US, each state has their own laws and regulations, which applies for data protection laws
as well. The CCPA is similar to GDPR, with slightly di erent conditions that makes CCPA considered
less strict than GDPR [66]. As implied in the name, the CCPA applies to data subjects in California,
which is according to the CCPA de ned as Californian consumers The consumers have a list of rights
and the businesses are required to comply with the requirements provided in CCPA whenever collecting
personal data, which is better known aspersonal information in this context [67]. Compared to GDPR,
the consumers do have many of the same rights and principles, includinthe right to be informed the right
to be deleted etc. The di erences are shown in, for instance the right to opt-in; data subjects under the
GDPR are usually consenting to processing of personal data, whereas consumers under the CCPA can
have their information processed and sold without consent. Only children, at the age of 16 years old and
below, has the right to opt-in, though done by a parent or guardian if the consumer is below 13 years old
[67]. If a Californian consumer would not consent to having their personal information sold, they must
make a request to a business in order to opt-out. The business must therefore explicitly communicate to
their consumers how they are able to opt-out, since they did not have the option to opt-in [67][68].

Another right that appears di erently from the Californian law is the Right not to be subject to dis-
crimination , also known asThe right to not be discriminated against [67][68]. GDPR does not have an
equivalent right, though CCPA has a list of categories where businesses cannot discriminate a consumetr.
For instance selling of goods; a business must not change the price, level or quality of goods. Besides, a
business cannot deny goods to a consumer, based on discrimination.

Even though the CCPA has rights such asThe right to not be discriminated againstwhich is not covered
in the GDPR, the California Law seem to learn from the requirements mentioned in the GDPR, and uses
some of the terms to enforce new laws with improved data protection. With CCPA's enforcement in 2020,
it is the current valid law as of writing this report, however the California Privacy Rights Act (CPRA)
wwill be enforced July 2023 and will work as an addendum to the CCPA [67][69]. The new requirements
that have been introduced with CPRA are three of the data processing principles within GDPR: Data
minimization, purpose limitation and storage limitation [69]. The Californian laws are thereby closer to
the GDPR now that the CPRA will be enforced, and having similar requirements internationally might
also make it easier to transfer data across borders.

CCPA Being the rst data protection law in the US that was in e ect the 1st of January 2020, multiple
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states are gradually implementing their own data protection laws as well. Virginia's data protection
law's e ective date was the 1st of January 2023, with more to come within the same year; Colorado and
Connecticut's data protection laws' are e ective from 1st of July 2023, and Utah's data protection law's

e ective date is from 31st of December 2023 [70]. With data protection being more widespread in the US,
more states will implement more data protection laws. However, based on the European standards, the
laws within the US is not su ciently to keep the personal data protected [66].

If Europeans are applying any services from the US, they might require transferring their personal
data to the US, which has been a concern for Europeans for years. Concerns have been caused as it
has been revealed that the US government might have access to personal data, including Europeans'
personal data through international services [66]. Before GDPR's e ective date, EU and the US decided
to implement the Safe Harbor Agreementor Safe Harbor Frameworkin 2000 which should protect data
that is transferred internationally. This was in 2015 invalidated by the European Court of Justice (ECJ),
known as the Schrems | case, which became relevant when Max Schrems along with ECJ requested an
investigation on the data transfers from Facebook's headquarters in EU to the US after Edward Snowden
revealed how the US government secretly applied surveillance programs [71][72]. Without an agreement to
secure data between EU and the US, the trading business and economy was endangered, until the EU-US
Privacy Shield was introduced in 2016. The EU-US privacy shield was invalided by the ECJ in 2020,
which is known as the Schrems Il case. ECJ raised the concern that when data has been successfully and
securely transferred to the US, there was no laws within the US that ensured the data was as protected
when processed, as required in EU [71]. As the Safe Harbor Agreement and EU-US Privacy Shield both
being invalidated, trading internationally was relied on SCCs and TIAs. It was then announced in 2022 a
political agreement on a new Trans-Atlantic Data Privacy (TADP) Framework was to replace the EU-US
Privacy Shield. This time, measures has to be reconsidered to manage EU concerns about US surveillance
practices. Joe Biden, the president of the US, has signed the Executive Order on the matter, and the
European Commission's court are still, as of writing this report, working on translating this arrangement
into law [72]. Max Schrems' opinion on the new agreement is to reconsider the framework, as he expect
another invalidation immediately, as he is 90 percent sure to win if another caseSchrems lll, should be
necessary [73]. If the TADP Framework is enforced, it will require data to be protected by the enforcement
date, however the US has data of Europeans from 20 years back, that remains unprotected. Schrems
suggests a global agreement should de ne to which extend surveillance is allowed, and even if multiple
laws has transparency as a fundamental data processing law, he still acknowledges this agreement is not
feasible in the current time [73].

4.4 Consequences of Noncompliance with Data Protection Laws

Many companies have shown that by not protecting personal data, a data leak can result in consequences
for both the company and its users. It can be costly for companies, including receiving nes and getting a
bad reputation [74][75][76][77]. As GDPR was enforced in 2018, many companies throughout Europe had
to change their structure and protection of personal data, to start complying with the new data protection
law. The scenarios listed below are examples from an article by Beckett [74] that was written as a warning
before GDPR was enforced, which highlights the results of data protection being ignored:

" A spy tool developed by CIA recorded conversations through televisions in peoples' homes. In
addition, the information that was obtained was not protected which got leaked.

Users of the online dating service Ashley Madison were revealed in a leak, resulting in users being
publicly shamed online, as users' a airs were exposed.

Emails and memos were leaked from the Trump Administration, resulting in \embarrassment on a
daily basis', people internationally following their every mistake.

An employee saved their personal iTunes library on a shared drive within the company. Little did he
know that the company's IT department was backing up, duplicating, replicating and copying the
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shared drive to a tier one storage system. This situation cost the company thousands of pounds.

The scenarios mentioned above, each received huge nes as a consequence. Every single of them were
not compliant with GDPR in di erent ways; some did not categorize user data as personal or sensitive data,
meaning storing and protection of data has not been prioritized. Beckett mention how some examples of
companies distributed their data to multiple hosts and servers, whereas footprints were left behind. When
companies ran out of storage, they simply bought more storage and kept stacking upoften useless data
Most of the data appearing in the mentioned leaks above were old data, that should have been deleted,
since it was no longer in use. Article 5 of GDPR,the Principles relating to processing of personal data
should have been considered, especially tHeurpose limitation and Storage limitation principles, ensuring
better protection of sensitive data and removal of unused personal data [41][74]. However, this is only a
case speci cally focused on GDPR compliance, as LGPD would not require unused data to be removed,
with the exception of a user requesting their data to be removed [14]. Beckett's advice is to comply with
GDPR. Even if data can give companies power and deep insight as he explains it, \it can also come back
to bite you" as companies risk nes for not complying. However, the companies will not have power" over
data as they used to, since GDPR and LGPD allows individuals to have stronger rights over their data.
With GDPR and LGPD, users can for instance choose if their data should be deleted instead of processed
[74].

It was revealed that Ashley Madison's parent company Avid Life Media (ALM) o ered users to have
a \permanent deletiont' of their pro le, whereas the user is charged$19. In 2014 when the hacker group
The Impact Team hacked Ashley Madison, it was revealed that ALM was netting a total of $1.7 million
in revenue for this service [75]. However, the leak revealed that the data ALM promised to delete was
recoverable, including credit card information, names and addresses. The motivation of this hack was to
shut down Ashley Madison, as they threaten to publish all the sensitive data they found of users and
employers: \Shutting down AM and EM will cost you, but non-compliance will cost you moré [74][75].
And the reason for shutting the website down was that the Impact Team wanted to show that it was a
mistake to charge users and lie about ALM's promise of permanently deleting user accounts from their
system. After 30 days, The Impact Team posted Time's up! " along with 60 gigabytes of Ashley Madison
user data, given that ALM did not shut down the site [76]. Among this data dump, tens of millions of
hashed passwords were discovered, and about 4000 of them cracked within ve days. The passwords were
hashed using thebcrypt algorithm, and by utilizing the tool Hashcat, weak passwords were revealed by
comparing the hashes with commonly used passwords in theackyou.txt wordlist. The algorithm by itself
can therefore be cracked and does not guarantee con dentiality of user passwords, resulting in discovering
some of the top used weak passwords on the Ashley Madison website, such d28456", \ password' and
\ qwerty" [78][79]. In August of 2015, ALM payed $11.2 million to make a settlement, on behalf of the 37
million users included in the data breach [80].

Lessons learned from the Ashley Madison case comes down to the technical security, in which GDPR's
Integrity and con dentiality principle from Article 5 [41] as well as LGPD's Security principle from Article
6 [42] would require the system to apply appropriate mechanisms and utilize algorithms that ensures con-
dentiality. The data storage must also be improved, as Beckett highlighted in his warning for companies
that are noncompliant [74]. Unnecessary and unused data must be removed, according to the data protec-
tion laws, especially if the user requests that their data must be erased [49][81]. With the Ashley Madison
case, it is shown how the user should have the right to know what user data is stored and processed, show-
casing the importance of theTransparency principle, which is another data processing principle mentioned
in the aforementioned GDPR and LGPD articles. Furthermore, as the user has the right to know what
data is processed, they also have the right to be forgotten. In Article 17 of GDPRRight to erasure (‘right
to be forgotten), and Article 16 of LGPD, Deletion of Personal Data this right can be exercisedfree of
charge [14][49][81].

Ashley Madison is a case that happened before the GDPR and LGPD existed, however, there are still
issues with compliance years after their enforcement. An example of a more recent case is the Austrian
medical news company, NetDoktor, which collectedunique online identi ers along with IP addresses,
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browser information and hardware information of all visitors, all transferred to the US as NetDoktor utilized
Google Analytics. It was discovered that all visitors were assigned an identi cation number, and with a
visitor connected to a Google account, it was possible to link this visitor to other saved data. Transferring
Europeans' data to the US raised multiple complaints, one of the complaints stating data transfer using
Google Analytics was violating Article 44 of GDPR, General principle for transfers [58][82][83]. Secondly,
it was not known if the Europeans' data were as protected in the US, as required by law in Europe. Max
Schrems raises his concern, as he encourage the US' legislator to utilize better protection, as he mentions
\'In the long run we either need proper protections in the US, or we will end up with separate products for
the US and the EU' [82]. It was later announced by the Dutch data protection authority that \ The use
of Google Analytics may soon no longer be permittét] and as of writing this report, Google Analytics is
still considered as noncompliant with the GDPR and banned in multiple European countries [77][83].

4.5 Summary

Based on the SOTA, we learned how compliance is achieved, and noncompliance is prevented. All of
the mentioned laws are relevant to understand that each law has their own requirements and strategies
depending on the scope and context in order to protect data. Speci cally for our case with Educado, we
need GDPR and LGPD in order to be compliant, which are very similar. With these laws, processing of
personal data can be done in many di erent ways, where we discovered some approaches in the academic
eld. Learning from these approaches, we learn how other have successfully complied with GDPR and
LGPD, which is our goal as well.

The di erent approaches used to be GDPR compliant that we discovered in Section 4.1 are compared
to assess which one is best t for this project. The parameters are based on the focus of the dierent
material, such as target group to know which type of company is best t for the approach. The experience
of approach are compared, to see if the approaches are applied and tested within companies in EU, and
that they provide GDPR compliance as they state. Tools are mentioned as they are recommended for
better maintenance. The structure is compared as well, to highlight how a company's structure would t
the approaches. Lastly, who is the one(s) responsible of applying the approach onto the company.

The two di erent approaches are in some ways similar, based on Table 3. Method 1 is mostly targeted
SMEs that collects the whole team in order to create a structure of data use, where each member are part
of a step-by-step process in order to comply with GDPR. As part of the process, the company must also
conduct a DPIA, and a privacy notice (documented as personal data policy in the paper), which is required
by GDPR.

Method 2 on the other hand did not include privacy notice as part of the process, meaning more steps
are required for this approach to be fully compliant with GDPR. Method 2 is more of a checklist that
recommends following as many of their points as possible, in no specic order. The whole team does
not need to be involved in the approach, as a separate project manager can do the job. Their point of
transitioning to BAU is where all employees of a company can be included, as the GDPR compliance can
be included in the company's day-to-day activities to ensure maintenance.
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Table 3: Comparison of GDPR Compliance

Focus Method 1 Method 2
Target SMEs. General companies, Companies applying
BAU.
Experience Approach is made by one person, Testing of approach is not documented,
tested on three SMEs. however, approach is based on methods

used by three di erent authors who each
had 30+ years of experience in IT and

Technology.

Use of tools DPIA and Personal data policy. BAU, DPIA and \GDPR Tools"
Microsoft, SNOW, Nymity, Totalpro-
gramme.

Structure Step-by-step approach, with three| A list of recommendations, with eight
steps. points to consider.
Responsibility Everyone in the organization. A project team, or a project manager.

Both approaches can be used at the same time, making it one joint method to achieve compliance. The
step-by-step approach from Method 1 can be used, along side the optional list of recommendations from
Method 2. The responsibility could rely on a project manager, though with input from everyone in the
organization. All the mentioned tools can be applied, including the DPIA, privacy notice, and the GDPR
tools mentioned from Method 2. Combining these approaches may be a challenge, though hopefully ensure
compliance.

GDPR compliance is not enough for Educado, however, as the data subjects are located in Brazil,
Educado must also be compliant with LGPD. As we discovered in Section 4.2, approaches for LGPD
compliance appeared di erently than the approaches for complying with GDPR. To compare our ndings
of GDPR and LGPD compliance, we apply the same parameter of Table 3 to Table 4 with the two di erent
LGPD approaches.

Table 4: Comparison of LGPD Compliance

Focus Method 1 Method 2
Target Brazilian ICT professionals. Everyone in the organization.
Experience This method was tested on 53 ICT | Not documented.

professionals in the eld.
Use of tools ISO 27001:2013, Privacy by Design| COBIT, ITIL, DevOps, ISO 38500,
ISO 27001, ISO 20000.

Structure A guideline of ve steps. A qguideline consisting of four di-
mensions.
Responsibility ICT professionals. Everyone in the organization.

As it can be seen in Table 4, there are major di erences between the two methods. Method 1 is targeted
ICT professionals whereas Method 2 is targeted towards the entire organization. This is important, as with
Method 2, everyone in the organization has a role to play and that is whyTraining and Awareness is an
important factor within this framework. Since, not everyone is tech savvy, there must be clear roles and
responsibilities and all should have a good grasp of protecting any data within the company. Whereas,
with the rst method, it is only the ICT practitioners who are responsible for the data handling, privacy
and security. This parameter is similar to the GDPR compliance, where it seems like compliance can be
achieved no matter if one person or the whole team is involved in the process. As long if that one person
is a professional, an expert within the eld.

Furthermore, the Method 1 has been tested out through a questionnaire to the right audience, by 53
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professionals which gives this approach a good evaluation. Contrary, the Method 2 has been documented
or mentioned whether any evaluation or validation has been performed and therefore it makes it more
di cult to picture if this would work in a real life scenario. One parameter that both approaches share is
the ISO 27001 standard. This standard is an important part of both methods, as it is a major international
standard and the certi cates obtained from this ensure more protection of data and credibility.

Considering both GDPR and LGPD compliance, it seems that professionals should be responsible for
compliance, where the rest of the organization is included to evaluate all team members' input. The
approach can be structured by a pre-de ned guide, with support from list of recommendations. Though
DPIA, ISO 27001, and other tools must be included to gain compliance successfully, as these are recurring
within multiple approaches.
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5 Case Study: Educado

As mentioned in Section 2.1, we chose to apply case studies as a method to apply our knowledge on data
protection and compliance in a speci ¢ and realistic case. To do that, we need to understand Educado,
as we have not worked on the project until our academic journey to Brazil, which is further elaborated in
Section 5.1. Educado is owned by SomethingNew and was introduced to us by the co-founders. The current
status of the Educado ecosystem consist of a web application for content creators, where new courses are
created and a mobile application for waste pickers where courses are shown as presented in Section 5.2.

The technologies that are used in Educado can be categorized iData Storage where MongoDB and
AWS are the selected and applied technologiesData Transfer using NodeJS andData Exchange using
OAuth. Each technology mentioned is further elaborated in Section 5.3. Exploring these technologies are
useful for understanding how the data is shared among systems, and interpret how privacy implementations
can be integrated in the ecosystem.

This section is an attempt to study the needs within Educado to recommend best practices and achieve
compliance with both the GDPR and the LGPD. The LGPD will therefore be compared to the GDPR to
understand the similarities and di erences in Section 5.4.

5.1 Global Students SDG Challenge

The Global Students SDG Challenge's goal is to develop sustainable solutions and products by allowing
students from di erent countries collaborate to nd sustainable solutions. Speci cally students of engi-
neering and computer science have been participating in the project since 2018, including AAU and UnB
[10][12][84].

Multiple projects started by the Global Students SDG Challenge are still in progress, includingRiver
Plastic Waste Recovery 0T in Selective Collection, and Mobile Financial Education [10]. The latter is
Educado, and it is an ongoing project where multiple project groups contributed by either working on
the infrastructure, features or design. We started on this project to focus on the privacy of users in the
app, as no privacy has been considered in the previous projects of Educado [12][13][84]. We started out by
travelling to Braslia, Brazil to participate in the 7th Global Student SDG Challenge, where Educado was
one of the projects in focus. Along with students of UnB we established a cross-disciplinary team to study
privacy and cyber security objectives of Educado. Throughout the challenge we researched on the Brazilian
data protection law, LGPD, and discussed with the students how it di ers from GDPR. Furthermore, we
visited a recycling complex founded by one of UnB's professors, which can be seen in Figure 5. This is
where we learned about the issues of waste picking, and how the poor Brazilians worked illegally in unsafe,
hazardous environments. The recycling complex was a solution to establish o cial jobs for waste pickers,
and ensure a more stable but low-paid job situation.

As seen in Figure 6, the recycling complex is lled with huge piles of waste to manage, and in Figure 7
that the employees at the recycling complex are hard-working. This is where Educado comes in, to
potentially help these people to make the transition to a more better paid jobs with good conditions.
Waste pickers collected garbage that was more valuable and earned money that way. However, since waste
picking has become illegal, the waste pickers then work in the recycling complexes and earn four times less.
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