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1 Introduction

The world of today views information almost as a commodity. While it does not have a
physical form, information is processed, stored, and exchanged on a daily basis. Information
is vital for enterprises and businesses in order to compete with one another [1]. Access to
greater information often leads to a better product, better service, or even higher revenue.
However, only a relatively small number of small and medium-sized businesses share data
[2] [3]. While bigger enterprises have access to a huge pool of information, smaller
enterprises have limited resources to work with. With initiatives such as the GDPR,
companies must follow strict regulations when exchanging information. Furthermore, lack of
trust and fear of exposing private information is halting enterprises from interacting with each
other [1]. This leaves us with a market that can not be competitive in terms of information.

One of the technologies that have seen popularity in recent years is the concept of
Differential Privacy [4]. Differential Privacy promises companies the ability to share or publish
information while maintaining privacy. In this project, we will delve into the technicalities and
possible applications of Differential Privacy with the aim of finding out if the technology can
provide a safe and confidential way to exchange information. Our focus will be on small to
medium-sized enterprises, and we will seek to discover whether Differential Privacy is the
right solution to their data sharing problems

1.1 Problem Formulation

Our problem formulation consists of topics and themes that will be discussed and analyzed
throughout the length of this report. The problem formulation that this project will be dealing
with is as follows:

“Is differential privacy suitable for protecting privacy and confidentiality in data sharing among small
to medium-sized enterprises?”’

The report will also be dealing with a set of sub-questions that will be discussed before we
can conclude on the problem formulation.

- How crucial is the need for small to medium-sized enterprises to protect their
privacy?

- What are the problems of implementing differential privacy in data sharing?

- What benefits can differentially private data sharing provide?

1.2 Delimitations

This report will examine whether differential privacy can be considered as a solution for
SMEs. The scope of the report however is to focus on a theoretical approach of how
differential privacy can be considered as a solution. This means that implementations of
code that depict the various algorithms and mathematical theories that differential privacy
consists of will not be pursued in this report.
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2 Methodology

This project began with the desire to help SMEs be more competitive relative to their larger
counterparts. Our goal was to help SMEs in the area of data gathering. We quickly realized
that data sharing among SMEs could be a useful tool to allow SMEs to gather larger
quantities of data. This meant that our first step was to research the state of data sharing in
SMEs and the problems that SMEs were facing when sharing data. We did this by first
finding independent data sources on areas such as, how many SMEs were sharing data,
what benefits they were receiving from data sharing, and the risk of data sharing. We also
performed our own series of interviews to get a more qualitative perspective on the situation.

2.1 Process Model

Our report will follow an analytical approach, therefore the framework and the overall
process matches that of an analytical structure. The research throughout the report takes
into consideration the carefully planned steps in order to ensure a qualitative outcome.

After having explored the state of data sharing among SMEs and the barriers and benefits of
data sharing, the results of which can be found in chapter 3, the next step was to identify a
potential solution. This is where we discovered the concept of Differential Privacy. We
identified Differential Privacy as a potential solution and began to explore the concept to gain
an understanding of Differential Privacy. This is how we came to our problem formulation.

The next step was to analyze Differential privacy in regards to its benefits, problems, and
how it may be used to help solve the problems facing data sharing among SMEs. As part of
this analysis, we also investigated other methods of privacy protection which are currently
being used by data sharing organizations such as anonymization and k-anonymity which can
be found in chapter 4. We looked at the existing research into these methods to identify the
strengths and weaknesses of the different methods, such that we could make an informed
comparison.

The final stage was to bring our analysis together and discuss our findings. The final part of
the project consisted of proposing how Differential Privacy may solve the problem but also
its drawbacks, and concluding on our problem formulation.



This process followed a problem-solving strategy in order to tackle our problem formulation
and the overall content of this project.

1.

We need to specify the problem in order to be able to
solve it. We use the Problem Formulation to define our
problem and we use other sections such as
Delimitations and Background to explain some of the
concepts that we are going to examine. The problem
formulation is created from brainstorming sessions that
have been made in the early stages of the report. The
idea behind this is to use the problem formulation as a
guidance tool. This means that everything that is
written throughout the life cycle of the project must
have some purpose that serves the problem
formulation. In our case small changes have been
made during the development of this report to account
for the changing circumstances.

We analyze the problem. We investigate what causes
our problem to manifest and how different entities
around our problem contribute to this manifestation.
We formulate possible outcomes and solutions to the
problem at hand. We use the information and
technology that we have gathered throughout our
research to list potential solutions that would fit our
problem.

An analysis is carried out on these possible solutions.
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Five-step problem-solving strategy

We do this to determine how the solution tackles our problem. We look at the
positives and negatives of each solution and how these affect the parameters that

surround our problem.

For the last part, we choose and discuss a final solution for our problem and the
project as a whole. The solution can have alterations and some recommendations

even in this last part.

2.2 State of the art

We use state of the art to review and analyze existing technologies and methods that have
been used in the past and that are still used today. The methods in question are privacy

enhancing techniques that can be used to mask private information when said information is
published and in a manner that it can still be useful to the viewer. In addition to this, further
technicalities are discussed while reviewing differential privacy as it is the main topic of the

report.



2.3 Qualitative Research

Qualitative research is being carried out throughout the report. This type of research relies
on data that can be acquired in the manner of documents, observations, questionnaires,
interviews and other similar sources. While qualitative research is usually carried out in
reports that revolve around sciences such as anthropology or sociology, here we approach
the topic as a grounded theory. This means that we will collect data that are rich in character
so that theories can be developed in both an inductive and deductive manner. In this report
we collect papers, documents and conduct semi structured interviews in order to conduct our
research[5].

2.4 Interviews

In order to accompany our Qualitative Research we constructed semi structured interviews
to gain knowledge on the topic at hand. The nature of this interview is to allow the interview
to divert into free discussion thus bringing new ideas to the table[6]. While semi structured
interviews are used most of the time in social sciences, here we believe that it is a proper
tool to examine the opinions and overall thought process of the interviewees. Specifically,
one of the reasons that we use semi structured interviews has to do with the fact that we
involve privacy as one of the main topics of this report. This is a sensitive topic that can
generate various points of interest as interviewees might have different views on the matter.

2.5 Diffusion of Innovations Theory

One of the elements that we mention in this report is the Diffusion of Innovations Theory. The
theory showcases how new practices, products and in general how new ideas adapt in
society. There are several entities that take part in this theory, namely the innovators, the
early adopters, early majority, the late majority and the laggards. In this report we use this
theory to discuss the adoption rate of differential privacy if the technology should ever be
implemented[7].

2.6 Network Effect

A Network Effect is a theory that is used in economics to explain the phenomenon that
suggests that the value of a product or service increases when the number of people that
partake in it increases as well[8]. The Internet is one of the most notable examples as in the
beginning very few people were interested in it while nowadays it is part of our everyday
lives. In our report we use this effect to describe the impact that differential privacy could
make if implemented.
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3 Background

The background chapter showcases the different aspects and entities that surround this
project. Concepts such as SMEs, the EU, and data sharing will be explored and discussed.
The chapter acts as a guide and as a way to inform and familiarize the reader with the
elements that will be discussed and analyzed throughout the report. Furthermore, it analyzes
some of these concepts to the extent of revealing how some of them affect the technology
and the people around our problem.

In this project we are focusing on data sharing in SMEs. SME is an acronym for Small and
Medium-sized Enterprises. We have chosen to focus on SMEs as the reports that we will be
discussing show that they are not participating in data sharing as much, relative to larger
enterprises. This is something we will be investigating throughout the background chapters.
We will be investigating whether or not they really aren't participating in data sharing as
much as larger enterprises, and what the barriers that might be holding them back are. But
first we must define what we are talking about when we say SME.

3.1 SMEs

SMEs are essentially businesses where their revenue, number of employees, and overall
assets are under a certain level. However, each country may have a different interpretation
of what an SME is. Since we are exploring the European market the concept of SMEs will be
interpreted as it currently is by the European Commission. The goal of the European
Commission is to have a clear picture of what an SME is and thus avoid inconsistencies.
According to the European Commission, an enterprise can be classified as an SME by the
determination of two factors. The first is the staff headcount and the second how much the
turnover is for every enterprise. Table 1 showcases the values in each column that describe
the size of an enterprise. Note that in this project, we include the micro-enterprises under the
SMEs umbrella.

Company category Staff headcount Turnover or Balance sheet total
Medium-sized =250 =€50m =€43m

Small <50 =€10m z€10m

Micro =10 =€2m =€2m

SME Definition [9]

The European Union states that Small to Medium-sized Enterprises represent the backbone
of the European economy as they consist of 99% of all businesses. It is estimated that 100
million people are employed by SMEs. Furthermore, the EU declares that SMEs present
innovative solutions and combat challenges such as climate change. They even promote
resource efficiency and provide social cohesion [10].

Now that we have a working definition of what SMEs are, we can start to look at whether or
not SMEs participate in data sharing, what the drivers are and what the barriers are. We
need to have an understanding of how SMEs interact with data sharing in order to
understand whether or not differential privacy would be a good fit for them.
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3.2 The EU and Data Sharing

According to the EU, SMEs are the backbone of the European economy that strives for
information in order to maintain competitiveness [10]. In this goal however they are not alone
as the EU is also interested in improving and assisting SMEs both economically and in terms
of overall data. For example, as we mentioned in section 3.1, the EU has a set of
parameters to determine if enterprises can be classified as SMEs. This allows national and
communal measures to interact with each other when it comes to arranging and establishing
measures, strategies, and even basic funds for SMEs.

This has been further approved by the European Investment Bank (EIB), the Member
States, and the European Investment Fund (EIF). The notion of these bodies is that it
improves effectiveness and consistency. It also limits the risk of distortion of competition.
Once enterprises are eligible and fall under the SME category they can benefit from potential
EU support programs. These programs can provide for example funding, fewer
requirements, and even reduced fees [10].

Furthermore, there are European initiatives such as Data Pitch which depict the positives
and advantages of data sharing to SMEs and other startups. This program managed to
create 22,4 million euros worth of investments, sales and efficiencies, and it even created
112 jobs [3].

The EU also has an interest in data sharing between businesses. In 2017 the European
Commission contracted Everis to conduct a study with the aim of deepening their
understanding of data sharing and help contribute to the development of policy frameworks.
This study was published in 2018 and can also help us gain insight into data sharing among
businesses in the EU.

The EU report can provide us with information on data sharing in the EU, but there are a few
things we need to keep in mind when evaluating its information in our context.

The report looked at data sharing in the EU in general. Our project focuses on data sharing
in small to medium-sized enterprises, but the report also includes large enterprises. This
means that the report can give us a general impression of data sharing in all sizes of
enterprises. However, we need other sources to verify whether the EU reports information
holds true for small to medium-sized enterprises or if the results have been skewed by the
large enterprises. 32 of the 129 companies were large companies, while 35 were medium,
27 were small and 35 were micro.

The EU report also did not cover all types of enterprises. It focused on 6 sectors:
“data-generating driving (i.e. automotive, transport and logistics), smart agriculture, smart
manufacturing, telecom operators, smart living environments (i.e. home automation,
sensors, robotics, or wearable technology), and smart grids & meters”[2]. This means that
we can’t use this data to accurately conclude anything about enterprises outside these six
sectors. Any conclusion on enterprises outside these six sectors would have to be
extrapolation or supported by additional sources.


https://paperpile.com/c/RSyWzW/H2X5
https://paperpile.com/c/RSyWzW/H2X5
https://paperpile.com/c/RSyWzW/8n8Q
https://paperpile.com/c/RSyWzW/iZ1t

The EU report also specifically considered machine-generated data, which the report defines
as “data produced without the direct intervention of a human by sensors or by computer
processes, applications and services”. So if we are working with other information and data
in addition to this type of data, then the results from the report may not be quite sufficient to
cover all the types of data. However this potential broadening of our definition of data can
sometimes skew the data in specific directions. For example, If some number of enterprises
share machine-generated data, then the number of enterprises that share data,
machine-generated or otherwise, could only be higher.

Another point about the EU report is that it did not distinguish between personal and
non-personal data. This project focuses in large part on privacy protection and so
distinguishing between personal and non-personal could be of interest, but since the report
did not make this distinction we will need to find this information elsewhere.

3.3 SMEs and Data Sharing

The first step in understanding SMEs and data sharing is to look at whether or not they are
sharing data.

The State of Data Sharing

The 2018 EU report on data Sharing found that nearly 4 in 10 companies are sharing their
data and for 20% of these companies data sharing is their main economic activity[2]. At the
same time 42% of companies in the study reuse data from other businesses. The EU report
also cites the European Commission’s public consultation on Building a European Data
Economy[11]. In this study, one-third of respondents shared some of their data, and more
than half of the respondents were dependent on third-party data. This study suggests that
data sharing is not rare, but still less than half of the businesses share their data.

Another study can help us gain further insight into how many SMEs share data. A British
study published in April 2020 and conducted by the Open Data Institute and YouGov
surveyed 2060 British businesses about data sharing[3]. In this survey, 8% of
micro-businesses, 24% of small businesses, and 26% of medium-sized businesses
answered “Yes. it does” to the question: “Does your business share any of its data with other
organizations or individuals?”. This is in contrast to the large businesses where 43%
answered yes.

The Survey also asked whether the businesses used shared data from other organizations.
To this 16% of micro, 29% of small, 36% of medium, and 46% of large businesses answered
yes.

A study performed by PricewaterhouseCoopers (PWC) in Germany and published in 2018
found that out of the 210 German companies 3 out of 4 companies exchange data[12]. But
again the percentage of SMEs that exchanged data was smaller than among large
enterprises. The percentage of large enterprises that exchanged data was 83% while the
percentage of SMEs was 72%.
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Growth

The EU Study on data sharing between companies in Europe also reports that “the
percentage of data suppliers sharing data as their primary activity is expected to double in
five years’ time”[2]. The study also reports that a third of the companies that are not currently
sharing data see a possibility of sharing data within the next 5 years, and almost half of the
companies that don't reuse data see a possibility of using data from other companies within
5 years. If these estimates hold true then they would indicate that data sharing will
experience significant growth in the near future.

The Open Data Institute and YouGov study also suggests that there is at least some room
for growth in data sharing[3]. One of the questions that were asked was whether or not
increased data in their business sector would help their business grow. 33% of SMEs agreed
or strongly agreed with that statement while 38% neither agreed nor disagreed. 24% percent
disagreed or strongly disagreed and 6% didn't know. These answers are fairly spread out,
but it does show that at least some of the participating businesses would be interested in
access to more data.

The PWC study asked whether the businesses projected growth in demand for
cross-company data exchange over the next 5 years. Out of the answers, 72% of SMEs
projected an increase[12].

Data Sharing Partners

The EU study also reports that the main data sharers are large companies and that data
sharing mainly occurs within the same sector. Businesses also prefer to share data with
companies they have close business relations. This is supported by the Open Data Institute
and YouGov study, where 44% of SMEs, who said they shared data, said that they shared
data with business partners[3]. The second highest categories were customers at 37%, then
regulators at 31%, then 22% answered national government bodies, and 22% answered
industry bodies.

It is also interesting to see that 8% of respondents said that they shared data with
competitors. This is a steep drop from the 44% who shared with business partners.

The places that SMEs receive data from are also similar as the top answers were business
partners, customers, industry bodies, and national government bodies.

The percentage of SMEs that share data in Germany, according to the PWC study, seems
relatively high[12]. However, when we look at who they are exchanging data with it becomes
more clear. According to the study, 83% of the businesses exchange data with business
customers, 53% exchange data with suppliers, while only 15% exchange data with
competitors. This shows that exchanging data along the supply chain is common, but
horizontal data sharing is far less common.

Shared Data

According to the EU study, the main type of data being shared is information from internal IT
systems such as information about products, services, sales, logistics, customers, partners,
or suppliers. loT data is also commonly shared. Of this type of data real-time or
near-real-time data is most frequently shared.

The study also suggests that companies only share a small part of their data.

11


https://paperpile.com/c/RSyWzW/iZ1t
https://paperpile.com/c/RSyWzW/8n8Q
https://paperpile.com/c/RSyWzW/Xwyq
https://paperpile.com/c/RSyWzW/8n8Q
https://paperpile.com/c/RSyWzW/Xwyq

Conclusions on the State of Data Sharing in SMEs

Now that we have gathered some information on the state of data sharing in SMEs we can
begin to talk about how this might affect technologies such as differential privacy.

The first question we were interested in was whether or not SMEs were sharing data. From
our sources we find that it varies depending on the source and the category of businesses
you ask. This means we can’t give a definitive answer as to how many SMEs share data.
However, the data that we have gathered suggests that the SMEs that share data are in the
minority. But data sharing SMEs are not an insignificant percentage of the total. Our sources
also suggest that SMEs have an interest in sharing data and that the proportion of SMEs
that share data is growing. This means that not only will differential privacy or any similar
technology need to struggle with the adoption of that particular technology but also with the
adoption of data sharing in general, in the large proportion of SMEs that don’t already share
data.

Data sharing within SMEs does seem to mainly be focused on data sharing between
non-competing businesses. There is a portion of SMEs that share data with competitors but
it appears to be significantly smaller. This means that a data sharing technology first and
foremost needs to be able to share data between supply chain partners and other
non-competing businesses and organizations. The technology should also be able to
support data sharing between competing businesses but it appears to be a lower priority for
SMEs.

3.4 Benefits of Data Sharing

To evaluate data sharing technologies we need to understand the benefits that SMEs want
out of the technologies. We need to understand what SMEs want from data sharing, so that
we know what to look for in data sharing technologies. If a technology is unable to provide
the benefits that the SMEs desire or they need to be sacrificed in order to use the technology
then the technology will not be suitable for this purpose. Any additional benefits that a
technology may provide, that is not one of the desired benefits, may be useful but will not be
as valuable.

The sources we have found suggest that one of the main benefits of data sharing is the
strengthening of business relationships [3],[2], [12]. By sharing data and information with
competitors, supply chain partners or other organizations the SMEs can build a better
relationship with these other businesses. Strong business relations can have many benefits
that can be helpful to the SMEs. Any data sharing technology needs to allow the business to
build strong relations with other businesses.

Our sources also seem to indicate that another benefit of data sharing is the development of
better products, services and business practices [3],[2],[12]. All of these state that
businesses use data sharing to help them develop better services, products and business
practices.
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3.5 The Benefits of a Transparent Market

We have established that there is a desire to share information between SMEs and that they
see a number of benefits in sharing data. Another benéefit is that in the event that a
data-sharing system is implemented for a number of SMEs then the market would in theory
be more transparent. For example, if a small city adopts this system and if this city, for the
sake of the argument, is not interfered with by other markets then it would in theory be closer
to perfect competition. Perfect competition is a theoretical market structure that is
characterized by attributes such as enterprises that sell an identical product, all enterprises
can not influence the market price of the product, enterprises can enter and exit the market
without cost, and more [13].

However, the system can only introduce one of these attributes of perfect competition and
that is that enterprises have an abundance of or complete information over the market and
its products. This statement is not by any means bulletproof, as even if the enterprises can
have complete information over the market it remains up to the enterprises to harness or to
overall interact with this information. Even if they do, Information is not completely
transparent as enterprises might have some information that they do not want to share thus
making this information not fully transparent. Lastly, we want to illustrate that although it is
not possible to achieve true competition with the system, it is possible to achieve opposition
to a market that has a monopoly. Overall it is fundamental that the system not only provides
enterprises with information but that it actually strives for a more perfect competition
between the enterprises [13].

3.6 Barriers to Data Sharing

We gather that data sharing and overall access to information is vital for SMEs. We also
state that the EU is interested in assisting SMEs to achieve greater information-sharing
capabilities. However, we must ponder why data sharing among SMEs has not seen higher
implementation within the European communities.

The EU is currently in the motion of deploying regulatory measures that help share
business-to-business (B2B) data. However, the notion is that companies are hesitant to
these B2B solutions as they do not see value when asked to share their prized data [14].
Data can be used by many different entities and organizations at the same time. Meaning
that several organizations can benefit from this without limiting each other. Usually, negative
limitations are found in markets where enterprises bestow copyright claims and
infringements [15]. As it currently stands enterprises opt to keep data to themselves instead
of increasing their pool. One of the main reasons that enterprises are not sharing data is that
they are genuinely concerned about privacy. Furthermore, there are other reasons such as
lack of demand, lack of skill within the company, fear of giving out trade secrets, fear of
misappropriation, and many others [2].

The legal aspects that accompany enterprises when they commit to data sharing practices
are also one of the reasons why enterprises hesitate to exchange information [3],[12]. To
start things off, data protection under GDPR states that there is a distinction between the
different categories of personal data.
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Enterprises may be able to process data such as names, addresses, income, and passport
numbers but they are not allowed to process information such as ethnic origin, sexual
orientation political opinions, or religious beliefs. An action that enterprises must take is that
they have to appoint a data controller, this role is responsible for how personal data is
processed.

An additional role that they have to establish is the data processor which is responsible for
the storage and process of information. Another role that has to be filled by an enterprise is
the role of the Data Protection Officer. The officer cooperates with the Data Protection
Authority in order to guide employees on how to process and store information. Furthermore,
the parties that partake in data sharing must sign written contracts that allow each other to
process the exchanged information. Consent, contractual obligations, and legal obligations
must be met by both parties before processing any information[16].However, we know that
the EU is also trying to implement such regulations that increase data sharing and at the
same time, it does so in an incentivizing way. This is where our project comes in to assist the
EU and this new direction that is taking place.

3.7 Risk of Data Sharing

Now that we know that concerns about privacy and confidentiality are the barrier that
prevents SMEs from data sharing, we will look at these concerns. We need to understand
the potential risks of data sharing breaches so that we can evaluate any solution to this
problem.

In a traditional risk assessment, we evaluate risk based on the severity of the consequences
of an event and the probability of the event. However, a privacy protection system is
supposed to protect data by enabling the creators of the system to better control the
probability of negative events. This means we need to be looking at the potential
consequences of the data privacy breaches so that we can better understand the
appropriate level of protection and thus the acceptable probability of privacy breaches.

The first assertion we might make is that the probability of privacy breaches should be zero.
The problem with this is that to achieve this probability, the system would have to be
designed in such a way that it becomes non-functional, or loses all value as a data-sharing
system.

This relation between privacy and utility will be discussed further in section 6.1 data privacy
vs utility. We need to find the correct balance between functionality and risk, so we must
discuss the consequences of potential privacy breaches.

Since this project is centered around data sharing between SMEs we can broadly categorize
data into two types of data that need to be protected, private data about the customers and
confidential data about the enterprises themselves. There can be different consequences for
privacy breaches of each of these types of data.

14


https://paperpile.com/c/RSyWzW/hdH7

First, we will look at the potential harm that can result from data breaches on private data
about customers or employees. We can categorize the harm into 5 different categories:
physical harms, economic or financial harms, mental or psychological harms, harm to dignity
or reputation, and societal or architectural harms [17].

- Physical Harms
Physical harms include physical injury and even death. In one case the breach of privacy
concerning a woman'’s workplace lead to her murder[Remsburg vs. Docusearch, Inc]. This is
an extreme case, but it demonstrates potential harm that can result from a breach of privacy.

- Economic or Financial Harms
The subject of a privacy breach may suffer economic or financial harm from things such as
fraud or identity theft.

- Mental or Psychological Harms
Subjects may suffer from mental or psychological harm due to a privacy breach. This can,
among other things, arise from things such as fear of others using the data.

- Harm to Dignity or Reputation
Embarrassment or humiliation is categorized as harm to dignity or reputation and can be
caused by a subiject's private data being exposed.

- Societal or Architectural Harms
The final category includes the effects of monitoring, social control, and the effects on free
speech and civic life.

Confidential information concerning the enterprise itself can also be compromised and lead
to different types of losses.

- Loss of Trust
If an enterprise's confidential data is breached it may cause its business partners to lose
trust in the enterprise.

- Loss of Reputation
If an enterprise has its confidential information breached, it may suffer a loss of reputation.
Customers may think twice about doing business with the enterprise.

- Loss of Trade Secrets
With the loss of trade secrets, an enterprise can lose its competitive advantage in the market
as the trade secrets can become public.

- Financial Loss
The aforementioned losses that can occur due to a breach of confidential data, and can
carry with them financial losses. A loss of trust, reputation or trade secrets can easily be
accompanied by financial loss as the enterprise loses business partners, customers, and
market advantage.

Harms or losses to the subjects of the data that has been compromised are not the only
consequences of a data breach. There can also be legal consequences. As an example, the
EU has instituted fines through the General Data Protection Regulation(GDPR). These fines
can be as high as 20 million euros or 4% of total global turnover, whichever is highest[17],
[18].

As we can see there's a large variety of different consequences that must be considered
whenever we are dealing with data protection. However, there's also a large disparity
between the severity of the consequences. The potential negative consequences will largely
depend on the specific data that is compromised, and so different levels of protection must
be implemented when there are different potential consequences of protection failure.
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4 State of the art

We have established what SMEs are and the state of data sharing among SMEs. We have
seen how they benefit from data sharing as well as the problems they are facing. We have
found that the main barrier to data sharing appears to be privacy concerns. If data sharing
among SMEs is to grow further this problem of privacy must be solved. Therefore we will
now discuss the potential solutions that may be able to solve these problems.

We will first discuss the well-known and simple method of anonymization, then we will
explore the more advanced anonymization technique k-anonymization, and finally explain
the newer and less widespread method of Differential Privacy and how it stands out. Our
main focus will be Differential Privacy as it is a newer and lesser known technique.

4.1 Anonymization

One way systems have tried to protect businesses and people from the harms of data
breaches is anonymization. By simply removing any personal identifiers from the data, it is
thought that the data becomes anonymous. Without these personal identifiers, the data can
be used and shared without risking harm to the data subjects. Unfortunately, this is not true
[19]. Even if data such as nhames or IDs are removed from a data set it may still be possible
to identify people in the data through methods such as de-anonymization [20].

As an example in 2006, Netflix released a data set of 100 million user ratings, as part of a
competition to improve their recommender system [[21]. These 100 million user ratings had
been anonymized. Netflix believed that it would prevent people from identifying the users.
However, a research team was able to compare the Netflix data set with a data set from the
Internet Movie Database (IMDB) [22] and identify large numbers of users [20].

These de-anonymization, or linkage attack, methods take a data set and compare the
entries in the data set to the entries in some external data set. They then look for entries that
match in both data sets. The more two entries match up the higher the probability is that they
belong to the same data subject. This method can’t guarantee that the two matching entries
are based on the same data subject, but the probability can become so high that the subject
is effectively identified.

With these types of linkage attacks, it is clear that simple anonymization isn’t enough to

protect privacy. We need to find privacy protection methods that go beyond simply
anonymizing data.
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4.2 k-anonymity

The concept of k-anonymity is used to disclose person-oriented data structures with the
protection of privacy in mind to whoever is interested in it. It is done without making it
possible to identify the individuals that are within these data sets while still maintaining the
usefulness of the data. The definition states that “Each release of data must be such that
every combination of values of quasi-identifiers can be indistinctly matched to at least k
individuals”. [23] In order for the released data to have the k-anonymity model applied, the
information connected with each person must not be distinguished by k - 1 peoples data that
appear in the same overall data release. The more comprehensive statement is written as
such, “Let T (A1, ..., An) be a table and QI be a quasi-identifier associated with it. T is said
to satisfy k-anonymity wrt QI if each sequence of values in T [Ql] appears at least with k
occurrences in T [Ql].” [23] There are a few ways to apply k-anonymity to a given data set.
The first method for applying k-anonymity is the method of generalization. Generalization is
a method where values that represent individuals are exchanged for broader categories of
values. For example, if you have the year of birth of an individual that was born in “1995’ you
can replace it with the broader attribute of being born between ‘1990’ and 2000’
Suppression is another method for achieving k-anonymization. In this case, you suppress
information by removing attributes as a whole. To give an example we take the attribute of
an SME which states what kind of an SME it is, for example, a cafe, a restaurant, or a
cinema and we replace it with a null value. A full example is shown in table [link] where
attributes of SMEs are shown before and after the implementation of k-anonymity by
inserting Suppression and Generalization methods into the data set. The names of the
SMEs and their owners' names were suppressed, while the year of establishment and the
number of staff were generalized.

Table 4.2.1
Name of Year of Name of Type of Region Number of
SME establishme | owner SME staff

nt
CafalLusso 2010 Carla Cafe Copenhagen | 4
Jibbers 2018 Bob IT company | Zealand 7
Qaffo 2020 George Restaurant Northern 12
Denmark
Voile 2020 Michael Bar Zealand 8
Kairu 1995 Jane Hotel Southern 10
Denmark
The Hive 2000 Katherine Computer Copenhagen | 3
Hardware
company
Kaleido 2006 John Jewelry Central 2
store Denmark
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Table 4.2.2

Name of Year of Name of Type of Region Number of
SME establishme | owner SME staff
nt

Not 2005-2015 Not Cafe Copenhagen | 1-10
Disclosed Disclosed
Not 2010-2020 Not IT company [ Zealand 1-10
Disclosed Disclosed
Not 2012-2022 Not Restaurant Northern 10-20
Disclosed Disclosed Denmark
Not 2012-2022 Not Bar Zealand 1-10
Disclosed Disclosed
Not 1990-2000 Not Hotel Southern 10-20
Disclosed Disclosed Denmark
Not 1990-2000 Not Computer Copenhagen | 1-10
Disclosed Disclosed Hardware

company
Not 2000-2010 Not Bar Central 1-10
Disclosed Disclosed Denmark

While the tables above are used as an example of how k-anonymity can be implemented
there are some problems with the concept when someone wants to commit “attacks” against
k-anonymity.

Unsorted Matching Attack: This type of attack refers to the tuples that the data set or table
depicts[24]. The order of the tuples can be assumed by the attacker and in a real-world
scenario it often is a problem as sensitive data can be leaked or altered. However, it can be
solved by randomizing the order of the tuples[25].

Complementary Release Attack: Typically a common theme with these data tables is that
when they are released, the attributes of the table constitute the quasi-identifier thus making
them a subset of the attributes within the table. This means that when the data table is
shown with the k-anonymity properties implemented it should be viewed as a combination of
other external information. Furthermore, when there are more releases of the same data, it
must take into consideration all of the released attributes of the quasi-identifiers in order to
prevent linkage attacks with the original data table[25].

Temporal Attack: Sometimes that data tables or sets that are released go through dynamic
changes. This means that if a given table that is released goes through some changes, for
example, if some tuples are added or changed altogether, the overall data that has been
released so far can be temporal inference attacked. If we release table T1 and add later in
time some new tuples into the table making it effectively table T2, there are no guarantees
that the previous version of table T1 is linked to the new version of table T2. This leads to
sensitive information being leaked[25].
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k-anonymity Mitigations: There are several drawbacks to k-anonymity however there are a
couple of methods that can enhance the effectiveness of k-anonymity. The I-diversity method
is an additional step imposed on k-anonymity in order to ensure a better quality of
anonymization. |-diversity acts as a benchmark, it is used to ensure that anonymization has
been implemented to a level where re-identification can be avoided. There are many
algorithms that can achieve anonymization using this method as a benchmark. However, it
cannot account for background knowledge attacks. t-closeness can be used as a further
enhancement of |-diversity to avoid such attacks. Nevertheless, the more of these methods
that are applied to a data set the less effective the information will be for the user[26].

4.3 Differential Privacy

When dealing with privacy in data sets there’s a variety of methods that can be used, many
of them use the concept of differential privacy. Differential privacy is specifically concerned
with how to keep the data set useful in analysis while preserving the privacy of individuals in
a data set. However, overly accurate answers to too many questions will still ruin the
individual's privacy [27].

The core promise of differential privacy is that any individual data subject will not be affected
by allowing the data to be used for study or analysis. Any individual in the data set should be
able to participate or not participate in the data set, and not be affected either way, while the
study or analysis of the data set should still give the same result.

An example that is often used to explain differential privacy is the example of a smoker
participating in a study. The study may show that smoking causes cancer, thus raising the
smoker’s insurance premiums. In this example, differential privacy takes the stance that the
smoker's privacy was not compromised because the impact on the smoker would have been
the same whether or not they participated in the study. It is the result of the study that
affected the smoker, not their participation [27].

Differential privacy is defined by the difference between the two outputs of an algorithm
given two data sets, with or without one individual. This difference in output is captured by
the privacy parameter ¢, the smaller the ¢ the better the privacy. However, differential privacy
is a definition of privacy, not an algorithm. There are many different algorithms for different
tasks and values of .

4.4 Adding Noise

Differential privacy works by adding noise to keep individuals' data private. By taking the real
answer to a query that is made on the data set and adding noise, it can obscure the true
values in the data, and thus protect participants' privacy. But this leaves the question of how
much noise should be added? If too much noise is added then the accuracy of the query
result will suffer, but if too little noise is added then the privacy will suffer.

A good way to add noise is to draw from the Laplace distribution [27]. The gaussian
distribution can also be used, however the Laplace distribution has the advantage of being
narrower while still having the probability of large variations. The method of extracting the
amount of noise from the Laplace distribution is called the Laplace mechanism.
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The Laplace mechanism calculates the noise that will be added by drawing a random value
from the Laplace distribution. The Laplace distribution is defined by a center point and a
scale factor. The center is placed at 0 so that it provides both positive and negative values.
The scale factor is used to determine the magnitude of the value, a higher scale factor
means a higher likelihood for high values of noise. The scale factor for the noise will be
calculated based on the sensitivity divided by the € value, Af/c. In the following two sections,
we will discuss these two values and how they can be chosen.

4.5 Function Sensitivity

Differential privacy provides privacy by giving plausible deniability to individuals as to
whether or not they are in the data set or whether or not their data is correct. Anyone
querying the data should not be able to determine whether any one individual has been
added, removed, or has changed their data. However, the addition, removal, or change of
any individual data point, has different effects on different query functions. The sensitivity of
a function is used as a way of describing how much the result of the function changes based
on the input. The function sensitivity is used to determine the magnitude of the noise that
needs to be added. The sensitivity of the function is used to define the Laplace distribution
that noise will be drawn from. The Laplace distribution is a symmetric version of the
exponential distribution and is defined by a center and a scale factor. By placing the center
at 0 it can create both positive and negative values as the noise, and the scale factor
determines the width of the distribution.
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As the scale factor increases the probability distribution widens, resulting in a higher
probability of getting larger values. The sensitivity of the query function is used to determine
the scale factor in combination with €.

A simple example of how different functions have different sensitivity is the two following
equations.

f(x) =x
This equation has a sensitivity of 1 since changing x by 1 also changes f(x) by 1.
f) =x*5

Whereas this equation has a sensitivity of 5 since changing x by 1 changes f(x) by 5.
We can use this to start looking at any query function that maps the data set to real
numbers.
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The most simple of these functions is the counting query. Counting queries count up the
number of entries in the data set that fulfill certain criteria. Counting queries always have a
sensitivity of 1, as adding, removing, or changing a single entry can at most change the
result by 1.

Another simple type of query is the summation query. The summation query sums up the
values of some number of data entries. The summation query has no clear sensitivity as
there is no set range of values that will always be summed up. The range of possible values
depends on the type of data that is being queried. If we use people's ages as an example
then the range could be 0 - 100, but there's no guarantee that someone older than 100 won't
be added to the list. We can try to set a bound for the range of values, but there's no
guarantee it won't be violated. As such summation queries are unbounded, and it is up to the
individual implementation to set a reasonable bound. A reasonable bound is important, as a
bound that is too narrow can be dangerous, as it would not provide the desired sensitivity for
those that fall outside of it. But a bound that is too wide would cause the accuracy of the
query to suffer. This problem of unbounded sensitivity is not unique to summation queries,
there may be other queries whose sensitivity is also unbounded, these queries must also
have a bound imposed on them.

Now that we have these two types of queries we can use them to build other queries. For
example, a query asking for the average of a set of values is simply the result of the
summation query divided by the result of the counting query.

4.6 Privacy Parameter ¢

the second parameter used to determine the shape of the Laplace distribution is €.

This parameter is used to set the desired probability that an attacker has of guessing the
answer to a query without the noise, thus potentially breaching the user’s privacy.

Let's use an example of a database and query to demonstrate how & can be determined. As
an example, we take a database of four bars with their names and the number of different
beers they serve.

Name Number of beers
A 12

B 10

C 7

D 4

We want to release the average number of beers of some subset of bars, perhaps 3 of them
have a special deal with a brewery. However, we don't want anyone to be able to tell which
one of the bars is left out. Let's assume the worst-case scenario where the adversary knows
all data, except which of the bars have special deals. The adversary knows both the names
and number of beers of all four bars. Without performing the query the adversary has a 25%
chance of guessing which of the bars does not have a special deal. However, after the
query, if no noise is added, the adversary has a 100% chance of guessing correctly.
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In this example, the adversary can simply calculate the average number of beers for each
possible combination of bars, and find the combination that corresponds to the result of the
query. But more generally the adversary can calculate the probability of all possible
database states, and then once the database has been queried, update the probability of
each state based on the query result. In our example, the updated probability will leave only
one possible combination with 100% probability. This changes when the noise from the
Laplace distribution is added.

The adversary can create a series of Laplace distributions, one for each possible
combination of bars. These would be the following distributions:
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Each Distribution is centered on the average number of beers of the corresponding
combination of bars. The scale factor is the scale factor employed by the differentially private
mechanism.

As discussed previously the scale factor is the function sensitivity divided by ¢. In this
example, the scale factor is set to 0,5. The adversary can then perform the query and
compare the likelihood of the query result coming from each distribution. If the query result is
9, the probability of this value originating from each distribution can be calculated using the

Laplace probability density function:
f(x,a,b) = 5 €

X, is the query result.

a, is the location parameter.

b, is the scale factor.
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Bar combination Average number of beers Probability of query result: 9
given this combination

B,C.D 7 0,0183

A,C,D 7,66 0,0685

ABD 8,66 0,5066

AB,C 9,66 0,2671

From this we can see that the most likely result is the bar combination; A,B,D.
We can also calculate the confidence in each combination.

Bar combination Confidence
B,.C.D 0,02
ACD 0,07
AB,D 0,58
AB.C 0,31

This means that given the query result of 9, the adversary can be 58% confident in guessing
the bar combination A,B,D.

However, this confidence falls when the scale factor of the Laplace distribution increases. As
the distributions widen, the overlap between them increases. With a larger overlap, the
likelihood of the query result originating from either one of them converges. As the scale
factor approaches infinity the distributions become infinitely wide and thus indistinguishable.
If the distributions become indistinguishable then the probabilities are the same for each
distribution. This means that confidence in any combination is the same. In our example, we
have 4 possibilities which mean, the confidence in any possibility would be 0,25. If there
were 5 possibilities, then each would have 0,20. This sets our lower bound as one divided by
the number of entries. This means the more data in the database, and thus possible query
results, the lower, the lower bound is.

Differential privacy uses the function sensitivity divided by € as the scale factor. As ¢
approaches 0 the scale factor increases and the adversary's confidence approaches the
lower bound.

This method also allows us to work backward and find the proper value for € given a desired
maximum adversary confidence. If we decide on a maximum value for the adversary’s
confidence, we can use the data set being queried and the query functions sensitivity to find
the corresponding value for €.
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5 Problem Analysis

In this section we will be analyzing the problem further to get a more detailed and in depth
understanding of the problem. We will be doing this by performing our own interviews and by
using the diffusion of Innovations theory.

5.1 Interviews

To get a deeper and more qualitative understanding of data sharing in SMEs we conducted a
series of interviews with SMEs.

The goal of the interviews was to shed light on data sharing in SMEs. We focused on how
businesses were sharing data, what kind of data, and how it was shared. We also asked
what benefits they gained from sharing data and if they could see the potential for further
benefits from sharing more. The barriers stopping SMEs from sharing data or sharing more
data were also of interest so that we can understand the problems SMEs face when sharing
data.

These interviews were semi-structured. The interviewer would ask about certain topics to
ensure we gained the information we were looking for. But the interviewer would also dive
into the interviewees' answers, ask clarifying questions and probe further.

The interviews were conducted in two separate areas, Copenhagen Denmark, and the
Greek island of Samos. 7 interviews were performed in Greece and 6 were performed in
Denmark. These two different locations allow us to get a broader look at SMEs due to the
fact that they are so different. Copenhagen is a large city in northern Europe where there is a
large number and variety of businesses. The small Greek island is a much smaller
community with less competition. These factors may change the SMEs’ stance on data
sharing.

The interviews were performed in either Greek, Danish, or English to accommodate the
interviewee. This was done to try and make the interview more approachable and easier for
the interviewees to participate and communicate. This does however mean that there may
be differences in the interviews due to translation. However these interviews were trying to
explore and understand the interviewees, so hopefully, the deeper explanations were able to
compensate for translation differences.

The businesses that were interviewed in Greece were a variety of different businesses
including a book store, a cafe, a cafeteria, an IT and software consultancy, a jewelry shop, a
cinema, and a tourist shop. The SMEs interviewed in Copenhagen were all some variety of
restaurant businesses. The lack of diversity in the Copenhagen sample is in large part due to
the large proportion of SMEs in Copenhagen being restaurants. Many other types of
businesses in Copenhagen were too large or were unavailable for us to interview.
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List of Interviews

Interview Location Date Duration
1 Samos July 7 2022 07:12
2 Samos July 8 2022 24:05
3 Samos July 14 2022 07:52
4 Samos July 14 2022 03:22
5 Samos July 15 2022 03:23
6 Samos July 23 2022 06:04
7 Samos July 23 2022 05:23
8 Copenhagen July 25 2022 07:45
9 Copenhagen July 27 2022 05:23
10 Copenhagen July 26 2022 04:15
11 Copenhagen July 27 2022 08:18
12 Copenhagen July 27 2022 03:25
13 Copenhagen July 29 2022 09:44

The State of Data Sharing

Part of our interviews with SMEs was focused on answering the question of whether or not
they shared data. The results we got were that 5 out of 7 of the Greek SMEs shared data
while 4 out of 6 Danish SMEs shared data. However, the type of data sharing varied a lot.
Several of the SMEs shared data exclusively for the purpose of receiving a service or
product in return. For example, some SMEs used an external booking service. These
booking services were provided by another business and required them to share data in
order for the service to function. The proportion of interviewed SMEs that shared data that
were not directly related to the use of a service or product was significantly lower. Only 3 out
of 7 Greek SMEs and 1 out of 6 Danish SMEs were sharing data for the purposes of sharing
and gathering data. These SMEs would share data and information in order to receive
information that they themselves could then act upon. For example, the cinema would share
data on the success of their movies with other cinemas to get a better idea of the overall
success of the movies. This data could then be used to strategize and improve their future
success.

While only a small fraction of the interviewed SMEs shared data, some of the SMEs that did
not partake in data sharing were still interested in receiving data and information from other
businesses. One of the SMEs even referred to it as “spying”. They described going to their
competitors and looking at their store, their products, and their prices.

This information is of course all publicly displayed. This shows that many of the SMEs are
interested in receiving data and information but have concerns about sharing their own.
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Data Sharing Partners

From our interview, we also got an insight into who SMEs are sharing data with. One of the
categories of other businesses that SMEs are sharing data with is supply chain partners.
Sharing data with supply chain partners allows the SMEs to express their product needs.
But the main data sharing partners were other businesses that required the exchange of
data in order to provide a service to the SME.

Only 4 out of the 13 interviewed SMEs shared data with competitors or similar businesses.
Some of the cited reasons for not sharing data with competitors were privacy concerns,
suspiciousness, and previous bad experiences. The results of our interviews would seem to
agree with the EU report, that SMEs prefer to share data with businesses that they have
close business relations with.

Shared Data

One of the types of information that our interviewees shared was information and ideas
about products and services. This type of information can include some quantitative data but
seems in large part to be qualitative data. The SMEs talked about sharing and being
interested in how competitors were running their businesses and ideas for their products and
services. This type of information may be difficult to share in a rigidly structured format.
Some of the SMEs stated that they would share this type of data verbally, or would go look
at how competitors were doing.

However, there was also some quantitative data being shared. Data such as the prices of
products bought from their suppliers and the prices of the products sold to their customers.
Another type of data being shared was employee wages. These types of quantitative data
could more easily be shared in a rigidly structured format, and statistical analysis tools would
allow SMEs to more easily analyze this type of data.

Customer data was also one of the types of data that some of the interviewed SMEs either
were sharing or would like to share. But when talking about this type of data the SMEs also
stated their concerns about the privacy or security of customer data. It seems that the SMEs
wanted to ensure the privacy of this type of data before sharing it.

Sharing Methods

Our interviews found three main ways that SMEs shared data, Verbal, organized sharing,
and automated systems.

Some of the Interviewed SMEs described talking with other businesses and sharing
information this way. This was described as a more causal method of sharing data.

Another way that some of the SMEs shared data was through industry organizations or
events. One SME mentioned an expo where businesses would share information.

The final method was through an automated system. This method however, was mainly used
to share information with businesses that provided some type of service like a booking
system to the SME.

26



Conclusions on the Interviews

Much of what we found in our interviews supports the studies that have been done and
which we have gone through in our background chapter. The proportion of SMEs that share
data with other SME to gather data that they can then use is the minority. However we also
found that many of the SMEs were interested in gathering more data, but many had privacy
concerns or other obstacles preventing them from doing so.

The interviews also supported the EU reports claim that SMEs prefer to share data with
close business partners, one of the reasons for this is that data sharing helps SMEs build
stronger business relations.

Another benefit we have found both in our background research and our interviews is that
data sharing can help SMEs develop better products and services. When talking to the
SMEs some of them mentioned how they used data, information and ideas from other
businesses to improve their business. This category can be difficult to quantify, as to what
exactly is needed of the data sharing technology to provide this benefit. However, some of
the things mentioned by our interviewees was the sharing of prices and wages, so that they
could be more competitive and be able benchmark themselves relative to other businesses.
This means that a data sharing technology needs to allow for the sharing of this type of data.
The sharing of ideas was also mentioned, which may be a more qualitative type of data. This
means that a data sharing technology should ideally be able to share both quantitative and
qualitative data.

Our interviews also shed more light on the barriers to data sharing. When we performed our
own interviews with SMEs we found evidence to support the studies which we have explored
earlier in the background chapter, and their claim that legal and privacy issues are a big
barrier to data sharing. 10 out of the 13 SMEs we interviewed named privacy, security, and
legal issues as some of the barriers to data sharing. This shows that these issues are one of
the main barriers to data sharing and must be dealt with if data sharing is to grow.

Another barrier we identified from our interviews is a lack of resources to dedicate to data
sharing. Two of our interviewees said that they did not have the necessary resources to
dedicate to data sharing and another mentioned a lack of digitization. The small number of
SMEs that mention this as a barrier fits with some of the other sources we found. In the
Open Data Institute and YouGov survey only 8% of SMEs said that “Lack of technical
in-house skills/ capacity” was a barrier to data sharing. This is a very small percentage of the
SMEs. The technical and resource barriers to data sharing do not appear to be a big barrier
to data sharing, but it is a barrier for some. Data sharing technologies could benefit from
being easy to use and not very resource demanding, but it should not be a high priority.

Additional Findings

An interesting observation we can make is that a larger proportion of the Greek businesses
interviewed shared data compared to the Danish businesses. This may be because of
cultural differences, the smaller community, or simply due to the smaller sample size. There
are some interesting details that were revealed to us through some of the interviews. One of
the people that were interviewed has a company that acts as an IT and software consultant
for other enterprises. They mentioned that they are not seeing a full implementation of
GDPR by a lot of companies.
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In addition to this in another interview, a bookstore owner was saying that the recent
introduction of digitalization in many state agencies has led to an increase in data sharing
between them and their customers. However, it is problematic for the bookstore owner, the
increase in data sharing has brought the burden of devoting time to helping customers with
their everyday digital tasks. Until recently Greece has carried out all its state agency work
through physical paper.

The sudden shift to the digital world has left many without the knowledge of how to do simple
tasks such as accessing documents or sending emails. A typical task for the bookstore
owner may be that someone comes in one day to print some digital files. The bookstore
owner will have to devote time to help them locate their files and then send them to their
bookstore email address in order to print the files. Out of the 10 minutes that the whole
interaction will take the bookstore owner will not be paid for the service but for the number of
papers printed which can amount to as little as a couple of cents.

An assumption that can be made is that the recent digitalization of the state agencies in
Greece as whole makes it difficult for its citizens to adapt to the digital world. In addition to
this another assumption could be that whatever data sharing technology would be used in
the end it would have to be easy to access and to understand.

5.2 Adoption Rate and Network Effects

A subject that needs to be addressed is the willingness of enterprises to adapt to the system.
If first and foremost they want such a system then a follow-up question would be as to when
a full adaptation will commence by these enterprises and the markets that they are in.
Diffusion of Innovations Theory is able to hypothesize how such an adaptation can take
place. It showcases how technological, economical, and other advancements are integrated
within societies. It starts by describing the categories of people that adopt an innovation. The
Innovators are the first to adopt the innovation and they are willing to even risk their
enterprise in order to try the new innovation. Next, we have the Early Adopters, this group is
interested in new innovations and wants to try them out. The Early Majority are using said
innovations and are a segment of the overall population. The Late Majority follows the early
majority in integrating innovation as part of their lives. Lastly, we have the Laggards, these
are the people that will be the last to integrate innovations into their lives or sometimes they
will even choose not to adopt them at all [28].

The innovator’s and early adopter’s willingness to take risks would be an important part of
the adoption of a differentially private data sharing system. Because of the relation between
accuracy and protection in differential privacy, the innovators and early adopters would have
to contend with either lower accuracy or privacy protection. Their willingness to take risks
may allow the system to use lower levels of privacy protection early in the system's adoption
and then increase the protection as more SMEs adopt the system. This would give a natural
progression of lowering the risk as more risk-averse SMEs adopt the system. This positive
feedback loop of lowering risk as more risk-averse SMEs join could help grow the system.
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There are several factors as to why, how, and when a society adapts to new technology.
These factors can be population, education, development, industrialization, and many more.
In our case, one of the main struggles that the system can face is the time of the adaptation
of this new system. We can not estimate how many enterprises will be willing to adopt the
system. Furthermore, the system is inherently a network. As the system connects
enterprises by sharing information with one another, the network will be limited by the
number of enterprises that are willing to adopt it. The value in data sharing is the data being
shared. This means that the value of a data-sharing system grows with the volume of data
being shared. But this also means that if there are very few SMEs sharing their data the
value of the system is correspondingly low. The first SME to adopt the system would gain no
value from the system until other SMEs join the system.

Because of the initially low value of the system, there needs to be some incentive for SMEs
to adopt the system. One incentive would be the future potential of the system. If SMEs see
a large enough future potential for the system then they may be willing to adopt the system
early. Another way to incentivize early adoption is through external incentives. As we have
discussed the EU has shown an interest in business-to-business data sharing in Europe and
may be willing to provide some additional incentives or encourage early adopters. Such
support could be vital to the adoption of the system, especially because of the early system’s
combination of low accuracy, high risk, and low volume of data. Industry groups and
communities can also incentivize SMEs to adopt the system.

6 Technical Analysis

Now that we have described how differential privacy works, we proceed to the analysis of
whether or not differential privacy would be suitable for protecting privacy in data sharing
among SMEs.

6.1 Data Privacy vs Utility

‘“Data Cannot be Fully Anonymized and Remain Useful.” [27]

This means that any data relating to a subject cannot be used and at the same time remain
private. The utility and privacy of data have an inverse relationship. We cannot have the
same data be both perfectly private and useful, there must exist a tradeoff.

As an example, if a business wishes to keep its desire to purchase a product entirely
privately, then it cannot purchase that product. To purchase a product they must at some
point reveal their intent to purchase the product to a seller. The more sellers they reveal their
desire to purchase the product to, the more options and the more competition for the sale
there will be.

Differential privacy is a definition of privacy that attempts to work with this tradeoff. An
algorithm that analyzes a data set is differentially private if you cannot tell whether an
individual's data was included in the data set or not, based on the result [29]. We can
capture the difference between the results with or without any particular individual with the
parameter, €. A smaller € provides more privacy but lower accuracy of the result and thus
lower utility [27]. Differential privacy tools are designed to provide a certain value of €, thus
providing a controlled trade-off between privacy and utility.
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As we have shown, SMEs can benefit from data sharing but they are concerned about the
privacy risk. Differential privacy does not allow us to simply remove the risk but allows us to
make a controlled trade-off between privacy and utility. Differential privacy is not a perfect
solution, if it is implemented it will diminish the benefits of data sharing. This leaves the open
question of whether or not SMEs would still be interested in data sharing, if the benefits are
reduced in exchange for lower risk.

This question may be answered differently from enterprise to enterprise, depending on how
big the benefits and risks are to them individually. Some SMEs may be able to better utilize
the shared data based on analytical skills or how applicable the data is to the specific SME.
Likewise, the risks may vary from SME to SME. SMEs that deal with more sensitive data
may feel the risk is higher than those that deal with very little sensitive data. As we have
mentioned, SMEs make up a large percentage of EU businesses and so, we will potentially
be dealing with a large variety of differing opinions on whether or not the loss of utility in
exchange for privacy protection, still makes data sharing favorable.

Something noteworthy is that a system such as this that enables SMEs to exchange
information can be implemented according to the needs of the SMEs. To give an example
the system does not necessarily have to cover or be implemented for the whole European
Union. It can be split into smaller sections. These sections can be Countries, Communities,
and even economic sectors. These groups can be responsible for their own rules, laws,
regulations, and overall implementation of this data-sharing system.

We have also described how data sharing can help create a more transparent market, and
move it closer to a situation of perfect competition. However, differential privacy does not
make the data completely transparent. Differential privacy introduces noise to any query
made on the data. This means that each SME would not have access to a complete and
clear overview of the market. However, data sharing with differential privacy would help to
provide a more transparent market, just not a completely transparent market.

6.2 Data Storage and the Injection of Noise

When applying differential privacy in a data-sharing system we need to decide where to
store the data because it determines how we can add the noise. We can either store the
data within each SME or gather it and store it somewhere else. A decentralized system
would have a peer-to-peer architecture, where each SME would store, distribute and collect
data from other SMEs. The centralized system would have a central control server or similar,
that would be in charge of collecting and distributing the data.

Both architectures have their benefits and drawbacks, but there are a few special concerns
when dealing with the type of data sharing systems in this project.

The first is that we are dealing with SMEs. As described earlier in section 3.1 SMEs are
enterprises with at most 250 employees. These enterprises may have limited technical IT
capabilities. A decentralized system would put more responsibility on the individual SMEs.
Relying on each SME to be in charge of maintaining, operating, securing, etc. the system
may be an unwanted and unreliable solution. Any system that would be implemented in the
SMEs would put some amount of responsibility on the individual SMEs, but a centralized
system moves some of that responsibility from the SMEs to the central operator.
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This problem of distributed responsibility becomes greater when considering differential
privacy. In the decentralized system, each SME’s system would be in charge of data
curation, introducing the right level of “noise” to maintain the desired level of privacy and
accuracy. In the centralized architecture, the SMEs send their data to the central control
server and this is where the server handles the curation of data based on the total data
received from multiple SMEs. This can be implemented nationally, regionally, or in whatever
group the system is implemented in.

When we are using differential privacy, we maintain some level of privacy by adding noise.
The goal of differential privacy is that the output of analysis on a given data set has a
specified difference, €, whether or not a single individual is included in the data set or not.
The difference € determines the level of privacy and accuracy. To achieve this, we look at the
analysis function and determine its sensitivity to the removal or addition of a single
individual. This gives us the amount of noise that needs to be introduced to the data [[27]].
This means that every query of data must include some level of noise. This gives us some
options for centralization or decentralization.

One way of introducing noise into the system is to inject noise into each query. Each peer
will perform the requested query on their data, inject the noise in the result and send it to the
peer who made the request. However, in this model, the noise gets compounded as each
query adds the required noise. However the noise can also be injected into the data set
itself. This is done by adding noise to each data point in the data set.

While injecting noise into each data point distorts the individual values, quantities such as
the mean are preserved as the random noise has an equal probability of being positive or
negative, according to the laplace distribution. By injecting the noise into the data set we can
send the entire data set with privacy protection. However we again end up with too much
noise. This is because the amount of noise needed to achieve the desired level of protection
becomes smaller as the size of the data set increases. These individual data sets will
therefore require more noise than the combined data set.

Data+noise Data+noise Data+noise

Curator Curator Curator

adds adds adds

noise noise noise
Data Data o O O Data

E \ B / E
Peer-to-peer sender side noise injection.
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To avoid this problem of compounding noise the peers can send the data sets without the
noise, and then each peer continuously collects data, stores it without noise, and only
introduces noise when the data set is queried.
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Data Data
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Peer-to-peer receiver side noise injection.

This avoids excess noise in the data, but it requires every peer to store all the data without
the protection of differential privacy. This has the downside of posing the risk that if any of
the peer's systems are compromised all the data may be leaked without privacy protection.
In our case the peers are SMEs and the goal is to have a large number of peers. These
SMEs may not have the best IT security systems in place and so this may pose too large a
risk. In the centralized architecture, we face similar problems.

Server
Curator —
adds Total
noise DB
Query Data Data Data
Store Peer Peer
- 5 3
Local O 0 0O Local Local
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Centralized architecture.

However, if the data is stored without noise in the central server and the noise is added
when it is distributed then there is only one place where the data is stored without privacy
protection, making it easier to secure.

32



One problem that the centralized architecture has is that it needs to be trusted. The SMEs
need to trust the central data curator. If they do not trust the central curator they would be
unlikely to use the system. Especially when their number one concern in data sharing is
privacy, they would be unlikely to share data with an untrusted entity. Of course, we take into
consideration laws and regulations such as GDPR that can be implemented throughout the
European Union and the smaller groups within Europe. This can both incentivize SMEs to
trust and exchange information with other enterprises using this centralized architecture.
However, it can also discourage SMEs from participating in data sharing as we have
mentioned previously (sec 3.7)

6.3 Problem of Repeat Queries

In differential privacy, the privacy protection degrades with repeated queries. Repeated
queries allow the user to map the repeated query result to a probability distribution. As the
query is repeated the user’s probability distribution begins to be more accurate to the
distribution that the added noise was taken from. If the user can perfectly map the probability
distribution, then they can find the center of it, which is the true value of the query, before the
added noise.

One way to try to solve this is to limit the number of times the same query can be performed
on a given set of data. But as the focus of this project is on multiple SMEs sharing data and
using the same system, this problem becomes worse. Limiting the number of times a query
can be performed on a specific set of data, would usually alleviate the problem. However, in
our case, the multiple organizations may share their query results, and thus reintroduce the
problem.

This can be solved by only allowing a query to be performed once, globally, and then storing
the result and providing it to other organizations that may make the same query. This
solution becomes a little more difficult in a distributed system where the query results have
to be disseminated throughout the system. In a centralized system, only the central server or
central few servers needs to be kept up to date, while in a peer-to-peer system each peer
needs to receive the same information.

Similarly, users may ask technically different queries that are functionally the same. For
example, If a user asks for the number of enterprises that have more than 200 employees or
if they ask for the number of enterprises that have more than 200 and less than 1 million
employees. The answer to the question may be the same but the questions are technically
different. Users could string together long sequences of conditions in their query, that make
them technically different but give the same result.

This leads us to two possible models, the interactive and non-interactive. In the interactive
model, the user of the model can perform any queries on the data set and do so adaptively,
basing their next query on the previous one. The interactive model needs to be able to
answer any query and any number of queries. This means that the accuracy of the answers
must be low to maintain the same level of privacy. In the non-interactive model, all the
queries are known beforehand. This means that the optimal level of accuracy, for the
preferred level of privacy can be determined. The non-interactive model provides the most
controlled level of privacy and accuracy, but it requires that all the queries that will be
performed must be known beforehand. If we can develop a system where we know the
gueries that will be made then we can use the non-interactive model and provide a better
balance of accuracy and privacy.
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In our case, we are potentially dealing with a large number of SMEs and a large variety of
different SMEs. Predicting all the possible queries that these SMEs may want to perform on
the data, would be extremely difficult. Any query that is not accounted for in the
non-interactive model would simply be unavailable, lowering the quality of the service. The
best solution may be a mostly interactive system that tries to limit the number of repeated
queries but still tries to provide the freedom necessary to handle the large variety of queries
coming from the many SMEs.

Another potential solution is to design a non-interactive system for smaller groups of similar
SMEs. By reducing the diversity in SMEs it will likely narrow down the number of different
queries they wish to perform. This makes it easier to create a non-interactive system that still
allows for all the desired queries. If any of the SMEs want to perform a new query that was
not included in the non-interactive system, then the system can be updated to include it. This
may change the specific amount of noise that needs to be added and may take some time to
implement but it will allow new queries to be performed.

6.4 Problem of Bounding Sensitivity

One of the challenges of implementing differential privacy is determining the sensitivity of the
query functions being performed on the data set. We have described the method for
determining the sensitivity of a function in chapter 4.5 function sensitivity, but we also
described the problem of bounding sensitivity. For the simple counting query, the sensitivity
is always 1, as the output can at most be changed by 1 by a single addition, subtraction, or
change to the data set. However, for other queries, the sensitivity can depend on the
maximum value that an entry in the data set can have. For example, a summation query has
sensitivity equal to the max amount an entry can have because the potentially added or
subtracted entry could have the maximum possible value. This means we need to set a
bound for the maximum values. When dealing with business data such as the data which is
the focus of this project some data may have an easily defined bound such as product
ratings.

Ratings often have a clearly defined set of possible values, defined during the development
of the rating system. These values may be from 1-5, 1-10, and so on. These already
specified bounds can easily and effectively be translated into the function sensitivity bound.
However, some values do not have clear bounds, such as product sales or revenue.

If the bound is too low and an entry is added that is beyond the bound then the privacy
protection will suffer. If the system is set up to provide a certain level of privacy protection,
and an entry is added that lies beyond the function sensitivity bound, then the actual privacy
protection provided will be lower than the intended level.

Clipping

A measure that can be used to alleviate this problem is clipping [30]]. When using clipping,
any value that is beyond the bound is lowered to the value of the bound. This ensures that
no value is beyond the bound, but this clipping may itself reveal information about the data,
and clipping may also reduce the accuracy of the data set.

34


https://paperpile.com/c/RSyWzW/eln9

High Bound

Another measure is to set a very high bound. This solution reduces the risk that an entry falls
outside the bound. The problem with this solution is that as the sensitivity bound increases
the accuracy of the queries decreases. An unnecessarily high bound would result in an
unnecessary low accuracy.

Categorizing Data

The last measure is the categorization of data. To find a good bound for the sensitivity, we
need to understand what the data is. One way we can understand the maximum values for
the data is to categorize the data source. In our project, we focus on SMEs. In the SMEs
section of this report, we describe how the EU defines SMEs. The EU’s goal is to define
SMEs such that there is a better understanding and measures of SMEs. We can use these
definitions to help us determine the bounds for some data that would be used in the system.

Company category Staff headcount Turnover or Balance sheet total
Medium-sized <250 =€50m =€43m

Smaill =50 =€10m =€10m

Micro =10 s€2m =€2m

SME Definition [9]

These are the requirements for an enterprise to be defined as an SME by the EU. As we can
see SMEs have been further categorized into Micro, Small, and Medium-sized enterprises. It
may be possible to further break enterprises into smaller categories, however, there is a
danger of excessive categorization. For example, if a new enterprise is added to the system
then only the categories that the new enterprise falls within would change. If an adversary
queries all the categories before and after and there's no other change, then the adversary
would know which category the new enterprise falls within. And so the adversary would gain
information based on the categories.

6.5 Problem of Choosing €

As we have discussed in chapter 4.6 Privacy parameter ¢, we use ¢ to change the probability
of an adversary being able to correctly guess the data in the data set. This means we can
freely choose the value of € to fit whatever level of protection we need. However, there's a
problem. A lower € provides more protection but lower accuracy and thus lower utility as we
described in chapter 6.1. So this is the tradeoff we need to make when we choose the value
for €.

One of the benefits of € is that it can be chosen for each individual query. We don't need to

set a global value for €. We can set a value for each individual query based on how much
protection the queried data requires.
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Earlier in chapter 3.8 of this report, we looked at the potential consequences of the data
protection being breached. We saw how the impact of a data breach can vary a lot, often
depending on what data was breached. This allows us to look at the data and try to
determine the potential consequences of the data being breached and set the value of ¢
accordingly. The problem here is that it can be very difficult to determine the consequences
of a set of data being leaked. The possibility of de-anonymization attacks makes this even
more difficult.

There’s also the legal aspect. Regulations like the GDPR institute protection regulation on
personal data and sensitive personal data [27], [31]. According to the GDPR, personal data
is any data that is related to an identifiable person. Sensitive personal data includes Race
and ethnic origin, Political beliefs, Religious or philosophical beliefs, Trade union affiliation,
Genetic data, Biometric data for unique identification, Health information, Sexual
relationships, or sexual orientation. From this, we know that we need to give extra protection,
and thus a lower ¢ value to this type of information. The same goes for any data that requires
special treatment under different regulations or laws.

The potential harm and the regulation surrounding the data can help developers determine
what the value of € should be. But ultimately there's no set value for ¢, it is up to the
developers to choose a value that the users of the system and the people that the data
concerns are comfortable with, but still within the regulation and laws. What level of risk are
people comfortable with? This will unfortunately likely vary from person to person and
business to business. Trying to develop a data-sharing system where everyone is
comfortable with the level of data risk may prove difficult. One way that it can be made
easier is to implement the system in smaller groups where reaching a consensus is simpler.

As the system grows and more businesses join, the level of protection may need to be
increased if more risk-averse businesses join. But here differential privacy has an
advantage. As more data entries are added the lower the risk becomes. For example, if an
adversary attempts to guess which business is paying their suppliers the most and there are
only two businesses, the minimum probability of guessing correctly is 50%. However, if the
number of businesses expands to 4 then the minimum is 25%. This means that as the
number of SMEs join the system we may be able to lower € and give more accuracy, without
lowering the protection. This may be particularly important because, as we described earlier
in chapter 3.1, SMEs make up 99% of all businesses in Europe.

This could provide a large number of businesses in the system. However, the first business
to join would suffer either low protection or low accuracy until the system grows. However, if
the system is implemented in smaller more specific groups, industry or community
organizations could ensure that all or most of their members would join at the same time.
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6.6 Resistance to Linkage Attacks

As we discussed in section 4.1, anonymization suffers from a weakness to linkage attacks.
This weakness is one of the reasons we need to look for better privacy protection systems.
So how does differential privacy fare against linkage attacks?

Linkage attacks work by finding links between the data set and some external data set. By
finding matching data, the data can gain some level of certainty that the two entries in the
data sets belong to the same person or entity. Here differential privacy can cause problems
for the attacker by introducing noise in the data. By introducing noise to the data set the
probability of finding matching data falls. The more noise is added the lower the probability of
finding a match. Furthermore, the noise can cause two entries to start matching when in
reality they concern two separate people or entities. This possibility of false links causes any
links revealed by the linkage attack to be unreliable. Where simply anonymizing data fails to
protect against linkage attacks, differential privacy both reduces the effectiveness of linkage
attacks and causes their results to be unreliable. Differential privacy also does not impede
the use of anonymization. It is still possible to anonymize the data set, by removing names
and identifiers, and then use differential privacy.

6.7 Trust

One subject that has come up during the development of this project is trust in the system.
Here we will briefly discuss this topic however we largely consider the solutions to these
problems to be outside the scope of this project.

We need to consider the trust that the users of the data-sharing systems have in the system
and the other participants. If the system is to provide a useful service then the users need to
have some level of trust in the system and the other participants. The users need to be able
to trust the system enough to share their data with the system, without fearing that the
system or other entities will take advantage of or misuse the data. The users also need to
trust the data they receive from the system, if they can't trust the data they receive then the
data is useless.

If the users of the system misuse it and provide the other users with false or misleading data
then the users that accept and rely on this data could be harmed by it. If a business relies on
false data on user behavior or market trends, it may be led towards making bad business
decisions. Any business using the system should look at the data received critically, however
as stated, if the data is too unreliable then it loses its value. This means that the system
would greatly benefit from some system or mechanism that prevents or discourages misuse
of the system. Such a mechanism could attempt to verify trustworthy data, promote reliable
data or discourage false data. Systems such as anomaly detection might be used. However,
we consider the details and efficacy of these types of mechanisms to be outside the scope of
this project.

As mentioned the users also need to be able to trust the system itself, and in a centralized
model, the central server and data curator. The job of the data curator is to use the tools of
differential privacy to achieve the desired level of data privacy when the data is queried.
Thus the users need to be able to trust that the curator is implemented properly and is
applying the right desired level of privacy.
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The curator also has access to the data without the privacy protection, as it is the curator
that applies it, so the users need to be able to trust that the curator is not taking advantage
of the unprotected data. If the system implements a centralized control server, then this
server needs to be placed under the control of a trustworthy organization.

We need the organization to not be incentivized to take advantage of the data or to treat the
users differently, thus creating an unfair system. If we place the system in the care of a
business, then there would be an incentive for them to take advantage of the system and the
data, because they may be able to profit from doing so.

This means we need the system to be controlled by an organization that is not interested in
taking advantage of the system to gain profit, but instead an organization whose goals align
with the goals of the system, namely the sharing of information between businesses. One
such organization could be the EU. In an earlier chapter 3.2 on the EU and data sharing, we
describe how the EU is trying to implement regulations that will make sharing data between
businesses easier. From this, we can see that the EU may be interested in the system and
that its goals align with that of the system. This makes choosing the EU to be in charge of
the system a good option. Similarly, there are many industry or community organizations
whose interests are aligned with the businesses of their community or industry. These
organizations may already have some level of trust from the SMEs. This would make these
organizations a good choice for the SMEs in those specific industries or communities.

6.8 Differential Privacy libraries

Differential privacy is not just a theoretical method for privacy protection. A number of
libraries have been developed to allow businesses to implement differential privacy. Among
these libraries are:

IBMs, Diffprivlib v0.5 for python[32]

Benjamin I. P. Rubinstein and Francesco Aldas, diffpriv for R [33].

Google's DP building block libraries for C++, GO and Java [34].

OpenDPs, OpenDP, for python [35].

As we can see there's a wide interest in developing differential privacy libraries. These
differential privacy libraries are developed by individual research projects, research
communities, and large organizations such as Google and IBM. These are all open course
projects that allow people and businesses to view, contribute, and/or implement these
libraries.

These libraries have many of the features of differential privacy but many are also under
development. We can see from Google's DP building block libraries that some features are
still in development.
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Algorithm C++ Go Java
Laplace mechanism Supported = Supported  Supported
Gaussian mechanism Supported = Supported = Supported
Count Supported = Supported = Supported
Sum Supported = Supported  Supported
Mean Supported = Supported = Supported
Variance Supported = Supported = Supported
Standard deviation Supported = Supported Planned
Quantiles Supported = Supported  Supported
Automatic bounds approximation  Supported Planned Supported
Truncated geometric thresholding ~ Supported = Supported  Supported
Laplace thresholding Supported = Supported  Supported
Gaussian thresholding Planned Supported  Supported

DP building block libraries supported algorithms[34]

Likewise, the OpenDP states: “OpenDP is under development, and we expect to release
new versions frequently, incorporating feedback and code contributions from the OpenDP
Community.”[35].

While these libraries are still in development we can see that they have developed many of
the main functionalities of Differential Privacy we have discussed throughout this report. Our
research on these libraries has also shown that there are difficulties in implementing these
libraries. However, these libraries are almost fully developed and once the final features
have been developed and the implementation difficulties have been smoothed out, these
libraries could function well for data sharing purposes.

6.9 Technology Readiness Level

The method is used here to illustrate the journey of differential privacy throughout the years.
Furthermore it enhances our project as it showcases some key elements throughout its
history that can illustrate whether or not, differential privacy can act as a suitable solution to
our problem formulation.

The technology readiness level is a method first introduced by NASA in the 1970s for the
estimation of the development of technology from the acquisition of the said technology until
the end of the program. It has nine total levels, each level showcases the maturity of the
technology.
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The concept of differential privacy has been around since 2006 with some basic principles
dating back to the 1970s. Through the years countless reports have been made to showcase
the technology and some companies have even managed to implement differential privacy
methods on some of their services. However, differential privacy has not seen commercial
implementation so far[36].

Research

1. Basic principles
Observed

2. Technology Concept
Formulated

3. Experimental Proof of
Concept

Basic principles of this technology can be
tracked all the way back from the 70s
when mathematics was used to impose
privacy properties on statistical databases
[37]. The main concept came into tuition in
2003. The concept of noise was
introduced in order to emphasize that a
database can not truly withhold private
information when it is published without
the addition of noise [38]. In 2006 further
noise calibrations were used to enhance
the functionality of the information [39].

Development

4. Technology Validated in
Lab

5. Technology Validated in
Relevant Environment

6. Technology
Demonstrated in Relevant
Environment

Concepts such as e-differential privacy
were also introduced. Different
organizations have implemented various
forms of differential privacy. In 2008 a
paper used differential privacy on U.S.
Census Bureau commuting patterns [40].
In 2015 Google used differential privacy to
track and share traffic information [41].
Microsoft used it in 2017 to collect
telemetry data [42]. The list of companies
and organizations that have used
concepts of differential privacy for specific
purposes goes on.

Deployment

7. System Prototype
Demonstration in
Operational Environment

8. System Complete and
Qualified

9. Actual System Proven
in Operational
Environment

Despite all the solutions that differential
privacy can bring to the table, an actual
implementation for commercial purposes
has not been implemented yet. There are
several papers and specialized
implementations by tech giants such as
Apple and Google but the reality is that it
has not yet achieved commercial success.
One factor that can be responsible for this
is that differential privacy is not a
technique but a set of mathematical
theories on what privacy is and how in
theory it could be achieved [43].
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7 Discussion

The analysis section of this report has presented a lot of topics that need to be discussed
when considering how differential privacy can be used for data sharing between SMEs.

Our first takeaway from our research on SMEs is that it is the minority of SMEs that share
data for the purposes of sharing and gathering information. However, the proportion may be
growing. The fact that it is a minority of SMEs that share data means that for many SMEs the
prospect of using differential privacy is not just competing with other technologies, but it
needs to make data sharing as a whole good enough for them to participate. For those
SMEs that are already sharing data, the question is whether differential privacy is better than
their current method. But for those that don’t already share data, the question is whether the
use of differential privacy will make data sharing worth it in the first place. This means that
the solution needs to require even less of the SMEs. Starting to share data already creates
an administrative burden on the SMEs. If the privacy protection solution requires a large
amount of resources to use, then the total burden may be too large for the SMEs to handle.

7.1 K-anonymity vs Differential Privacy

A discussion must be made on the various elements that surround the application of
k-anonymity and that of differential privacy. k-anonymity as we have mentioned throughout
this report is a way of publishing data structures or tables while protecting personal and
sensitive information. The publication of such data tables, however, is met with the choice
between either making the information of the data structure more impactful at the risk of loss
of disclosure or making the data set more secure at the risk of limited information
effectiveness.

k-anonymity uses generalization and suppression methods to ensure that sensitive
information can not be linked. There are some elements that these methods must consider
when they are implemented. The first is the Identifiers, these may be in the data structures
and consist of information that can identify individuals such as passport numbers or social
security numbers. Another element is the key attributes which are information that can be
used in combination with external information in order to identify individuals from the
published database. Lastly, we have the confidential outcome attributes that consist of
sensitive information such as salary, health conditions, or religion. Generalization and
suppression methods must comply with the definition of k-anonymity. “A protected data set is
said to satisfy k-anonymity for k > 1 if, for each combination of key attributes, at least k records exist
in the data set sharing that combination” [44].

k-anonymity is a more simplistic concept in terms of implementation than that of differential
privacy. This is because the latter is not a method or an algorithm but a mathematical term.
There are some drawbacks however to its simplicity. As we have mentioned throughout the
report k-anonymity is prone to several and different in nature attacks that can be used to
identify and retrieve critical or sensitive information from data tables. Even after privacy
enhancing techniques such as I-diversity and t-closeness, k-anonymity can still be attacked
by skewness attacks and similarity attacks [44].
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With its simplicity, it also offers a limited set of controls over the privacy to usefulness of data
ratio. Since it relies on its two main ways of inflicting privacy, it can not give as many options
as differential privacy. An assumption that can be made however is that SMEs might have an
easier time understanding and implementing k-anonymity in comparison with differential
privacy, however, the lack of solid protection of privacy might discourage them in the end.

The big benefit of differential privacy is that it allows the user to control the tradeoff between
privacy protection and utility. This means that the users of the system can decide on the
level of protection and utility that they are comfortable with. The users can tailor the level of
protection to their situation and to the data that is being shared. This makes differential
privacy very flexible and allows it to be used in many circumstances. However, differential
privacy does have its limits. Some SMEs may find that it is impossible to find a level of
protection that also provides enough utility for data sharing to be useful. This will highly
depend on how sensitive the data is and how risk-averse the SME is.

The tradeoff between privacy and utility also means that implementing differential privacy will
make data sharing less impactful as noise is added to the data obscuring it. A market that
uses differentially private data sharing will not be fully transparent. But the market will be
significantly more transparent than without data sharing.

Differential privacy does have some issues, such as the problem of repeat queries and
bounding function sensitivity. These problems require careful consideration when the system
is implemented but they are not insurmountable. We have described some tools that can be
used to work around the problem of repeat queries such as the interactive and
non-interactive models.

We have also described some methods that can be used to help find good bounds for
function sensitivity. These tools and methods allow developers to work around these
problems. Differential privacy also works well against the type of privacy attacks that
anonymization fails to protect against. By introducing noise differential privacy effectively
protects against attacks such as linkage attacks. Differential privacy can also work in
combination with anonymization, and can therefore be a useful tool in addition to other
privacy protection methods.

Overall differential privacy provides a lot of flexibility and protection and the problems it does
have can be worked around. The main issues lie in implementing differential privacy.

When considering the implementation of differential privacy in data sharing we first need to
look at the system architecture, because it has a big effect on how differential privacy is
implemented.

42



7.2 Architectures

In a peer-to-peer architecture- the noise can either be added on the senders’ side or the side
of the receiver. If it is implemented on the sender's side we face the problem of compounding
noise. If it is implemented on the receiver's side, then the sender needs to trust the receiver
with their unprotected data. Since privacy is the SMESs’ primary concern in data sharing, the
second option seems unlikely to be their preferred option. Additionally, according to the
GDPR, the peers would need to form contracts with each other peer, before they can
process the data.

Another architecture is a centralized architecture where noise is added not at the sender or
receiver but at some other server where the data is gathered and distributed. In this model,
we avoid the compounding noise and avoid requiring SMEs to fully trust each other with their
data. It does introduce the problem that the SMEs need to trust the central server and the
server needs to be able to handle the potentially massive amount of data. In the centralized
architecture, the server is processing the data and so the SMEs need to form a contract with
its controller.

This is where the discussion of the scale of the system comes in. In any architecture, the
SMEs need to agree on the parameters of the system as well as each other or the central
server. In this report, we have focused on SMEs in the EU as the EU has an interest in data
sharing and SMEs. However, creating a single centralized system for the entire EU appears
to be infeasible. Aside from the technical problems of handling such a large amount of data
and traffic, there are also problems specific to differential privacy. The main benefit of
differential privacy is the ability of the users who are sharing data to control the tradeoff
between privacy and utility. However, this means that all the SMEs that are sharing data
need to agree on what that tradeoff should be. In a massive system, such as one that covers
the entirety of the EU, it is likely impossible to find a tradeoff that every SME is happy with.

As we have just described, differential privacy can be very intricate and complicated. There's
a lot of ways that differential privacy can be implemented and configured. This can be a big
benefit, but it also has a drawback. In our research on data sharing in SMEs we found that
some SMEs don’t have any experience with data sharing. One of our interviewees
complained of a lack of digitalisation and another said that the industry they were in was
slow to innovate. Some of our interviewees also said that they didn’t have the resources to
dedicate to data sharing. A system like differential privacy that may be complicated to
implement and configure, could be too big a burden for these SMEs to carry. If differential
privacy was simpler to implement then it may be more useful to them. This is where grouping
of SMEs may play a role. If an industry organization were to implement a data sharing
system using differential privacy, they could take some of the workload from the SMEs. This
would allow the SMEs to use a differentially private data sharing system without having the
resources and sufficient digitalisation to run the whole system on their own.

A data-sharing system does not need to cover the entire EU. One of our findings from our
research is that SMEs tend to gather data from their supply chain partners and their local
competitors. Smaller groupings of SMEs could join together and establish their own
differentially private data sharing system.
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Smaller groups of more similar SMEs would perhaps be more likely to agree on the set of
parameters required for differential privacy. Existing industry or community organizations that
already have a number of SMEs as members could more easily implement a centralized
system controlled by the organization.

The scale and focus of the system has a big impact on the utility and feasibility of a
differentially private data-sharing system. With a focused group of SMEs, a non-interactive
model for querying would be easier to implement and the bound of the function’s sensitivities
would be tighter, both of which would provide more accuracy or protection. However, the
protection and accuracy provided by differential privacy also scales with the amount of data
that is being queried. The ideal system would be a system with large amounts of data, but
where everyone agrees on all the parameters. However, this ideal situation is probably
unlikely.

The focus of the data sharing is also important as to whether differential privacy would work
at all. Differential privacy is only able to handle numerical data. This is because of the way it
adds noise. Adding noise this way does not work for qualitative data, such as text.

We found in our interviews that SMEs share both numerical and non-numerical data. SMEs
share numerical data such as prices and wages, but also non-numerical data such as ideas
and processes. This means that Differential privacy is only useful for part of the type of data
that SMEs share.

However, there may also be some types of data sharing where the SMEs do not want
privacy protection at all. In some cases, they wish to share data that includes private
information. For example, we interviewed some SMEs that use an external booking system.
These booking systems are run by another business. In this case, the data shared would
need to include information about the customer and the booking. This data should not be
anonymized or have noise introduced, because they need the specific information, and do
not need to hide it.

Even when the data does not need to be unobfuscated, Differential Privacy’s focus on
unlinking the data from the data provider may be a detriment. We found that one of the main
benefits that SMEs gain from data sharing is the strengthening of business relations. If the
shared dataset is entirely unlinked from the data provider then that hinders their ability to
build business relations.

However, if the data contributors are identified, as part of the metadata, but the individual
data points cannot be linked to any one of the contributors, then it is possible to build
business relations while maintaining privacy. But building business relations may be difficult
this way as it is not possible to see what data the other business contributed.

Privacy concerns appeared to be the main barrier to data sharing in our research into data
sharing in SMEs. As we have seen in our examination of differential privacy, differential
privacy is able to provide some level of privacy protection. Differential privacy in combination
with anonymization is able to provide SMEs with a level of privacy protection that they can
tailor to their needs. This should remove or significantly reduce this barrier to data sharing.
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However, as we have described, differential privacy is already in use in some places and it is
not the only tool that can provide privacy protection. K-anonymity is also able to provide
some level of privacy protection and is also seeing use. This may suggest that there are
other barriers to data sharing.

The last part of our interviews with SMEs was a question about differential privacy or similar
tools. We described a tool that would allow SMEs to share data without sharing specific
details and without it being linked to them. We then asked if they would be willing to share
data using such a system. 10 out of the 13 SMEs would be willing to use such a system.
However, some did have caveats such as, they would use it if they saw a benefit from using
it, or if the business was bigger.

The fact that differential privacy is in use in some places and the fact that the SMEs we
interviewed would be willing to use a system that we described to them suggests that it is not
some failing of the concept of differential privacy itself that is the reason that it is not being
used. What may be the real barrier to the adoption of differential privacy in data sharing
among SMEs is a lack of ready-to-use tools and/or a lack of awareness.

One of the barriers to data sharing we found from our research was the lack of resources to
dedicate to data sharing. It was some of the SMEs' perception that they did not have the
time and/or manpower to dedicate to data sharing. As we have seen from our analysis of the
technology readiness level of Differential Privacy, data sharing tools using differential privacy
are not commercially available. There are publicly available libraries for Differential Privacy,
but some are still in development. SMEs may also find it to be too difficult or costly to
develop their own systems using these libraries. If Differential Privacy is to be used in data
sharing among SMEs, it would seem that fully developed systems and tools that are easy to
use and implement would need to be available.

Our research suggests that privacy concerns are the main barrier to data sharing. However,
a large portion of the SMEs we interviewed claimed that they would share data if they were
able to share it without the data being linked to them. It appears that privacy protection may
not be the main barrier to data sharing, but instead the main barrier is that Differential
Privacy or other similar systems are not developed and available enough for SMEs.

7.3 Recommendations

We have analyzed many aspects of differential privacy in data sharing between SMEs, and
after discussing these topics we have found that a full data sharing system is needed for the
SMEs to start sharing data. This brings up the question of how such a system should be
designed to best facilitate data sharing between SMEs and to best meet the SMEs’ needs.

We believe that differential privacy could be very useful in a centralized data-sharing system
between groups of SMEs. Utilizing existing industry or community organizations allows
differential privacy to be more easily implemented and it could provide the SMEs with
valuable data sharing between similar SMEs in the organizations.
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By implementing a non-interactive and centralized system, differential privacy could offer
high degrees of utility and privacy. The system needs to be fully developed and as ready to
use as possible to allow for easy implementation and use within the SMEs.

In larger scopes, a peer-to-peer system with an interactive model would provide larger
amounts of freedom and avoid the feasibility problems of a centralized system. This would in
turn require more protection but it would benefit from the larger amounts of data.

The down side to such a system would be the larger investment of the SMEs resources to
implement and use. The peer-to-peer system may be better suited for larger businesses with
more resources to invest.

While both architectures seem to be suitable solutions, the problem remains with the
feasibility to understand differential privacy as a whole. On top of what we have discussed
throughout the report which includes the positives and drawbacks of differential privacy and
how the different configurations might impact its overall performance. This does not mean
however that it necessarily bodes well with the idea to commercialize this mathematical
theory.

7.4 Future Work

In this project, we dove into how data sharing principles with the implementation of
differential privacy can assist and boost the overall information of SMEs. An analysis has
been carried out throughout the report, stating how impactful differential privacy is and what
positives and drawbacks surround this technology. This whole project remains a theoretical
approach to what differential privacy can bring to the table, however, an implementation can
be the future work of this project. By implementation, we mean an actual system that can
engage SMEs to exchange information safely with the assistance of differential privacy.
However several factors must be examined.

Research must be carried out to examine the specific needs of SMEs. Each SME may have
a unique need or desire for a specific configuration of differential privacy. We need to
consider if they are willing to engage with our system, and at what rate. How much noise
they want and how much transparency. Moving onwards, adjustments to the system must be
made depending on the scale of it. It can be applied nationally, regionally, or depending on
the sector of each enterprise.

All'in all, the acquisition of data, relevant to the decision-making, when designing the system

is vital for future work. It will be used to create a prototype of the system. In time the system
will be tested and modified to find the best possible solution for each grouping of SMEs.
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8 Conclusion

In order to conclude this report, we must examine if we have answered the questions and
the problem formulation stated at the beginning of our paper. The problem formulation along
with the sub-questions have guided the overall research and decision-making of this report.
We start things off by answering the sub-questions.

- How crucial is the need for small to medium-sized enterprises to protect their
privacy?

Throughout the report, we have established that SMEs benefit from the exchange of data
with other enterprises. However, the lack of information within SMEs comes from the fact
that they are hesitant to exchange information. Privacy concerns and legal technicalities
have impeded SMEs from data sharing. We have also shown the potentially great harm that
can be caused to both the SMEs and their customers in case of privacy protection failure.
Therefore the protection of privacy becomes a crucial matter for the SMEs both in terms of
protection and in terms of legality.

- What are the problems of implementing differential privacy in data sharing?

To start things off we must admit that an actual implementation of a system that uses
differential privacy to protect the exchange of data is out of the scope of this project.

This needs to be stated as an actual implementation might procure further technicalities and
additional drawbacks. For differential privacy one of the main benefits has also proven to be
one of the main drawbacks. The adjustment of noise in the data can be beneficial but at the
same time a problem for some SMEs. It is mentioned throughout the report that too much
noise will deteriorate the quality of the information that is exchanged. At the same time, too
little noise can be harmful to the protection of private information. By default, even the
slightest amount of noise limits the transparency of data and therefore the overall
transparency of the market as a whole. Technical issues such as repeated queries and
bounding function sensitivity can also be problematic during implementation. Along with
these problems, there can be a debate on the scale of the system and on the architecture.
Defining all these parameters during implementation so that they are satisfactory to all
parties could prove very difficult.

- What benefits can differentially private data sharing provide?

Differential privacy enables SMEs to conduct data sharing in a privacy preserving way. This
alone allows enterprises to expand their pool of information and in turn become more
competitive. It allows them to improve relations and collaborations with their stakeholders,
deliver a better product, and even achieve legal compliance. Just as we mentioned in the
previous paragraph the level of noise can be adjusted; this allows SMEs to be in charge of
how transparent their data sharing will be. The scaling of the system can also be adjusted. It
can be implemented on a national level or depending on the enterprise’s market sector.
Furthermore, the more enterprises enter the system the more effective differential privacy
becomes. Protection and privacy scale according to the amount of information.
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Now that we have answered our sub questions it is time to finally gather our conclusions and
answer our problem formulation.

“Is differential privacy suitable for protecting privacy and confidentiality in data sharing
among small to medium-sized enterprises?”

While differential privacy can be suitable, it is not currently at a stage where it is suitable for
small to medium sized enterprises. As we have written in previous sections, it has both
benefits and drawbacks. Differential privacy can provide flexible protection in data sharing,
where SMEs are capable of adjusting the parameters to suit their needs. Differential
Privacy’s complex mechanics allows for a greater degree of control and flexibility than the
alternative method of k-anonymity. We have shown that it can work in different configurations
and at different scales. However we believe that smaller local configurations are more
suitable to the SMEs.

Nevertheless, implementation could be problematic as reaching a consensus on the
configuration may prove challenging. The problems in implementations are especially
problematic as we have found that some SMEs don't have a lot of resources to dedicate to
data sharing, and so a fully developed and commercially ready system would likely be
necessary before SMEs would be willing to adopt it. But such a system is not currently
available. Differential privacy appears to be a promising method for improving data sharing,
but it does not currently appear to be mature enough to be suitable for small to medium
sized enterprises.
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10 Appendix

10.1 Interview transcripts

Interview 1
What kind of a SME do you own ?

- ltis atourist shop that sells handmade greek products.
Are you familiar with data sharing?

- Not particularly, the only thing attached to that is maybe sharing information through
social media

So you participate in data sharing through social media, how do you exactly do that ?

- | would promote certain items in the shop that i want to sell, so i way for me to come
to a wider audience is to put it upon my particular page and try to push the sale
through there i would also get ideas for other items that i like, maybe to order or by
looking through other businesses with similar products to myself.

When do you usually do that and are the other businesses similar to yours or are you also
looking at different establishments?

- Different also, ideas for everything, it could be the decor or something i want to
change or new products that i would think to sell in my shop that | do not supply at
the moment or look at the setup that other businesses have. It is giving me a lot of
ideas and | use it a lot throughout the day. Whenever | am not busy with my shop, |
will be on my computer doing this.

You are getting some benefits out of it, do you think you could be getting more out of it?

- If  knew how to use it better then | think | would get more out of it.

How do you think you could use it better?

- Ok I do not have a great knowledge of it, | presume | could use it better to sell more
products. | don't know in which other way | could use data sharing better.

If you are not certain as to how then what would you like to know more of like | can give you
an example, wages, equipment, service, marketing, advertisement other trade secrets?

- Probably a little bit of everything. Okay wages do not affect me because | am the sole
owner and | don't have any staff. Marketing for sure, advertising is what | am doing
through my page. Improving, being more efficient.

Now from your position what type of data would you be willing to share with the public?

- Like?

It could be through your shop the products that you sell, the location or trade secrets with
other SMEs

- Yes | could do that also | would not have a problem with that. If there was a way that |
could promote another company’s product or pass that on to a similar business that
is located obviously in the same region with me.

Is there anything you are worried about when doing so ?
- Probably safety, you know if someone would be able to hack into or something like
this but other than that..
So privacy concerns?
- Yes privacy concerns
Do you know or do you see any problems in information sharing?

- No, itis something that | have probably not thought a lot about, so no | do not think

that there would be any problems if it was used correctly.

52



Would you be willing to participate in a system where you can share private data without the
specific details and without it being linked to you?
- Thatis a tricky question, | am not sure.. Anything that we hear about sharing private
details or whatever | think puts us a little bit on guard today in the system or what it
is. It would make me a bit weary of doing it but not that | wouldn’t be willing to.

Interview 2
What kind of a store do you own?

-l own a bookstore that specializes also on printing papers, posters and more.
Does information sharing mean anything to you?

- Well yes ok, because people use the internet a lot these days. Especially now
because people use their smartphones to exchange information. They send me files
and pictures for me to print or to scan in order to send them to some enterprise. It is
a way of life now, this constant exchange of information.

Do you participate in information sharing?

- Yes because we also use it as an enterprise. However we do not exchange so much
as to say personal information. It is mostly information that we use on a daily basis,
something that we already know. For example we do not use any personal
information in order to do business with the customers but we act as the middle man
as they send us some documents in order for us to print them or to scan them which
may contain their personal information. However, we are not interested in that.

Do you participate in other information sharing such as exchanging data about wages,
equipment or trade secrets in order for you to maybe offer a better product?

- Yes because when we are interested in something we go online and we see products
that we are interested in. Nowadays we communicate for example with suppliers
through email discussing the selection and volume of products that we need. The old
ways of looking at flyers or through a magazine that specializes in bookstore
products has now been lost.

If you do participate in information sharing, what are the benefits of it?

- For us actually there aren’t any benefits, in fact it is a burden. This is because we
offer a service which we are not getting any money or credit for. For example
someone comes inside the store saying that they have a file which they do not know
how to send or print and they ask for help. Of course | want to give my services to the
customer so | will help them figure it out. The 5-10 or even 15 minutes that it takes for
me to figure out what the customer wants to send, scan or print is time that | am not
getting paid for. | will only get paid for printing their file but not for showing them how
to send the file. Printing a page or two costs like 50 cents which is nothing. Imagine
this happens multiple times on a daily basis. So you spend hours trying to help
customers with their devices on how to access their files for you to get paid five euros
in total.

Do you think that you could be getting more out of this?

- No because essentially we act as a middle man for the state. We have essentially
taken the burden that the country has imposed. For example if someone goes to a
state agency to order some affairs the state agency might ask them to send them a
file through email. The person that does not know how to do that will figure that the
best thing to do is to go to a bookstore in order to send the file to that state agency.
Even for example electricity bills during covid times half of the people on this island
did not know how to pay their bills online. We got the burden of the state because the
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state decided to become digitized without the people necessarily knowing how to
perform these online actions.
What kind of data would you like to share and what kind of data would you like to receive?

- | think that we are going through a phase where the state says that we should
become more digital but the people of this country are not ready yet for this step. |
say this because we are in a hybrid phase. It is not enough to have all your
information digitized on your smartphone for example. Because state agencies ask
for physical papers and digitized files at the same time. The digital part is still young
in this country and until now we have done everything as a physical exchange of
information. The combination of these two by the state is what essentially has
become a burden for us. We have essentially become the right hand of the state
acting as the mechanism for this digitized movement to move forward. It is especially
tough right now because the economy of this country and in general is in a very bad
spot right now. There are a lot of people that are half working or not working at all
and buying for example a printer or a scanner is the last thing on their mind right now.

Do you see any problems in data sharing? For example, are you worried for legal reasons or
for the protection of personal information, or are you worried for your competitors?

- | think that because all of this is new for a lot of people, we as in the majority, do not
realize how important data and information sharing can be for someone else. You
hear in the news that people can gather social and personal information about a
person and use that information to access bank accounts. But we are still in a phase
where we do not know how this can happen or how the collection of information can
be used to do profilings on people. So all in all we are left with a big question mark as
to what is safe to share and what is not safe.

Would you be willing to participate in a system where you can share private data without the
specific details and without it being linked to you?

- Yes, | do not think that | would have a problem with that. Even now because
everything is electronical nowadays we share a lot of stuff with other businesses. The
only thing that we do not share and that they do not necessarily know is our stock.

Now that you mention your stock. Would you participate in exchanging information about
what each bookstore has in their stock without you knowing the individual bookstore and
without them knowing anything about the ownership of your bookstore but they would know
what you have in stock?

- Yes, | think | understand what you mean, | think that this is personal information and
it could be vital information. For example | could for some reason know that the other
bookstore has a certain number of books and the next day that said bookstore might
sell all these books. | would not know that the bookstore sold all these books. To give
an example, | can know what a bookstore has in stock when | look at their
bookshelves but | do not necessarily know what they might have in stock inside their
storage room which is hidden from plain sight.

Would you like to know this detail?

- Personally, not so much, others that do not focus so much on their own store would
maybe want to know details about your store. If you catch my meaning.. For me it is
not appealing what the store next to me has in their storage facility.

If for example other bookstores sold this book by the dozens, would you personally want to
know this?

- | think that this is a matter of supply and demand. We have a huge catalog of books
and other items that we sell in our bookstore, some of these items are in high
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demand and others are not. If there is a product that is in high demand you know for
certain that you are going to reorder it from the supplier. If the supplier tells you that
they are out of this product, it means that the product is in very high demand and all
the bookstores are ordering it. What | mean to tell you is that we know which
products are on high demand and which products are not. If another bookstore owner
tells me that they sold three hundred stamp collecting books, | will not believe them
of course... So yes that’s all.

Interview 3
Now that | have briefly explained to you what this interview is about | would like to know what
kind of an SME you own?
- Acafe bar on a small Greek island.
Is data sharing or information sharing a thing for you?

- ltis, not on an IT level but mostly from mouth to mouth.
Are you participating in data sharing?

- Yes on an informal level.
If yes then how when with whom?

- It can be everything for the business, for how to run the business. It is done with
other people that have similar but not competing businesses. Yes there is an
exchange of ideas from products, to staff, to legal matters, so yes we share
information about many subjects.

Can you specify, for example, wages, equipment, service?

- Equipment yes but we do not talk about wages we do not talk who is paying whom
what. We definitely share other staff information like who to hire and who to not to.
Definitely products or prices of products. Good places for you to get whatever
products it is that you sell.

If you are doing it then what benefits are you getting?

- You get good ideas sometimes from somebody else who is in the same situation
more or less and you keep a good connection to your colleagues, competitors. It is
always good for business to have good relations with other businesses.

Do you think you could be getting more out of it, if so what, how, where. with whom.

- Definitely especially on a small island like this if everybody would share their
experiences, their knowledge of products, prices, staff, wages, you could definitely
help the situation for all businesses. But everyone has to join in and that is not
always possible.

Is there any specific data that you would like to share or to receive?

- Right now laws around running a business are changing all the time. Laws about
staff and the rules about the staff both wage wise and days off and all of this. Itis
changing fast and it is impossible to know all the details. So that kind of information if
it would be more readily available then yes that would definitely be a help.

Is there anything that you worry about, do you see any problems with information sharing?

- Only if 90% are sharing fairly and 10% are just using everybody else’s ideas. | mean
if you share and somebody exploits the knowledge that you are all sharing in a way
to get ahead of the others. But that is all | can see, otherwise | can only see benefits
in sharing information about my kind of business or anybody’s business | guess.

Would you be willing to participate in a system where you can share private data without the
specific details and without it being linked to you?

- You mean like anonymous ideas or anonymous data sharing?
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Yes sort off
- I mean yes why not if it is anonymous, anonymous ideas and it can help anybody,
sure. | just do not see the reason for the anonymity but then again this is because
this is a small place and everybody knows everybody. | guess in a larger environment
anonymity would be preferred. But yes | would share anonymously or not.

Interview 4
Now that | have explained to you what this interview is about. What kind of an SME do you
own or run?

- | run a cafeteria.

Does information sharing mean anything to you and if so do you partake in it?
- No, | do not partake in it.
Why is that?
- Because I do not want to share with anyone my information or secrets with other
SMEs
Do you see any benefits to information sharing?
- No I do not think there are any.
Would there be any specific data or information that you would share?

- No, I do not think there are any specific details or information that | would share.
Are there any obstacles that come with information sharing, are there any problems with
information sharing?

- If we are talking about trade secrets then yes. It is bad for me to share my ideas
because if someone else steals them and puts them to use then essentially we will
offer the same service which loses me customers. | would like to be the only one that
has some service or product that is unique, so no | would not want to share.

Do you see any benefits to that? For example the creation of a better product or service or
better partnerships?

- | think that there should be solidarity between SMES and more specifically cafes but
everyone should do their own thing.

Would you be willing to participate in a system where you can share private data without the
specific details and without it being linked to you?

- If it could convince me that | would have some profit out of it then yes.

Interview 5
Now that we have talked about what this interview is about | would like to know what kind of
an SME you own?

- ladvise and consult companies in their IT and software departments

Does information sharing mean anything to you and if so do you participate in it?

- If you mean between the companies that | work with then no because | can not share
their information due to privacy and legal issues. Unless it is something with no
identity, something generalized. For example | can not say that that specific company
does this but | can say that this is the general direction of the market.

Okay and how do you share information?

- Usually | do this verbally because | visit my clients. We do not use so much email or
other communication options because of the nature of this job.

Is it only SMEs that are of a different nature than yours or are you also doing business or
sharing information with similar companies?
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- Yes there are some times that we have shared information with competitors and we
have even supported them. Especially here in our island the competition is small so
everyone talks to everyone.

Ok so if you are participating in data sharing then what kind of benefits are you getting out of
it?

- There is definitely better cooperation with the customer as they get better familiarized
with our software. It also helps us to some degree although the information that we
gather is useful to the customers and not so much for us. It is used to perform a
better service as we can use their data to deliver a better experience to the customer.

Do you think you could get more out of information sharing?

- | think it has to do with the fact that we are a small community or market. We could
for example sell some of our information but it is not simple to do so. It can happen to
some extent but it does not make us profit. Maybe if we were on a bigger market then
perhaps it would be a more profitable action.

Okay are there any specific data that you would like to share or receive?

- No I do not think so because my line of work has parameters that change all the time
so | am not looking for something specific.

If you do participate in information sharing is there anything that worries you about that, is
there a problem in information sharing?

- Nowadays with the implementation of GDPR, even though | do not think that it is
implemented to a full extent, probably not. If you are not sure about something you
just filter it out and you do not share it.

Would you be willing to participate in a system where you can share private data without the
specific details and without it being linked to you?

- Yes | would.

Interview 6
Now that we have talked about the nature of this interview | would like to know what kind of
an SME do you own?

- The enterprise that | own is a jewelry shop that deals also with the exchange of gold.
This means that we also buy and sell gold and jewelry.

Does information sharing mean anything to you and if so do you participate in it?

- In the jewelry side of business, yes it does mean something as you need to know
what the current prices are and in terms of buying gold you need to know on a daily
basis as you need to know the price of buying and the price of selling gold. So it is
something that | use every day.

If you do participate in information sharing how exactly do you do it, what are you
exchanging, with whom and when?

- In terms of jewelry it usually happens through big expos and displays. There are big
companies and medium sized companies that showcase their jewelry there. You can
check their prices or learn what kind of jewelry designs will be good for the market for
this season. You can learn the pricing difference between markets you know
depending on the scale of the market. In terms of raw gold | usually find information
online on sites that show the pricing every day or for the past hour day or week. So in
terms of gold it is vital to have some information on a daily basis.

What kind of benefits do you get from information sharing?

- In terms of jewelry we get the benefit of being able to price them better. As it happens

we are dealing with a smaller in size market so with this information we can be more
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competitive. Because a lot of times most of the prices are fixed you find ways to be
more competitive for example you can buy better quality items in order to justify your
prices. You really need to know stuff because it is a difficult market to be in. In raw
gold it is still competitive because it has to do with what you want to buy or sell. It
really depends on the info that you have because you can look at how much you can
lose now in order to profit later. You really need to know on an hourly basis the prices
for gold. It really is a matter of survival.

Do you think you could be getting more out of it and if so what and how?

- Maybe if there was something more reliable and organized. In jewelry maybe not
because everything has almost a fixed price. But in gold maybe if you knew more
about the prices, to know if you can lose this week or buy at a lower price in order for
the next month to sell higher. If there was some kind of service that would show you
projections of how gold prices would develop.

What kind of information would you like to get and share with others?

-l would really like to know the purchases and sales of others, especially in SMEs
what kind of prices they have | do not want to know the specifics for example to know
exactly what the jewelry shop across the street sells but | want to know roughly how
the market is moving in my town because | might be 15 or 20 percent down without
knowing it thus lose value on every exchange.

Is there anything that worries you about information sharing or are there any problems that
you face?

- | believe personal information is a problem. A good thing would be to exchange only
numbers and not any identifiable information, especially in this market personal
information should be protected in some way.

Would you be willing to participate in a system where you can share private data without the
specific details and without it being linked to you?

- If it would help the growth and progress of my company, yes | would be open for a
solution like this.

Interview 7
What kind of a SME do you own?

-l own a cinema which is located on an island.

Does information sharing mean anything to you and if so do you partake in it?

- Information sharing in our line of job has mainly two areas. One area focuses on the
projection that helps us understand how many tickets we will sell based on the movie
that we bring and the other is to find the right price for the acquisition of a movie.

How do you participate in information sharing for example how do you share it and with
whom?

- Usually the acquisition or rental of a film is done through a company that distributes
films. This distribution company either uses prognostics or through their knowledge
they set a price in order for us to either buy the picture for a fixed price or by getting a
cut from the tickets that we sell. Yes so basically this is the information that we mainly
exchange. After each movie has run its course through our cinema we get in touch
with partners throughout the whole country and we discuss whether or not each
product or movie was a success or a failure.

What kind of benefits do you get from information sharing?

- Essentially we know by comparing with others if the movie that we show in our

cinema has brought us some revenue or positive numbers. This helps us understand
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the needs of our customers for example if they are into a particular set of movies. We
can use that information to appeal to those needs and even further, become more
competitive with our competition.

Do you think that you could be getting more out of this and if so, how, when and with whom?

- From information sharing | think that we could get a better base of information, for
example to know if the price that we pay for a movie is competitive or not.
Furthermore, to choose a better product in order to maximize profit and to be more
competitive.

Are there any certain types of data that you would like to share?

- Yes for us it would be the prognostic type of data that would let you compare different
themed movies in order to learn how they will fare in our market. It will help us
understand what kind of profits we will earn and how much of a hit they will be. In
turn we could make better decisions as to what kind of movies we should buy in
order to make more profit.

If you do participate in information sharing, do you find any problems with it, is there anything
that bothers you?

- | think that personal information and the specific details of every company or
enterprise are a problem. Mainly because of competitiveness reasons.

Would you be willing to participate in a system where you can share private data without the
specific details and without it being linked to you?

- Yes | think | would be willing to participate because it would be good for us to know
what kind of profits we would make in comparison with other SMEs or cinemas in
order for all of us to be more competitive with the distribution enterprises.

Interview 8
Translated from danish to english.

To begin with | would like to know how big of a business you are, because we focus on small
to medium size businesses. So what is the approximate number of employees you have?

- We are about 80 employees

Ok, perfect. Then | would like to start with, do you share data with other companies or
organizations?

- Yes we do. We share data with the company that takes care of our booking system.

Ok

- ltis through our website where they convey our customers personal data when they
make a reservation.

Ok. So you have an automated system set up for booking?

- Yes

Are you sharing data with others?
- No
Not with competitors?

- Not as a point of departure.

Ok. Now that you are sharing data with a third party. What kind of advantages do you see
from sharing data?

- I mean you can say that, the cooperation with our booking system is not done to take
advantage of data. It is done to take care of a service we can take care of ourselves,
without too large an administrative load. So it is an automated process that has been
established in pretty much the whole restaurant business.
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Ok

- Soin that way it is not to take advantage of data we do it, it is to help with our
administrative workload. So that way they get access to some personal data, but they
are also subject to the GDPR so they can't bring it forward.

Yes, of course. Would you be able to see any advantages in sharing data with competitors or
business partners?

- Yes that could easily be, in relation to for example if we have a guest that does not
show up to their reservation then we have a system that marks their data on our own.
A guest has not shown up to their reservation, and so we have lost income at that
table that night, because they didn’t show up. If it could be a general thing that a
person can become in bad standing, because they repeatedly didn’t show up to their
reservation, then it would clearly be in our interest as well as a competitors, that
either, via a third party, we could share the information that they didn’t show up, then
they in the long run could be marked as bad guests, if you know what i mean.

Yes. So this is a type of data you could see advantages in sharing, but you don't do it.

- Yes, we take care of it ourselves. If there’s a reservation and they don't show up and
dont send an email, or calls, then we note them ourselves in our system that they
have not shown up to their reservation, and there we can see a history that goes x
number of months back according to GDPR. So it is’t a history that can stretch back
multiple years. | have worked with other booking systems that pre-GDPR could talk
between the systems. So if they hadn’t shown up at one restaurant then | could also
see that because we worked under the same concern, and thereby had access to the
same guest information.

Ok. But right now it only takes place internally?

- Yes.

So is it GDPR restrictions that means you don't share information with others right now?

- Yes because the company that takes care of our booking system does not develop it
and is not allowed to develop it. Because it says very clearly with name, surname,
email and phone number and other sensitive personal data on the reservation, and
that means we are not allowed to share between each other. So as far as i know then
it is not possible.

Are there other reasons besides the GDPR that you are not sharing data?

- I'munable to say.

Ok. So the last thing is, one of the things we are looking at right now is different methods of
sharing data. For Example that it can be done anonymously, and in a way so others can’t
see specific details but can see general data. So you would be able to see data from multiple
restaurants, but not more specific data but more averages and such. Would that be
something you would be interested in?

- Yes and no. It depends on the size of the restaurant | think. In a restaurant like the
one I'm working at right now, where I'm the one taking care of all the bookings. |
would say it is very limited the amount we go in and screen every single reservation,
or get into every single one. We go through it once a day to see if there are any VIPs,
but we know that beforehand, because we run an internal log of, where we can mark
it ourselves. And what is important for one restaurant is not necessarily important for
all restaurants, so if | get information from another restaurant that doesn't have the
same work process as us, | can see some difficulty in. So over sharing can also be a
problem, and unnecessary. So not 100% yes or 100% no.
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Interview 9
Translated from Danish to English

So this is about datas sharing between different businesses, we are focusing on medium to
small businesses, so how many employees do you have in your business?
- You will have to specify
Is it under 2507

- Yes
Ok that's good enough. | want to start by establishing whether or not you are sharing any
data or information with other businesses.

- No we don't actually.

Ok, you don't share with competitors, partners or other organizations?

- No

Ok that's alright.
- By data you mean if we have some form of digital system?
It can be digital or personal, all kinds of.

- Ok then we. I'm part of two restaurateur coffee clubs and in a professional
restaurateur association, and there we share data, but we don't have anything
automatic.

Ok. We are investigating if data sharing takes place and how it happens.

- Ok

What type of data are you sharing when you share?

- Well then it becomes very personal. There's probably not a lot who share. Is it within

all types of businesses or is it specifically the restaurant business?
Right now we are looking specifically at the restaurant business.

- Ok then there's probably not many who are sharing anything. There's not that many
restaurateurs so there’s of course some that you know better than others, and there
you just share some things such as the salary percentage, and profit margin, and
such things.

Ok.
- And things like the gross profit. And turnover, but that's not so interesting.
Ok, we are just trying to figure out what is going on.

- Yeah and stuff like “what do you pay a new employee without experience?”. That is
also a type of data. Just back and forth.

Ok so you are saying that you don't have a specific system set up. Are there any reasons
why you don't have that?

- Yes, | think most people just want to keep it secret. | can’t tell you why, but that’s the
reason why you don't share it.

So it’s private?

- Yes, | think that's the way that people think.

Do you think you could see any benefits if you could share that type of data?

- Yeah there would probably be some. Fyens Stiftstidende has just begun within the
last couple of years to think it is fun to write about restaurant businesses, which they
dont do with any other businesses, but about their accounts. And there we are some
that have sole entrepreneurship, and that they of course can’t get access to. And we
are pretty happy about that, and those that don’t have sole entrepreneurship are not
happy about it, no matter if it is a good or bad finances. Because you can’t win
anything from it by getting it in the press. So if you are going to be sharing anything
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then it will have to be internally secret. If you know what | mean. If it goes too well,
then people think it is probably because it is too expensive, and if it is going poorly
then people stop coming. So you can’t really win anything by having your finances in
the press.
Ok
- And | think that lies as a fear and is why you don’t share that much.
Ok. We are specifically looking at these reasons why data is shared and why it is not shared.
And we are looking at ways to share these, private or secret data, without it being traceable
back to the specific business.
- Ok. Then you have got something there. Then you can. If it is anonymized to some
level then it begins to be interesting.
Ok s then that you would like to
- If that was the question then yes.
Ok. Because right now we are looking at something where you can share secret data without
it being traceable back, and you can see it from others, but you can’t see specific data. You
can see more like averages and general data but you can't see specific data from specific
businesses. Would that then still be
- Yeah, then you just have to be sure that it is categorized correctly, before it has
value, because there is a giant difference between McDonalds and Noma.
Yes
- But otherwise yes.

Interview 10
Translated from danish to english

Ok. We are interested in small to medium sized businesses. So to begin with | just want to
ask, about how many employees you have?
- | would say about 25
Ok, perfect. So to start with | would like to establish whether you are sharing data. Whether
you are sharing data with other businesses or organizations.
- We do not.
Ok so you don't share information with organizations, competitors or business partners?
- No, it is two brothers that have it.
Ok. Are there any reasons why you are not sharing data?
- Not as far as i know
Do you think you would be able to see any advantages to sharing data with business
partners or competitors?
- | guess | actually do think there could. Yeah on some business, about what the trends
are on the market.
Yes
- Then it could be a good idea. And then again not. Our concept is too strong in the
local area that we don’t see any reason to.
Ok.
- But we do go around to other restaurants, and let ourselves be inspired by their
menus and interior design, and so on. So that we can keep up.
So you don't share data directly but you
- It's more like spying.
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Ok. So at the moment we are looking at different techniques for sharing data, and
specifically techniques that maintain privacy. So we are looking at a technique that allows
you to share your data, and you can see others' data, but you can’t see specific data, you
can only see general data such as averages, and totals. Would that be something you would
be interested in?

- ldon't think so.

You said that you would be interested in trends and such.

- yes, it could of course be interesting, but there we just have, we of course let
ourselves be inspired by social media mostly. And then as said, we go around and
sniff around places that are popular.

Ok so the techniques you have already are good enough, you don't need additional

- Yeah we also don't spend any money on advertisements.

Ok
- So both our facebook and instagram pages are pretty quiet.
Ok
- We are going more for the weather, word of mouth. And then we are located in an
area where there's a lot of apartments around, we are located in the middle of a
housing block for eksempel. So we are nice and easy to get to for the locals, and
have actually that way full seating every evening in the week
Interview 11

Ok so, we are doing a study on data sharing among small to medium sized businesses. So
first of all, | would like to ask roughly how many employees do you have?

- | would say, including all the yoga teachers and the cafe staff, maybe about 25.

Ok excellent. So we want to establish whether small to medium businesses are sharing data
with competitors or organizations or supply chain members. So is your business sharing
data?

- Soiwas thinking about it when you emailed me and i was like, i don't really think we
purposely do. We of course like to have third party software that we use for yoga
classes and we have the POS system for the till that has an insight into everything
that we kind of sell, so they have that. And we also have some, like CRM systems in
place to get in touch with our customers. But we don't really specifically send it
anywhere, if you know what i mean.

So you have some sort of sharing, but not explicitly going out of your way to share data.

- no

OKk. You talked a bit about the kinds of data you share and with whom.
- Yeah. Do you want me to tell you more?
Sure yeah that would be great.

- We have got. Because we are a company that has both a yoga studio and a cafe, the
systems are kind of not connected. We use this third party app and system called
Mindbody, it's an American thing that we like to use for booking and memberships
and all yoga related stuff. And then attached to that we also have something called
Loyalsnap. Which is kind of like an app that scrapes all the data from Mindbody and
allows us to stay in touch with our customers. So those two kind of correlate with
each other and send each other like data | guess. And that is stuff like what kind of
memberships people have, like peoples phone numbers, emails and like how many
times they have attended and bla bla bla. So we have an overview of like, whose
membership is ending, we call to like bring you in bla bla bla. And then we also have
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like the sales system from the cash register in the cafe, which is automatically shared
with the people that run the system that we have in it. And they can log into it and
change stuff for us if we want to. And then we also have tracking data like google
knows and facebook knows because we do like paid ads and stuff, so they have the
data from that, but we don't send it to them, they just collect it so they have it. Yeah
that's it.

Ok great. So what kind of benefits is it you are seeing from the kind of data sharing you are

doing?

- Inour case. | think the fact that we have those two yoga systems that are connected,
that we don't have to input anything ourselves that they kind of share that data
between each other. So we don’t have to manually keep track of anything, so it is
mostly for efficiency and accuracy i would say. To reduce human error because it is
all systems that scrape data themselves. And with the cash register | would say |
don't know if | see any actual benefit. It's maybe just security because they know how
to set everything up properly. They can advise us on that, and apart from that | don't
think there's any specific benefits.

Ok. Do you think you could find benefit in sharing other kinds of data?

- Maybe if we were into some kind of consultancy or someone who would give us
advice on how we could improve our yoga system, or our sales in the cafe. That's
really the only way that | could see it benefitting our business model realy.

Ok. What about supply chain partners or competitors?

-l guess like with the groceries for the cafe, we do have a couple of suppliers that we
work with and we of course kind of tell them, oh this supplier charges us like this
much can you match that price? | don’t know if that classifies as data sharing. But we
don't really. We kind of want to stalk our competitors rather than give them our data in
that way. We want to know what they are doing, but not have them know we know
what they are doing. So it's more of, like, a secretive non-sharing data kind of
environment.

So you are interested in receiving data from others but you want to sort of protect your own.

- Yes, of course. But | don't know if that balance is possible, really. But we do kind of
try to fish out what others are doing, but it is mostly like. | wish | could see the
statistics of our competitors in the area of, like how many memberships they have
sold in the last month of course, to see to compare, but | don't think | will ever have
access to that. But yeah

Ok so the things that are stopping you from trying to share data is you want to protect your
own.

- Yeah. Yeah probably to protect and to make sures that. Because we have had a
couple of instances where some of our competitors around us have kind of copied
some of our campaigns, but like made them more attractive for the customer. So, like
making them, like, 50 kr cheaper or something. So we have had those cases and it is
really annoying because it is a really aggressive way of marketing and campaigning,
but yeah we have had those cases. So we don’t really like it when people know our
stuff.

Ok. So one of the things we are looking at specifically is different techniques for sharing
data, but doing so in a way where you can protect your privacy and confidentiality of your
information.

- Ok
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So we are looking at a system where you can share data but the data can not be traced
back to you. So you can share data with others but you can’t see specific details, you can
see sort of trends and averages and totals, but you can’t see specific data about anyone.
Would you be interested in such a system?

- That would probably be useful. | think | mean, to have an overview in general of the
data, like, some statistics of the industry and things like that, but not being able to
trace it to specific companies, could be quite useful, in strategizing and planning
future campaigns and stuff like that. So that would definitely be interesting.

And would you be willing to share your data with such a system?

- If people didn’t know it was us then yeah.

Interview 12
Translated from Danish to english

Ok so, We are doing a studio on data sharing between small to medium sized businesses.

- Yeah

So | want to start by asking ca. How many employees do you have?

- Intotal here orin the group I'm in?

Total in the group

- | don't actually know. | would guess about 30 to 40.

Ok that's perfect. Do you know if you are sharing data in any form?

- We don't do that.

You don’t share with business partners or organizations?

- Yes in the organization we do of course. All the data from the different places is

collected in one place.
But it is internally?

- Yes itis internally.

Do you think you could see any advantage in sharing externally?

- No, not immediately.

Not by sharing with business partners?

-l guess we could. There are some of our suppliers, we have Carlsberg for example
as a supplier, and of course they would probably be able to gain something by seeing
our, but they can already see that, in correlation to the amount we are buying, about
how our consumption is varying.

Would you be able to gain something from seeing data from others?

- Yeah of course we would. Because when we are starting something new, a new
restaurant or something. Then we would be able to get, if we had data about how
much is sold and how busy it is in different periods. Then we would be able to plan
much better and more efficiently according to that.

Ok. So are there any specific reasons why you are not sharing data?

- Itis simply because we don’t have the resources for it. Resources are not being set

aside to take care of that side of data, whatever you call it.
Is it because of the size of

- Yes. ltis because of the size and because it is not something that is thought about so
much in the organization.

Ok. We are working specifically with where you can share data with other businesses, where
you cant see specific data but, so if you are sharing data, it would not be traceable back to
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you. But you would be able to see averages and totals and such. Would that be something
that you would be interested in?

- Yes. it definitely would. Again because it would also be able to benchmark us relative
to how others are doing in the same group in this period. And then we can see if we
are above or under, and then adjust accordingly, or see what we could then do.

Ok. But the problem is the size and you don't have the manpower

- Yes but, the bottom line is that we don’t really have the manpower for it. It might be
what | end up sitting with. But the bottom line is there's not the manpower and there's
also that often the restaurant business is relatively old fashioned. The whole
business with new stuff can take some time before it catches on.

Interview 13
As we are talking about SMEs | would like to start things off by asking how many employees
you have?

- We have eight to ten employees. It depends on the season.

Okay, are you partaking in any data sharing, either with competitors or some of your
partners?

- We are sharing data with some of our competitors.

What about some of your partners?

- As far as | can tell no we do not. Although one thing that comes to mind is that when
the customers book their table it is done through an enterprise that handles the
booking reservations. This means that they have their information in their database
and so do we.

Okay what about with some organization branches?

- We are part of the Danish restaurant and cafe branch but we do not share customer
data between us.

What about internal information or data?

- What do you mean?

Like maybe salaries?

- Yes we do share that information with the salary bureau, we keep data on our
employees.

So you share customer data with the booking organization and salary data with the salary
bureau?

- Yes we do and for example when we do share customer data we can not do so much
about it because they have to go through the booking system.

Do you see any benefits when you share information?

- I'mean itis not something that we can avoid, otherwise everything would need to be
manually arranged. We do not do it for a specific reason, we just do it this way.

Do you think that you would benefit more if you shared with more organizations, branches or
competitors?

- Maybe if we could arrange some partnerships. For example we have made in the
past some arrangements and events with some wine distributors. It could be
beneficial if we could send email to the customers that would be interested in that
sort of an event. Alas it has not been that relevant in the last couple of years.

Is there any reason that you are not sharing data?

- No, I do not think that there is a reason behind it. | guess we are busy enough with
just making food and serving it. We are just a restaurant and not so much a software
company.
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Right now we are working in different ways of sharing data with other restaurants or other
enterprises.

- Is customer data, because we can not share this type of data. For example | can not
share a customer’s email address with a competitor.

The idea is that you can make the information anonymous this way it can not be traced back
to anyone.

- It sounds like it is a bit illegal.

The idea is that it will be done in a way that it can follow the law in terms of privacy. In
technical terms, you would not be able to identify any specific people, organizations or
enterprises. You would however be able to share information, it is a new technique that we
are looking into.

- When the customers insert their data into our system it is only to be used for the
function intended for example only for the table that they have booked. | think it
sounds a bit unethical. | am not sure, are you researching this or are you developing
some software?

Right now we are looking at some techniques that will enhance privacy when we are sharing
information but before that we would like to find out if there is a need to do this.

- The short answer to this is that we have too many customers that we have to take
care of. Either they book a table or just drop in. We do not need that kind of a
system. Maybe if we were to arrange events then it would be really nice to use such
a system to attract more customers. | have to say that we are also advertising
through facebook and when we upload something the data that is exchanged there is
on a whole other level but again it is not in our hands. We would not actively
participate in customer data sharing. | do not think that it would be fair if for example |
look at a restaurant and after a while be bombarded with advertisements.

What about other types of information, for example information regarding products? For
example wages or information on product prices.

- For example prices from our distributor then we could take all the distributors and
compare prices?

Yes, for example, what about that kind of information?

- Well in what reality would you have the time to sit and go through all that information
we are just a restaurant.

We can see that other bigger enterprises use and interact with that type of information.

- Bigger enterprises are a completely different story. | have a few hours that | use to
look at bills and salaries. | do not want to use more applications to send and receive
data back and forth. It is not realistic that the size of our organization can use so
much effort into that.

Okay that is great to heair, it is not something that you have the resources to pull off.

- I do not think so, we decline arrangements and we get new distributors that try to sell
us new products and maybe they have some good prices but we can not spend time
on exchanging all the time with our product distributors. It is a lot of work to exchange
distributors. It is not worth it to do all that if it is to just save a couple of crowns here
or there.

Okay that was everything | had

- Okay well best of luck with your project
Thank you, bye.

- Bye.
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