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Danish Summary

Vi er i en tid, hvor der kommer mere og mere tradlgs kommunikation, dette sker da
vi er midt i en overgang fra internet af ting til internet af alting. For at fuldende
denne overgang bliver der ngdt til at veere tradlgse forbindelser som opfylder ekstreme
krav for data-rate, palidelighed og forsinkelse. Et tradlgst netveerk der er udset til
at opfylde disse ekstreme krav er i-X undernetveaerker. I dette projekt fokuserer vi
pa i-robotter undernetveerker i en industriel sammenhaeng. Vi fokuserer specifikt pa
den interferens der sker mellem undernetveerkerne, eftersom at denne interferens kan
veere med til at de ekstreme krav om palidelighed ikke bliver opfyld.

I denne afhandling analyseres interferensen fra i-robotter undernetveerker i en indus-
triel sammenheng, derudover vil interferensen blive preedikteret. Vi starter med at
lave en interferens model hvor alle de forskellige dele af interferensen bliver beskrevet.
Specifikt, hvilken model for trafik, small scale fading, shadowing og path-loss der vil
blive brugt igennem rapporten. Ydermere er det beskrevet, hvordan undernetvaerk-
erne bevaeger sig. Efterfglgende bliver der lavet en matematisk beskrivelse af interfer-
ensen givet ud fra den beskrevet interferens model. Ud fra den matematiske beskriv-
else er analytiske udtryk for middelveerdien og autokorrelationsfunktionen (ACF’en)
udledt. Disse udtryk indholder integraler, som vi ikke kan lgse analytisk, sa de bliver
lgst ved hjeelp af Monte Carlo (MC) integration. Det bliver vist, at nar det analytiske
udtryk for middelveerdien bliver regnet ved hjeelp MC integration, sa stemmer det
overens med den empiriske middelveerdi af interferensen, nar den bliver simuleret ud
fra interferens modellen. I tilfzeldet hvor ACF’en bliver lgst ved hjelp af MC inte-
gration, ses det, at ACF’en for det simuleret interferens bliver overestimeret. Dog ses
det ogsé, at de har samme form. Det vises ogsa, at ved hjelp af en tilpas skalering, s&
ligger ACF’en, udregnet ved hjelp af MC integration, oveni ACF’en af interferensen
simuleret fra interferens modellen.

Basis teorien bag autoregressive modeller praesenteres, og anvendes til at konstruere
en interferens preediktor. Et forudgéende forsgg bliver lavet, hvori forsggsindstillinger
bliver valgt sammen med ordenen af preediktoren. Den autoregressive interferens
preediktor bliver testet under forskellige scenarier, hvori stgrrelsen af rummet, un-
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dernetveaerkernes hastighed og antallet af undernetveerker sendres. Preediktoren kan
forudsige interferensen for tidsforskydninger op imod 8 [ms|, nar der er lav signal til
stg] ratio og hastigheden af undernetveerkerne er 2 [m/s|. Desuden preesterer den
autoregressive praediktor bedre end en sidste veerdi preediktor for alle testscenarierne.



Abbreviation List

ACF Autocorrelation function.
ADAS Advanced driver-assistance systems.
AR Autoregressive.
ARMA Autoregressive moving average.
CSMA Carrier sensing multiple access.
DDCA Distributed dynamic channel allocation.
DNN Deep neural network.
iid. Independent identically distributed.
MC Monte Carlo.
BPP Binomial point process.
MPP Matern point process.
PPP Poisson point process.
TDD Time Division Duplexing.
TU Time unit.
DL Downlink.
UL Uplink.
WSS Wide-sense stationary.
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Notation List

N* Set of positive integers f1;2;:::g.

N Set of the natural numbers 0;1;2;:::g.
P() Probability measure.
P(j) Conditional probability measure.

E Expected value operator.

E Expected value operator with respect to .

z follows a distribution with probability density function

z T £(2).
\Y Vector.
h () Small scale fading.
‘() Path-loss function.
@) Traffic function.
;) Shadowing.
Number of sensor actuator pairs in a subnetwork.
M Number of subnetworks.

Number of channel groups.

Nsg Number of subnetworks per channel group.
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Nty

TuL

[M]

= fX[M]g

k = FXimi9

k=T 9

j]

Number of time units in either uplink or downlink.
Duration of uplink.

Duration of downlink.

Duration of a frame.

Number of waves in small scale fading.

Carrier frequency.

Zeroth-order Bessel function of first kind.
Path-loss exponent.

Minimum distance between the centers of the subnet-
works.

The cell radius of the subnetworks.
Velocity of the subnetwork.
integers up to M, [M]=1;2;:::; M.

A collection of the locations of the control units of the
subnetworks.

A collection of the locations of the sensor actuator pairs
of the k-th subnetwork.

A collection of the locations of sensor actuator pairs of
the k-th subnetwork relative to the control unit.

The Lebesgue measure.
Uniform distribution.
Normal distribution.
Imaginary unit, pT.

Estimate of X.
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1. Introduction

In today's day and age there is an ever increasing number of wireless solutions [2,
p. 23]. This is all around us, from wireless keyboards, to the washing machine send-
ing a message when it is done, to a type one diabetic with wireless glucose monitor
attached to their body, to much more. This increase in wireless solutions we are
experiencing is the transition from internet of things to internet of everything, where
objects, processes and people are connected instead of objects only [3]. The require-
ments to fully transition to internet of everything cannot be reached with the 5th
generation network but rather with the 6th generation network. This is due to 5G
will be unable to completely support the extreme requirements envisioned in internet
of everything [3] [5], that is, higher reliability, lower latencies and higher data rates.

A type of wireless networks which is envisioned to comply with extreme requirements
is in-X subnetworks [4], here "X" stands for an entity, for example, vehicles, robots or
the human body. The term subnetwork is because the network cells can be connected
to the 6G network but should also be able to operate when being outside of coverage
of the wide area network, as the subnetworks are expected to support life-critical
functions.

Interference can decrease reliability of a link in a wireless network. Interference
occurs when two or more transmitters transmit on the same channel at the same time
to each of theirs receiver but since they transmit on the same channel the receivers
receive a sum of the transmitted signals. Interference is thus the unintended messages
that are received which makes it harder to decode the intended message [2, pp. 21-22].
The use-cases for the in-X subnetworks can result in dense scenarios, such as, a large
number of cars at an intersection or in-body during crowded events, which necessitates
the need for proactive interference management [5], [6]. A great deal of research in 6G
network has already begun, and many countries have already initiated a 6G project
[3]. In [7], they investigate the potential gain of using distributed dynamic channel
allocation (DDCA) for mobile 6G in-X subnetworks in an industrial setting, they
further propose three di erent algorithms to perform the DDCA. In [8], a design of
a short range wireless isochronous real time in-X subnetworks is proposed with the
focus on life-critical applications with low latency and high reliability. This type of
network is envisioned to be deployed in robots or vehicles. Interference prediction can
be used to improve the reliability and the latency in a network, as it is a proactive
method which can be used before interference occurs, and thus reduce the overhead
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of spectrum sensing and the outage probability [9]. With the ambitious 6G network,
it may be possible to reach industry 4.0 and robotics, where wired solutions become
wireless while a high reliability and low latency is preserved [10]. Thus, in order to
aid in satisfying these extreme requirements, the focus of this report is analyzing and
predicting the interference within in-robot subnetworks in a factory setting.

This master thesis is structured as follows: In Chapter 2, the problem is analyzed
and the current progress within interference prediction as well as research within in-X
subnetworks are presented, the chapter is concluded with our problem statement. In
Chapter 3, we present our interference model for the in-robot subnetworks in a factory
setting, and we derive the mean interference and autocorrelation function (ACF)
under the interference model. In Chapter 4, we present the proposed interference
predictors which are used in a numerical evaluation. In Chapter 5 we compare the
derived mean interference and ACF to the empirical ones as well as test the proposed
interference predictors. The results are discussed in Chapter 6, and conclusions of
the thesis are drawn in Chapter 7. Lastly, future research possibilities are described
in Chapter 8.



2. Problem Analysis

In this chapter, we will present the problem statement which involves predicting in-
terference in a future type of network, known as in-X subnetworks. However, before
doing that, it is necessary to present the current progress within the eld of interfer-
ence in wireless networks. Therefore initially, we will shortly present di erent aspects

of wireless networks, and how stochastic geometry is a useful tool. Afterwards, vari-
ous results will be presented from articles where interference has been characterized
using di erent model assumptions. Envisions about the in-X subnetworks are then
presented as well as speci ¢ use cases, requirements and challenges. Various existing
interference predictors are then presented, where after we will conclude the chapter
by presenting the problem statement.

2.1 Brief History on Wireless Networks

In the modern society, there has been an increasing demand for the connectivity of
mobile devices. Staying connected anywhere at anytime helps people live more ful-
lled lives [11, p. 4]. The cellular network has evolved greatly over the past three
decades and is the main source of such ubiquitous connectivity [11, p. 3].

The increasing demand for connectivity yields challenges for the network operators.
There are mainly three points that should be considered, that is, a ordability, avail-
ability and quality. A ordability covers the expenses of deploying and maintaining a
network as well as the price of acquiring a spectrum license. Availability has largely
been solved by the introduction of 2G cellular networks which is available almost ev-
erywhere. The quality of a network is indicated by the average total throughput per
unit area. The average total throughput per unit area is the capacity of a network
[11, pp. 4-5]. The capacity is the product between the average number of active con-
nections per unit area and the average rate on such data connections. The average
rate can be found as the product of the bandwidth and the spectral e ciency of the
data connections. The spectral e ciency and the SINR of a link are closely related.
This relation can be seen in Shannon's capacity formula which is given by

C=Blog, 1+

N + 1 (2.1)
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where C is the capacity, B is the bandwidth, S is the average signal powerN is
the average noise power andl is the average interference power, that is, the average
interference power is obtained by averaging over instantaneous interference power for
a given time [12, pp. 272-273].

From Eq. (2.1), the quality of a network can be improved by increasing the bandwidth.
However, the bandwidth of a network is not easy to increase, as hew spectrum is rarely
freed up and it is expensive when it happens. The quality can also be increased
by improving the spectral e ciency. A way to improve the spectral e ciency is

by dividing existing bands into smaller bands provided that the smaller bands are
appropriate to support an acceptable data rate. However, these divisions of the
frequency spectrum can only happen a nite amount of times before the bands cannot
support an acceptable data rate. [11, p. 5]

An alternative way to increase the quality, and thereby the capacity, is by spec-
trum reuse, here the spectrum is shared among multiple users where they try to
mitigate their mutual interference. In the time period 1955-2020 spectrum reuse has
been the greatest contributor to the increase of network capacity. [11, p. 5] [13], [14]

2.1.1 Analysing Wireless Networks Using Stochastic Geometry

When analysing the performance of a proposed network through simulations, many
simulations may not necessarily provide a useful insight as the performance of the
network is too low for those scenarios. Since 2010 some analytical and semi-analytical
results regarding the SINR distribution has been found for various networks. Say that
we could relate the SINR distribution at a user to the parameters of the deployment
of a network, such as, transmission power and densities of the cells. Then some of the
scenarios which do not yield a su cient network performance could be eliminated.
The tools used to derive the analytical results are mainly from the mathematical
eld stochastic geometry, and speci cally to model the base stations location as a
realizations of point processes has proven useful. [11, p. 9]

There has been derived several useful results regarding the SINR when the base
stations are distributed according to a homogeneous Poisson point process (PPP), as
it is the best understood model and it is analytical tractable. However, there also
exist some tractable models where the points are either more clustered or the distance
between the points are greater than that of a Poisson process. Both cases are useful
when modeling a cellular network. For example, in coverage-oriented deployment
there is a minimum distance between neighbouring base stations. Hence it would
be reasonable to model the locations using a point process where the points repel
each other. On the other hand, in a capacity-oriented deployment the base stations
are grouped together around hot spots, an appropriate point process to model the
locations is then one in which the points appear in clusters. [11, pp. 10-12]
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2.2 Modelling Interference in Wireless Networks

The interference can be characterized in di erent ways, depending on what type of
network is considered. Various models exist some of them are more general and
tractable while others are more speci ¢ and complex. Which kind of model should
be used depends on the application [15]. For example, a lot of work has been done
in order to obtain analytical results using stochastic geometry, but this is often done
using more general models.

Before presenting the di erent models, we want to present the basic components
that need to be modelled, so consider the interference received at a poigt2 R? at
time t 2 R. X

ly(t) = (y  x)Hy(x;t) «(1) (2.2)
X2

where " is a path-loss function, Hy is a random nonnegative eld, 4 is the trac
parameter of the node atx and is a collection of node locations. Note that the
node locations may be time dependant, ( t), but for ease of notation we write

. The path-loss” is a nonnegative function. The random nonnegative eldHy is a
random propagation eld containing e ects like small-scale fading, shadowing and/or
transmission power [11, p. 43]. When modelling interference the transmission power
is usually set to 1. The tra c parameter  is usually an indicator function which is
1if the node x is transmitting and O if idle. The node locations at time 0 is usually
described using a point process and then move according to some mobility model if
they are mobile.

The PPP is by far the most common model for node locations, as the PPP is the most
tractable and well understood model. Networks using a PPP to model the locations
of the nodes are referred to as Poisson networks. Furthermore, the interference in a
Poisson network accurately estimates the interference in a cellular network where the
nodes/base stations repel each other, if the intensity is chosen carefully, according to
[16]. Some work of modelling the interference in Poisson networks has been done in
[16] [20] for wireless networks.

In wireless networks the antennas are usually assumed to be omni-directional, and
each node is equipped with a single antenna. In [16], the interference in a cellular net-
work is modelled. The interference is modelled using a Poisson network with distance
dependant path-loss and an iid unit variance circularly symmetric complex Gaussian
variable as a fading model. They put a lot of emphasis on the PPP approximation
theorem, where the interference with nodes placed according to a repulsive point pro-
cess can be estimated by a PPP with an exclusion region around the receiver, and
use it to characterize the SINR and related performance metrics.

In contrast to [16], the authors in [21] state that a PPP should not be used to
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approximate a point process where the points repel each other, as it is only accu-
rate for rst order statistics and not higher order statistics. Speci cally, they use

a Matérn point process (MPP) in [21], to approximate the usage of carrier sensing
multiple access (CSMA) as a minimum distance should be imposed between active
nodes. The reason is that if CSMA is used, it is highly unlikely that two nodes close
to each other can be active at the same time. In [21], they derive a close form ex-
pression for the temporal correlation of the interference, using an interference model
with iid Nakagami fading and non-singular distance dependant path-loss. Further,
they compare the Matérn network to a Poisson network and show that the average
interference may be similar, however, the correlation function behaves signi cantly
di erent. Hence, one should be careful with approximating an MPP using a PPP.

In [22], the throughput and outage probability is analysed for home users during
the corona virus disease 2019 (COVID-19). Due to the pandemic, many industries
and institutions had to make their employees work from home, this resulted in an
increase in the amount of people who use video streaming applications. Due to the
inhomogeneities in a city's building formation the Wi-Fi access points should not be
modelled as being uniformly located. A Neyman Scott process was used in order to
model Wi-Fi access points in clusters. Speci cally, they used a homogeneous PPP as
the mother process and a uniform distribution for the daughters, where the number
of daughter points in each cluster is Poisson distributed.

In [19], the interference in a Poisson network is characterized in terms of a bursti-
ness and a memory measure from the theory of temporal networks. The analysis
is performed on a channel which is modelled using non-singular distance dependant
path-loss and Nakagami block fading. The nodes transmit according to a probability
all with the same message duration. Two mobility models are considered namely
Brownian motion and random direction. The paper attempts to determine which
factors of a Poisson network causes the bursty behavior observed in interference. It
concludes that it is a combination of the rapidly and slowly changing factors con-
tributing to the interference as well as the characteristics of Brownian motion that
causes an increase in burstiness and memory. The rapidly and slowly changing factors
are associated with the channel and the tra c, speci cally the fading block length,
the message length and the node velocity.

In [17], signi cant work has been put into deriving the temporal correlation of the
interference in Poisson networks, this is done using the Pearson correlation coe cient.
The correlation function is derived under various model assumptions. The node lo-
cations are modelled as a homogeneous PPP. The nodes are active with respect to
a probability and the messages have constant length for all transmissions, resulting
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in slotted ALOHA. The node mobility follows either Brownian motion or linear di-
rection mobility. Lastly, the channel is modelled using a non-singular path-loss in
combination with Nakagami block fading or Rayleigh fading generated using Clarke's
model. They found that the temporal correlation of the interference changes if the
velocity of the node movement, the message duration, the transmission probability
or the block length changes. That is, the node location, tra ¢ and wireless channel
all contribute to the temporal correlation of the interference.

2.3 In-X Subnetworks Model

In-X subnetworks models are used to model networks consisting of subnetworks which
each consists of a control unit and multiple sensors and actuators. The in-X subnet-
works operate in the higher frequency bands aroun®d 10 [GHZ] [7]. The sensors
transmit information to the control unit, which will then process the information and
transmit actions to the actuators. In-X subnetworks are expected to satisfy extreme
requirements such as ultra reliable low latency communication with latencies below
0:1 [ms] and a packet error rate in the order of10 © to 10 ° [8]. The name in-X
subnetworks refers to a subnetworks placed inside X which could be a car, house,
factory or even the human body. In [4] they describe envisions for the di erent, just
mentioned, use cases. The choice of where the subnetwork is placed obviously im-
pacts how and if the subnetwork are able to move as well as the requirements for
the subnetworks. We will brie y go through the four use cases mentioned in [4] and
the envisioned requirements for each. Afterwards, the challenge of interference in
6G in-X subnetworks and how it is currently being mitigated will be discussed. The
requirements are intended to be the most extreme cases, and they may be relaxed in
cases where such demanding requirements are unnecessatry.

2.3.1 Factory in-X Subnetworks

Factory in-X subnetworks are subnetworks that are placed in a factory setting, for
example, in robots in a factory hall. The in-X subnetworks are expected to replace
some of the wired solutions where it is critical to have latencies below:1 [ms] [4].
The subnetworks could control a robots movements and its precision when it comes
to manufacturing products in a production line. Furthermore, subnetworks in mobile
robots could control the mobility and thereby avoid other mobile robots and obstacles.
The transmission tra c in the subnetworks may be a periodic tra c pattern for
most use cases, however, some event-based trac could also be used, in case of
sporadic events. The subnetworks may also be able to collect statistics or other key
performance indicators, which can be send to a local server. The robots could then be
analyzed in order to identify anomalies in their behaviors and stop the robots before
any production errors occurs. The expected number of devices, that is, sensors and
actuators, in a robot is in the order of 10 20 for motion and force control, while
for mobile robots it is 20 40. The maximum subnetwork density is expected to
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be around 40006km?. The robots should be ultra reliable and the communication
service should satisfy the quality of service requirement99:9999 99:999999 %of
the time.

2.3.2 In-vehicle Subnetworks

In-vehicle subnetworks are envisioned to replace the controller area network bus.
Hence, the subnetworks will handle stu like the anti-lock breaking system and the
engine control. For highly critical transmissions such as high priority trigger messages
the maximum latency is 0:054[ms] [23]. This critical tra ¢ may be accompanied with
high data rates from advanced driver-assistance systems (ADAS) which utilizes data
from camera sensors for adaptive cruise control and tra ¢ sign recognition. The data
rates are envisioned to be less therl0 Ghps for the ADAS and 10 Mbps for the
control. The tra c can be both periodic and event-based like in the factory setting.
The reliability is critical and the probability that the service is delivered according to
the quality of service should be in the order99:9999 99999999 % The density of
the subnetworks varies depending on where the car is, however, a maximum density
is expected to be aroundl5Qlane-km. Besides cars the subnetworks could also be
placed in various segments inside an airplane.

2.3.3 In-body Subnetworks

The devices used in in-body subnetworks can be divided into two categories, devices
on the body and devices inside the body. The devices on the body could be skin
patches and sensors for temperature and blood pressure while devices inside the body
could be implants in the form of a pacemaker, insulin pump or muscle controllers.
The control unit could be placed in a wristband or possibly in the form of a brain
implant. The implants could be able to help people su ering from diseases, like
patients su ering from diabetes could have a wireless insulin pump implanted to
maintain the right glucose level [24]. Likewise, muscle controllers could be used
to enable movements in people with motor disabilities [25]. The control unit could
potentially be connected to an external network, and in case of anomalies, for instance
unusual heart beat pattern, then the person could be sent to the hospital. A critical
requirement for the in-body subnetworks is the battery placed in the wireless devices
as they are expected to last for years. The in-body subnetworks do not require
high data rates or low latencies, however, the required service level most be ful lled
as the applications can be life-critical. The probability of satisfying the quality of
service should be99:9999999 %with the tra ¢ being periodic and event-based. The
density of subnetworks may vary greatly depending on where the person is, and
the requirements should be satis ed despite the person being in crowded areas with
chances of higher interference, for instance at a concert. The maximum subnetwork
density is envisioned to be around2=m?.
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2.3.4 In-house Subnetworks

The in-house subnetworks are expected to cover the data ow across devices in dif-
ferent rooms or in the same room. The applications are usually not latency critical,
here it is assessed that a maximum latency ob [ms] is su cient for entertainment
applications, such as gaming with extended virtual reality. Extended virtual reality
may include a full body haptic suit where devices are distributed on the persons body.
Extended VR requires high data rates, and it is envisioned that a data rate o7 Ghps

is needed. The tra c between the devices is event-based. It is expected that the
maximum density is 1=room.

2.3.5 Interference Challenges and Its Mitigation in 6G in-X Sub-
networks

Due to the some of the life-critical application envisioned for the 6G in-X subnetworks,
the subnetworks should be resilient to dense scenarios which may occur [4]. The dense
scenarios could for example be humans attending a concert, cars on a congested road
or at an intersection or even an in-body subnetwork inside an in-car subnetwork [5].
In order for the 6G in-X subnetworks to maintain the extreme requirements, the
problem of interference that occur in these dense scenarios needs to be addressed.
This problem has led to research within radio resource allocation methods for dense
6G in-X subnetworks [5], [7], [26].

To aid the reliability, a combination of blind repetition and channel hopping can
be used, that is the same message is transmitted on di erent channels regardless of
the previous transmission attempts were successfully received. This is proposed for
applications where the transmissions mainly consist of control loops [4]. In [8], an
initial design is proposed for short range wireless isochronous real time in-X sub-
networks for life-critical applications where the latency of control loops should be
shorter than 0.1 [ms]. Speci cally, potential frequency bands are presented along
with a frame structure for the transmissions, and further the required bandwidth in
order to achieve ultra reliable low latency communication is investigated. However,
this transmission scheme, with blind repetition and channel hopping, may not be
su cient to ensure the high reliability that some applications require [4]. Thus some
additional methods to reduce the interference may be needed. Most of the existing
methods for 5G are reactive, hence interference is experienced before action is taken.
Reactive methods is hot recommended for the 6G in-X subnetworks with low latency
requirements. Instead it is envisioned that the methods used for the in-X subnetworks
should be proactive [4], [5].

Depending on the application the interference can be managed in di erent ways.
One approach is centralized management, where the subnetworks report to a cen-
tral controller such that information about transmissions from the di erent subnet-
works is shared among each other [4]. Another approach is distributed interference
management where the subnetworks do not share information, but instead rely on
information on the portion of the frequency band where they are active, that is local
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sensing. From the local sensing, the subnetworks should make decisions on the al-
location of its resources. This decision can be made using machine learning such as
a deep neural network (DNN) or reinforcement learning [6], [26]. In [26], a DNN is
trained for each of the subnetworks, the DNN uses the local sensed interference power
as input and performs a mapping to a class of shared frequency channels. In [6], rein-
forcement learning it used to solve a multi-objective optimization problem where the
sum capacity is maximized at each subnetwork subject to the power and transmission
bandwidth constraints. It could also be of interest to use prior knowledge about the
6G in-X subnetworks in the proactive algorithms, for instance Bayesian reinforcement
learning could be used to perform resource allocation where prior knowledge about
the interference and mobility of the subnetworks can be incorporated [4]. Further
in [7], three heuristic approaches for DDCA is presented and compared with a cen-
tralized method, centralized graph coloring. The distributed methods utilizes local
sensed interference power and SINR measurements and the performance is compara-
ble with the centralized scheme. A combination between centralized and distributed
interference management may also be of interest, so the subnetworks use central-
ized management when possible and distributed when out of range from the central
controller.

The di erent resource allocation methods for in-X subnetworks decreases the in-
terference, or in other words decreases the outage probability, however, the current
methods mainly rely on current interference power measurements. Interference pre-
diction has a potential to aid the interference mitigation techniques, since it will allow
the resource allocation to be determined before the interference occurs [7], [9].

2.4 Existing Interference Predictors

Interference is a well-known problem in wireless communication, where the interfer-
ence may cause an outage of a link, that is, the SINR drops below a certain threshold.
Several interference mitigation methods have been developed, in order to decrease the
interference amount. A proactive method is by predicting when the interference is
below a certain threshold and then to transmit the message at the predicted time
instance. This is particularly useful in cognitive radio networks, where the cognitive
radio users can use licensed frequency bands when the primary users are not occupy-
ing them [9]. The cognitive radios then need to perform spectrum sensing, spectrum
decision, spectrum mobility and lastly spectrum sharing. All of these could be im-
proved with the use of interference prediction, as the real time sensing and decision
making overhead are reduced, as well as the cognitive radios leave the channel before
interfering with the primary users which is the case without prediction [9]. The use-
fulness of this method depends on the accuracy of the predictor. In order to design
an accurate predictor it has to be designed for a model which re ects the interference
pattern.
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The authors of [17], have in [20] designed a simple interference predictor based of the
K 5 strongest interfering nodes. The predictor has a setup phase, where the di er-
ent 2€ interference values are calculated and stored together with their transcodes,
in a table, re ecting which nodes were transmitting. In the learning phase, real inter-
ference values are measured and stored in a new table with the previous transcodes.
The new table takes far away interference into account. While measuring the inter-
ference, the message length and message probability is estimated for each of e
nodes. In the predicting phase, the predictor assumes that if a node is idle it will
remain idle in the next time step, and if it is transmitting it will transmit in the
next time step unless it has been transmitting for the estimated message length, then
it is idle in next time step. Doing this for each K nodes, the predictor predicts a
transcode for the next time step, and a corresponding interference value is found in
the table made in the learning phase. The predictor can then be used multiple times
to predict more time steps ahead. A aw with this predictor is that it does not utilize

the estimated message probabilities. Hence, in its prediction it does not account for
new messages. The predictor is tested by using it to perform a simple slot selection,
on a Poisson network where the nodes transmit according to a Poisson arrival process
and the message length is exponential distributed and the channel is subject to iid
Nakagami fading and non-singular distance dependant path-loss. The slot selection
algorithm is tested against a random slot selection which it outperformed.

The same authors as [20] has since then designed an interference predictor in [1] based
on the correlation function they found in [17]. The new predictor is based on an au-
toregressive moving average (ARMA) approximation of the ACF where the ARMA
coe cients are used in a linear Kalman lter to predict the next interference sam-
ples. It was found that the predictor performs better if it is used in a hetwork without
channel sensing, this is because it is designed using an interference model where the
nodes transmit according to a probability with xed message duration, hence it does
not account for channel sensing. The predictor was tested on interference simulated
according to long term evolution (LTE), wireless sensor network (WSN) and Wi-Fi
and yielded promising results.

Other kinds of predictors are channel predictors which tries to predict whether or not
there is signi cant interference on a channel, for instance hidden Markov models with
binary states can be trained and used to predict states for whether a channel is free
or not [9], [27]. Further ARMA models have proven useful as predictors in channel
sensing, spectrum decision and spectrum mobility [9].
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2.5 Problem Statement

There is a lack of models and analytical expressions regarding the interference in the
in-X subnetworks as they have recently been envisioned and a lot of research still
has to be made. Since the di erent user applications need to be modelled di erently

we chose to focus on the in-robot subnetworks in a factory setting. The already
existing interference predictors have been designed with an outset in the existing
networks, so it would be interesting to see how such predictors perform on the in-
robot subnetworks. It would further be interesting to see, if it is possible to design

new interference predictors with an outset in a new model describing the in-robot
subnetworks. This has lead up to the following problem statement.

"How can a mathematical model be made to realistically capture the inter-
ference power in in-robot subnetworks in a factory setting, and how can
the interference power from this model be predicted? Additionally, is it
possible to nd statistics for the interference power from such a model?"



3. Description of Interference Model

In this chapter, the interference model is described along with all of the individual
components. Afterwards, the interference power will be described using a more math-
ematical approach, and the mean and ACF of the interference are derived under the
described model.

For simplicity, we consider the interference atx; which is the location of the rst
control unit. Let M be the number of subnetworks andN the number of sensor and
actuator pairs in each subnetwork. Then the interference at control unitx 1 at time
t is given as

hd
Ix, (1) = h2o(t) (XK X1) 1ko(t) (X1;Xk)
2 3.1)
+ hg () (X X1) 1 (1) (X15XK)
k=2 j=1

where hﬁo(t) is the small-scale fading on the link from the control unit in the k-th
subnetwork to x1 at time t, "(Xx  X1) is the path-loss from the control unit of
subnetwork k to x1 and 1xo(t) is the tra ¢ function, that is, an indicator function
equalling 1 if the control unit of subnetwork k transmits at time t and the subnetwork
is in the same channel group as the rst subnetwork. Lastly, (x1;Xxk) is the shadow
e ect between x; and xk. Analogously, hﬁj (1), (X X1), 1 () and (X1;Xkj)
are the fading, path-loss, tra ¢ function and shadowing e ects between x 1 and the
j -th sensor in the k-th subnetwork at time t.

In the following sections the individual components will be described, that is, the
small-scale fading, path-loss, tra ¢ function and shadowing, along with a description
of the models for deployment and mobility of the subnetworks.

3.1 Model Description

Tra ¢ model

The tra c function 140 is an indicator function equaling one ifx transmits at the
same time and channel as we are measuring at. Hence, describes the tra c in the

13
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TuL ToL TuL
SN1 lor | 20 [3uL |4ur | 1oL | 200 [ 3oL | 4oL | 2uL | 4ur | 3uL | lu
SuL | 4uL |20 | luc | 3oL | 4oe | 2o | 1ot | 4ol | Llur | 2uL | SuL

ToL TuL ToL TuL
SN2 oo | 3o | Sur | 2o | luL |4uL | 3oL | 2o | 1o | 4o | SuL | 1uo

3oL | 4oL | lur [ 4ul [3Bur | 2ue | 1oe | 4ol | 3oL | 2oL | 4duL | 2uL
TU

Table 3.1: Depiction of the frame structures of two subnetworks. Note that the transmission order

is the same from UL to DL and that the transmission order is shu ed in the next frame. Additionally,
note the synchronization mismatch between the subnetworks, as a consequence subnetwork 1 (SN1)
may receive both UL and DL interference from SN2, see 1y, as an example.

network. For the tra ¢ we will only consider where Time Division Duplexing (TDD)

is used. We assume cyclic transmission patterns where a frame durationTg =0:1
[ms]. The frame duration can be divided into sub-framesT = Ty, + Tp. . During
the rst part, all of the sensors transmit to the control unit (uplink), and in the second
part the control unit transmits to all the actuators (downlink). We assume that the
duration of the uplink (UL) and downlink (DL) is the same, Ty_ = TpL, as we have
the same number of sensors and actuators. The sub-frames can further be divided
into Nty time units (TUs), where a TU is the transmission time from either a sensor
to the control unit or the control unit to an actuator. This concept is illustrated

in Table 3.1. During the UL all the sensors transmit one at a time, each taking a
TU. Afterwards in the DL, the control unit transmits to the corresponding actuators

in the same order as it received transmissions from the sensors. The order of the
transmissions within the sub-frames are shu ed each frame, this helps circumvent
jamming attacks, we will refer to this shuing of each frame as random activity.
Additionally, all the TUs do not have to be occupied, so we may have some empty
TUs, for instance if we only hadN = 3 devices then device 4 could be removed from
Table 3.1.

The subnetworks do not work on the same clock, that is, there is a synchronization
mismatch which we assume is a factor of a TU. A consequence of the synchronization
mismatch, is that the UL and DL phases are not necessarily aligned in time across
subnetworks.

As mentioned in Section 2.3.5, in order to lower the interference and latency, mul-
tiple channels and channel hopping in conjunction with blind repetition are used for
in-X subnetworks (for more information about channel hopping and blind repetition
see [8]). First we split the channels intoK channel groups whereK is chosen such
that there is an equal number of channels in each group. The subnetworks are as-
signed to the channel groups uniformly, such that on average there alsg = M=K
subnetworks in a channel group. LetNcg be the number of channels in each channel
group. Then the messages are repeated blindiM¢y 1 times, that is, once on each
channel in the channel group, as is seen for both of the subnetworks in Table 3.1 for
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TuL ToL TuL
SNI| 1ur [ 200 [3uL [4ue [ 1o [ 200 [ 3oL [ 4oL | 200 | 4oL [ 3uL | uc

ToL TuL ToL TuL
SN2 [ 1o. | 3or | 3Bu [ 20 [ Tur [4u [3ou [ 200 [ Ioo [ 4oL [ 3ol [ Tud |
TU

Table 3.2: Depiction of the frame structures of two subnetworks with N¢y = 1.

the case of two channels in each group. We then have that, when a sensor transmits
a message on one channel it repeats the same message on the other channels with a
small delay between each transmission. However, since we only focus on the inter-
ference on one channel, which could be any of the channels, we will not model this
blind repetition, this results in Table 3.2 instead of Table 3.1

Let Nty be the number of TUs during UL or DL and N be the number of active
sensor actuator pairs. Then, the expected value of the tra ¢ function for the link
between control units of the 1-st andk-th subnetwork is given by

E[ o] = P( o =1) (3.2)
N TpL Ng 1
" Ny Tr Mg 1 (33)
_ N(Ngg 1)
_ﬁﬂfirgﬁ' (3.4)

In Eq. (3.3) the rst fraction is the probability of the k-th control unit interfering
given that the k-th subnetwork is doing DL and is in the same channel group as the
rst subnetwork, the second fraction is the probability of a subnetwork doing DL and
the third fraction is the probability of another subnetwork being in the same channel
group as the rst subnetwork. Eg. (3.4) holds since we have thaflp, =T = 1=2. For
the tra ¢ function for the sensors we have

TUNg 1

Bl w]= T M 1 (3.5)
_ Ny 1 |
= R D (3.6)

In Eqg. (3.5), the rst fraction is the probability of a single sensor interfering given that
the k-th subnetwork is in the same channel group as the rst subnetwork, whereas
the second fraction is the probability of the sensor being in the same channel group
as the rst subnetwork.

Small-scale Fading Component

The small scale fading is modelled using Rayleigh fading which in turn is simu-
lated using Jake-Doppler's model, speci cally we have used the reformulated fading
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Figure 3.1: A plot of jh(t)j2 for a single link, where Lo = 20 and f. = 3 [GHZz].

model in [28]. When using Jake's model, we assume that we have rays arriv-
ing with angles , =2 (n 0:5)=L, such that the n-th ray has a Doppler shift
'h=(2 f ¢ =c)cos( ), wheref is the carrier frequency, the velocity of the sub-
networks and c is the speed of light. UsingLy = L=4 complex oscillators, Jake's
model for time t yields

hi(t) = LZO cos( )+ ] Sin( ) COSCat+ ) (3.7)

n=1

where , are the phases and ,, are the initial phases where ,; U (0; 2 ) and |
denotes the speci c link betweernx ; and the interfere that is either a sensor or control
unit from another subnetwork. It should be noted that it is more likely to receive
interference on a link from a control unit than a speci ¢ sensor. The phases, are
chosen as n

n—L—O forn=1;2;:::;Lo: (3.8)
This provides the same power for the real part and imaginary part and makes them
uncorrelated. Further the normalization  2=L, makes it so

E[hZ(t)] = 1: (3.9)

An example of small scale fading is shown in Figure 3.1 fgh;(t)j%> with L = 20, a
carrier frequency off; = 3 [GHz]. When we measure interference, we may receive
interference from a dierent link for each frame, as can be seen from the frame
structure in Table 3.2, which makes the small scale fading look like Figure 3.2.

When generating correlated Rayleigh fading using Jake-Doppler's model, the ACF
should approximately follow the same pattern as the zeroth-order Bessel function of
rst kind [28], speci cally

o El@®h(t+ )] E®IEME+ )]°

R (O )

Jo(2 f <=0 (3.10)
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Figure 3.2: A plot of jh(t)j*> where Lo = 20, f. = 3 [GHz] and the chosen link varies for each time
step.

Figure 3.3: The real part of an empirical ACF of h and the zeroth order Bessel function of the
rst kind. The empirical ACF has been made by averaging over 1024 realizations with 10° points
and a sample frequency of10000[Hz].

where Jg is the zeroth order Bessel function of rst kind and , is the standard
deviation of h;. A comparison of an empirical ACF and the Bessel function is shown
in Figure 3.3. Furthermore, the ACF of jh;j? can be approximated byJ3(2 f =0,
as can be seen in Figure 3.4. For ease of notation we will usg instead jh;j? for the
remainder of this project.

Path-loss

To model the path-loss a non-singular distance dependant path-loss model is used
[17], speci cally
Xk X1)=min 1 kxg X1k, (3.11)

A plot of the path-loss as a function of distance can be seen in Figure 3.5, for= 3.
The changes in distance is caused by the mobility of the nodes. Our mobility model
is described later in this section.
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Figure 3.4: Empirical ACF of the small scale fading jhj?> and the zeroth order Bessel function of
the rst kind squared. The empirical ACF has been made averaging over 1024 realizations with 10°
points and a sample frequency of 10000 [Hz].

Figure 3.5: Path-loss as a function of distance using Eq. (3.11) with =3.
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Shadowing

We will use a similar shadowing model as [29], that is a log-normal random eld,
since it is argued that correlated shadow is more realistic, as ignoring the correlation
will over-estimate the diversity of adjacent or closely located links [30]. In order, to
describe the log-normal random eld, we will focus on the Gaussian random eld in
the following. In the beginning of a snapshot a Gaussian random eld is generated
on a grid. Let be the spacing along the grid, then we have a grid containing
(width  height)= 2 points on the random eld f. We then have Gaussian random
variables with the following covariance at the grid points

ks tko

cov(f (s);f(t))= 2e — (3.12)

where is the decorrelation distance, § is the variance of the shadow map and
f(s) and f (t) are Gaussian random variables at the pointss and t in the grid,
respectively. We have calculated the shadow map using an algorithm that utilizes
circulant embedding which is described in [31, p. 374]. In Figure 3.6a a shadow map
using the parameters 2=3, =5 and =1 =20is seen. In Figure 3.6b we see a
histogram of the values of the shadow map. The mean and variance of the values in
the histogram are 0:21951and 3:36746 respectively, which are fairly close to the
true mean and variance which are0 and 3, respectively. However, we do not always
see this close of a representation of the mean and variance. We have simulated24
shadow maps and found the mean and variance for each of the maps, these can be
seen in two histograms in Figure 3.7. This means that the shadow map and how it
is distributed changes a lot between each realization.

The shadowing component is modelled in dB according to

( = p—P L) f f 3.13
X1, X e X1)+ X .
1 k) P—=F de=) ( 1) ( k) ( )

where dik is the distance between the control units from thel-st and k-th subnet-
work. The shadowing component is calculated similarly for links involving sensors
and actuators. The shadowing component in the linear scale is then given as

(X1;Xy) = 10 x2xK)=10. (3.14)

In Figure 3.8, we have plotted the shadow values against distance on a scatter plot.
Here it is seen that the further the distance between the subnetworks, the bigger the
spread of the shadow values. This increase continues until we reach a distance of
approximately 7-8 meters, then the spread remains somewhat constant.
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