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Summary

In recent years the number of internet-connected devices has continued to rise[1]], this
paradigm is often referred to as the Internet of Things (IoT). All these interconnected
devices raise serious problems related to security and manageability as the complexity of
the overall system increases. Modeling technologies exist that address different parts of
the problem from generalized systems modeling[2]] to specialized robotics modeling[3].
We argue there is a need for a modeling tool that captures the complex interactions that
can arise from System of systems (SoS) enabled by IoT.

This report outlines the design and realization of a language named “Abstract Communi-
cating Systems” (ACS). ACS is designed to address SoS by capturing the communicative
properties that arise in SoS. We define ACS rigorously in terms of both the syntactic
components and their semantics. ACS features four diagrams that define the structure
and behavior of systems, a textual syntax is used to denote communication properties like
timing information and data type information. ACS is designed to support a wide range
of communication paradigms like Peer-2-Peer, publish-subscribe, client-server, and more.
ACS is an attempt at a protocol and paradigm agnostic solution to SoS communication
modeling and verification. An integrated development environment (IDE) is constructed
to support ACS modeling in the Papyrus Eclipse framework[4], it enables easy creation
and modification of ACS models. The IDE also provides validation facilities and error
messages that guide a user to a valid ACS model. The implementation is freely available
from Githubl|5]].

SysML[2] and UML[6] are generalized modeling technologies that can facilitate systems
modeling and requirements specification but have no explicit communication verification
support. UPPAAL[7]] and other model checkers[8] can verify models but otherwise has
little support for modeling SoS concepts. ACS attempts to bind these two approaches
into a new approach, that to the best of our knowledge does not currently exist. Previous
attempts (now defunct) were made to build modeling tools for SoS namely DANSE[9]]
and COMPASSJ[10]. A previous report[11] explored DANSE and COMPASS as well as
their relation to ACS and concluded there were significant improvements to be made.

The ACS tool is used to present ACS to three industry experts and usability tests are
conducted with the results summarized in the conclusion of this report.
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1 Introduction

This project is a continuation of the work on the “Abstract Communicating Systems”
modeling framework (ACS), which was initially created as a semester project at AAU in
the autumn 2020 [12]. An article [13] about ACS was subsequently published in the
“16th International Conference of System of Systems Engineering (SOSE)” in June of
2021.

To our knowledge, ACS provides a novel approach to System of Systems (SoS) modeling
and veri cation that abstracts away system-centric details such as internal system behavior

for a thorough model of SoS-level communication. ACS is backed by formal semantics
that verify the correctness of communication based on reachability and time safety.

ACS attempts to improve the state-of-the-art within SoS Engineering which previously
consisted of general-purpose methods such as UML/SysML and a few SoS speci ¢ method-
ologies with a heavy focus on internal system behavior and details. Our 9th semester
project [11] extended upon the initial analysis with a full survey of the state-of-the-art
and motivated the discovery of new and old research problems and possible directions.

These research problems and directions, combined with existing SoSE tools, drove the
project scope towards 1) improving the ACS formalism (see Chapters 2 and 3) and 2)
the implementation of an ACS IDE (see Chapter 4). We base the IDE on Eclipse Papyrus,
which has plugin and UML Pro le support. We create a UML Pro le to implement ACS
modeling capabilities and a range of plugins to implement the necessary IDE features
such as veri cation. Finally, we perform usability tests on the IDE (see Section 4.4).

1.1 UML and Metamodeling

UML [14] is a graphical, general-purpose language for modeling system architectures
and behavior, which can be used for system documentation, artefact generation, fault
analysis, and much more. One such additional use is “metamodelling” [15] which is the
process of describing a modeling framework using another modeling framework.

A UML Pro le [16] (also mentioned in the intro) is an extension to UML (the metamodel),
where stereotypeghat represent new concepts are made as extensions of components
(called metaclasses) from the underlying metamodel. A Pro le is applied onto a UML



model to transform it into a model of whatever domain the pro le is designed to model.

1.2 The Eclipse Ecosystem

The Eclipse Foundation [17] is home to a wide variety of open source software solutions,
including the Eclipse IDE which is used to develop new IDE's through extensive plugin
support [18].

Eclipse Modeling Tools [19] is part of the Eclipse ecosystem and allows a user to build
and compile Eclipse plugins directly into a standalone application. Eclipse Papyrus [20]
is itself an Eclipse plugin which provides UML modeling capabilities, and we extend
papyrus with ACS speci c features, using the extensive plugin support provided by both
Modeling Tools and Papyrus. Thus, there is even support for plugins to plugins.

1.3 Existing Tools and Methodologies

The initial analysis [12] and the survey [11] identi ed two primary contenders to ACS,
namely DANSE [21] and COMPASS [22], which have unfortunately been discontinued
due to their respective research projects having ended.

ACS' primary difference to these methodologies is that it does not require any information

about internal system behavior and only focuses on SoS-level communication, while still
providing valid veri cation results. This allows SoS designers to only focus on SoS-level
details, where the other methodologies would require SoS designers to provide system
speci ¢ details that they might not always be aware of.

Furthermore, since ACS is backed by complete, formal semantics, automatic mappings
from ACS to external veri cation tools and back is possible, which allows seamless
integration of said tools into an ACS IDE. Conversely, COMPASS integrated up to a dozen
of powerful veri cation tools, but without any automatic mapping the user had to learn

all these formalisms, else they were useless.



2 Improving and Introducing ACS

This chapter doubles as an informal introduction to ACS and its features as well as a
walkthrough of the changes and additions that have been made to ACS since its initial
publication in the summer of 2021 [13].

At its core, ACS is a diagram-centric modeling and veri cation methodology for SOSE with
a focus on formally verifying the (time-critical) communication between systems (rather
than on simulation). As a consequence, ACS abstracts away all internal computations of
systems as time constraints in favor of a thorough model of the communication between
systems.

As such, SoS designers can focus on modeling communication properties, whereas system
designers can focus on complying with the communicative behavior outlined by the
model. Of course, not all systems in a SoS are under the SoS designers' in uence, in
which case the model must instead comply with these systems' communicative behavior.

An ACS model consists of the three layers “Structure”, “Behavior”, and “Data”. The
Structure layer models the structure of the SoS and the connections between the systems
that communicate. Next, the Behavior layer models the communication systems perform
with each other and the constraints on this communication. Finally, the Data layer models
the structure of the data/information that is communicated between systems. With this,
ACS can verify the structure of a SoS, the communication between systems, the type
correctness of communication, and additional properties that utilize multiple layers.

It is important to note, however, that ACS cannot verify that the entirety of any concrete
system or implementation will work correctly; only that structural rules are upheld and
that the modeled (time-critical) communication is feasible and is type correct.

Section 2.1 presents an overview and introductory description of ACS as a modeling
framework and the central constraints and semantics of the various syntactic components.
Sections 2.2, 2.3, and 2.4 present more intricate details about the concepts and theories
underlying the structure, behavior, and data layers, respectively. Finally, Section 2.5
describes the process of verifying an ACS model.



2.1 Model Components, Diagrams, and Documents

As mentioned in the introduction to this chapter, an ACS model consists of the “Structure”,

“Behavior”, and “Data” layers. Whereas the Structure and Behavior layers are represented
using diagrams, the Data layer is represented using text documents since this format ts

better with ACS' type system, as will be clari ed later on in this section.

2.1.1 Structure Diagrams

Since one SoS can depend on other SoSs, an ACS model consist of possibly many SoS
models which may reference each other in a non-cyclic manner. Some organization
could, for example, have an ACS model with a SoS model of their own infrastructure
alongside a SoS model of some distributed database system that the infrastructure makes
use of. At the root of every SoS model in an ACS model lies a single “Structure Diagram”,
an example of which is shown in Figure 2.1. As can be seen, the structure consists of
different types of (nested) systems (the big boxes) that are interconnected by links (the
black diamonds including the edges/arrows).

Figure 2.1: An example Structure Diagram for a S0S. The example is made speci cally to
demonstrate most of ACS' structural features.



All types of systems have the same general structure; a large box with some number (not
necessarily one) of smaller rectangles called Ports’ on the side of the box. Ports represent
the interfaces through which communication between systems is facilitated. Ports are
connected by links, where the black diamond in a link is called the “Link Hub” and the
edges/arrows between ports are called ‘Link Connection&. The dashed lines in Figure 2.1
de nes one port as an alias of another. The system “Server” is thus called anihterface’
of “Sector”.

2.1.1.1 Systems

A System is an abstraction of a behavioral unit with one or more interfaces used for
communication. The label above each system displays the system'sNamé’ together with
its “Cardinality” surrounded by parentheses (except for on the System of Interest). The
cardinality can have three types of values:Z* (i.e. a positive integer), the value ‘N, or
the value *' (star).

e Z*: The number of instances of this system type is known atdesign-time It is
possible to initiate communication with each individual instance of this system

type.

* N: The number of instances of this system type is rst known at run-time. It is
possible to initiate communication with each individual instance of this system

type.

« *: The number of instances of this system type isunknown at both design- and
run-time. It is (almost, see Section 2.3) impossible to initiate communication with
individual instances of this system type.

Thus, in the example in Figure 2.1, a system cannot initiate communication with a
speci ¢ Client (as the number of instances is unknown), but a system can initiate commu-
nication with a speci ¢ Sector(as we know the number of instances at run-time). It is,
however, possible to communicate with star-cardinality-systems in ways elaborated in
Sections 2.1.2 and 2.3.

A System of Interest (Sol) is the single outermost system object in a SoS model and
(indirectly) contains all other systems in the SoS-model. The Sol is a system that does
not depend on the context of its surrounding environment to function, other than that
the environment might initiate communication over the Sol's ports. The Sol-concept
is borrowed from 1SO-21839:2019 [23] where it refers to “the system whose life cycle
is under consideration”, however, it can also be perceived simply as a reusable system
component, seeing as ACS allows references to other SoS models.

A Reference is simply a placeholder for the Sol of another SoS model and will provide
the same interface and capabilities as the Sol it references. Every reference to the same



Sol creates different system instances that are distinct from each other, so two references
cannot reference the same instance. The cardinality of a reference is used in place of
the missing Cardinality on the Sol. The Sol cannot have a Cardinality of its own since it
cannot know how many instances of itself will be referenced by other models.

A Composite is similar to the Sol, but unlike the Sol, multiple Composites can exist in a
model and they can be inde nitely nested inside each other. Furthermore, a Composite is
intended to require knowledge about the systems that surround it to have practical value.
If this is not the case, and if it's non-trivial, then the Composite could likely be turned
into a Sol/SoS-model and thus be made reusable.

Finally, an Atomic System (AS) is both the smallest structural component and the largest

behavioral component in ACS. Internally, an AS is de ned in terms of explicit commu-

nicative behavior rather than additional sub-systems (see Sections 2.1.2 and 2.3). At
the conceptual level, an AS represents a process, machine, entity, group, or similar, that
the SoS designer does not desire to model in any further structural detail. While this

de nition might seem vague, it is also one of the key concepts that allow ACS to model a

SoS at any abstraction level, anywhere from low-level hardware components to high-level
data-centers.

2.1.1.2 Links

A Link is an abstraction of a communication medium going between the systems con-
nected by the link. The label adjacent to each link hub simply displays the link's ‘Name,
whereas each link connection displays a label with that connection's Cardinality”. The
cardinality on a link is similar to the cardinality on a system. It states the number of
system instances that will be involved in communication over that link, as well as what
types of communication are possible.

Furthermore, link connections have a “Directionality”. This property is visualized by the
number of arrows on a link connection. While only two types of directionalities are
exempli ed in Figure 2.1, there are three types in total with the following effects:

* Non-directed (Line) . Instances of the connected system are only allowed to
respond to communication requests made over the link by other system instances.

* Mono-directed (arrow) . Instances of the connected system are allowed to both
respond to and initiate communication with instances of other system over the link.
It is, however, not allowed to communicate with other instances of its own type.

* Bi-directed (double-arrow) . Same as mono-directed, however, the connected
system will also communicate with other instances of its own type (the number of
which is determined by the link connection's own cardinality). This requires that
the system's cardinality is greater than the Link's cardinality since there would not



be enough other instance to communicate with otherwise.

Combined, directionalities state which systems are allowed to initiate communication

over a link (and whether communication with instances of the same system type is
allowed), and cardinalities state how many instances of each type of receiver-system
will be communicated with. Figure 2.2 shows a few example combinations of system-
cardinalities, link-cardinalities, and directionalities.

Looking at Figure 2.1 again, a single Server instance can initiate communication with 1
DbReference instance. A single Coordinator instance can initiate communication with
2 Sector instances, whereas a single Sector instance can initiate communication with 1
Coordinator instance.

Figure 2.2: This gure shows some example con gurations of systems and Links. Note
that since AS2 cannot initiate communication with AS1, AS1's cardinalities
(both on link connection and system) have no effect.

2.1.2 Controller- and Event-Diagrams

As explained above, only ASs have explicit behavior, meaning that thebehavior of a
Composite or Sol/Reference is actually a product of the interactions between the ASs
within these. Behavior is event-driven and explicitly modeled using state machines.
Each AS possesses a single “Controller Diagram” and one or more “Event diagrams”
as illustrated in Figure 2.3. The Controller Diagram describes which Events on an
AS are available in which states, whereas the Event Diagram describes how the AS
communicates with other ASs'. Furthermore, when a controller transition is traversed,
the state-machine/Event associated with that transition is “invoked”.

Communication is modeled by having one AS invoke Events on other ASs, which happens



in the Event Diagram. An example of this can be seen in the bottom-left diagram of
Figure 2.3, which describes that the ‘NotifyClients-Event invokes the “AcceptNoti cation’-
Event on all Client-instances. An invoked Event can then invoke even more Events on
additional ASs, thus allowing ACS to model arbitrary chains of communication across
any number of ASs.

Figure 2.3: A simpli ed version of the behavior of and interaction between the Client and
Coordinator systems from Figure 2.1, but assuming only these systems are
present.

2.1.2.1 Event Declarations and Invocations

Of course, some Events must be able to self-invoke and not by request from another Event,
else there would be no way to start communication in the rst place. For this purpose,
ACS supports 4 different types of Events. Figure 2.4 introduces these and shows: 1)
whether an event type can be used on transitions in a Controller Diagram, Event Diagram,
or both, and 2) which types of Events is used to invoke which other types of Events.



Figure 2.4: This table states: 1) which Events that can be used on the transitions of which
Diagrams (see column titles), and 2) which Event types invoke each other.

An “Initator " is the only Event type that can invoke without being requested to do
so by another Event, and its purpose is thus to start chains of communication. Unlike
all other Event types, which must be invoked by some other Event, the Initiator is
invoked by an internal/environmental factor such as a human pressing a button or a
timer outside the scope of the model. Such factors can be expressed as timing-constraints
(see Section 2.1.2.2).

A “Handler " can either continueor terminate a chain of communication and is invoked
when requested by another event. A Handler can be Internal”, in which case it has
no associated state-machine, meaning it has almost no communicative behavior; only
internal behavior which ACS does not model. Thus, an internal Handler terminates a
chain of communication.

In Figure 2.3, the Controller Diagram of Coordinator states that after a non-zero duration
of time has passed, the Initiator “NotifyClients’ may be invoked, the Event Diagram of
which then invokes the internal “AcceptNoti cation”-Handler from Client. The Controller
Diagram for Client similarly states that “AcceptNoti cation” can be invoked at any time
after a non-zero duration of time has passed.

The reader might notice that the two Event Diagrams in Figure 2.3 state the following
in the top-box: “Message -> void ”. This de nes the input and output data types of the
Event, meaning both Events take aMessage object as input and produces nothing (void )
as output.

The Event Diagram “NotifyClients” also speci es the following: “<L3 :: void -> void>

which de nes the Link as well as input and output Token types for the Event. This means
that all communication happens over the Link L3 and that the Event neither inputs nor

outputs any tokens (indicated by (void )). The reader should refer to Section 2.3 for

more information about tokens, but roughly stated, tokens are variables (with types) for

remembering connections with other system instances (informally analogous to cookies
in modern browsers).

The “Publisher " and “Subscriber " Event types (not included in the example above) are



inspired by the publish-subscribe approach to communication. A Subscriber is de ned to
listen for data that is published on a speci ¢ Publisher, so when an Event invokes that
Publisher, all Subscribers (from any number of ASs) that listen on that Publisher will
react to the published data. The subscribing systems must be connected to the publishing
system by a Link. Like Handlers and Initiators, Publishers and Subscribers have types,
but unlike those, a Publisher only has input types and Subscribers only have output types
(but take the input types of their Publisher). Additionally, a Subscriber can be internal
like a Handler can.

2.1.2.2 Controller Diagram

Whereas Events represent the actions that an AS supports, the Controller further de nes
in which order and within which time intervals these Events are allowed. In any given
Controller state, the available Events are determined by the available transitions which
are annotated with Events. Thus, the set of all possible (non-simple) paths through the
Controller's transitions (starting from the start state) also correspond to the set of all
possible Event orders.

All transitions in a Controller are annotated with a time constraint surrounded by square
brackets. For example, the time constraint ‘[p2<=1s] " (see Figure 2.3) states that the
transition must nish within one second of last entering the * reference statg which is
“p2”. The time unit can range from nanoseconds to days. The reference state of a time
constraint does not have to be the state that the transition leaves, but can also be an
earlier state (which must have been visited beforehand). Conversely, the time constraint
“Ip1>0s] " requires that more than zero seconds have passed before the transition can be
traversed.

While the examples does not make use of it, it is possible to put input and output “token
variables” before and after the left and right colons (“: ”) on Controller transitions (e.qg.
“tok_in : EV [p<=1s] : tok_out "). See Section 2.3 for more information about token

variables and how to use them.

2.1.2.3 Event Diagram

An Event Diagram is made of two parts: The ‘Event declarationri (at the top of the
diagram) and the “Communicator (the state-machine at the bottom of the diagram).
Section 2.1.2.1 already explains the declaration part, so this section primarily focuses on
the Communicator part. During the invocation of an Event, and during the traversal of a
Controller transition, the Communicator of the invoked Event is executed fully. Thus, the
time it takes to traverse a Controller transition is the same as the time it takes to fully
execute the Event's Communicator.

10



A Communicator transition can invoke any one of Handler-Event, Publisher-Event, Sub-
Machine ”, or “Function ”. Generally, the invocation annotated on a Communicator tran-
sition consists of a list of inputs, what to invoke, and a list of outputs, however, in the
case of invoking a Publisher, there is no output. A Sub-Machine is simply an additional
state-machine in the Communicator and a Function is a placeholder for business/internal
logic (to support code injection during code generation). Both have explicit input and
output data types.

Since all “invokable components” have explicit input and output data types, it is possible
to construct a complete model of the data ow within entire chains of communication and

to check a model for type correctness as explained in Sections 2.1.3 and 2.4. However,
data ow is “abstract” in the sense that no communication is ever made and no concrete
data/values are ever created. ACS only does veri cation given the constraints.

The inputs to an invocation come from “Data Variables$, an example of which is “message”
that is de ned as the name of the input of type “ Message” to the “ NotifyClients’ Initiator
from Figure 2.3. The name of this input is de ned in the square brackets on the start state
of the “NotifyClients’ Event Diagram. The angle brackets are used for token variables, like
before, see Section 2.3 for more information about these.

The invocation made within “ NotifyClients’ thus broadcasts the ‘message” to all Client
instances (on the “AcceptNoti cation’-Handler) and does not wait for any response from
these, which is indicated by the skiP keyword given as the output. Due to the wide variety
of valid invocation con gurations — each of which represent different communication

mechanisms — all further explanation of how invocations work is deferred to Section 2.3.

2.1.3 Type Documents

As explained in Section 2.1.2, all invocations are typed, which allows ACS to track
data ow across all systems and to type-check all communication. Types are de ned
using a domain-speci c language in a “Type Document”. Every Sol and AS have one
Type Document. The types de ned on the Sol are globally visible (called global type$
whereas those on ASs are locally visible (calledscoped types however, scoped types
can “propagate” to other ASs through communication. Thus, only the ASs that receive a
type through communication actually gets access to it — called the type's “scope” — which
imposes additional structure on a model that can be used for veri cation.

The type system contains three fundamental type&: number, character , and boolean .
Whereas booleans are restricted to true and false, numbers can have any numerical value
with any decimal precision and characters can be any character/symbol. ACS further has
four “type construct& record , array , nullable , and enumeration . Whereas enumeration
is used to make a new type with a nite value-space consisting of names, the remaining
constructs are used to make new types from existing ones.

11
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The running example from Figure 2.3 mentions the Message type, but did not provide a
de nition. To expand on the example, let us imagine that Message should represent some
string containing a message, an priority (urgent, important, notice), and an optional
deadline-timestamp. Futher, imagine also that the message string can only have English
letters & spaces and be up to 100 symbols long, and that the timestamp must be a
non-negative integer. These restrictions are expressed asbnstraints’. Listing 1 shows
how this type would be modeled in ACS.

String = char[] { } /Il An array of characters
Priority = { URGENT, IMPORTANT, NOTICE } { } // An enumeration

Message = ( /I A record
String message, /I A field with type "String"
Priority priority, // A field with type "Priority"

num? deadline /Il A field with type "nullable number"
) {
.message._elem."a-zA-Z ", // Constraint array element values
.message.[[1;100]], /I Constraint array size
.deadline.[0;+inf], /I Constraint number-value
.deadline.(0) /I Decimal precision = "0" (integer)
}

Listing 1: The de nition of the Message type from Figure 2.3 and related types.

An ACS implementation can additionally pre-de ne a range of global, common types
such as different sizes of integers, positive integers, and strings (as opposed to declaring
strings locally, as in Listing 1), so types don't need to be de ned for each new model.
Listing 2 shows some example pre-de ned types that could be used.

uint num { .[0;+inf], .(0) } int = num { .(0) }
uint8 num { .[0;278-1], .(0) } int8 = num { .[-277;2~7-1], .(0) }
uintlé = num { .[0;2"16-1], .(0) } intl6 = num { .[-2715;2"15-1], .(0) }

String = char] { }

Listing 2: List of example prede ned types.

There exists a third kind of type apart from global and scoped: “anonymous types which
are types without a declared name. An example of this is ium?” on line 7 in Listing 1.
Another example would be to change the input type of “NotifyClients’ in Figure 2.3 from
Message tO Message[] , in which case “array of messages” is a valid, existing type, but it is
not referenced purely by name, thus making it anonymous.
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ACS has the concept of type substitutiori’ which allows one type to be used in place of
another when the rst type's value-space is a subset of the second type's value-space. That
is, the same principle from functions in programming where an actual parametermust
simply be “compatible with” a formal parameter. In ACS, this is when the actual parameter
has the same structure as, and is no-less constrained than, the formal parameter. For
example, uint8 on line 1 of Listing 2 can be used as auint16 since the value-space of
uint8 is a subset of that ofuint16 . Conversely,uint8 cannot be used asnt8 , int16 , nor
int .

An important difference between scoped types and the other two kinds of types (global
& anonymous) is that whereas scoped types can only be used in place of types that
they “extend” or “specialize”, global & anonymous types must simply have the same
structure (the comparison of constraints remain the same). For example, imagine two
types “Messagel” and “Message2 ", which are both identical to “ Message” from Listing 1.

If these two types were global (or even anonymous), then they could be used in place of
each other, whereas if one or both of “Messagel” and “Message2 " were scoped, then they
would be considered different for the purposes of enforcing the type structure.

2.2 The Structural Model

The structural model does not represent one concrete SoS, but rather a template that can
get instantiated one or more concrete SoSs (called “instances of the structural model”
or “SoS instances”) that adhere to the template. The only structural distinction between
instances of the same structural model is the number of system instances in the SoS
instance, which is determined by system Cardinalities. Cardinalities are also used to vary
the number of system instances that will communicate with each other.
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Figure 2.5: The diagrammatic syntax for ACS' structural components. €AR means “Car-
dinality”. Figure 2.9 form Section 2.2.2.2 shows one additional structural
component which is too intricate to present here.

Figure 2.5 describes the syntax/structure of all but one (see image text) of ACS' structural
components, as well as the different categories of Systems, Links, and Link Connections.
Ranges (e.g.0..* and 1..* ) denote the required/allowed number of each component
within systems and in relation to the structure of Link Connections. The components
“Controller” and “Event” are behavioral (see Section 2.3) and the “Type” component
relates to the data layer (see Section 2.4).

This section explains the design choices related to the structural model and the rules at its
foundation. It is recommended to read Section 2.1.1 rst to get a general understanding
of the structural components.

2.2.1 Cardinalities

As mentioned in Section 2.1.1.1, a Cardinality in ACS is a measure that expresses “an
amount of system instances” and “whether these instances can be uniquely addressed”.
Table 2.1 shows the key properties of each of the three classes of Cardinalities, namely,
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positive integers (from the set Z*), the value ‘N, and the value *' (i.e. CAR= Z* [f N,* g).

Property ZT | N |+
(1) Exact number known beforeSoS instantiation (design-time) | v~

(2) Exact number known after SoS instantiation (run-time) vV

(3) Uniquely addressable instances v | v

Table 2.1: An overview of the key properties of the three classes of Cardinalities.

The reason for using this exact set of Cardinality classes stems from the desire to 1) allow
the modeling of as many communication mechanisms as possible with as few model
constructs as possible, and 2) to visually express the structure of communication. The
Cardinalities are also inspired by various types of communication that modern computer
networks use, such as client-server communication, peer-to-peer communication, and
various casting mechanisms (e.g., unicast, multicast, broadcast, anycast).

Section 2.3 describes how Cardinalities help model (and restrict the usage of) various
communication mechanisms. Section 2.2.2 explains how the duality between System
Cardinalities’ and “Link Cardinalities” allow visually expressing the “structure of commu-

nication”. This separation lets the designer separately reason about the number/amount
of system instances in a SoS, and the number/amount of system instances involved in
communication.

Another reason for the three Cardinalities and their properties is that the number of

system instances (in a SoS or during communication) can be known: 1) at design-time
(thus, a Z-Cardinality), 2) at run-time ( N-Cardinality), or 3) never at all ( *-Cardinality),

and that whenever the exact number is known, there must be a way to uniquely identify
each instance.

Whereas Z-Cardinalities could be used for central systems such as servers, theCardinality
(Star-Cardinality) could be used for ad-hoc systems such as clients for which you cannot
have or do not need individual identities. The N-Cardinality could be used in a Peer-to-
Peer network, where the number of peers may vary, or any system where the number of
receivers of some message varies but each peer may need an individual identity.

2.2.2 The Structural Components

This section explains Ports and Links on their own before explaining the four kinds of
system components, even though Links and Ports make up parts of these. This order aims
at explaining the most fundamental elements rst.
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Finally, the section explains why Types are declared speci cally on Sols and ASs, and also
explains the top-most “ACS Model’-component that contains the main SoS as well as all
So0Ss that can be referenced.

2.2.2.1 Links, Link-Cardinalities, and Ports

WhereasPorts represent interfaces that perform communication, Links represent medi-
ums that facilitate communication. As seen in Figure 2.5, a Link consists of a.ink Hub
which must have one or moreLink Connections . Each Link Connection connects to one
Port and states a Link Cardinality”. Whereas Section 2.1.1.2 explains how to read and
understand Links, this section explains why we chose this Link design among alternatives.

Links are split into the Link Hub and Link Connections to better visualize the “structure”
of communication. Communication is more than just independent requests and responses.
One system may request data from two other systems and send some computed result
to a fourth system. The Hub & Connections design allows one Link to visualize that all
four systems are part of a larger of communication and data ow. An alternative design
would have been to allow Ports directly connect with a single line/edge, but this design
does not properly convey this “communication structure”. Figure 2.6 demonstrates this.

Figure 2.6: Comparison of two Link designs. The Hub & Connections design better con-
veys the kind of communication the Analyzer makes with the other systems.

Figure 2.7 presents the three Link Connection types. The feactive " type only allows
a system to react/respond to communication requests made over the Link. Next, the
“active " type allows a system to both initiate and respond to communication over the
Link. Finally, the “reflexive " type allows a system to initiate communication with other
instances of its own type, as well as all other systems connected to the Link (note that
active does not allow this self-communication). Section 2.1.1 used different names for
ease of understanding.
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Figure 2.7: The effects of the three types of Link Connections. There can be multiples, B,
and cinstances, which is why they are plural in the blue text.

Link Connection types also serve as constraints on the behavior of systems, which can
be used to validate whether systems “behave correctly” according to the structure. The
semantic rules below are used for verifying Links. Additional Link rules follow in this
section and Section 2.3.

Rule 1 Only one Link Connection can exist between any pair of Link Hub and Port/System.

Rule 2 A Link must allow at least two system instances to communicate with each other,
possibly of the same system type (e.@ from Figure 2.7). This requires “at least one
reflexive Link Connection” or “two or more Link Connections where at least oneaigive "

Rule 3 active and reflexive Link Connections requires a system (e.g and B in Fig-
ure 2.7) to initiate communication over a given Link. Communication must happen with all
systems that the initiating system is allowed to communicate with.

Exception: Boundary Links on a Sol only require at least orative ofr reflexive  Link
Connection, since the remaining system(s) would be connected to a Reference to that Sol.

ACS assumes there is only ever one system instance that initiates communication over a
Link, and with that in mind, Figure 2.8 demonstrates how to read Link Cardinalities, which
depends on the perspective of the initiating system and its associated Link Connection
type. Section 2.3 explains the actual types of communication allowed by each Cardinality.
Note that the N cardinality allows the number of involved system instances to change
every time any system initiates communication over the Link.
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Figure 2.8: Explains how Link Cardinalities express how many instances of each system
an initiating system should communicate with. Color coding is used to show
how Cardinalities are read from the perspective of each connected system.

When Figure 2.8 says “guaranteed to communicate with up to X instances”, this means
that any protocol related to any communication initiated over the link L must have at
least one “execution path” that makes use of all available instances (across all connected
systems). Rule 4 below describes this in more accurate terminology.

Rule 4 All Events with communicative behavior must have at least one path in its Event
Diagram that makes use of alz*, N-many, or *-many system instances allowed by all Link
Connections on the Link that the Event communicate over.

Thus, with the above rule in mind, the combination of the systems that are connected,
the types of connections, and the Cardinalities on Link Connections both constrains and
give insight into the kind of communication that happen over a given Link.

2.2.2.2 Systems, System-Cardinalities, and Interfaces

Systems are abstractions that give structure to a SoS and behavior to Ports. All systems
are surrounded by a box, called a ‘System Boundary " (see Figure 2.5), on which “Ports ”
and “Boundary Links ”reside. Links can also be placed freely inside Container Systems
(called “Free Links”). The System Boundary serves to isolate a system's insides from
the outside world (and vice versa), whereas the Port and Boundary Link serves to allow
communication across said System Boundary.

Ports and Interfaces

Section 2.1.1.1 already describes the general use and structure of the four kinds of systems,
including how Container Systems support arbitrarily deep nesting. These structural and
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nesting properties are expressed diagrammatically in Figure 2.5 above. Furthermore,
since only Atomic Systems have explicit behavior, all Container systems (and indirectly
References) must have an AS inside to actually provide behavior for them. Figure 2.9
shows how this is modeled using “aliasing” where a Container System Port is set as an
alias for an AS Port.

Figure 2.9: The gure demonstrates how Interface Connections can be used to mark an
AS as an interface of a Container system. The crossed connections are not
valid.

The dashed line is called an ‘fnterface Connection " and the ASs that have such a
connection to one of their parent Container's Ports are called “the interfaces of the
container”. The rules for interface connections depicted in the gure above are described
textually below.

Rule 5 All Ports on all Container Systems must have an Interface Connection to an AS Port.

Rule 6 An Interface Connection can only exist between an AS Port and a Container System
Port, where the Container System is the direct parent of the AS.

Boundary Links
The nested structure of systems, as well as System Boundaries and Container System
interfaces add some additional constraints to Free Links (and Boundary Links). These

constraints are expressed textually in the rules below and most are visualized in Fig-
ure 2.10.

Rule 7 A Link Connection cannot cross a System Boundary.
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Rule 8 Boundary Links can have Link Connections on both sides of one System Boundary.

Rule 9 A Link Connection cannot be connected to a Port on its parent Container System,
nor on its Link Hub's parent Container System.

Rule 10 Only an AS with an Interface Connection can have awtive or reflexive  Link
Connection to a Boundary Link.

Rule 11 The interface system and the Boundary Link Hub must have the same parent
Container System.

Figure 2.10: The gure demonstrates how only interfaces of a Container System can
initiate communication over Boundary Links on said Container. It also shows
how link connections cannot connect certain Link Hubs and Ports.

Since System Boundaries are meant to isolate the inside and outside of a system, Link
Connections cannot cross System Boundaries. The reason for including the Boundary
Link, however, is two-fold.

Firstly, since a Reference knows nothing about its surrounding environment, it cannot
initiate communication directly with any outside systems. Therefore, the only way
for a Reference to initiate communication “outwards” is by using a publish-subscribe
mechanism, where systems outside the Reference subscribe to the messages published
from inside it. The subscribers must thus have a Link Connection to a Boundary Link
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on the Reference, over which the messages will be published. See Section 2.3 on
communication mechanisms.

Secondly, when an interface system initiates communication with an inside and outside
system at the same time, only a Boundary Link can connect all systems in a single Link.
The only alternative would be to have a Free Link connect the interface and inside system,
and another Free Link outside to connect the interface and outside system. However,
separating into two links gives the visual impression of separate communication, which
goes against the core principles of Links. Figure 2.11 shows these two alternatives.

Figure 2.11: Only Boundary Links can properly model communication that spans two
nesting layers. The alternative with Free Links gives the wrong impression
that communication with the inside and outside systems are separate.

System Cardinalities

All systems have a System Cardinality apart from the Sol, which is assumed to have
only one instance since it never interacts directly with its surroundings (nor with other
instances of itself). Of course, References to a Sol can make multiple instances of it,
but this does not affect how the Sol can interact with the outside. The Cardinality of
Container Systems also affects the total number of instances of their child systems. For
example, for each of theN-many instances ofCOMAN Figure 2.12, there will be 5 instances
of AS1.

As seen in Figure 2.12, when ACS veri es communication with a Port on a Composite (and
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also a Reference), one instance of that Port's interface AS is selected non-deterministically
for communication. This is because 1) outside systems are unaware of the insides of
Composites and References, and 2) allowing an outside system to freely choose the
interface instance would cause ASs and non-ASs to have different communication syntax
(see Section 2.3).

This non-deterministic approach works well since ACS uses formal veri cation to de-
termine whether communication works, rather than simulating it or other methods. In
a real implementation (or simulation), however, this selection would be a question of
network routing or similar.

Figure 2.12: How to select which interface AS instance to use for communication (in a
Composite or Reference) when multiple instances are available.

Note that even if both a Link Connection and its Connected System have am-Cardinality,
this does not mean that all N system instances in the SoS are involved in communication.
Instead, it means that Ny, out of Ngysieminstances are involved, where 0 Ny jn

NS ysten;’-

The System Cardinality does not affect communication/links apart from restricting the
possible Link Cardinalities. Table 2.2 shows which Link Cardinalities are allowed with
which System Cardinalities (and the reflexive ~ Link Connection type in one special case).

Rule 12 The Link Cardinality must be compatible with the System Cardinality (see Ta-
ble 2.2). The Link Connection type affects the Z-Z case.
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ZSYS NSYS *SYS
reflexive : Z <Z

Zi - LNK svs|
otherwise: Z nk  Zsys

NNk | v \d

LNk | VY d d

Table 2.2: The conditions under which a Link (LNK) Cardinality can be used with a
System (SYS) Cardinality.

The reflexive Link Connection type requires there to be at least one more system
instance than there are instances involved in communication since one extra instance is
needed to initiate communication with the other instances of the same system type.

The *-Link-Cardinality can always be used since this simply allows broadcasting messages
to any system instances that are listening for said broadcast (see Section 2.3). Conversely,
since the Z- andN-Link-Cardinalities require that all instances involved in communication
are uniquely addressable, these become incompatible with ther-System-Cardinality,
which does not allow unique addressing.

Different System Boundary Layouts

The AS represents a single behavioral unit — where this behavior is modeled by the
Controller and Events — and thus only has one Port. The AS further has no Boundary
Links since these must connect to systems on both sides of the Boundary and there are no
systems nested inside an AS.

Container Systems can have any number of systems inside, and as such, they can also
have any number of interfaces (see Figure 2.9) and thus any humber of Ports. However,
whereas the Sol can have zero Ports, a Composite must have at least one Port.

A Composite is by de nition a system that requires knowledge about its surrounding
environment to have practical value, and as such, it must communicate (both ways) with
its environment, which requires at least one Port. Conversely, the Sol is by de nition
a system that does not know anything about its surrounding environment and is thus
free to decide whether it will even allow communication in/out of it. Therefore, the Sol
does not require having any Ports or Boundary Links, even though at least one of either is
necessary for any reference to that Sol to be usable.
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Data Types on the Sol and ASs

Figure 2.5 shows how Data Types are de ned speci cally on the Sol and on ASs. As
Section 2.1.3 also mentions, types de ned on the Sol are global types, whereas those on
ASs are scoped typ€s Whereas global types can always be used anywhere, scoped types
can only be used by ASs that (indirectly) receive the type through communication with
the AS that de ned the scoped type. Section 2.4 explains these principles in more detail.

Since every SoS (and thus Sol) can de ne its own set of global types, we simply de ne
global types in a document alongside the Sol, whereas scoped types are de ned in a
document alongside the AS on which they are de ned.

2.2.2.3 The ACS Model Component

Since an ACS model may contain not only the main SoS but also all the SoSs that the main
SoS (indirectly) depends on, there is a hidden “ACS Model” or just “Model” component
on top of all the SoS models. The ACS Model component is simply a list of pairs between
a Sol component and a list of dependencies in the form of Sol names. The ACS_Model
component is described mathematically below and graphically in Figure 2.13. Rule 13
poses a constraint on References in a Sol.

I
: |
ACS_Model = Sol , nameg,

Figure 2.13: A depiction of the ACS Model component, which is a list of pairs between
Sol components

Rule 13 References in a Sol are only allowed to reference the Sols whose name is in the Sol's
dependency list.
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2.2.3 High-Level Features and Limitations

ACS' System and Link concepts are designed to allow the modeling — at any scale —
of groups of units that communicate over some medium. The Systems/units could be
anything from people to server computers, and Links/mediums could be anything from a
speech to intercontinental networks. One weakness, however, is that SoSs where physical
properties (such as location) in uence communication are hard to model/approximate
with ACS' “template structure” approach; especially if these properties are subject to
frequent change.

Problem 8 from our 9th-semester project report [11, p.40] describes how there is a need
for better methods for modeling interfaces to better manage and integrate possibly highly
heterogeneous systems in large numbers. ACS tackles this using Ports and Links, since
these can represent very heterogeneous concepts, and since all Ports/interfaces are readily
available in the Structure Diagram and Links further describe how Ports relate to each
other.

In extension of generalized representations of interfaces and mediums, Problem 2 [11,
p.36] identi es a need for generalized communication mechanisms that are independent
of the concrete properties of the interfaces and mediums that Ports and Links represent.
Sections 2.3.4 and 2.4.4 describe how the Behavioral and Data models contribute to
solving this problem.

2.2.4 Names and Quali ed Names

All systems and links have a hame’ for identi cation purposes. Names must be of

the form: “("_" | letter) ("_" | letter | digit)* " and cannot be a keyword (see
Table 2.3). The range of supported letters is left as an implementation detail (but should

at least support English letters), since ACS will function correctly with any range of letters.
Name length restrictions are left for implementation as well. No hamed object in an ACS
model can share a name with its direct parent. This prevents certain bad naming patterns
that make resolving ambiguous names (see below) very cumbersome.

reactive active reflexive initiator handler subscriber
publisher internal lockable function machine lock
unlock all WAIT SKIP char num

bool void _base _elem

Table 2.3: The keywords in ACS. Taken from the abstract syntax presented in Chapter 3.

A “quali ed name” is a sequence of DOT-separated (*) namesconsisting of the parent
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component name(s) and the name of some component itself. Quali ed names have the
form “*."?2 name ("." name)* ", where partially quali ed names start with a hame, and
fully quali ed names start with a DOT (. "). Quali ed names are used for the purpose
of disambiguation, and whereas fully quali ed hames are absolute, partially quali ed
names are compared to the end of the full name of all names of the required kind (Data
Type, System, Link, etc.).

Table 2.4 shows an example where two types with ambiguous names can only be disam-
biguated by some of their quali ed nhames. It also shows how a partial name and the
full name can be almost identical (see the “Full” and “Almost full” columns), the only
difference being the DOT at the start.

Full “Almost full” (Partial) Partial Name
.So0l1.AS1.TypeName Sol1.AS1.TypeName AS1.TypeName | TypeName
.S0l2.AS1.TypeName Sol2.AS1.TypeName AS1.TypeName | TypeName

Table 2.4: Two Sols have an AS calledas1 that de nes a type called TypeName. The full
name or the almost full name would be needed to disambiguate these.

2.2.5 Changes since the old version

ACS initially discerned between “System Countsand “Link Multiplicities” [13], which
were subsequently uni ed into the singular “ Cardinality” during the current development
efforts. Counts and Multiplicities worked the same way as Cardinalities, but Link Mul-
tiplicities did not support the N-value. The uni cation not only simpli es the structural
model since there are less concepts and exceptions to remember, but also allows ACS to
model communication with a varying number of uniquely addressable system instances.

The reflexive ~ Link Connection type is a new addition, and “directed” and “non-directed”
Link Connections have been renamed taactive and reactive . The only way to previously
model “self communication” was to have both anactive and areactive Link Connection
to the same system. However, when two Link Conenctions were connected to the same
system over one Link, there was no good way to decide which Link Cardinality should be
used if other systems could initiate communication over the Link as well.

Boundary Links are a new addition and were added for the reasons outlined in Sec-
tion 2.2.2.2. The initial release of ACS can therefore not model communication that spans
two Container systems. Boundary Links were added together with the publish-subscribe
communication mechanism (see Section 2.3).

Renamed theSos component into Sol to avoid confusion between the SoS concept and
component. The Sol would previously contain all the Sol's it depended on inside itself.
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Since this recursive structure of dependencies complicated both syntax and semantics, we
added the ACS Model component to contain all Sols in a list for simplicity and without
the risk of duplication when multiple Sols depend on the same Sol.

There were previously no clear semantics for how names and quali ed names should
be related to model objects, nor a clear distinction between names, partially quali ed
names, and fully quali ed names.

Global Types is newly added to de ne general types that all systems should have access to.
See Section 2.4 about the new type system and Section 2.4.5 about the old type system.

“Global References” have been removed, but we plan to re-introduce them again in the
future. Global References reference SoS instances that exist independently of the currently
modeled SoS, however, no semantics exist for Global References. Upon discussing how
they should work, we realized that our current ideas would break system isolation in
undesirable ways, and guring out proper semantics could end up as its own project.

2.3 The Behavioral Model

The behavioral model is a template for all possible system behaviors akin to how the
structural model is a template for all possible SoS structures. However, the behavioral
components are not “instantiated” in the same sense as systems, but are instead properties
of the ASs (and thus AS instances) on which they are de ned. Figure 2.14 describes the
structure and syntax of ACS' behavioral components (Figure 2.5 describes how these
relate to Atomic Systems).
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Figure 2.14: The structure and syntax of the behavioral components. Event Declaration,
Link Speci er, Function, Sub-Machine, Invocation, Action, and the Selectors
are (complex) textual elements and thus not included in the image.

Figure 2.14 shows the Controller Diagram and Event Diagram , as well as the com-
ponents related to these. Most components are composed of other components, and
the ranges (e.g. 0..1 ) denote the required/allowed number of sub-components (e.g.,
Figure 2.14 shows how “CON State ” may or may not have the "lockable"  attribute).
Whereas the behavioral diagrams are structurally very uniform (i.e. primarily state
machines), the textual parts (such as Actions and Invocations) are very diverse. The latter
are described throughout this section.

This section explains the design choices related to the behavioral model and its rules,
as well as a lot of details that could not be covered in Section 2.1.2. It is, however,
recommended to read Section 2.1.2 rst to get a general understanding of the behavioral
components.
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2.3.1 Events and Data Flow

Events represent (possibly empty) collections of communicative behavior with some input
and output, and which are given a human readable name. TheController ~ of an AS
describes which Events may invoke when and in which order, and theCommunicator
describes which Events (if any) an Event invokes on other systems/ASs. The reason
for making behavior event-driven is reminiscent to the reason for including functions
in programming languages: to abstract away low level behavior under a high-level and
human-readable (and self-explanatory) name.

The four Event types differ in structure and effects in ways that arise from their individual
purposes and how they can be used. Table 2.5 below shows the structure of an Event
Diagram depending on the Event type. Figure 2.4 on page 9 shows which diagrams can
use which Events and which Events can invoke each other.

Event Diagram
Event type | Event Declaration . . Communicator
Initiator initiator namey; - l[')ataTypq,\! .D!ataTpr)UT Required
Handler handler nameypy I:')altaTypq,\} D!ataTyp%UT Optional
Publisher publisher  namepyg: [l)ataTyqu . None
Subscriber subscriber  namegyg: qnamesyk D!ataTpr)UT Optional

Table 2.5: The structure of an Event Diagram depending on the Event type. Thegname is
a quali ed name (see Section 2.2.4).

The inputs and outputs, as well as the requirement for a Communicator, vary depending
on the type of Event. Events with no Communicator terminate a communication chain;

including Publishers since they do not know their Subscribers and thus cannot get
responses from them. An invoked Subscriber can then start its own communication
chain, or can have no Communicator and immediately terminate the chain. An Event
can spawn multiple communication chains by invoking multiple events, thus forming a

“communication tree”.

Rule 14 An Event's Communicator's presence or absence must be in accordance with Ta-
ble 2.5.

ACS models data ow throughout the entire communication tree, and each Event type
has its own mechanism for passing data into and out of itself, which causes differences in
how the Events' inputs and/or outputs are declared. However, since internal behavior is
abstracted away, including the behavior that creates concrete data, no assumptions can be
made about concrete values, which are thus not present during veri cation. Instead, ACS
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assumes that all non-deterministic choices can be made with the available information at
any point.

An Initiator's inputs come from the system on which it is de ned and its outputs are
returned to said system. The initiating system thus feeds the data needed to start a
communication chain or tree and must thus have a Communicator, since without one
there would be ho communication, which is considered internal behavior. Conversely, a
Handler's inputs and outputs come from, and are returned to, the Event/Communicator
that invokes it, so the Handler's Communicator is optional.

A Publisher has a single input that comes from the Event/Communicator that invokes it,
but no output since it cannot get responses from its Subscribers which it does not know.
As such, it cannot have a Communicator. A Subscriber's inputs come from the Publisher
in its declaration and its output is returned to the system on which the Subscriber is
de ned. As such, its Communicator is optional.

We decided on this set of Events and their semantics since the Initiator and Handler allow
for direct communication where the sender knows the receiver, whereas the Publisher
and Subscriber allow for indirect communication where the receiver knows the sender.
By controlling which party knows which, the number of instances wrt. the known patrty,
and the kind of data that is communicated, this combined allows for modeling a wide
variety of communication (see Section 2.3.3.4).

2.3.2 Tokens

Figure 2.14 mentions the “Token” which is a typed variable that remembers a connection
with a system instance or group of instances for later use. Tokens exist because there
are cases where communication with the same system instance(s) at multiple points in
time must be guaranteed. Thus, similar to how “data ow” is modeled using Variables
in Communicators, “connection ow” is modeled using Tokens in both Controllers and
Communicators as described in Section 2.3.3.3.

Whereas Single Tokens allow addressing a single system instance, Group Tokens only
allow addressing a group of instances as a whole. This is because system instances are
selected non-deterministically (see Section 2.3.3.2) when connections are established,
which makes the number of instances in a Group Token unknowable at design time.

Tokens have the same structure as any other name in ACS, and Token Types are based
on system Ports, since each Port on a Composite or Reference represents a different
AS/interface. Table 2.6 shows the Token Type syntax. An AS Port is speci ed using the
name of the AS. A Composite or Reference Port is speci ed using said system's hame and
the name of the AS that has an interface connection to the desired Port on the Reference
or Composite. Ports are speci ed the same way for Single and Group Tokens.
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System type(s) Single Token Group Token

AS sincLe( ANamMeyg) Grouk qNamMeyg)

REF & COMP | gngie( dnamesgrecome NAaMexg)) | crouk NAME&EercomA NAMExg))

Table 2.6: The syntax for single/group tokens for ASs, References, and Composites.

The AS names inside square brackets are not quali ed since the AS can only be in the
scope ofqgnamezeecomp The values of Tokens are determined non-deterministically by
“TokenSelectors " that are located on the Communicator End States (see Section 2.3.3.2).
Tokens can also be used to determine the instance(s) a Subscriber should listen to (see
Section 2.3.3.4).

2.3.3 The Behavioral Components

The behavior of an AS is split into one Controller and multiple Communicators (see
Section 2.1.2) to 1) separate what an AS is allowed to do at a given time, from how
it actually communicates with other systems, and 2) make the behavioral layer more
manageable to read and write. Events are thus the agents that bind the Controller and its
Communicators together, which is part of the reason why behavior is event-driven.

The Controller and Communicator have a very tight interplay — both within and across
ASs — which can be expressed in terms of three kinds of “ ows”, namely, “Control Flow”,
“Connection Flow”, and “Data Flow” (also mentioned in Section 2.3.1). These ows
emerged as a product of the constructs and mechanisms built into ACS. The rest of this
section explains the Controller, Communicator, and the three ows.

2.3.3.1 Controllers

As described in Section 2.1.2.2, the Controller describes the orderings and timings of
when Events on an AS may invoke. The key component for this is theaction that is
located on Action Transitions (see Figure 2.14). Table 2.7 outlines all variations of the
Action syntax. The non-Delay Actions are collectively referred to assvent Actions
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Action Type Syntax

Initiator & Handler T!oken,\l : namey-yan [ TimeConstraing: '!rokerbUT
Subscriber T!oker]N: namesyg( Target) [ TimeConstraing: !TokerbUT
Delay [ TimeConstrain{

Nested Components | Syntax

TimeConstraint namqqeferencgsmeComparatorN Unit
Leaf Components Syntax

Comparator <j<=j=j>=j>

Unit djhjmjsjmsjus

Target all j Token

Table 2.7: All syntax variations of the Action component.

Action Transitions

Actions are placeholders for behavior that is invoked “in response to something”. For
Initiators, that is the AS' internal environment. For Handlers and Subscribers, that is by
request from another system. Publishers are invoked to produce such a request and thus
cannot be used in an Action. Lastly, the Delay Action exists to provide additional timing
for Event Actions or to represent internal operations that take time.

Rule 15 The Events and Tokens used in Action transitions must be de ned on the parent AS.

The input and output Tokens on Event Actions relate to connection ow, where Controllers
de ne input and output Token Types (akin to Events' input/output Data Types), which is
described further in Sections 2.3.3.2 and 2.3.3.3. TheTarget -part of a Subscriber Action
allows it to listen for published data, either from all instances of the AS that de nes the
Subscriber's Publisher or only from the instance(s) referred to by a Token.

If an Action Transition is traversed, it must nish the traversal within the time range
denoted by the Time Constraint. This range is de ned using an arithmetic Comparator
to compare “the latest time of entering a given reference state” with a constant time
duration (e.g., 1m30s, where 1 and 30 are natural numbers and mand s are time Units ).

Alternatively, the reference time could be compared with a lower and upper duration to
give ner timing control, however, double bounded time constraints take up more space,
might not always be needed/desired, and can be simulated by two single bounded time
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constraints. Figure 2.15 shows how the two alternatives can represent the same time
constraints (in this case “10 seconds to 1 minute”).

Figure 2.15: Single and double bounded Time Constraints are equal. The interval could
be any other valid interval. The underscore can be an Event or nothing.

Delay Actions are traversed instantaneously. If an Event Action has no associated Com-
municator, it is assumed to nish within its Time Constraint's interval. In the other case,
the Event nishes in an interval decided by the Time Constraints of the Events that the
Communicator invokes. If the Time Constraints of the invoked Events make it impossible
to satisfy the Action's time constraint, this is a veri cation error (see Section 2.5). The
local Time Constraints in the Controller can also be unsatis able as seen in Figure 2.16.

Figure 2.16: It is impossible to satisfy the red time constraint.

Rule 16 Time Constraints may not make other Constraints in the same Controller impossible
to satisfy.

Rule 17 The reference state of a Time Constraint must be guaranteed to have been visited
before getting to the Time Constraint. Otherwise, the relative time will be unde ned.

Controller states

A Controller State (i.e, CON State from Figure 2.14) has three possible attributes. Firstly,
the start state of a Controllers is marked by thestart Mark . The "lockable"  attribute
allows other systems/instances to temporarily reserve the right to communicate with the
system (instance) that contains the lockable state (see Section 2.3.3.2). Lastly, the list of
Tokens on top of a state denotes the scope of a Token.
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Since Controllers are cyclic (see the next paragraph), and to make the destruction of a
Token/Connection explicit, we annotate the scope of Tokens onto Controller States to
avoid them being used in places that were not intended. All states following the transition
from which a Token was output are annotated with the Token, and once a state without
the Token is reached, this token cannot be used as input anymore.

Overall structure

A Controller must be a single state machine where all states and transitions are reachable,
and since the veri cation process assumes that the number of system instances remain
constant, systems cannot terminate which means Controllers cannot have end states. This
leads to Rule 18. Furthermore, to avoid unused (but de ned) Events that could give a
designer the wrong idea about a system's capabilities, Rule 19 requires that all Events are
used in an Action and are invoked from a Controller.

Rule 18 All CON States must be reachable from their parent Controller's start state and
have at least one outbound Action Transition.

Rule 19 All Initiators, Handlers, and Subscribers de ned on an AS must be used on one or
more Action Transitions. All Handlers and Subscribers/Publishers must be invoked by one or
more Communicators (from any AS).

2.3.3.2 Communicators

As described in Section 2.1.2.1, Events may or may not initiate new communication with

other systems when invoked. Events that do not do this are called “Internal” and “have no

associated state machine”. This state machine is contained in the Communicator which
further describes the Link (see Section 2.2.2.1) over which communication happens. The
key components here are theLink Specifier , Start COM State , End COM State, and

Invocation 0N Invocation Transitions (see Figure 2.14).

Link Speci er and Input/Output Tokens

Communicators have a Link Speci er to denote which Link all communication initiated
from that Communicator must happen over. Note that Handler and Subscriber Events
can be invoked over any Link that is connected to the system that de nes said Event. The
Link Speci er is only ever needed when an Event initiates new communication, and is
thus part of the Communicator. The syntax for the Link Speci er is shown just below.
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| |
<name i, :: TokenTypgl TokenTypegyT>

When invoked, a Communicator/Event non-deterministically selects a required/allowed
number of system instances to communicate with as denoted by the presence, Direction-
ality, and Cardinality of Link Connections in the speci ed Link. Since Links represent a
promise about the types and numbers of system instances an Event must communicate
with, Rule 20 and Rule 4 (on page 18) ensure that the behavior of an AS is faithful to all
the Links it connects to.

Rule 20 A system that can initiate communication over a Link must have at least one Event
(with a Link Speci er) that uses said Link. Furthermore, the Link Speci er can only specify a
Link that is connected to the parent AS' Port (or an alias thereof).

Links further restrict the Link Speci er's input/output Token Types as stated in Rule 21,
Rule 22, and Rule 23. As an example of Rule 22, if a Link allows an Event to commu-
nicate with two instances of ExampleSystem , then no more than two Single Tokens for
ExampleSystem may be given as input to that Event. If less than two tokens are given, the
remaining instances are selected non-deterministically from the total set of instances.

Rule 23 disallows using Group Tokens for systems with a Z-Link-Cardinality since such
systems must be individually addressable, which Group Tokens do not support. Conversely,
Single Tokens can be used withn- and *-Link-Cardinalities to be able to individually
address a subset of all corresponding system instances involved in communication.

Rule 21 The input and output Token Types can only refer to systems that are connected to
the speci ed Link.

Rule 22 The input and output Token Types cannot allow inputting/outputting more system
instances than involved in communication. When the Link and System Cardinalities are
and/or *, there is no upper limit.

Rule 23 Only Single Tokens (see Section 2.3.2) can be used as input for systems with a
Z-Link-Cardinality. Both Single and Group Tokens can be used for systems witland
*-Link-Cardinalities.

Finally, output Tokens are given the type(s) of the output Token Types of the Link Speci er.

Rule 24 states how to correctly annotate input and output Tokens on Action transitions.

The “values” given to output Tokens are de ned on the end states of Communicators as
described in the following.
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Rule 24 The number of input and output Tokens on an Event Action Transition must

correspond with the number of input and output Token Types in the given Event's Link
Speci er.

The types of input Tokens must be the same as the Token Types given in the Link Speci er.

Communicator States

Figure 2.14 shows the three types of Communicator States COM States ). The Start COM
State gives names to the input Data Types and Token Types (from the Event Declaration
and Link Speci er), where data names are called Variables and Token names are still
called Tokens. Variables and Tokens are used in Invocations, which are described shortly.
The actual data and Tokens that are output by an Event are speci ed on End COM States
using Variable Selectors and Token Selectors . Table 2.8 shows the syntax of these.

Selector Type Syntax

. I
Variable Selector | nameyariaple: N@MEecordField

Token Selector gnameyg( InstanceSelector
j gnamesgy( InstanceSelectof namepq, ]

Sub-Components | Syntax

InstanceSelector| Z* j all

Table 2.8: The syntax of Variable Selectors and Token Selectors.

The Variable Selector outputs the value of a Variable or a eld on the Variable if the
Variable is aRecord (see Section 2.4.2.3). The Record Data Type contains hamed, typed
elds, which can also be records. Therefore, zero or more elds can be appended after a
Variable to select the value of either the Variable or a (however deeply nested) eld.

The Token Selector uses Ports to identify the type of Token to create (similar to de ning
Token Types), but also adds thelnstance Selector to either select a single instance
(creating a Single Token) or all instances involved in communication (creating a Group
Token). Single Tokens can only be created for systems with a Z-Link-Cardinality, in which
case each of thex,,i5 2 Z* involved instances can be uniquely addressed by a positive
integer Xinstance 2 Z* where 1 Xinstance  Xtotal -

Tokens are created inside Communicators since they can only be created when connections
are made to other systems. The Variable and Token Selectors are placed on End COM
States, since 1) it mirrors the declarations on the Start COM State, and 2) since there is
no gain in creating them earlier in the Communicator. Finally, as with Action Transitions,
the inputs/outputs on Start and End COM States must correspond with the Link Speci er.
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