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Abstract:

With more intelligent and flexible Industrial IoT
(IToT) emerging in industrial plants, the require-
ments for the communication are becoming more
demanding. As mobility is a key enabler for In-
dustry 4.0 applications, the integration of wire-
less technologies with mobile industrial applica-
tions is gaining momentum. However, the perfor-
mance over a wireless medium may not be suffi-
cient for applications with critical latency require-
ments. The objective of this thesis is to explore
the boundaries of wireless technologies, specifically
Wi-Fi, to meet these use-cases, as well as to de-
velop new methods to improve them with specific
emphasis on mobility and high levels of reliability.
To determine how well Wi-Fi can support a given
latency requirement, its performance with empha-
sis on reliable latencies was measured in a realistic
industrial environment using commercially avail-
able Wi-Fi equipment. The main contribution to
latency was found to be the handovers between Ac-
cess Points, increasing the 99.9%-ile latency from
63 ms to 297 ms.

To both improve the overall performance using
Wi-Fi as well as to fully mitigate the impact of
handovers, a solution using multi-connectivity was
pursued. This resulted in a radio-aware multi-
connectivity layer-4 scheduling mechanism. Using
this, a latency of 77 ms was observed at the 99.9%-
ile. With a 74% reduction compared to the non-
optimized Wi-Fi, this solution can better support
critical IToT applications.
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Abstract:

Med mere intelligente og fleksible Industrielt IoT
(IToT) i industrianleeg bliver det vanskeligt at op-
fylde kravene for den underliggende kommunika-
tion at kunne understgtte dette. Eftersom mo-
bilitet bliver et centralt aspekt i Industri 4.0-
applikationer, vil tradlgse teknologier i stigende
grad integreres i industrielle omgivelser. Ydelsen
over tradlgse medier er imidlertid muligvis ikke til-
strackkelig til applikationer med kritiske krav til
latenstid. Formalet med denne afhandling er at
undersgge greenserne for tradlgse teknologier, iseer
Wi-Fi, for at opfylde kravene til disse brugstilfal-
de og udvikle nye metoder til at forbedre dem med
saerligt fokus pa mobilitet og hgj pélidelighed.
For at fastsla hvor godt Wi-Fi kan opfylde et givet
krav til latenstid blev dets ydeevne med vaegt pa
palidelige latenser méalt i et realistisk industrielt
miljg med kommercielt Wi-Fi udstyr. Det blev her
konstateret at det stgrste bidrag til latenstiden var
overgangen mellem to netveerk som ggede latens-
tiden ved 99.9%-ilen fra 63 ms til 297 ms.
Multi-konnektivitet blev undersggt for at bade for-
bedre den overordnede ydelse samt reducere péa-
virkningen af overgange. Den primeere tilgang til
at forbedre den overordnede ydelse samt reduce-
re pavirkningen af overgangene er gennem multi-
konnektivitet. Dette resulterede i designet af en ra-
diofglsom lag-4 pakkeskeduleringsmekanisme som
yderligere seenkede latenstiden til 77 ms. Med en
reduktion pa 74 % kan denne lgsning kan derved
bedre understgtte kritiske IloT-applikationer.
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Preface

This long master’s thesis was written during the 3™ and 4™ semester of the study
Communication Technology with specialization in Networks and Distributed Systems
at the department of Electronic Systems at Aalborg University. The project started
September 2nd 2020 and ended June 3rd 2021.

The topic of this project is empirical evaluation of enterprise Wi-Fi for industrial use
cases requiring mobility. This project is collaborating with Nokia Bell Labs, Aalborg.
The author would like to thank the supervisors Ignacio Rodriguez Larrad and Troels
Kolding for their guidance and support throughout the project, as well as Guillermo
Pocovi from Nokia Bell Labs, and Anders Karstensen and Rasmus Suhr Mogensen from
Aalborg University.

The thesis is structured as a main part and appendix with worksheets. The main part
includes the extended summary and the written papers. The worksheets and appendix
are only used for supporting the main work.

Citations are marked in square-brackets with a number corresponding to a source in the
bibliography, e.g. [1]. Citations in the papers contain their own respective bibliography.
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Chapter 1

Extended Summary

As we approach Industry 4.0, Industrial Internet of Things (IIoT) is becoming increas-
ingly integrated in industrial plants. Aspects such as improved adaptability to the
current state of e.g., a production line, improved machine-to-machine communication
and generally more powerful hardware play critical roles in automated environments.
To enable these aspects, it is crucial that the underlying communication can support the
requirements of the devices, such as increased throughput or real-time communication.
Moreover, to improve flexibility in terms of set-up and connectivity while enabling new
use cases such as a device requiring full mobility, integrating wireless communication
technologies will be a key enabler. However, communicating in the wireless domain
will result in degraded performance as compared to cabled, with increased latency and
packet loss. It is therefore of interest to investigate these aspects in an industrial setting,
which is the main focus of this project. Although technologies such as 5G NR are cur-
rently being developed targeting Ultra-Reliable Low Latency Communication (URLLC),
it remains of interest to consider IEEE 802.11 Wi-Fi, as this is prominent in industrial
plans today and does not depend on the use of licensed frequency bands. While this
technology does not claim to support URLLC, it may be able to support a subset of
time-sensitive applications. To evaluate the performance of the technology, the reliable
latency will be used as one of the key metrics. This is the packet latency achieved at
a certain reliability level, such as the 99.9%-ile representing the top 0.1% of measured
latencies in a given dataset.

In order to raise a main problem statement for the project, an investigation into the
Wi-Fi protocol was performed as to obtain an initial understanding of its design. This,
in combination with preliminary measurements, led to an analysis of how mobility is
handled in Wi-Fi in terms of how the Station (STA) roams between Access Points (AP).
Because the technology is designed to use a ’break-before-make’ approach, a disruption
in the traffic will occur, which can be fatal for applications with critical communication
requirements. Furthermore, with IloT-devices requiring mobility, it becomes necessary
to investigate the impact of these handovers and how their impact on the communication
can be reduced.

Based on this, the main problem statement for this project is as follows:

"In order for IEEE 802.11 Wi-Fi to better satisfy the requirements of time-sensitive

10T in settings requiring mobility, the impact of handovers in communication needs to
be mitigated."
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To investigate the problem statement, the following research questions are defined:

RQ1: What is the current performance of enterprise Wi-Fi, and what are the main
contributors to the latency?

RQ2: How can the latency and Packet Error Rate (PER) be reduced using non-
proprietary mechanisms targeting mobility and latency?

RQ3: How can the network be deployed as to support devices with strict communi-
cation requirements?

RQ4: How can a standardized solution be designed such that the latency and PER
of the communication is improved?

When a STA needs to roam to a new network due to e.g., low signal strength, it will
initially scan for nearby APs which it can connect to. During this period, the perfor-
mance of on-going communication will be degraded while the STA communicates with
APs on other frequency bands. Once an eligible AP is found, the STA disconnects
from its current AP and initiates the handover. During this period, communication is
halted until the connection is established. To mitigate this issue, several amendments
have been introduced to the IEEE 802.11 protocol with the goal of enabling seamless
roaming, namely IEEE 802.11r, IEEE 802.11k and IEEE 802.11v.

To empirically determine the performance of Wi-Fi in real-life industrial settings, cus-
tom measurement software was designed and implemented. This software captures Wi-Fi
properties such as RSSI and connection state, positioning data using an Autonomous
Mobile Robot (AMR) and communication latency and PER statistics. Likewise, to iden-
tify the benefits of improving handover-specific properties the following improvements
were investigated: 1) using IEEE 802.11r to reduce the communication required during
handover through pre-authentication, and 2) simple radio tuning to reduce the number
of channels to scan before the handover.

This led to the work presented in Paper 1, in which the performance of a single STA in
an industrial setting was measured. To evaluate the impact of handovers, the reliability
level of 99.9% is used, with 100.000 samples captured to ensure sufficient confidence.
With the test setup configured to adequately capture the effects of the handovers, this
led to [90I minutes of measurements per configuration. It was through these tests
confirmed that handovers do indeed have a significant impact on the latency, with the
latency of the 99.9%-ile (i.e., the latency of 0.01% of the communication) being increased
from 62 ms to 297 ms for network conditions with background traffic, addressing RQ1.
By applying the optimizations, the latency for the same percentile was decreased to
174 ms, successfully mitigating some of the impact from handovers, addressing RQ2.
Specifically, reducing the number of channels during network scans would significantly
reduce the latency impact of handovers. Furthermore, the performance during single-
frequency deployments across APs was investigated, from which the effect of the Listen-
Before-Talk mechanism of Wi-Fi was likewise found to substantially increase the latency
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while doubling the PER as compared to deployments with dedicated frequency channels,
addressing RQ3. Further details for the Wi-Fi protocol and the setup for the tests are
available in the worksheets found in Sections 3.1 and 3.2.

After investigating the performance of a typical Wi-Fi STA in an industrial setting, it is
clear that while the impact of the handovers is reduced, but further improvements are
needed. A state-of-the-art approach for this is using transport-layer multi-connectivity,
where tra c can be either routed using speci c connections or duplicated over both.
To address RQ4, this approach was adopted with the aim of including radio-level in-
formation to both improve the performance in general, and to allow for truly seamless
handovers. This resulted in the design of a multi-STA solution, i.e. a device with multi-
ple interfaces. Another objective of this multi-STA is to make it network-agnostic, with
it being able to be integrated in current typical Wi-Fi deployments without a ecting
both devices on the network or the network itself, such as e.g. proprietary solutions
would, which in turn could lead to vendor lock-in.

The multi-STA operates using a packet scheduler to handle transport-layer tra ¢ based
on radio-level properties, and a mobility coordinator to negate the impact of handovers
and to improve signal diversity by connecting each STA to dierent APs. By both
incorporating knowledge of the Wi-Fi signal and connection state as well as introducing
radio-level control of the STAs, this is a novel approach to multi-connectivity in Wi-
Fi. The multi-STA was designed with two main components: a transport-layer packet
scheduler, from which the tra ¢ would be duplicated over both STAs or only the STA
with highest RSSI was used, and a mobility coordinator to ensure the STAs would
connect to separate APs and avoid simultaneous handovers.

Paper 2 presents how having multiple APs overlap in terms of coverage area can al-
low for a multi-STA to achieve signi cantly improved performance over the optimized
single-STA con guration. All of the evaluated multi-STA con gurations were found to
improve both latency and PER metrics, with the packet scheduler scheme and best path
scheduling resulting in 99.9%-ile latencies of 80 ms and 77 ms, respectively. By includ-
ing a mobility coordinator, the average time until medium access can be reduced in the
packet duplication con guration. Furthermore, this ensures that the e ect of handovers

is completely negated, as opposed to only being decreased in single-STA con gurations.
More information regarding the design of the multi-connectivity solution is available in
the worksheet in Section 3.3.

In conclusion and referring back to the main problem statement, it has been experimen-
tally veri ed that roaming in Wi-Fi does indeed have a signi cant impact on the latency,
with both network scans and the handover itself resulting in either periods of degraded
performance or full interruptions in the communication. Although optimizations target-
ing this issue can be utilized in commodity Wi-Fi networks, further improvements would
be required to achieve the same performance as that without handovers. To accomplish
this, a multi-connectivity solution was designed and validated, in which the handovers
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could be fully negated while improving the overall performance. This was found to yield
the best performance across all tested con gurations, with a decrease in the 99.9%-ile of
74% (297 ms to 77 ms), as well as almost completely negating packet drops.
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Papers
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2.1 Paperl

Empirical Performance Evaluation of En-
terprise Wi-Fi for IloT Applications Re-
quiring Mobility

Andreas Engelsen Fink, Rasmus Suhr Mogensen, Ignacio Rodriguez,
Troels Kolding, Anders Karstensen, Guillermo Pocovi

A. E. Fink, R. S. Mogensen, |. Rodriguez and A. Karstensen are with the Wireless
Communication Networks Section, Department of Electronic Systems, Aalborg Uni-
versity, Aalborg @st 9220, Denmark (email: aefl6@student.aau.dk; rsm@es.aau.dk;
irl@es.aau.dk; andka@es.aau.dk).

T. Kolding and G. Pocovi are with Nokia - Bell Labs, Research Center Aalborg, Aalborg
@st 9220, Denmark (email: troels.kolding@nokia-bell-labs.com, guillermo.pocovi@nokia-
bell-labs.com)

The paper has been acceptedor the
European Wireless Conference (EW) 2021

© will be transferred to IEEE without further notice upon nal submission.
The layout may be revised.
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2.2 Paper 2

Radio-Aware Multi-Connectivity Solutions
based on Layer-4 Scheduling for Wi-Fi in
lloT Scenarios

Andreas Engelsen Fink, Rasmus Suhr Mogensen, Ignacio Rodriguez,
Troels Kolding, Anders Karstensen, Guillermo Pocovi

A. E. Fink, R. S. Mogensen, |. Rodriguez and A. Karstensen are with the Wireless
Communication Networks Section, Department of Electronic Systems, Aalborg Uni-
versity, Aalborg @st 9220, Denmark (email: aefl6é@student.aau.dk; rsm@es.aau.dk;
irr@es.aau.dk; andka@es.aau.dk).

T. Kolding and G. Pocovi are with Nokia - Bell Labs, Research Center Aalborg, Aalborg
@st 9220, Denmark (email: troels.kolding@nokia-bell-labs.com, guillermo.pocovi@nokia-
bell-labs.com)

The paper has been submittedto the
IEEE Global Communications Conference (GLOBECOM) 2021

© will be transferred to IEEE without further notice in case of acceptance.
The layout may be revised.
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