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Abstract:

Technology has grown over the years, result-
ing in more stress on data storage servers. As
the years goes by the data files size also grow,
resulting in bigger files than a server can han-
dle. In case the server crashes the data file is
lost. Hence data distribution storage (DDS)
systems are initiated, meaning the file is dis-
This in-
dicated that error-correction codes could be

tributed across multiple servers.

used, as if one server crashes it can be re-
constructed. However, for error-correction
algorithms they reconstruct the entire code-
word instead of the one broken entry. This
is related to the exact repair problem (ERP)
where this thesis will study the ERP for Reed-
Solomon (RS) codes over extension fields. If
the data is distributed as a RS codeword,
then by solving the ERP then any data on a
crashed server can be restored. This process
is called a linear exact repair scheme. The
approach in this project will combine Galois
theory, coding theory and linear algebra to
create an optimal repair scheme.

The content of this report is freely available, but publication (with reference) may only be pursued due to agreement

with the author.



http://www.aau.dk




Contents

Preface vii
Introduction ix

1 Preliminaries

1.1 Galois Theory . . . . . . o . o o 1
1.2 Linear Algebra . . . . . . . . . e

1.3 Coding Theory . . . . . . . . e 10

2 Repair Schemes 15

2.1 The Exact Repair Problem . . . . .. ... ... ... ... ... ... 15

2.2 Linear Exact Repair Schemes . . . . . . . . .. ... ... ... ... .. .. ... 17

2.3 Construction of a LERS for MDS Codes . . . . . . . ... ... .. ........ 20

2.4 A LERS for Reed-Solomon Codes . . . . . . . . . . . ... ... ... ...... 26
2.4.1 The Reconstruction Procedure with Repair Bandwidth n—1 for RS Codes

with A=TF . . . . 30

2.5 Lower Bound for Repair Bandwidth for MDS codes . . . . . . ... ... ..... 35

3 Conclusion 41

3.1 Conclusion . . . . . . . . . e 41

3.2 Danish Resumé . . . . . . . . . . e 43

Bibliography 45






Preface

This master thesis is made during the 4"

semester of the master program in mathematics at
Aalborg university spring 2019. The aim of this master thesis is to study the exact repair problem
for Reed-Solomon codes. For this we need to understand the problem, and the problems which
may occur in them. We need to understand how this is related to Distributed Storage Systems
and how it is possible to restore any data on a failed server.

For this to make sense some basic knowledge about finite fields, coding theory, linear algebra
and polynomial algebra is recommended. Important definitions will be stated in Chapter 1 for

reference as well with some results needed later.
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Reading Guide

In this project chapters are numbered x and sections are numbered x.x, where the first x is
the number of the chapter. Subsections are numbered x.x.x, where the first and the second x
indicates the chapter and the section, respectively.

Definitions, lemmas, propositions, remarks, examples and theorems are all numbered x.y where
x indicate the chapter and y indicate the number in chapter x. Definitions, lemmas, proposition
and theorems are written in light grey colored boxes with darker grey lines, which indicate the
beginning and the ending of each. Definitions are also written with a heading of the content
after the number of the definition. Proofs are written with a bold "Proof" in the beginning and
end with a square. Sage code have a line at the beginning and the end, and the sage code has
a ’sage:’” in front of the code, and the output with nothing in front. The lines in the code are
counted to the left.

Mathematical equations are centered and written in italic. If they are used later in the report,
they are numbered (x.x) in the right margin, where the first x indicate the number of the chap-
ter. Equations are referred to as (x.x).

The sources the chapter/sections/subsections are based on are written in the beginning of the
chapter /section/subsection and are labeled [x] where the x refer to the x’th source in the Bibli-

ography.

Aalborg University, June 6, 2019

Jonas Junker Jensen

<jjjel4@student.aau.dk>



Introduction

As the world becomes more technologically advanced, we require more of our computers. A
computer usually have one or two hard drives, which when burns out looses the data on it.
What if both hard drives had half of every file stored? Then, in the case either of them crashing,
only lose half of every file would be lost. This is the basic motivation behind the following idea
to prevent complete loss of data.

Say a big file was distributed across multiple servers, this is called a distributed storage system.
Instead of having one file on one server, which if crashes we lose the file, we now have the file
split up into parts where multiple servers store a part of the file. If this is done in a smart way
then from enough parts of the file, we can restore the original file. This way, even if one servers
crashes we do not necessarily lose the file.

From coding theory the concept of MDS codes has been used to encode a message of length k
into a codeword of length n, such that any k correct entries can reconstruct the entire code-
word. However for certain situations when only one entry is broken, it seems to be wasteful
to restore the entire codeword. This is where the title of the project comes in: "The Exact
Repair Problem" ie. the problem of repairing a single entry from the remaining correct entries
without reconstructing the entire codeword. This way when a server crashes, we do not have
to reconstruct the entire codeword. Instead by a solution to the exact repair problem, we can
reconstruct only the damaged entry.

When a server crashes that means there is the need of a new server, which we call a replacement
server to the crashed server. Then if the file distributed to the servers by a MDS code, the exact
repair problem then becomes to restore the part of the file that the crashed server stored, from
the remaining working servers. Then the replacement server download it and then act as the
crashed servers replacement.

Hence the replacement server will have to download information from the other servers, which
also yields a new parameter: how much does the replacement server need to download from
the other servers? This is called repair bandwidth. It turns out with Reed-Solomon codes over
extensions fields it is enough to download some data from the subfield, where the server can
compute the data itself under certain conditions on the set up.

Reed-Solomon codes are often used, but there was no working exact repair scheme. However [1]
present a working scheme which we will look into. In [8] they show that there are a limit on how
well you can do in the sense of how much each server has to storage and how much a replacement
server has to download. [1] present an optimal scheme with minimal repair bandwidth which
will be the focus of this thesis.

ix






Chapter 1

Preliminaries

In this chapter, the theory which is required for the main subject, ie. the exact repair problem,
will be explained and defined. Proofs will be given if it is not something we have done before.

1.1 Galois Theory

This section is based on [2] and [3].

The purpose of this section is to introduce some of the concept from Galois theory as they will
come into play later.

The first definition we need is the definition of an automorphism.

Definition 1.1 (Automorphism).
Let G be a group and let ¢ : G — G be a group isomorphism. Then ¢ is a group automorphism.
Let (R, +, *) be aring and let i : R — R be a ring isomorphism. Then p is a ring automorphism.

The usual definition of a field extension is used, where E is an extension field over F if F C E
(usually written F < E).

Definition 1.2 (Algebraic extension).
Let E be an extension of F. Then:

1) « € E is algebraic over F if « is root of some polynomial f(z) € F[X].

2) E is an algebraic extension of F if all a € E is algebraic over F.

Now we can define the Galois group which is a group of automorphisms.

Definition 1.3 (Galois group).
Let E be an algebraic extension of F. The Galois group, denoted as (Gal(E/F), o) is the group
of all automorphisms of E that restricts to the identity on F:

Gal(E/F) = {0 : E — E|o being an automorphism, o(a) = a, Va € F}

where o denote function composition.

—
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Gal(E/F) is technically a set, but with function composition it can be shown to be a group. Let
o1,02,03 € Gal(E/F), and «a, 8 € E, then the following holds:

(01 002)(aB) = o1(02(af)) = o1(02(a)o2(f3))
= o1(02(a))o1(02(B)) = (01 0 02)()(01 0 02)(B)

since automorphism by definition is isomorphisms (which are homomorphism and bijective).
This means that a composition of automorphisms is a group homomorphism. We also know
that o1 o 09 has an inverse as o1, 09 does, meaning that a composition of automorphisms is an
automorphism.

Now to show that (Gal(E/F),o) is a group by showing it satisfy the 3 requirements:

e Associativity: this follows from functions composition:

((o1 0 02) 0 03) () = (01 © 02)(03(x)) = 71 (02(03()))
and the other side:
(010 (02 003))(@) = 01((02 0 03) () = o1 (02(03(v)))
e Neutral element: let 0,9 : E — E where it takes 0;4(a) = o for all « € E. Then o0 0;q =
0;q © 0 for any o € Gal(E/F) satisfying the neutral element.

e Inverse element: as bijection means there exists an inverse function, all we have to show
is that the inverse is an homomorphism. Let ¢ € Gal(E/F) and let o, € E where

o(z) = a,0(y) = 8
o~ (aB) = o o(@)o(y) = o~ (o(ay)) = 2y

and
o Ha)o 1 (B) = o (o(x))o (a(y)) = zy

meaning o~ !(ab) = 07! (a)o~1(b) satisfying the homomorphism. And as it has an inverse
it is an automorphism and o' € Gal(E/F) for any o € Gal(E/F).

This shows that (Gal(E/F), o) is a group.

Definition 1.4 (Fixed field).
Let (G, 0) be a group of automorphisms of a field E. Then the fixed field:

Fiz(G) = {a € Elo(a) = a, Yo € G}.

The first observation will be that, by Definition 1.3 then F C Fiz(Gal(E/F)) as by Definition 1.3
o(a) = a for all a € F. The case where F = Fiz(Gal(E/F)) has a name of its own.

Definition 1.5 (Galois extension).
Let E be an algebraic extension of F. Then E is a Galois extension of I if F'iz(Gal(E/F)) = F.
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Definition 1.6 (Galois Conjugates).
Let E be an algebraic extension of F and let a € E. Then {o(«a)|oc € Gal(E/F)} is the set of
Galois conjugates of a in E.

The following definition is the reason why Galois theory was introduced.

Definition 1.7 (Trace).
Let E be finite Galois extension of F with Galois group G = Gal(E/F). For a € E the trace (E
to F) of « is defined as

trgp(a) = Z o(a).

oeG

The trace from E to F yields an element in F which the following proposition will prove.

Proposition 1.8.
The trace function (from Definition 1.7) yields elements in F.

Proof. By assumption E/F is a Galois extension therefore what we need to show is
trg/r(a) € F = Fiz(Gal(E/F))
for any o € E. By Definition 1.3 and 1.4 we have
Fiz(Gal(E/F)) = {z € E|Vu € Gal(E/F), u(z) = =}
and hence we want to verify that for all u € Gal(E/F),« € E that
ptrg () = trep(a)
as then trg p(a) € F. By Definition 1.7 we have
trgp(a) = Y ofa)
o€Gal(E/F)

meaning that we can look at the Galois conjugates instead. Therefore we want to verify that
for all p € Gal(E/F) that

1 Z g(a) = Z O'(Oé)
c€Gal(E/F) c€Gal(E/F)

By using that Gal(E/F) consists of automorphisms which are (ring) homomorphisms that pre-
serves addition, which used repeatedly allows

p(tre@) =p| Y ol@|= X wlE@)= Y (moo)w)
c€Gal(E/F) c€Gal(E/F) c€Gal(E/F)

for some fixed p € Gal(E/F). Then it reduces into showing that

Y. wel@)= > o)

c€Gal(E/F) c€Gal(E/F)
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for all 0 € Gal(E/F) and some fixed u € Gal(E/F). Therefore the question is for a fixed p if
{poolo € Gal(E/F)} = Gal(E/F).
as then by Definition 1.3 then (po o) € Gal(E/F) and then it has to satisfy (uoo)(a) = a.
This is done by showing both sets are contained in each other:
e C: this is because Gal(E/F) is a group.

e D: let € Gal(E/F), then i can set 0 = ! o6 as u is an automorphism and therefore
has an inverse. And this can be done for all u € Gal(E/F).

Therefore as

i (trepe(@)) = (noo)(@) = Y. ola)=trgm)

o€Gal(E/F) o€Gal(E/F)

then it must be an element of F as the assumption was that E was an Galois extension of F. [

Later we shall use the trace function as a map from E to F. However the Galois group depends
on the specific fields and we need the case where E = F,: and F = F, for ¢ being a prime power
and ¢ € N. Then Fy: has order ¢'. Lagrange theorem then gives that all a € [Fy satisfy X —
As F, < F,t the elements of F;, must also satisfy this, however Lagrange gives that for a € F,
must have a similar relation ie. a? = a and therefore a?" = a for all 1 < m < t.

_______________________________________________________________________________________________________________________________________|]
Definition 1.9 (Frobenius map).
Let IF be a field of characteristic p. The Frobenius map:

®:F, = F,

is the map defined by ¢(x) = 2P where ¢ = p’ for t € N and p being prime.

The Frobenius map is a map from F, — F,, hence all left for it to be an automorphism is that
it is an isomorphism.

e Homomorphism: let z,y € Fy, then
(2)0(y) = 2Py’ = (xy)’ = 0(xy).

e Inverse: by Lagrange’s theorem Vo € Fy, a? = «, meaning that by using the Frobenius
map ¢ times, we have ®(z)! = 2#° = 27 = z which then is an inverse. Meaning that
®(x)!"1®(z) = z and therefore ! = 1.

Therefore the Frobenius map is an automorphism for finite fields. This is going to be used to
describe the Galois group as that now can be written as:

Gal(Fye /Fg) = {((z))™ = (29)™[0 <m <t — 1}
as a? = o for any o € Fg. Then the Galois conjugates of a € Fy: is the following:
[(@(@)™0 <m <t -1},

All this can be summed up into the following field trace which is the function we will be using
later, hence we give it in a definition.
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Definition 1.10.
Let F+ be an extension field of degree ¢ and let I, be the base field. The field trace is from
Fg: to IFy is then defined as:

t—1

{7k, /7, (B) = B+ B+ BT +--- + B°

for g € Fge.

The following proposition both shows F;, linearity and that the trace from F to [F, gives an
elements in F,. The second part is Proposition 1.8 with an simpler argument for this specific

=+
=
&
Q
®

Lemma 1.11.
tr]Fq . JF, 18 a Fg-linear map and maps any element from F, to an element in Fy.

Proof. The first statement is done straight forward for a1, a2 € Fy, a1, a0 € Fyi as

tTth/]Fq (a1a1 + agag) =

(alal + agag) + (alal + agag)q + -+ (a1a1 + agag)q

by then using the theorem known as "Freshman’s Dream" on every single term followed by
rearranging and the fact that 29 = z for any x € Fy:

(alal) -+ (alal)q + -+ (alal)qt_l + (a2a2> + (azag)q + -+ (azag)qt_l

t—1 t—1 t—1 t—1
=aog+afef+-+a of +aar+adad+--+ad ol

t—1 t—1
:al(a1—|—off-|—+off )+a2(a2+ag+_’_ag )
= altr]th /Fq (051) + QQtTth /Fq (052).
For the second statement we know that for any x € Fy: it satisfy 29" = z. Hence we check:
(tT]Fqn/Fq (a))q = (a + ol + -+ aqt_ )q

—al+a’+ 4ol —atal+ - +al”

1
1

= 1TF 4 /F, (@)

meaning that for any a € Fy the same holds: (t’l"th JE, (@) = try,, JF, (@) therefore the trace
yields an element in F,. O

1.2 Linear Algebra

This section is based on [2], [4] and [5].
First for summary the definition of a vector space over a field.

Definition 1.12 (Vector Space).
A vector space V over a field F is an abelian group (V, +) with a neutral element 0 and a scalar
multiplication F x V' — V denoted as (a,v) — av, more precise for all a,b € F and v,w € V:

e (ab)v = a(bv)
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o lv=w
e (a+bv=av+bv

o a(v+w)=av+aw

In linear algebra, when working with a vector space, the basis that generates the vector space
is used to describe the vector space. A set of vectors that generates the vector space will come
into play later. To define this, the definition of linearly independent is required.

Definition 1.13 (Linearly Independence).
Let V be a vector space over a field F. A set of vectors wvy,...,vy € V is called linearly
independent if

ajvy +agvy + -+ awy =0

where ay,...,a; € F implies that a1 = --- = a; = 0.

For later we need the following lemma.

Lemma 1.14 (Steinitz Exchange Lemma).

Let V' be a vector space over a field F. Let wy, ..., w,, be a linearly independent set of vectors
and let vi,...,v; be a generating set for V. Then m < t and wy,..., W, V), q,...0; is &
generating set for V' where v}, 1,...,v; € {v1,..., v}

O

Proof. A proof can be found in [2].

A basis for a vector space has to be able to write every vector in the vector space as a linear
combination of the basis.

Definition 1.15 (Basis for vector space over field).
A basis for a vector space V is a linearly independent generating set for V.

The dimension of V' as a vector-space over F is defined as follows:

Definition 1.16 (Dimension of vector-space over field).
The dimension of V' as a vector space over F is defined as the number of elements in a basis of

<

Earlier the trace function from g to F, was defined, and this has an additional interesting
property. Let
Ly:Fp— T,
given by
Ly(z) = trg . p,(y2), v € Fgr.

Then all linear maps from F: — F, can be written as L, (z), v € F.

Theorem 1.17.
Let Ith be a finite extension of F,. Then:

1. tre ./, is surjective (F onto Fy).

q
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2. Ly # Lg whenever v # 8 for 7,8 € Fg.

3. the linear transformations from F,: into F, are exactly the mappings L, (z), v € F.
I EEEE———

Proof. 1. To show that trth JF, 1s surjective, we need to show that there exists an o € Fe
such that tT‘]th JF, (@) # 0 as then the rest follows from F, linearity.

This is done by looking at Definition 1.10. we have that trE ./, (o) = 0 if and only if
a € Fy is a root in the polynomial

z+al+ 4ol € Fplz]
! roots, and |Fy| = ¢' meaning that there are
t—1

however this polynomial has at most ¢'~
elements that can not be a root of the polynomial. Then there exists at least ¢' — ¢
elements in [F+ that satisfy

trg, /5, (0) = a # 0

Therefore the trace function is surjective.

2. Let o, 3,7 € Fy and v # 3. Then

Ly(a) = Lg(a) = try /v, (ye) — try , /5, (Ba)
= trg v, (ya = o) = try_, jr, (a(y = B)) # 0
for some o € Fy: as tTIth JF, is surjective, meaning that Lg # L for 3 # 7.

3. From Lemma 1.11 we have that trth JF, is a linear over Fy. So we only need to show that
all the mappings from Fg to I, is all of the possible ones.

We have already shown that for every 8 # 7 then the linear transformation is different.
Therefore we know that for every 3 € F,: the corresponding transformation Lg from F
to F, is different. This also means that there are ¢' different transformations of Lg, one
for every 3. We only needs to show that there only are ¢' different transformations, such
that Lg is all of them.

So let vy, ...,vs be a basis of Fg: over Fy. Then as for any arbitrary element a € Fy+ and
for proper a; ..., a; € F; we can have:

aivr + -+ apug :aEth.
Therefore from Lemma 1.11 we have the following equation for 8 € F::
Lg(a) = trg , v, (Be) = try ./, (Blarvr + - - agvr))
tT’Ith/IFq(alﬁvl +- Fafuy) = trIth/]Fq(alﬁ'Ul) +- tTth/Fq(atﬁvt)

t
= a1ty , /7, (Bv1) + - + aitrp , v, (Bor) = > ails(v;)
i=1

As |F,| = q each a; can take ¢ different values. And as there are ¢ different a;’s then there
are ¢! different combinations. Which means that there are ¢’ different linear transforma-
tions, which as shown earlier can be written as Lg, 8 € Fg.

O

This gives the following corollary which is a consequence of Theorem 1.17.
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Corollary 1.18.
If

Lg, (a) = Lg, (a)
for some 31, 32 € Fy and all o € Fyn then 1 = Bo.

Proof. This is a proof of contradiction. Assume that

Lg, (o) = Lg, (@)

but By # B2. Then the contradiction comes directly from Theorem 1.17 as we have that 51 # (2
then

Lg, (@) # Lp, (a)

which is a contradiction meaning that the corollary is true.

O

Later we need the concept of dual basis. For finite fields extensions the definition of dual basis
is based on the trace.

Definition 1.19 (Dual basis).
Let Fyt be seen as a vector space over F, and let {v1,...,v:} be a basis. Then let {wy,...,w:}
also be a basis. It is called the dual basis if

0, ifi#j,

1, otherwise.

trg . /v, (Viw;) = {

It is not clear that a dual basis exists for any basis, and this of course has to be proven. However
it turns out that there in fact exist a dual basis for any basis - and it is unique.

Theorem 1.20.
For any given basis v = {v1,...,v;} for Fy over F, there exists a unique dual basis.

Proof. Let o € Fy: be an arbitrary element. Then by assumption © was a basis, meaning that
« can be written as a linear combination of the basis:

¢
a= Zaivi (1.1
i=1

for some coefficients a; € F,;. These coefficients can be written as a function:

~—

CZ‘(~)Zth —>Fq, 1< <

satisfying ¢;(a) = a;, however Theorem 1.17 yields that ¢;(-) actually is of the form: L,, fo

]

some w; € Fy:, meaning that

~—~—

¢i(a) = Ly, (a) = trg . /¥, (wia), 1 <i<t. (1.2

Combining (1.1) and (1.2) gives the equation

t
a= Z trE . /R, (wia)v; (1.3

i=1

~—



1.2. Linear Algebra 9

which is true for any o € Fg. This also means that it is true for a = v; where v; € v, which
changes the equation as follows:

t
vj = Z trE 4 /¥, (wivj)v;

however for this to be true, then

; ( ) 0, ifi#jy

Tr , /F \W;V;) =

at/FatTE 1, otherwise

as this is true for any v; € v.

This proves that there exists the coefficients w1, ..., w; satisfying the definition of dual basis.

However we still need to show that they in fact is a basis and that the basis is unique.
By Definition 1.15 they need to be linearly independent and generate the entire vector space.

e Linearly independent: By definition 1.13, we are going to assume that

t
> diw; =0 (1.4)
=1

for some d; € F,. We want to show that for 1 <7 <t that d; = 0 for this to be linearly
independent. Therefore i am going to rewrite (1.4) as follows:

Zdwl—0:> Zdwlvj—0$trﬂzt/ﬂr Zdwzv] = 0.

=1 i=1
Now we can use Lemma 1.11 as d; € F, and the trace is linear over F;, meaning the
equation is going to look like

¢
ZtT]th/IFq (wzv])dz =0 (15)
i=1
however (1.5) and (1.3) is of the same form, meaning that d; = 0 for 1 < ¢ < ¢t. This
satisfies Definition 1.13.

e Spanning F: over Fy: As w = {w1 ..., w;} is linearly independent and we know that v is
a basis (and therefore a generating set of F:) then we can use Lemma 1.14 to conclude
that w = {wy ..., w;} is a generating set.

Therefore w satisfies both linearly independent and spanning F: making it a basis.
Last thing to show is that the basis is unique. For this assume that

a—ZtrFt/]F W) v; = Ztﬁpt/ﬂz w;
=1

for another set w = {w; ..., w;} satisfying the same as w. Then by Corollary 1.18 as this is true
for any a € Fye then we can conclude that w; = w; for 1 <7 <. O
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1.3 Coding Theory

This section is based on [1], [6] and [7].
The exact repair problem is related to error-correction codes, in which the following definition
well lead up to:

Definition 1.21 (Linear and non-linear codes).

A block code C of length n over Fy is a nonempty set of Fy. The elements of C' are called
codewords.

If for all codewords ¢, ¢’ € C, and constants A € F, satisfy the following:

c+cdeC
XeeC

then the code is called linear, and non-linear otherwise.

The following definition is the definition of error-correcting codes. This is an essential part of
correcting codes.

Definition 1.22 (Error-Correction Codes).
A code C is t-error correcting if for any two different codewords ¢, ¢’ € C for any errors vectors
e1, es with non-zero coordinates in at most ¢ positions the following is satisfied:

c+el #c +es.

The following type of code is the main type of code this thesis will be looking at. The code is
called Reed-Solomon codes.

Definition 1.23 (Reed-Solomon codes).

Let a1,...,a, be pairwise different elements of a finite field I, with n < ¢. Denote the
set {a1,...,a,} = A as the evaluation points. A Reed-Solomon code RSy(n,k) is the code
consisting of the codewords

(f(a1)7 f(a2)7 SRR f(an))7

where f is a polynomial in Fy[z] with degree less than k£ < n.

In the work of error-correction codes it has shown useful to have a measure for distance between
codewords.

Definition 1.24 (Minimum distance).

For x = (x1,...,2n),y = (y1,--.,Yn) € Fy the hamming distance for two vectors is defined as

d(z,y) = [{ilz: # yi}|
Let C' be a linear code, then the minimum distance is

d = min{d(z,y)|z,y € C,z # y}.

It can be proven that a code C' is t-error correcting if and only if ¢ < %.
The following theorem is a famous bound, known as the Singleton bound, which gives an upper-
bound on the minimum distance by their length n and dimension k.
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Theorem 1.25 (Singleton bound).
Let C be a linear code with minimum distance d, then

d<n—k-+1

This leads up to maximum distance separable codes, which is codes that has an equality in the
Singleton bound ie. that d =n — k + 1.

Definition 1.26 (Maximum distance separable codes).
Let C be a linear code. Then the code C' is a Maximum Distance Separable (MDS) code if

d=n—k-+1

The following proposition speaks for itself.

Proposition 1.27.
Reed-Solomon codes are MDS codes.

The idea with Reed-Solomon codes is that if k evaluations of the used polynomial is given with
the corresponding evaluation points, the whole codeword can be reconstructed by Lagrange
interpolation. But this also means that k evaluations/evaluation points are required to determine
the polynomial.

Later the dual code will come into play, therefore we define it as the following.

Definition 1.28 (Dual code).
The dual code Ct is the code defined as

Clz{xelﬁmx-c:o, Ve e C}

where z - ¢ denotes the dot product.

A more general code than the Reed-Solomon code is going to be needed, as the dual of a Reed-
Solomon code is a generalized Reed-Solomon code. For this definition we introduce F* which is
a notation for F* = F\{0}.

Definition 1.29 (Generalized Reed-Solomon codes).

Let aq,...,a, be pairwise different elements of a finite field F, with n < ¢. Denote the set
{a1,...,a,} = A as the evaluation points and let A\ = (\1,...,\,) be a set of elements, where
Ai € Fy for 1 <4 < n. A Generalized Reed-Solomon code GRSy(n,k, \) is the code consisting
of the codewords

()\lf(al)7 )\Qf(a2>a coo 7)‘nf(a’n>)7

where f is a polynomial in F,[z] with degree less than k < n.

A Reed-Solomon code defined as in Definition 1.23 is a generalized Reed-Solomon code where
=(1,...,1), ie.

>

RSy(n,k) = GRSy(n,k,(1,...,1)).
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|
Proposition 1.30.
Let 0 <k <n < g+ 1. Then GRS (n,k,\) is a Fg-linear MDS code.

Proof. A proof can be found in [6]. O

For the following proposition we need some notation with respect to Lagrange interpolation.
Let

n

L(z) = H(w —aj)

=1

where A = {ay,...,a,} is the mutually distinct evaluation points. Then let
L(z
‘ J#i
in which
L(z) 7 (z—a)

1=i,i#] (a] - ai)

is the Lagrange polynomials as they usually are seen. The Lagrange interpolation formula is

then as follows: .

fl@) = li(x)f(a:) (1.6)
i=1
which can interpolate any polynomial f of degree at most n—1 given (a1, f(a1)),..., (an, f(an))

where a; # a; for i # j.

Proposition 1.31.
Let ay,...,a, be mutually distinct elements of F, and the evaluation points of GRSy(n, k, ),
GRSy(n,n — k,\%).
Let A = (A1,...,An) where A; € F} for 1 < i < n and A = (A{,..., A7) be the tuple with
values
A= 1
C Nilligglay —ai)
for 1 <i <n. Then GRS,(n,n — k, A1) is the dual of GRS,(n, k, \).

Proof. This is proven by using Definition 1.28.
Let ¢ € GRSy(n,k,\),é € GRSy(n,n — k, A1) be any codeword in their respective code, such
that

(Alf(al)v .. '7)\nf(an))7 deg(f) <k
(A%g(al)v e '7>‘#g(an))7 deQ(g) <n-—k

c

&

where X and A is specified as above.
We want to show that ¢ - &= 0 for all ¢ € GRS,(n, k,\),é € GRS, (n,n — k,\1).
As deg(f(z)) <k —1,deg(g(x)) <n—k—1

deg(f(z) - g(x)) = deg(f(x)) + deg(g(x)) < (n—k—-1)+(k—1) =n—2
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meaning that Lagrange Interpolation can be used on their product. By (1.6) we have the

following;:
N L) o
f(z)g(z) = ;::1 mf(az)g(@z)‘ (1.7)
Then we notice that
Mot

by the notation of L;(a;).

As the degree of f(z)g(z) is at most n — 2, then the coefficient in front of z"~! must be 0.
Therefore by setting the coeflicient equal to itself we have the following:
“ 1 "N 1
0= i)glai) = )+ i)g(ai
> ey o0 = X s flaote
- gla) & . _
=D (Aif(a; =D _(Nif(ai))(Aiglai)) =c-
> ) 5 oy = LS @) fa) =
which proofs that (GRS,(n, k,\))t = GRS, (n,n — k,A\1). O

Proposition 1.31 might generalize the dual code of GRS-codes, however later we only need the
dual of a RS-code, where we already established A = (1,...,1) which makes

(RS,(n, k)" = GRS (n,n — k,\*)
with At = (A, ..., A\) specified as

MoV
Hi;ﬁj(aj — a;)






Chapter 2

Repair Schemes

2.1 The Exact Repair Problem

This section is based on [1].

This section will explain what Distributed Storage Systems (DSS) are and how they are related
to the Exact Repair Problem (ERP).

DDSs are used to store data on different servers, such that one server does not hold all of the
data. This is (ideally) done such that when one server crashes, all data is not lost. If all data
would be stored on one server the data would be lost if that server crashed. And if the data was
large it would make sense to split it up such that one server does not overload.

The ERP is described as follows: Assume that a large file is distributed over n servers. Then
one of these servers crashes, hence losing the data that server stored. The ERP is then to
replace the data on the crashed server by using the correct data from the other servers without
reconstructing the entire data and redistribute it again.

This indicated that for this problem error-correcting codes could be used, as for some codes they
have been specifically designed to be good for error-correcting. As MDS codes by definition has
to satisfy d = n — k + 1 and RS-codes are MDS, it is not difficult to construct a code with a
"big’ minimum distance.

For example consider d = 24, n = 35, k = 12, which means that this is a 11-error correcting code
for a field with more than 35 elements. By Reed-Solomon definition all there is required for one
codeword is a polynomial in Fy[X] (g is a prime power and larger than 35) of degree at most
k—1=11. Any k = 12 correct entries in a codeword can then restore the entire codeword by
Lagrange interpolation.

The problem is that even if this solves the problem (the problem of restoring a single entry
in a codeword), it require that the entire codeword is reconstructed. That is a lot of wasted
calculations, as the one entry which was incorrect will be replaced but the rest will be thrown
away. And as explained in the ERP description above this is not the solution we are looking for.

Example 2.1. This example will show how a DSS could look like, not from a code-based
perspective but from an intuitive perspective.
Assume that you have the data, which I will denote as A, B,C, D, E, F,G. This data will be

15
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split up into servers which I demonstrate with the following figure:

C F/ B

Figure 2.1: A graph to demonstrate how the data was split out to servers. Each different color symbolizes a
different server.

The figure is a visualization of how the data was distributed among servers. On the figure each
server is shown as a colored line where the data the server holds is the vertexes that colored line
reaches. I will denote each server as the color given to them on Figure 2.1. Hence each server
holds as the following table shows:

Teal {A,D,C}
Yellow | {C, F, B}
Purple | {A,E, B}
Red | {D,E,F)
Green | {D,G, B}
Blue {C,G,E}
Black | {A,G,F}

Table 2.1: The distribution of data for each server.

Now if any of the servers crashes, the data on that server can be repaired by the other servers
as each of the data A, B,C, D, E, F',G is on 3 servers which can be seen on the graph in Figure
2.1.

Say for example that the server "Green’ crashes. Then it would be possible to make a replacement
server, where it can receive data from the remaining servers to be a copy of the original. The
servers 'Red’, 'Blue’ and "Yellow’ each have an element which was on ’Green’. 'Red’ sends the
data D, 'Blue’ sends GG and ’Yellow’ sends B, which then combined yields the data that 'Green’
held.

The above case is an example of where the ERP becomes relevant. As each data is on 3 different
servers, there is still access to all the data if one server crashes. Instead of collecting all the data
from the remaining servers and start all over, we just made the replacement server get the lost
information from the remaining servers.
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2.2 Linear Exact Repair Schemes

This section is based on [1].

RS-codes have the property that from k correct entries in a codeword, the whole codeword can
be reconstructed. The problem is that k correct is necessary even if n — 1 are correct and only
one entry is incorrect. Using the methods known to reconstruct RS-codes (eg. Lagrange Inter-
polation) the whole codeword is reconstructed, even though only one entry was incorrect. That
is a lot of wasted calculations, and this is why it is worth to study if it can be done better, in
the sense of less wasted calculation. This is where linear exact repair schemes come in.

Recalling the fact that any element of a finite field can be written as an evaluation in a poly-
nomial by using Lagrange interpolation, we can assume that entries in a codeword is given as
polynomial evaluations. Therefore not only RS-codes can be expressed as polynomial evalua-
tions, but all linear codes can if some set of evaluation points {a;...,a,} = A C F, is given,
a; # a; for i # j and n < q.

With Section 1.3 in mind the problem is the following. Assume that this data is distributed us-
ing an MDS code over a field F,. Then the file, which is distributed, is some function f € F,[X].
By the theory the whole file can be restored from k points on f. The distribution is made such
that server i is associated with a; € A, and that server then holds f(a;). The Exact Repair
Problem is then to restore the data on a random failed server a;, where the data lost is f(a;), by
restoring only the data f(a;) without recreating the entire codeword. The information available
to assist in this is the remaining servers and the data stored on them.

In Example 2.1, to restore a failed server the other servers did not send all their information.
Only the data required was send. Instead of using all the data, all the remaining servers has
available, it can be done by only using a part of it (depending on the server). In math terms
the server only has to send some amount of sub-symbols, which will be viewed as an element
of a sub field B < F. I will focus on linear repair schemes, which makes this the case of F as a
vector space over B.

The following is what we define a linear exact repair scheme to be. There is a required that the
data is split such that the data from different servers is associated with each other and can help
reconstruct each other, and then that there exist a formula to reconstruct f(a’),Va' € A by a
linear combination.

Definition 2.2 (Linear Exact Repair Scheme).
Let C be a linear code over I of length n and dimension k given by a set of functions F and a
set of evaluation points A and let f € F. Denote a codeword in C as

(f(a1),-.., f(an)) € C.
Then a Linear Exact Repair Scheme(LERS) for C over a subfield B < T consists of the following;:

e For all @’ € A and for all a € A\{a'}, there is a set of queries Q,(a’) C F that is a set of
information that server a holds to help to reconstruct f(a’).
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e For every a’ € A there is a linear reconstruction algorithm that computes:
fla) =" hivi
i

where \; € B and vq, ..., v is a basis for F over B so that the coefficients \; are B-linear
combination of the queries

U {tree(vf(@)ly € Qa(a)}-

acA\{a'}

In Definition 2.2 it is required that the failed coordinate a’ can be ’repaired’ by computing of a
linear combination of the basis and some coefficient defined by the field trace of the queries.
The idea is to only take some number of sub-symbols from each (correct) server to restore the
failed server. Ideally the amount of sub-symbols required should be as small as possible. This
is expressed as repair bandwidth which is defined as follows.

Definition 2.3 (Repair Bandwith).
The repair bandwith b of the exact repair scheme is the total number of sub-symbols in B
returned by each a:

b= max Z |Qu(a)].

deAd} N{w}

Repair bandwidth is the worst case scenario of sub-symbols that can be needed to repair an
arbitrary failed server. So by assuming, one by one, that all node eventually fail, what is the
worst case scenario for repairing a failed server.

The following definition is a measure for how many (non-failed) servers at most can be required
to fix any failed server. As before, the logic behind is to find the worst case scenario and then
say that the LERS has Repair Locality d, which is defined as follows.

Definition 2.4 (Repair Locality).
The repair locality of the exact repair problem is the maximum amount of servers which are
assigned to help reconstruct an arbitrary failed server:

d=max > 1o,
acA\{a'}

where 1¢, (/) is an indicator function that is 1 if Q4(a’) # 0 and is 0 otherwise.

To make these definitions easier to understand I give the following example.

Example 2.5. To get an idea of the different definitions I will continue from Example 2.1. In
Example 2.1 there was not used a code for distribution of the data, meaning that not all of the
definitions makes sense, however some of them does.

The table below is same distribution table as in Example 2.1.
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Teal {A,D,C}
Yellow | {C, F, B}
Purple | {A,E, B}
Red | {D,E,F}
Green | {D,G,B}
Blue {C,G,E}
Black | {A,G,F}

Table 2.2: The distribution of data for each server.

In Definition 2.2 a set defined as queries Q4 (a’) was the set of information f(a) holds that can
help f(a’) to reconstruct the data on o’. In Example 2.1 there were seven servers denoted with
colors. However the queries has to be pre determined in the LERS, and one example could be
seen in the following table:

‘ a ‘ Teal ‘ Yellow ‘ Purple ‘ Red ‘ Green ‘ Blue ‘ Black ‘

Qrear(e’) | {0} [{C} [{A} [{D} {0} |{C} | {0}
Qvenow(a) | {C} | {0} | {B} [ {F} | {0} |{0} | {F}
Qrurple(a’) | {A} | {B} | {0} {E} | {B} {0} | {A}
Qrea(a’) | {D} [ {F} [{E} [{0} [{D} |{E} | {0}
Qareen(a) | {0} | {0} | {0} 0y | {0y | {G} | {0}
Qpue(a’) | {0} [ {0} | {0} {0y {6 {0} | {G}
Qpuc(a’) | {0} [ {0} | {0} {0y 1 {0y {0} | {0}

Table 2.3: A possible set of queries for each server.

Table 2.3 is one possibility of queries. This is by no mean the unique possible one. All the
data are on 3 different servers hence more combinations are possible. Table 2.3 is an ’optimal’
set of queries in the sense that a server crashes, it does not download an element two times.
For example if Black crashed, it downloads F' from Yellow, A from Purple, G from Black, but
additionally we could have set Qareen(Black) = {G} as well - then Black just had to download
the same element twice.

Let T' = {Teal, Yellow, Purple, Red, Green, Blue, Black} and denote an arbitrary crashed server
as t’. In this case the repair bandwidth is

teT\{t'}

Because no set of queries contain more than one element, the repair locality is the same.

This means that the repair bandwidth is 3 which means that 3 elements has to be downloaded
to repair an arbitrary crashed server. And that 3 servers are required to respond to repair an
arbitrary crashed server.

This example is not an specific example of Definition 2.2, 2.3 and 2.4, but should give an idea

of what the different terms means
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2.3 Construction of a LERS for MDS Codes

This section is based on [1].

The purpose of this section is to explain the general MDS LERS algorithm by explaining the
steps and sum it up in an algorithm after.

Let C' C F™ be an MDS code of length n and dimension k and let F be a field with subfield B.
Let the degree of F over B be t. Let ¢ € C be a codeword which as described earlier can be

written as polynomial evaluations

(flar),..., flan)) =ce C,

with evaluation points {a1,...,a,} = A C F and deg(f) < k. Then assume that an arbitrary
server (as it was called in Section 2.2) o’ € A crashes and therefore we lose f(a’). Then the idea
to reconstruct f(a’) is the following.

First find and fix a basis Z of F over B. Let this basis be denoted as Z = {(1,...,(}.

The next step is then to find coefficients p¢, o(a’) € F for a € A\{d'} and ¢; € Z that satisfies

Gf(a)= Y ngald)f(a). (2.1)
acA\{a'}

That these coefficients exists or how to find them is not clear. For now we only prove that they
exists, and later we will show how they can be chosen. For the existing part we present the
following proposition.

Proposition 2.6.

Assume there is a linear repair scheme for an [n, k] MDS code C' C F™ and let B < F given by
query sets Q4 (a’) and a linear repair algorithm (as in Definition 2.2). Then there is a basis Z
for IF over B such that the following is true.

For each o’ € A and a € A\{d'}, {; € Z there exists coefficients p, (a’) satisfying

Gfd)= 3 heald)f(a)

acA\{a'}

for all ¢ € C where ¢ = (f(a1) ..., f(ay)) with deg(f) < k. Also that for all a # a' € A:

{1¢,.a(a’)} C spanp(Qa(a’)).

Proof. By Definition 2.2 and by assumptions of the proposition there is a linear reconstruction
algorithm given as:

fld) =" v (2.2)
=1

where vy ..., v is a basis of F over B and \; are B-linear functions of the queries which means
there are on the form:
Ni= ) > Bari-tregs(y- f(a)) (2.3)
a€A\{a’} v€Qa(a’)
for some S, € B.
As v1,...,v is a basis, then let (q,...,(; be unique dual basis guaranteed by Theorem 1.20.
Thus by Definition 1.19:

tre/p(Qui) =1 (2.4)
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for ¢ = [ by definition and 0 for ¢ # [. Then by using (2.2) we can rewrite the following for
1< <t:

t t t
tre/p(Gf(a)) = trep (Cl > Awi) = try/B (Z )\z‘szz‘) = Aitrpsm(Gui) = A
=1 =1 =1

which follows from (2.4) and the linearity over B. Therefore we have the following from (2.3) by
rewriting it:

trep(Qf(@)=N= > trem| Y. Baqi-v-fla) (2.5)
acA\{a'} YEQa(a)
,U*(l,a(a/)

and where the coefficients p, o(a’) are defined. Then (2.5) satisfy

trejs(Gf (@) = Y tregs (nga(@) - £(a))

acA\{a'}

which it does for all ¢ € C' which was assumed MDS (and therefore linear) which means that
this must also be true for v - ¢ for ¢ € C' and all v € F and therefore:

trap(v- Gf (@) =trem | v D bgald) - fla)

acA\{a'}

and as this is true for all v € F which combined with Corollary 1.18 yields

Gfa)=" > pneald)f(a)

acA\{a'}

which proves that the coefficients exists for every (; € Z.
Lastly we have to show that the coefficients {u¢, o(a’)} C spang(Qq(a’)). As defined

,ug,.,a(a’) = Z Bami =
VGQa(a,)

where f,,; € B and 7 € Qq(a’) from the summation. Therefore all the elements are B-linear
combinations of elements in Q,(a’). Therefore

[, a(@)1 < i <t} C spanp(Qa(a)).
OJ

The coefficients pi¢, o(a’) both depends on the evaluation points a € A\{a’} and (; € Z. Therefore
in total there are n -t fi¢, o(a’) to account for. For every a € A\{a’} there are t (one for every
G € Z) which means for every (; € Z we can find a spanning set for {u¢, o(a’)|(; € Z} over B,
and this set we denote with Qq(a’) C F.

For every v € Q,(a’) we have the corresponding query:

trgsp(y - fla)) Y€ Qa(d).
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Then from Lemma 1.11 we showed that the trace function is B-linear meaning by a linear
combination of 71, ..., v, with proper scalars 51,..., 8, € B we can express
fga(a) = Bryr + -+ + Bnm
where dimg(Q,(a')) = m <t as Qu(a’) was a spanning set.
Then we compute
Sitresg (v1f(a)) 4 -+ BmtT’F/B (vmf(a))
= trp/B (5171f(a)) A+ trp/p (Bmym f(a))
= trp/p (ﬂl’ylf(a) 4 BmYm f(a))
= trp;p (( 51% + -+ Bmym) f(a))
= trIF/B ( ) (26)
for every a € A\{d'}.
Then by taking the trace of each side of (2.1) we can compute
tregs(G F() = > treys (ng.a(@)f(a)) (2.7)
acA\{da'}

as all of terms of the sum was computed in (2.6).
When the above is done for all {; € Z we have the following t values:

{tre/e(Gi - f(a))|G € Z}.

These values are now used to reconstruct the failed server. As Z was a basis for F over B, we
denote the dual basis as V' = {vy ... v} which Theorem 1.20 ensures exists.
As f(a') € F it can be written as a linear combination of the basis V' as:

a’) = Z bZ”UZ' (2.8)
i=1

for some coefficients b; € B. The basis V is known, however the coefficients b; is not, and
therefore we need a way to determine them. We are going to assume they exists, and then find
them by:

t t t
tre/(Cif(a’) = try/s (Cj > bivi) = trp/B (Z bz’Cj”i) = bitrp/p(Cvi) = b; (2.9)

i=1 =1 i=1

from the definition of dual basis, meaning that combining (2.9) and (2.8) yields:

d) = ZtT]P‘/IB(Ci - f(a))v;. (2.10)
i—1

All of the above is now summarized in the following algorithm.

Algorithm 2.7. Framework for a Linear Exact Repair Scheme for MDS codes C.

Input: A MDS code C' C F"™. Let F be an extention field over B where the degree of F over B
is t. Let C be described by a set of polynomials F with degree less than k with corresponding
evaluation points A. Let a’ be a crashed server, and assume there is access to linear queries on
the form trg/g(y - f(a)) for a € A\{a’} where f € F.

Output: The value of f(a').

1. Choose a basis Z of F over B.
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2. Choose coefficients p, o(a’) for a € A\{d'}, (; € Z satistying

Gf(d)= 3 h¢ald)f(a)

acA\{a'}
3. For every (; € Z do the following;:

e Find a spanning set for {u¢, .(a’) | {; € Z} over B, denoted by Qu(a’) CF

e Compute the queries:
tre/p(y - f(a)) v € Qala’)

e By using B-linearity of the trace function compute:
tre/p(pc.a(a’) - fa)) a€ A\{a'}
e Then take the trace of each

> trays (#c.0(@)f(0)) = trem(G - f(a)

acA\{da'}
and save the value.
4. Compute f(a’) by

fla') = ZtTF/B(Q - f(a))vi

where V' = {vy,...,v;} is the dual basis of Z.

The following proposition is the first observation about Algorithm 2.7.

Proposition 2.8.
Algorithm 2.7 is a linear repair scheme for C' over B with repair bandwidth
b=max > dims ({n.a(0)|G € Z}).

/
VA e {0’}

Proof. e Linear repair scheme: this follows by Definition 2.2 as there is both a set of queries
Qa.(a’) CTF and a linear reconstruction scheme to reconstruct the failed server.

e Repair bandwidth: by Definition 2.3 it is just a matter of rewriting |Q,(a’)|. In Algorithm
2.7 we have the Q,(a’) which were a spanning set of the {1, o(a')|¢; € Z} over B meaning
that:

1Qu(a)] = dims ({nc,.a(@)|G: € 23)
which proves the proposition.
O

The following corollary tells us that any linear repair scheme can be on the same form as
Algorithm 2.7.
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|
Corollary 2.9.

Let B < F be a subfield and let A C F be any set of evaluation points. Let k£ < |A| be an
integer. Let C' C F™ be an MDS code with evaluations A and dimension k. Then the following
is equivalent:

1. There is a linear repair scheme for C over B < F with bandwidth b.

2. There is a linear repair scheme for C' over B of the form of Algorithm 2.7, with bandwidth
at most b.

Proof. e (1) = (2): Suppose there is a linear repair scheme for an MDS code C' with query
sets Qq(a’) as Definition 2.2 gives by assumption. Then by Proposition 2.6 we can choose
a basis Z and coefficients ji¢, o(a’). Then by Proposition 2.8 we have that the bandwidth
of Algorithm 2.7 is given by
b=max Y dimg ({ug.q(@)|G € Z}).

ieA
YA ea{a')

Then by Proposition 2.6 we have that

{1¢ia(d)|G € Z} C spanp(Qa(a’))
meaning that for all o’ € A:

dims ({1¢,.a(a)|Gi € Z}) < |Qa(a)]
which proves the wanted.

e (2) = (1): By assumptions this follows directly from Proposition 2.8.
O

Hence by Corollary 2.9 any linear repair scheme can have the form of Algorithm 2.7. However
to come up with an algorithm of the same form as Algorithm 2.7 we need a way to come
up with the coefficients fic, o(a’). The following lemma will tell us that ug, 4(a’) and C* is

connected.
|

Lemma 2.10.
Fix a set A C F with |A| = n, and B < F where F has degree ¢ over B and let £ < n. Fix
a’ € A and numbers d, < ¢ for every a € A\{d'}. Let C C F" be an MDS code with evaluation

points A. Then the following is equivalent:

1. There is a basis Z for F over B and coefficients

{1gala’)la € A\{d'}, G € Z}

such that for all f € C and all (; € Z

Gf(d)= 3 heald)f(a) (2.11)

acA\{a'}

and for all a € A\{d'},
dims ({1¢,a(0)|Gi € Z}) = da (2.12)
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2. There is a set P(a’) C C* of size t such that
dimp (p(a')|p S P(a’)) =t

and for all a € A\{d'},
dims ({p(a)lp € P(a)}) = da

Proof. Both cases follows from Definition 1.28 as by rewriting (2.11) we can get:

Y heald)f(a) | = Gif(d)=0. (2.13)

acA\{a'}
1. (1) = (2): Define p¢, : F — F as the following:
-G for x = a’
P () = {ugi,a(a’) for z = a € A\{d'}
and then let P(a’) = {p¢,|¢; € Z}. Then as the F has degree ¢t over B then
dims ({pc,()lpe, € P(a)}) =t
as (; € Z and Z is a basis of size t. And by assumption from (2.12)
dims ({pc,(a)lp, € P(a)}) = da
follows.

2. (2) = (1): Let P(a’) = {p1,...,pt} € C*+ where p; is the codeword (p;(a1),...,pi(an))
with deg(p;) < n —k for 1 <i < n. Then define ¢; = p;(d’) and let Z = {¢1,...,¢{;} and
let pi¢, o(a’) = pi(a). Then the rest follows from (2.13) as by assumption P(a’) is in the
dual code of C.

O]

We summarize Corollary 2.9 and Lemma 2.10 in the following theorem.

Theorem 2.11.

Let B < F be a subfield where F over B has degree t and let A C F be a set of evaluation
points. Let C' C F be an MDS code of dimension k < |A| with evaluation points A. Then the
following are equivalent:

e There is a linear repair scheme for C' over B with bandwidth b.
e For every a’ € A there is a P(a’) C C of size t so that
dims ({p(a)lp € P(a)}) =1
and the sets {p(a)|p € P(d’)} for o’ # a satisfy

. /
bzmax > dims ({p(@)p € P(a)})
acA\{a'}
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2.4 A LERS for Reed-Solomon Codes

This section is based on [1].

In Section 2.3 the theory for general MDS LERS was explained, however for the main difficulty
was to find the coefficients pi¢q(a’) in Algorithm 2.7 and it still is. It turns out when we limit
the search within a specific type of code, in this case Reed-Solomon codes it simplifies.
Proposition 1.31 yields that for a Reed-Solomon code, the dual of the code is a generalized
Reed-Solomon code, with coefficients

(RS,(n, k)" = (GRS (n, k, (1,..., 1)) = GRS (n,n — k,(\{, ..., \}))

where 1
N=— 2.14
T ligiay —ai 24
for {ay,...,a,} = A C T being the evaluation points of the code. Reed-Solomon codes are

polynomial evaluations of the elements in A. However the dual of a RS-code is polynomial
evaluations as well, where the polynomial has degree less than n — k. The point is that the only
requirement on the polynomial is the degree.

The dual of a RS-code is however a GRS-code, where the evaluations has some multipliers.
However by using the notation from Lemma 2.10 we have

dimg (Afp(ai)]p € P(a')) = dimp (p(ai)]p € P(a')) = dg,

for a; € A\{a'}, and ;- is of the form of (2.14), meaning that we can leave them out.
Theorem 2.11 is for general MDS codes, however this specified for Reed-Solomon codes is de-
scribed by the following Corollary.

Corollary 2.12.
Let B < IF be a sub field, where F has degree t over B. Let A C FF be any set of evaluation
points. Then the following is equivalent.

1. There is a linear repair scheme for RSy(n, k) over B with bandwidth b.

2. For every a’ € A there is a set P(a’) C F[X] be a set of ¢ polynomials of degree less than
n — k so that

dims ({p(a')lp € P()}) =t
and the sets {p(a)|p € P(a)} for a’ = a satisfy

. /
bzmax Y dims ({p(a)lp € P(@)}).
acA\{a’}
Moreover, suppose that 2. holds, then the linear repair scheme in 1. is given by Algorithm 2.7,
with coefficients: .
Naeaiay (@' = o)
HaeA\{a} (a - Oé)

fic.a(a’) = pla)
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and the basis Z given by

Z ={p(d)lp € P(a')} = {1, ..., G}

Proof. The 1. and 2. is directly specified from Theorem 2.11, and the only thing that is left is
the last part.
What we want to verify is that these coefficients satisfy

Cfla)y="3  pcald)f(a)

acA\{a'}

By plugging the formula in, and rearranging we get

2 fla Taeayay (@’ —a) _ . Haeavay(@ —a) _ Y — ol (o
ae}\%a/}p( )-f(a) Mo (o (@ —a) ae}:\{a/}(pf)( ) Mocn (o (@ — ) (pf)(a) = p(d') f(a')

and as in Lemma 2.10 we set p(a’) = ¢ which by doing this makes the equation true. This
makes sense as pf has degree at most (n —k — 1) + (k — 1) = n — 2 which makes the Lagrange
interpolation doable. ]

This does not solve the problem, but it limits the problem to finding a set of polynomials
P(a') € C*, which can be done different ways.

The following theorem introduces a set of polynomials for when we set A = F with repair
bandwidth n — 1 for the LERS scheme given by Corollary 2.9.

Theorem 2.13.
Let B < FF be any subfield of F with degree t. Let A =F where |F| = n. Choose k < n(1— ﬁ)
Then there is a LERS for RSy(n, k) with repair bandwidth n — 1 over B.

Proof. Before the proof starts we want to choose a set of polynomials P(a’) such that the
Corollary 2.12 holds where the polynomials in P(a’) has degree less than ﬁ for every a’ € A.
Fix a basis Z for IF over B and let ¢ be the degree of F over B. Without loss of generality assume
that F = F: and B = I, for ¢ being a prime power.

Pld)) = {”IF/B(Q(X—G’)) Ge Z}'

Then we choose

X —a
The polynomials in P(a’) has degree at most

deg<(Ci(X—a’))q_ ) :\B\t‘1—1—@ 1= _ 1

X —a “ B B IB]

as |B|' = |F|. Then for all a # a’ we have

{mw@emw&:{ o meﬁ}

a—a

as the trace gives an element in B. And in fact

dimp ({a_ﬁa,’ﬁ EB}) =1




28 Chapter 2. Repair Schemes

for all a # a'.
For p(a’) let us expand the trace from F to B as follows:
1 —1
tra/m(G(X — ') = (GIX — ) + (G(X —d)T + -+ + (G(X —a))”
meaning that

1

(G =) (¢ O e (0
(X —a)

=G+ (G(X — a/))q1,1 +o 4 (GX — a/))qt_lfl‘

p(a’) = N

ey =G
Thus the following must hold

{p(a)lp € P(a))} ={C1,....G} =2

which is a basis and therefore has full rank. Then the conditions of Corollary 2.12 are satisfied.
Therefore we have
b= > dims{p(a)lpe P(d)} = > 1=n-1,
a#a’ a#a’
where Corollary 2.12 then states there is a LERS for RS;(n, k) over B with bandwidth n—1. O

Theorem 2.13 gives a set of polynomials P(a’) for a LERS with repair bandwidth n — 1. The
Repair Bandwidth from Theorem 2.13 does not depend on k. This means that for maximum
encoding, you would want to chose the biggest k possible, ie. k =n(1 — ﬁ) For smaller k the
repair bandwidth remains the same. For the usual Lagrange Interpolation the & matters, as that
is how many points of the polynomial is required to construct the entire polynomial. Therefore
for usual RS error correction a smaller k£ can have an advantage, but for Theorem 2.13 you lose
nothing by choosing the biggest k.

We still have yet to give an example of a LERS where a failed server is repaired, and so far we
have had trouble defining the coefficients pi¢ 4(a’) (from Proposition 2.6) and P(a’) € C* but

with Theorem 2.13 and Corollary 2.12 we actually have both for a RS;(n, k)-code where A =F.

Example 2.14. This example is only for showing that the calculations works, and to show the
mathematical steps. How the servers communicate with each other will be shown later.

Let the fields we will be working over be I = Fy2 and B = Fy. We will use the irreducible
polynomial X2+ X + 1, and let a be a root of it, meaning that o? = o + 1.

From this we can determine a basis Z = {(1,(2} = {1,a} and the (unique) dual basis V' =
{v1,v2} = {a + 1,1} (the dual basis was found by Sagemath).

All the elements in F are the following:

F = {O,a,Ol+ 171}
where we now set A = IF and denote each entry of A as the following;:
(a1,a9,a3,a4) = (0,a, 0 + 1, 1).

From Theorem 2.13 we have a bound for & where we want to use the largest k possible:

k—Ln~<1—m§‘>J—L4-<1—;)j—2.
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Then we want a codeword ¢ € RS92(4,2). It can be checked that
c=(c1,02,¢3,¢4) = (1,0,0,a0 + 1) € RS52(4,2)

with the polynomial f(X) = aX + 1. Then ¢; is the data for the corresponding a; for 1 < i < 4.
We now ’corrupt’ the server a; such that c; is lost. We now want to repair ¢;. You could use
usual RS code error-correction (Lagrange interpolation), but we want to use the methods for
the ERP.

From Theorem 2.13 we have the set of polynomials P(a’) we now determine:

Pld) = {tﬁF/B(;('E)iI— a’))’ trF/B(i‘('_();_ a/))} -

where all the fi¢, o(a") = pi¢;,0(0) can be computed for §; € Z,a € A\{0}.
We will show the computations for fi¢, q,(a’) = fta,a+1(0) and then give the rest:

[1sea\(ay (0= B)
[lgea\fay (@ +1—=5)
(@) (a+1)(1)

Pa,at1(0) = pa(a+1) -

= 1) -

rlet ) T T et i —aa s =1
trF/B(a(a—Fl—O))

= 1) =

pa(a+1) a+1-0

B tT’]F/B(l) B 12° +121 0

at+l at+l a1l

Then all the pi¢4(0) are the following:

“Ci,ai(o) H =1 ‘ (=« ‘

a1 =0 1 a
a9 = o a+1l |a+1
ag=a+1| « 0
a4:1 0 1

Table 2.4: The p¢,q(0) for every server.

Then from (2.7) we compute the following sums:
4
Z tTF/B(MCLai(O) . Ci) = tT‘F/B((Oé + ].) . O() + t’f'[g/[g(a . (Oé + 1)) + tTIF/IB(O . ].) = O, (215)

i=1,i#1

4
> trpm(ticya, (0) - ¢i) = trap((@+1) - @) + trpp(0 - (@ + 1)) + trp/p(l-1) = 1. (2.16)
i=1,i#1

These values are trg /g (C; - ¢1) for i = 1,2, which is exactly what we need for (2.10). Using (2.10)
we have the following computation for f(a’):

ci1=0-v14+41-19=04+1=1

which restores c; correctly.
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In this example all the calculations were open, where everyone could see anything. Normally
this is not the case, and computations are done locally. Ideally you want to send the minimum
amount of informations around such that the computations remains computable.

They all had to communicate for both (2.15) and (2.16) and then send those values to a re-
placement server. That is 6 elements that was send, which is more than n — 1 =4 — 1 = 3 that
Theorem 2.13 guarantees. To reach 3, we have to be smart.

2.4.1 The Reconstruction Procedure with Repair Bandwidth n — 1 for RS
Codes with A =T

This section is based on [1].

This procedure is based on Theorem 2.13. The objective is to construct a LERS to reconstruct
any failed server with repair bandwidth n — 1. For RS-codes and A = F with the set of
polynomials that Theorem 2.13 yields ie. the following;:

Pd) = {tT]F/]B(Ci(X —a')) ¢ e Z}.

X —a
These were proven to satisfy (for a fixed o’ € A)

dimp{p(a’)|p € P(d")} =t (2.17)
dimp{p(a)lp € P(a")} =1, ae A\{d'} (2.18)

where Corollary 2.9 yields a formula to describe the coefficients p¢, o(a’)

[Toeayfoy (@' — @)
[Tacaoy(a—a)

fic.a(a’) = pla) -

In the case for A = F we have that the product:

I[I e-)=1]]5

acA\{a} BeF*

is the product of all non-zero elements in the field IF for all a € A. This means that

[Taca\fay (@ — @) _ ger- 5 _ 1
Moeaay(@—a)  Tlgers 8

This is only the case when A = F.
From (2.18) as the dimension for a € A\{a'} is 1 this means that they only differ by a constant
scaling b € B. This means that by only knowing one p, o(a’) then the ji¢; o(a’) can be computed

as follows:
/ / /‘Lcj?a(a,)
feiala) = pigala’) - b= —"——==0>
Gald) = o) - b= L2
/ tre/p(Gj(a—a’)) e gy (@'~ ,
N 1i¢;a(a’) _ a=a’ ooy (oo _ tri/s(Ci(a — a))
MCi,a(a/) trpp(Ci(a—a’)) ) HaEA\{a’}(a,_a) tT]F/]B(Ci(a - al))
a—a’ [aea oy (a=a)
tre/e(Cjla —a'))
= pcj7a(a') — F/B\S e alal). (2.19)

 trp/(Ci(a —a’))
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trp/z((j(a—a’))
trgp(Ci(a—a’))
is if p¢, q(a’) = 0 but this we can come around by simply requiring each server to sends a

As the trace goes from F — B then € B. However one problem that can occur
query computed by a non-zero pg, o(a’). The above is all the necessary theory we need to start
explaining the DDS and how they can reconstruct the data on exactly one server.

As explained in Section 2.2 the situation is as follows: let F = F,: be an extension field over
B = F, where the degree of IF over B is ¢ for ¢ being a prime power and ¢t € N. Let Z be a basis
for F over B and let V' denote the unique dual basis. Then set A = F and let there be n = |A|
servers, where each server is associated with an element in A. The code we will use is RSy (n, k)
codes, for some k satisfying Theorem 2.13. Every server has its own evaluation point a € A
for the RS codewords which means they are an evaluation of some polynomial of degree of at
most k. We now have to set up the LERS (from definition 2.2) such that we can reconstruct
any failed server.

Now let aq,...,a, denote the n servers. Then let

c=(c1,... ) = (far),..., flan))

be a codeword in RS, (n, k) (meaning deg(f) < k) which we now distribute across all the servers,
such that a; holds f(a;) = ¢; for 1 <i < n.

From Definition 2.2 each server has to hold some queries Q,(a’) for any possible @’ such that
when any server crashes then a reconstruction protocol can be initiated. These queries for this
specific case are as follows:

Quld) = {1¢; (@)l = mini<icy pig, oa’) # 0} if one p¢q(a’) #0
{0} if MCML(Q,) == MCt,a(a/) =0

Since the queries Q,(a’) does not depends on the codeword, only on A and Z all the servers can
compute these. Then we let the queries be the first nonzero p, o(a’) when we take i =1,2...,¢.
There is only the need of one as by (2.19) the rest can be computed if p¢ q(a’) # 0.
For the linear reconstruction algorithm that is also required for a LERS, we need to calculate ¢
sums

Z Urp/B (/’LCi,a(a/)f(a)) =trp/ (Cz‘f(a/)) (2.20)

acA\{a'}

for all (; € Z where from Algorithm 2.7 where we then use (2.20) as coefficients with v; € V' to
reconstruct f(a’).
These two points is enough to define a LERS scheme for RSy (n, k). So for the reconstruction
to begin we do the following:

1. Let
c=(c1,...,cn) = (fla1),...,(f(an))) € RSy (n, k)

where each server a; holds f(a;) and the queries with both Z and V' as the following table
shows,
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Servers H Data ‘ Additional information stored
ai {f(al)} Qal(a/)7va/ S A\{al}a‘/vaA
az {f(a2)} | Qay(a'),Va' € A\{az},V,Z, A
;Ln .{f(an)} Qan (a'),Va' € A\{a,},V,Z, A

Table 2.5: The distribution of data for each server.

. Now let an arbitrary server a; € A crash and initiate the LERS to reconstruct ay’s data

which then the replacement server will store.

. Every server a € A\{ay} then computes the following:

trigs (tc,alax) f(a)) (2:21)

where jic, a(ar) € Qu,(ax):

. Install the basic information on @’ which is Z,V, A and then a’ downloads (2.21) for a €

A\{ar} (a’ keeps track on what was downloaded from every server).

. Then for every downloaded information from a € A\{ax} a’ computes trp /g (Mg,a (a)f (a))

for ¢ # j by the following;:
- tregp(Gla—d))
W trpyp(Gila — a))
where (; is the ¢ used in (2.21) where b; ; € B. The coefficients b; ; denotes the transfor-
mation from p¢, 4(a’) to p¢; q(a’). As the trace from F to B is B linear then o’ can compute

eB

the following:

bij - tre/m (Mci,a(ak)f(a)) = trp/B (bi,j : Mg,a(ak)f(a)) = tryp/p (Mcj,a(ak)f(a)) (2.22)

for all a € A\{d’} and (; € Z.

. By construction of ji¢ o(ax) they satisfy

S tregs (1¢alax) f(a) = trgm (Gif (ar)) (2.23)

acA\{ax}

which the server a’ can compute for all (; € Z.

. After the previous step then a’ holds all necessary information for the linear reconstruction

algorithm:
t
> treym (Gif (ar)) vi = f(ak) (2.24)

where v; € V which reconstructs the data correctly.

The key point here is that a’ only had to download trg /g (Mc,ai (ak) - f (a)) € B and from there

could compute the remaining itself. That is one element from every a € A\{ay} (which Theorem

2.13 also states). This is the procedure to reconstruct any failed server correctly for RS codes

with A = [F. This will be shown in detail in the following example.
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Example 2.15. This will be a full example with distrubution, what each server holds etc. We

will do Example 2.14 with proper step this time. To recap we have the following;:

F = Fo B =T, ol =a+1
Z =A{1,a} V={a+11} A={0,a,a+ 1,1}

where we have the following codeword:

c=(1,0,0,a+1) € RS»2(4,2).

This codeword is now distributed to the servers along with the additional information:

Servers H Data ‘ Additional information stored
a; =0 {1} Qq, (d),Vd' € A\{a1},V,Z, A
ag = o {a} Qay(a'),Va" € A\{a2},V, Z, A
a3 =a+1 || {0} Qas(d),Va' € A\{as3},V,Z, A
ag =1 {a+1} | Qu,(d)),Va' € A\{aq},V,Z, A

Table 2.6: The information that each server holds.

where we have to calculate all the queries. We computed all the queries for when a; crashed

in Example 2.14 which can be found in Table 2.4. The procedure for the others are the same,
but the calculations will be skipped. All the ¢ o(a’) for all ( € Z,a,a’ € A can be seen in the

following table.

a = a G=1|G=a|ld=a|G=1|G=a
a1 =0 1 « al a+1l |a+1
a9 = « a+1 |a+1 as 1 «
az=a+1| « 0 as 0 1
ag =1 0 1 aq a 0
a = as G=1|Q@=ald=a|G=1|(=a
ay « 0 ay 0 1
a2 0 1 as @ 0
as 1 « as a+1 |a+1
aq a+1 |a+1 aq 1 «

Table 2.7: All the p¢ q(a’) for all ¢ € Z,a,a’ € A.

We then pick the first nonzero entry for all cases of a’ = a1, as, a3, as from the left to get the

following queries:
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’Qa(a’) H a’:al‘a’:ag‘a’:ag‘a’:m‘
a=ay || 0 a+1 a 1
a=as || a+1 0 1 o
a=a3 || « 1 0 a+1
a=ay || 1 o a+1 0

Table 2.8: The queries Qq(a’) for a’ € A,a € A\{a'}.

Every row in Table 2.8 is now the queries every a € A holds.
As in Example 2.14 server a; now crashes and the LERS reconstruction now begins.
Let a’ denote the replacement server for a;. Every server now computes the following:

Server | Computations

as trpg ((a+1) - a) =trgp (1) = 12 +12 =0
as trIE‘/IB% (OZO) :tT']F/]B(O):O

ay trgp (1 (a+1) = (a+1)? +(@+1)? =1

Table 2.9: The elements in B which @’ downloads from as, as, a4.

These values a’ now downloads. Now the job of a9, a3, as is done and the rest can be computed
by a'. By (2.22) a/ can compute the rest. Since the queries does not depend on the codeword ¢,
a’ can compute Table 2.7 himself. Then by the method of choosing the queries a’ knows what
¢ was used and can then compute the remaining trg/g(i¢,a(a1)f(a)). Notice in this case both
as,agz sends a zero, so this will always remain a 0, hence we will only show the calculations for

as. _trgp(1-(1-0))  trge(l) 0

re/m (ugl,a4(a1)f(a4)) ~ trgp(a-(1-0) e tre/p(a) 1 0

Hence by (2.23) o can compute try;g (i f(a1)) for i = 1,2 using the following values:

Server | trp/p (Mgl,a(al) : f(a)) try /B (Mcg,a(al) : f(a))
a9 0

as 0

aq 1

Table 2.10: The try/p ((i . f(a)) for ¢ = 1,2. The blue values is the received ones and the green is the
computed ones.

Hence by (2.23):

treg (C1f(a1)) =0+0+0=0
treg (G2f(a1)) =0+0+1=1

which by (2.24) then can reconstruct f(aq) by
fla)=0-v1+1-v9=1-1=1

which is the correct reconstruction

All the servers has access to Z, A and therefore P(a’), which means they all can compute the
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pea(a’) for all @ € A, € Z by the polynomials in P(a’). The codeword that is distributed
between the servers is not mentioned anywhere. This indicated that the queries is not dependent
on the codeword which allows the queries can be reused for different codeword.

As servers initiate a reconstruction procedure, each server computes the following

trie (pc.a(@) f(a))

which the replacement server downloads. That value depends on the codeword, but the queries
does not. This is a good thing, as that allows multiple codewords to be distributed between
servers, and they can use their queries for all of them.

One thing that we have not mentioned in a while is Definition 2.4 ie. Repair Locality. However
it is redundant in the sense that since |Qq(a’)| = 1 the Repair Locality is equal the Repair
Bandwidth. This means that all the servers are required to respond, but as all servers has to
send 1 element, that is expected.

2.5 Lower Bound for Repair Bandwidth for MDS codes

This section is based on [1].

In Theorem 2.13 we proved that for certain conditions we could make a LERS for RS,(n, k)
codes with bandwidth n — 1. This seems good, as to repair a server, the new server only had to
download one element from all servers.

The question is, is that the best you can do? The following theorem will state a lower bound
on the repair bandwidth, and it turns out that Theorem 2.13 is good!

Theorem 2.16.

Let C be a [n, k] MDS-code with evaluation points A = {ay,...,a,} over a field F. Let B <TF
be a subfield, where the degree of F over B is t. Any LERS for C over B must have bandwidth
(measures in subsymbols of B) at least

n—1
b= (n—1)logp, (m)

I EEEEE—————————————————————————————
Proof. Fix an arbitrary o’ € A. Then we consider the LERS which can repair f(a’) for

(f(ar),..., f(d),..., flan)) = c € C,deg(f) < k.

Then from Theorem 2.11 we know that there exists a set P C Ct of size ¢t with

dims ({p(a)lp € P}) =1, (2.25)
dimg ({p(a)|p € P}) =d, (2.26)

with repair bandwidth

b= Y dg (2.27)

acA\{a'}
as a’ is fixed, so there is no need to take the max of all a’ € A.
Then let x € B! and let p, : F — FF be the function given as

pe(X) =Y xp - p(X)

peP
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where z;, denotes the entry corresponding to p € P ie. every function p € P has a index in x.
Then we introduce the following set

Sa = {x € B'|p.(a) = 0}

which by (2.26) is a vector space over B of dimension ¢ — d, by the dimension theorem.
Consider the average amount of non-zero vectors in S, as follows:

1 1

t—d
=7 > [{eeA\{d eS| = > [BT™
Bl —1 z;ﬁo,xeB‘ Bl =1 iy
1 _ B|? _ F _
- Bt — 1 Z B[ B| de = ‘]Bg‘|t ‘_ 1 Z |B| de = \F‘] _| 1 Z |B| da =,
acA\{a’} ac€A\{a’} acA\{a’}

As r is the average amount of vectors in S, for a € A\{a'} then that also means that there
exists a T € B such that
Halz € Sa}| >r

from where we now define

pX) =ps(X) = Y & p(X). (2.28)

peP
From the way we chose Z then p has to have at least r zeros of a € A\{a’}, however p also has
to be non-zero as otherwise
pla') = @ pla) =0
peEP

which contradicts (2.25) as p(a’) has full rank (more specifically the set (2.25) is linearly inde-

pendent).
Since p € C* and C is a MDS code, then so is C+. As S, C (C*+)+ = C meaning that

r<d=n—-k+1l=r<n-—-%k

which implies that
> BT <n—k (2.29)
acA\{a'}

Combining (2.29) with (the minimum of) (2.27) we want to minimize:

b > min dy 2.30

T da€[0,] aGAz\%a’} ( )

> BT <n—k (2.31)
acA\{a'}

To minimize this problem, we assume now that d, € R. However we only need an approximate
solution to this, therefore instead of (2.31) we will assume that

Z |B| =% < n — k.
acA\{a'}

For this we need Jensen’s inequality:

o (zzlzlwi) o L1 o) (2.32)

n



2.5. Lower Bound for Repair Bandwidth for MDS codes 37

for ¢ being a convex function. For this inequality we will use the following function

o(x) = |B|I™*
as by differentiating ¢(z) twice we have
(In(|B)*)
¢"(z) =
|B|*

where ¢(x) > 0 for all =, which shows that ¢(x) is convex.

Therefore consider

3 da | _ aeavay @(da)  Yacaay Bl
1]~ n—1 n—1

‘B‘*ZaeA\{a/} % — ¢
acA{a} T
which by multiplying with (n — 1) we have the following

da
(n— 1)[B|” Zecavar i1 < S B~ < — k. (2.33)
a€A\{a’}

By then using the left and right part of (2.33) and divide by (n — 1) again we get:

o

n —

d
|B|_ZaeA\{a’} T < .
n—1

By then using logjg on both sides and then multiplying with —(n —1) we get:

acA\{a'}
n—1

acA\{a'}

As this is true for all d, € R, especially also for d, € [0,¢], then it must be a solution to (2.30)
which yields:

n—1
b > (n—1)logp (n — k)

as we wanted to show. O

With a lower bound given, we now have a measure of how good our LERS are with respect to
repair bandwidth.

With Theorem 2.13 in mind, let us assume B = F,,F = F,: and n = |F| = p’. Then from
Theorem 2.13 assume that k£ = n(1 — %) = n — 2 from which we can rewrite the lower bound
from Theorem 2.16 as

(n—1)-log, (n—nn_—i—l") = (n—1)-log, (n;l)
P P

~ o (s, (7))

3
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We know that as n grows, then
n—1

g log, (n) =0
which means for a big n we are actually approaching repair bandwidth n — 1 that Theorem 2.13
states. Recall that n = p' where p is a prime number (that is a positive integer) and t € N
meaning that as either of them grows the repair bandwidth from Theorem 2.13 is approached.
In Example 2.14, 2.15 we had the following values p = 2,t = 2,n = 4,k = 2 in which the lower
bound for repair bandwidth yields:

4 =1)Jogy (15 ) 1= 1) Jogy (5 )1 [175] =2

which is the promised n — 1 =4 — 1 = 3 that Theorem 2.13 states. A decimal repair bandwidth
does not make sense, hence we are rounding up to the nearest integer as rounding down would
contradict it being a lower bound.

On one hand a difference between the lower bound and what Theorem 2.13 yields is 1 which is
not to bad. On the other hands its 3/2 = 1.5 which means that repair bandwidth that Theorem
2.13 gives is 1.5 times bigger than what could be done. However as shown this is better for
bigger p or t, or at least approach the lower bound.

If we then increased ¢ to t = 10 such that n = 2'0 = 1024,k = 2'0 — % = 512 we get the
following:

1024 -1
1024 — 512

1023

)1 — 1023 - log, ()1 ~ [1021.56] = 1022

1024 —1) -1
(1024 - 1) -log, =

where again the difference is 1, but this time we also have

1023

— =~ 1.
1022 00098

which is a lot better.
With sage, we can easily print out some tables to compare which is done with the following
code:

sage: def LBlist(p,t):

sage: q=p_t

sage: n=q

sage: k=floor(n*(1-1/p))

sage: LB=ceil ((n-1)*log((n-1)/(n-k),p) .numerical_approx())
sage: return([p,q,n,k,n-1,LB, (n-1)-LB, (n-1)/LB])

sage: O0P=[["p’, . 6 6 . : ; 1]
sage: for i in range(2,10):

sage: OP.append(LBlist(2,i))

sage: table(OP)

P q n k b LB LB diff Ratio

2 4 4 2 3 2 1 3/2

2 8 8 4 7 6 1 7/6

2 16 16 8 15 14 1 15/14

2 32 32 16 31 30 1 31/30

2 64 64 32 63 62 1 63/62

2 128 128 64 127 126 1 127/126
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2 266 266 128 255 254 1 255/254
2 512 512 266 511 510 1 511/510

This tells us that for p =2, ¢t =2,...,9 we will continue to have a difference of 1 but the Ratio
will go towards 1.
The same can be done of other prime numbers p, which is the following is for p =5,t =2,...,9:

sage: OP=[[’p’,’q’,’n’, : ) ) 5 1]
sage: for i in range(2,10):
sage: OP.append(LBlist(5,1))

sage: table(0OP)

P q n k b LB LB diff Ratio
5 25 25 20 24 24 0 1
5 125 125 100 124 124 0 1
5 625 625 500 624 624 0 1
5 3125 3125 2500 3124 3124 0 1
5 15625 15625 12500 15624 15624 0 1
5 78125 78125 62500 78124 78124 0 1
5 390625 390625 312500 390624 390624 O 1
5 19563125 1953125 1562500 1953124 1953124 O 1

This actually hits the lower bound for the repair bandwidth. We checked for other primes
numbers as well with the following code.

sage: P=Primes()
sage: m=0; 1=0
sage: for j in range(2,6):

sage: t=j

sage: for i in range(100):

sage: p=P.unrank (i)

sage: g=p_t; n=q; k=n*x(1-1/p)

sage: LB=ceil ((n-1)*log((n-1)/(n-k),p) .numerical_approx())
sage: if (n-1)/LB!=1:

sage: print P> »Js ,(n-1)/LB
sage: 1=1+1

sage: else:

sage: m=m+1

sage: print odl

sage: print ,1

Prime 2 is not optimal with t= 2 as the fraction is 3/2
Prime 2 is not optimal with t= 3 as the fraction is 7/6
Prime 2 is not optimal with t= 4 as the fraction is 15/14
Prime 2 is not optimal with t= 5 as the fraction is 31/30
Nonoptimal schemes: 4

Optimal schemes: 396

This code tests the first 100 prime numbers for t = 2,3,4,5 and compare the repair bandwidth
given by Theorem 2.13 with the lower bound from Theorem 2.16. We also tried for larger ¢ and
more prime numbers, but after this point (almost) every case was non-optimal. We think it is
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an approximation error from Sagemath.

This indicated that Theorem 2.13 gives an LERS with the optimal repair bandwidth for other
prime values than p = 2.



Chapter 3

Conclusion

3.1 Conclusion

The goal of this project was to examine the exact repair problem and how it was applied in data
storage systems. It turned out that it was relevant when you had a data file distributed across
multiple servers, also called a data distribution storage system. We used linear codes as some
codes is specifically constructed for error-correction, and most type of codes already has error-
correction algorithms. However the exact repair problem was to only reconstruct one entry
of a damaged codeword (assuming only one entry was damaged). Therefore the usual error-
corrections algorithms no longer apply, as those reconstruct the entire codeword. By combining
the field trace, and a dual basis we were able to create such a scheme to repair a single entry of
a codeword by using information contained in the remaining correct ones.

With Theorem 2.16 we proved that a LERS for a MDS code at least had repair bandwidth

n—1
b > (n—1)logp, (n—k) ;

and with Theorem 2.13 we could make a LERS with bandwidth n — 1. By examining the lower

b>(n—1) <1+logp (n;l))

which with for n growing goes toward n — 1. This means that Theorem 2.13 is an optimal LERS

bound we found out:

in the sense that its repair bandwidth is the minimum.

Theorem 2.13 showed that for RS-codes we could create a LERS when A = FF, by determining a
set of polynomials which satisfied Corollary 2.9. This set of polynomials were defined using the
trace from F — B as

Pld)) = {tTF/B()?’(_Xa,— a'))

|Cz’€Z}-
forZZ{Cla"'th}‘

This was all we needed, as for p € P(a’) we could define the coefficients p¢ 4 (a’) for RS-codes as
the following:

. [Tocavfoy (@' — @)

HaeA\{a}(a —a)
Then in Theorem 2.13 the key point was that f¢, ,(a’) had dimension 1, which meant that
pi¢;,ala’) = pgala’) - b,b € B. Finding this b was something all servers could do, as this only

fic.a(a’) = pla)

41
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depended on the basis Z and the evaluation points A. Hence by downloading one ¢ 4(a’) they
could compute the rest. This was ideal, as that meant by using the property that trp/p is
B-linear then every server could compute

Y. trm (MCi,a(a/)f(a)> = 1rp/B (Qf(a'))

acA\{a'}

for all (; € Z. Then they could use the unique dual basis V' = {vy,..., v} to

itﬁ?/ﬁ (Cif(a,)) v; = f(d) (3.1)

which reconstructed the lost entry. All of this, by downloading one element in the subfield B
from the remaining servers.
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3.2 Danish Resumé

Malet i dette projekt var at undersgge "The Exact Repair Problem" (ERP), og hvordan det er
relateret til data opbevaring. Dette bliver brugt i "Data Distribution Storage" (DDS) systemer,
som er et opbevarings system, hvor en stor data fil bliver fordelt ud pa flere servere. Dette
sikrer at hvis en server gar ned, og deraf mister alt data pa serveren, mister man hele sit data.
Derimod kun en del af sin data. Hvis man havde gemt alt sit data pa en server, og den server
gar ned sa ville man miste alt sit data. S& ideen med at fordele sit data ud er kan sikre at man
ikke mister alt, i tilfzeldet af en server gar ned.

I [1] praesenteres en "Linear Exact Repair Scheme" (LERS) for Reed-Solomon (RS) koder, med
lengde og dimension pa henholdsvis n og k, som kan med "Repair Bandwidth" n — 1 reparer en
vilkarlig indgang i et kodeord i en RS kode.

For alt dette giver mening var vi ngd til at undersgge Galois teori for at fa definitionen af trace
mellem endelige legemer trp g hvor F er en udvidelse af B, altsa B < F. ¢rp/p er en afbildning
fra F — B som vi skulle bruge den til senere.

Siden F er en udvidelse af B kunne vi se F som et vektorrum over B (og deraf kunne vi se lineser
koder over F som et vektorrum over B).

Det viste sig at alle de linesere transformationer fra Fy til Fy, hvor ¢ = p” og p er et primtal og
r,t € N, kunne skrives som L (v) = trg/p(y - v) og at L, # Lg hvis v # 3 for v, 3 € F.

Fra kodnings teori ved vi at Reed-Solomon koder allerede har algoritmer, sd som Lagrange In-
terpolation, til at reparer kodeord, men problemet her ligger i at hele kodeordet bliver genskabt.
Ogsa selvom det kun er en indgang i kodeordet som skal rekonstrueres. Og for at Lagrange
Interpolation skal bruges, skal man bruge k£ korrekte evalueringer og deres evaluerings punkter
for polynomiet brugt i RS koden. Maélet er sé at lave en metode til at rekonstruerer en koordinat
ved at sende minimalt meengder data.

I [1] viser de et LERS, hvor hvis man bruger alle evaluerings punkter mulige (altsa hele F:)
punkter, sa kan alle servere ngjes med at sende et element fra IF, til en server for at rekonstruerer
en indgang i et RS kodeord. Dette kalder vi for "Repair Bandwidth", som er med til at beskrive
hvor meget data LERS skal sende i vaerste tilfeelde.

Dette gjorde vi ved kalde evaluerings punkterne brugt i RS koden som A og lade alle servere
veere forbundet med et evaluerings punkt i A. S& ved finde en fast basis for Fy: over F; kaldt
Z, kunne vi betegne nogle koefficienter ji¢ o(a’), hvor a’ betegner serveren som er giet ned, og
(€ Z,ae A Disse ¢ q(a’) overholder

Gf(d) =Y. pcald)f(a)
acA\{a'}

hvor f(a) er indgange i et kodeord. Dette var godt fordi vi kunne reconstruer en data pa en
server som fglgende

fla)y = tre(Gi- f(a))vi.
=1

hvor v; € V som er den unikke dual basis til Z. Problemet indtil videre er dog at pc(a’) var
meget besveerlige at finde, men det kunne vises at problemet reduceret til at finde en maengde
af polynomier P(a’) i den duale RS kode da

). [Tacavgay (@ — @)
HaeA\{a}(a —a)’

fiac(a’) = pla
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for p € P(d’). 1[1] gav de

som opfyldte:
{p(a)lp € P(a")} ={¢1,.... ¢} =2
{pa)lp € P(a)} = {a b _15e IB%}

—a’

B

a—a’

udregne fi¢; o(a’) fra pg, qo(a’) hvor j # 4, sa leengde pui, o(a’) # 0. Sa ved kun at sende et
trF/B(u<i7a(a’)f(a)) kan man udregne tr]F/B(ugjﬂ(a’)f(a)) ved

hvor { A IB%} havde dimension 1, som bet@d at ved at finde den rigtige skalar kunne man

i - tri/8 (e (1) F(ai)) = trays (big - 1ia(ax) F(0)) = trys (e a0 (an) f(as))

da trp/p er lineser over B.

Alt ovenstdende gjorde at man kan reparer en indgang i et kodeord ved kun at downloade 1
element i B, som betyder at med repair bandwidth n — 1 kan vi rekonstruerer en indgang i et
kodeord.

Nu er spgrgsmaélet: kan vi ggre det bedre? Ved at vise at den mindste repair width en MDS

b > (n—1)log (Z:;) =(n-1) (1 + log, (T)) .

Ved omskrivning kunne vi komme frem til et udtryk der for n der bliver stgrre, gar mod n — 1,

kode kan have er

men siden at en decimal repair bandwidth ikke giver mening, kunne vi runde op til naermeste
heltal. Dette gjorde at vi ramte et optimalt repair bandwidth tidligt i forhold til n — oc.
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