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Abstract:

This project investigates the use of neu-
ral networks for detecting adversarial
examples for speech recognition with
five different feature extraction meth-
ods as input. These are STFT, MFCC,
IMFCC, GFCC and IGFCC. Relevant
theory in the areas of deep learning,
adversarial examples and speech pro-
cessing is examined, and a descrip-
tion is made of the available white
box and black box datasets. A CNN
model is implemented and evaluated
w.r.t performance and robustness of
the different feature extraction meth-
ods. This includes an investigation into
how the performance is affected when
only speech or nonspeech is present in
the data. The addition of different
types and amounts of noise in the data
is investigated to determine how it af-
fects the performance of the model. It
is concluded that the CNN model is
able to detect adversarial examples for
speech recognition and the IMFCC and
IGFCC feature extraction methods in
general have highest accuracies. Fur-
thermore the model is generally more
robust to noise when its training set
contains a wider range of noise types.
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Glossary

AF Activation Function.
ANN Artificial Neural Network.

ANNs Artificial Neural Networks.

C&W Carlini and Wagner.
CNN Convolutional Neural Network.

CTC Connectionist Temporal Classification.

DCT Discrete Cosine Transform.

DFT Discrete Fourier Transform.
ERB Equivalent Rectangular Bandwidth.
FGSM Fast Gradient Sign Method.

GFCC Gammatone Frequency Ceptral Coefficients.
GPU Graphics Processing Unit.

IGFCC Inverse Gammatone Frequency Ceptral Coefficients.

IMFCC Inverse Mel-Frequency Cepstral Coefficients.
MFCC Mel-Frequency Cepstral Coefficients.

NN Neural Network.

NNs Neural Networks.
PR Perfect Reconstruction.

ReLU Rectified Linear Unit.
RMS Root-Mean-Square.

RNN Recurrent Neural Network.

SNR Signal-to-Noise Ratio.
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Glossary

STFT Short-Time Fourier Transform.
Tanh Hyperbolic Tangent.

VAD Voice Activity Detection.
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Chapter 1. Introduction

1 | Introduction

Machine learning is a very popular tool with ongoing research and great practical poten-
tial in many areas. It has been found that machine learning models can be vulnerable to
certain manipulated examples, also called adversarial examples [1]. These adversarial ex-
amples are very similar to a corresponding normal example with only small perturbations.
However adversarial examples causes the model to classify differently and incorrectly. Es-
pecially Neural Networks (NNs) can be highly affected by adversarial examples [1].

There exist two types of adversarial attacks: Targeted and non-targeted attacks [2]. Tar-
geted attacks attempts to get the model to predict a certain class. A real world example
is when an autonomous car recognizes road signs. Here, it is possible to create targeted
adversarial examples that can get a model to classify a stop sign as a 45km/h sign; robust
to both variations in distance and angle [3]. Non-targeted attacks attempts to get the
model to predict the class of the examples wrong without assigning a specific class to be
predicted. Hence the only goal is to get the model to not predict the correct class. A real
world example of this is in face-recognition. Here, the authors of [4] creates a special pair
of printed eyeglasses that can make the model misclassify the users face as an arbitrary
one, fooling state-of-the-art face-recognition algorithms.

Adversarial examples also exist in the audio domain [5]. Here an attack could be performed
on devices such as Google Assistant [6] and Amazon Alexa [7]. Google Assistant is a
virtual assistant, that is available on Google Home and mobile devices running Android
[6]. Google Assistant can write emails, where the user dictates the content of the email.
It is possible to open apps and do in-app purchases and search websites [8]. Google
has announced that Google Assistant will increase support for purchasing products and
sending money in the future. The Amazon Alexa also supports purchasing of items on
Amazon through Alexa. Over 1 billion devices have voice-assisted access for consumers
today. More and more possibilities for using one’s voice to navigate devices will probably
become available in the future. This underlines the dangers of successful adversarial
attacks and motivates the ability to detect adversarial examples. In [5] the authors have
created targeted adversarial examples which can fool a version of Mozilla’s speech-to-text
classifier called DeepSpeech [9]. These adversarial examples are almost not detectable by
the human ear.

There are two types of targeted adversarial examples, white box and black box attacks.
A white box attack is when the adversary has full access to the machine learning model,
this includes its architecture, weights, biases, and so on. With a black box attack the
adversary does not have access to the model and its parameters. Hence the adversary
only have access to the output. In most cases the adversary would not have access to
the model, however, it is still important to include both cases. Especially if you want to
develop a model that can detect adversarial examples.

19GR1070 1



Chapter 1. Introduction

1.1 Initial Problem Description

The purpose of this project is to investigate the use of Artificial Neural Networks (ANNs)
with different feature extraction methods for detection of adversarial examples for speech
recognition. Research with a similar purpose have been performed by projects such as
[10], [11] and [12]. This project will expand upon the work in [12]. The authors of [12]
propose a Convolutional Neural Network (CNN) model to detect adversarial examples
for speech recognition tasks. They use Mel-Frequency Cepstral Coefficients (MFCC) as
a feature extraction method for the input to the CNN. They generate two datasets, a
white box and black box dataset, containing both normal and adversarial examples. The
authors show that it is possible to detect adversarial examples with their model and the
feature extraction method MFCC.

The project will construct a similar CNN architecture as [12] and use the authors’ gen-
erated datasets. Different feature extraction methods will be investigated to see how the
performance of the model changes. Furthermore, the design, training, and evaluation of
Artificial Neural Network (ANN)s will be investigated to ensure correct implementation
and use of heuristics in order to accurately evaluate any new findings. The generation
of adversarial examples is examined and the dataset is analyzed to yield a greater un-
derstanding of the difference between normal examples and adversarial examples. These
insights will be used to motivate new investigation areas.

Therefore the following is researched:

o Chapter 2 - How are ANNs designed and trained, and what makes CNN different?

o Chapter 3 - What are adversarial examples, how are they created and what are the
properties of the available data?

o Chapter 4 - What types of feature extraction methods are used in the project?

o Chapter 5 - Which metrics should be used to evaluate the CNN?

19GR1070 2
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Chapter 2. Artificial Neural Networks

2 | Artificial Neural Networks

It is important to get a deep understanding of Artificial Neural Networks in order to help
detect adversarial examples. This chapter will describe the basics of ANNs, how they
are trained, common problems for obtaining good solutions, and what common practices
seem to mitigate the problems. In addition to this the chapter examines the Neural
Network (NN) type CNN that is used in [12]. This examination includes the CNN’s
general structure together with a description of the convolution layer and pooling layer.

ANNSs are made up of a series of layers with multiple artificial neurons [13]. There is an
input layer, one or more hidden layers and an output layer as shown on Figure 2.1.

i
i
i

|
|

Input Layer € R3 Hidden Layer € R* Hidden Layer € R* Output Layer € R*

Figure 2.1: Artificial Neural Network with 3 inputs in the input layer, 4 neurons in the first hidden
layer, 4 neurons in the second hidden layer, and 1 output in the output layer.

The circles represent neurons while the lines represent weighted connections. Each neuron
has a series of weighted inputs and is said to 'fire’ once a certain combination of inputs
exceed a threshold. This is true for both the artificial neuron and the neurons in the
brain [13]. Their difference comes from the fact that artificial neurons takes continuous
real values as input while the real neurons inputs are binary. Figure 2.1 shows a fully
connected network, meaning that each neuron in one layer has a weighted connection to
all neurons/inputs in the previous layer.

2.1 Computing the Output of an Artificial Neural
Network

Let the output y; of the j-th neuron with a series of inputs z; be defined as

Yy =49g <Z Wy, ;T4 —+ b3> (21)

where w; ; is a weight attributed to each input, b; is the bias, and g(e) is called an
Activation Function (AF).

19GR1070 4



Chapter 2. Artificial Neural Networks

This can be written in vector notation where the bold letters represent vectors and ma-
trices as

Yy=g (VV:E) (2.2)

where & = [1,z]7 and W = [b, W] to incorporate the biases directly into the weight
matrix. The bar notation is dropped and x, and W will contain the biases in future
references.

The hidden layers will be denoted as hj where the k£ subscript indicate which hidden layer
it is. Only the input layer will be referred to as @ and y is only used for the output layer.
The output of an ANN with K hidden layers is defined as

y=hg, hi=gi(ay), ap,=Wih,1, ho=z, k=1 . K (2.3)

A simple ANN with this notation is shown on Figure 2.2.

|41 W, W;
O O
O
O © © O
O © © Yy
O O
X
hy hy

Figure 2.2: Artificial Neural Network with 2 hidden layers and the resulting 3 weight matrices.

The operations to go from input through all layers to the output layer is called forward
propagation. The architecture of an ANN refers to the number of layers, the number of
neurons in each hidden layer, and the operations to go from one layer to the next. It is
possible to choose another operation than just a matrix multiplication and an activation
function. Changing the architecture of a network thus refers to changing one or multiple
of those factors.

The activation function must be non-linear in order for an ANN to be different from a
linear transformation. This can be seen by taking a look at Equation (2.4) which is a
simple ANN with one hidden layer.

y = g2(Wahy), hy =g (Wix) (2.4)
If g(e) is a linear function like g(a) = ca then it follows that
y = cWhhy, hy =cWix (2.5)
Yy = WocWix (2.6)
y=Wx (2.7)

which is just a linear transformation with W = c?W,W,. There are many different types
of activation functions that can be used in an ANN and their merits will be described.

19GR1070 )



Chapter 2. Artificial Neural Networks

Activation Functions

The activation functions that will be discussed are the Sigmoid, the Hyperbolic Tangent
(Tanh), the Rectified Linear Unit (ReLU) and the Softmax activation functions. The
three first mentioned AFs are seen in Figure 2.3.

1.0 1.0 5
08 05 4
0.6 3
0.0
0.4 2
02 -05 y
0.0 -1.0 0
4 2 0 2 a4 4 2 o0 2 a4 4 2 o0 2 a
(a) Sigmoid (b) Tanh (c) ReLU
g9(a) = = g(a) = (::Z:Z g(a) = max (0, a)

Figure 2.3: Three different activation functions.

The purpose of an AF is to introduce non-linearity in the hidden layers of the ANN and
to perform predictions in the output layer [14]. Each AF has different merits but some
common features have to apply to the AFs; they must be non-linear and differentiable [14].
The Sigmoid AF has the advantage of being bounded, producing only outputs between 0
and 1, which makes it applicable in the output layer for a classification task.

The Tanh AF is similar to the Sigmoid AF. One desired feature of the Tanh AF is that
it is zero centred and bounded to output values between -1 and 1. This makes the Tanh
more suited for negative inputs than the Sigmoid function because the Sigmoid function
will make outputs near zero for highly negative inputs [14].

As shown in Figure 2.3c, the ReLU AF forces all input values less than zero to zero. An
advantage of ReLLUs is that it is extremely efficient to compute as the output can be found
just be evaluating the sign of the input.

The Softmax AF outputs a probability distribution from an input vector of real numbers
and it is defined as seen in Equation (2.8) [14].

et

> €Y
It outputs a value between 0 and 1 for each output and the sum of all outputs equals one.
This makes the Softmax AF suited for the output layer for classification problems with
more than two outputs [14]. Here each output can be thought of as a probability that the
input belongs in each class.

glai) = (2.8)

An ANN with non-linear activation functions allows for a non-linear transformation of
the input to a new output and a shallow network with an infinite number of neurons can
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Chapter 2. Artificial Neural Networks

in fact approximate any function perfectly due to the universal approximation theorem
[15]. This approximation would not be perfect because it is not possible to use an infinite
number of neurons in practice. Nonetheless, the ANN has shown to produce good results
on complex tasks in practice [13].

The problem now is to find, what the weights should be in order to approximate the desired
function. The weights can be learned in a supervised manner by giving the network inputs
with a known desired output. The ANN should then learn to approximate the function
that produced the desired output given said input in a process called training [13].

2.2 Training an Artificial Neural Network

The goal of training an ANN is to find the optimal weights W* that produces the best
approximation of the desired function. This can be done by formulating a loss function
E(W) that evaluates the distance between an output y and the known/desired output
d. The optimal weights can then be found by minimizing the loss function such that

W* = argmin E(W). (2.9)
w
The loss function is dependent on the task to be solved and should be defined accordingly.
Detecting adversarial examples is a binary classification task. For binary classification the
goal is to classify whether the input falls in one of two categories; 0 or 1. The loss function
for binary classification is defined as

E(W) = —(dIn(y) + (1 - d)In(1 - y)) (2.10)

where y is an output between 0 and 1 and d is either 0 or 1 depending on the actual
category of the input [13].

Minima and maxima of the loss function can be found by finding the places where the
gradient is 0 i.e. VE(W') = 0. This is a necessary condition for an optimal point but can
be fulfilled by any flat point of the loss function. For convex problems this is an optimal
point but most real-life complex problems are not convex in nature [13]. These flat points
can be found using gradient descent. In gradient descent, the gradient of the loss function
is computed and the weights are updated by taking a step in the opposite direction. The
weights of each layer can then be updated as

Wi = Wi =V E(WY), >0 (2.11)

where ¢ indicates the iteration and Vyy £ (W) is the gradient of the loss function with
respect to the weights in layer k at iteration t. The step size or learning rate v then
determines the distance to go in the gradient direction. The learning rate should not be
too small as it will increase the time it takes to find the optimal weights. Setting it too
large can also lead to slow learning or even divergence.

19GR1070 7



Chapter 2. Artificial Neural Networks

Backpropagation

The algorithm used to compute the gradients with respect to the weights is called back-
propagation and is computationally simple [13]. With forward propagation defined in
Equation (2.3), backpropagation is defined as

Vw,E(W)=68h}_ |, ho== (2.12a)

V,E(W), if kis an output layer (k = K
gé(%)@{ Yy ( ) ( )

8 = (2.12Db)

WkTH(skH , otherwise

where ® is the element-wise multiplication and gj.(ay) is the derivative of the activation
function with respect to a,. First the gradient of the loss function with respect to the
output is computed in order to find dx. Then the gradient of the loss function with
respect to Wy is computed. Before updating the weights using Equation (2.11), dx_1
is computed using Wi and 6. Then the weights can be updated and the gradient of
the loss function with respect to Wi _; can be found. This process iterates backwards
through the layers from output to input and updates the weights throughout. The process
is shown on Figure 2.4.

Wi W, W3 W W, Wi Vi, E(W)
O O O O
O O
O © © O O O © © @)
O O O O
© o o . d O 0 o L4
X E(W) X E(W)
h1 h2 /’ll hZ
01 02 03 o1 ) 03

(a) Compute the loss and its gradient with re- (b) Compute gradient of the loss with respect to
spect to y and find dx using Equation (2.12b). W}, using Equation (2.12a).

W W, Wi Vi, ECW) W o W, o W3 = W3 —yVw, E(W)
O O O
© O O © © O O
O o O O O O
© O L. d S O O yE(W)d
* h hy EW B g b 2 )
51 52 53 1 2 3

(d) Update the weights using Equation (2.11)

(c) Compute §; using Equation (2.12b). and to go (b).

Figure 2.4: Diagrams showing the process of the backpropagation algorithm.
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Chapter 2. Artificial Neural Networks

Weight Update Methods

There are multiple options for updating the weights, as there are multiple data samples
in the training set. Let 7 be a labeled training set with N data samples of  and d as

T ={(z',d")}iz1.. N, (2.13)

then it is possible to compute the sum of the gradients over all samples in the training
set. This is called batch gradient descent and is defined as

W =Wy Y Vg B (2.14)
(x,d)eT

such that the weights are updated once every time the gradients of all data samples have
been used (one epoch) [13, Chapter 8§].

Another option is stochastic gradient descent which updates the weight after computing
the gradient of each data sample [16]. Stochastic gradient descent is defined as

W =W — AV E(W), i=t-N H[J (2.15)
where i is determined using the modulo operation. The loss E'(W) is computed using
the i-th data sample in a shuffled training set 7. After every epoch 7T is shuffled. The
weights are thus updated N times per epoch. The advantage of stochastic gradient descent
is the frequent weight updates but it has a lower chance of converging than batch gradient
descent [13, Chapter 8].

A final option is mini-batch gradient descent which combines the two previous approaches.
It splits the training set into subsets B; of size |B;| = B and then updates the weights
using the sum of the gradients in each subset [13, Chapter 8]. It thus uses batch gradient
descent for the gradients in each subset/batch and stochastic gradient descent for the sum
of gradients for all subsets/batches. Mini-batch gradient descent is defined as

, N |t
W =Wi—v Y VpEW, —t-75 \\NJ (2.16)
(w,d)EBj

B

where j indicates the current mini-batch. In mini-batch gradient descent the weights are
updated N/B times per epoch. This means more frequent updates than batch gradient
descent and a higher probability of convergence than stochastic gradient descent.

While batch gradient descent guarantees convergence under certain assumptions and the
other two converges with high probability [13, Chapter 8] there is no guarantee that the
local minima found is a good solution nor that it is able to find a minima in finite time.
There is also no guarantee that the network performs well for data that is not available
in the training set 7.

19GR1070 9



Chapter 2. Artificial Neural Networks

2.3 Problems and Practical Approaches for Training
Deep Neural Networks

There are a series of challenges for obtaining good solutions (low cost function values)
that also generalize well to unseen data. The challenges are especially prominent for
deeper and more complex networks [13, Chapter 8]. These are the gradient vanishing
and gradient exploding problems, an underfitting/overfitting model, and getting stuck at
a poor solution such as a saddle point or a bad local minimum.

This section will describe these challenges along with some practical approaches to miti-
gate their effect.

Gradient Vanishing Problem

The gradient vanishing problem occurs during backpropagation. As the gradient of the
loss function is propagated backwards it is multiplied by the gradient of the activation
function gj(ax). For activation functions such as the sigmoid or the hyperbolic tangent,
their gradients are in a range between 0 and 1 as shown in Figure 2.5. This means the
gradient of the loss with respect to the weights will decrease as it propagates backwards
through the layers. The result is that the weights of the first layers take very small steps
towards a better solution i.e. they learn very slow [13].

1.
o 4@ R J—TE) B >l — gl
0.8 g'(a) g'(a) 4 g'(a)

' 0.5
0.6 3
0.0 ‘

0.4 : -4 -2 2 4 2
0.2 -0.5 1 /
002, ' 2 0 2 4 -1.0 0 Y-} 0 2 4
a a a
(a) Sigmoid (b) Tanh (c) ReLU

Figure 2.5: Derivatives of different activation functions.

This explains why the ReLU AF is often used for hidden layers [13] as the gradient is
always either 0 or 1. This means the activated units propagates the gradient backwards
without diminishing it and thus helps mitigate the gradient vanishing problem.

Gradient Exploding Problem

In NNs with many layers there are often regions with extremely large drops in the loss
function due to small changes to the weights [13, Chapter 8]. These steep regions (cliffs)
result in gradients with a very large magnitude. As a result the weights will perform a

19GR1070 10



Chapter 2. Artificial Neural Networks

very large step in the negative gradient direction. This is the gradient exploding problem
and is a problem because the very large step could potentially overshoot a region of very
good solutions near the cliff. An example of this is showed on Figure 2.6 where the
gradient takes small steps towards a minima. Once it hits the cliff in the loss function
the magnitude of the gradient will be so large, that the next step causes the weights to
update in such a manner that it completely overshoots the minima right next to the cliff.

E(W)

w

Figure 2.6: Simplistic example of the exploding gradients problem. The red dots represent different
iterations of a gradient descent algorithm. The red lines represent the step taken from one iteration to
the next.

The simple solution to this problem is to limit the gradient magnitude using gradient
clipping. This is done as the gradient specifies the optimal direction but not the optimal
distance. By setting a maximum to the gradient norm, it will avoid massively overshooting
regions near cliffs [13, Chapter 8].

Overfitting and Underfitting

In machine learning the main goal is to find a model that approximates a function well.
This function is approximated with the ANNs using a training set 7. It is desired that
the model not only approximates the function for the data available in the training set
but also generalizes for unseen data. There are then two different objectives; decrease the
error on the training set, and decrease the generalization error on previously unseen data.
It is common to split the available data into a training set 7 and a test set S such that
the networks ability to generalize can be evaluated fairly [13, Chapter 5].

During the training of a network the loss/error on the training set will decrease with more
iterations. Underfitting is the problem when the network is unable to reach a sufficiently
low cost value on the training set [13, Chapter 5|. This could be if the network does
not train long enough or it is not complex enough to be able to describe the function it

19GR1070 11



Chapter 2. Artificial Neural Networks

attempts to approximate. Overfitting, however, is when the network trains too much and
reaches very low cost values on the training set but not on the test set [13, Chapter 5].
This means that the network learns some small details specific to the training set that
does not generalize well on the test set. The trade-off between overfitting and underfitting
is shown on Figure 2.7, where the red line marks the optimum.

— Training error
Test error

Underfitting Overfitting
area area

Error

Generalization
gap

Epochs

Figure 2.7: Trade-off between overfitting and underfitting,.

Underfitting is a direct result of a lack of training time or data, or capacity of the ANN.
Therefore it can be mitigated by increasing the amount of training data, increasing the
number of iterations, or modifying the network architecture.

The problem of overfitting is fought with reqularization. Regularization is a term that is
added to the loss function explicitly or implicitly in order to limit or restrict the capacity
of a network such that the network has a harder time to learn features specific to the
training set. Formally, regularization is defined as

E(W) = E(W) + aQ(W) (2.17)

where Q(W) is the regularization function and « determines the ratio between the orig-
inal loss function and the regularization term. The regularization function can be ex-
pressed explicitly by defining the function and using it in the loss function as shown in
Equation (2.17). It can also be expressed implicitly through various restrictions to the
weights of certain layers in the network. Weight decay is one such regularization technique
that changes the loss function to discourage weights with extremely large values. A 1-
dimensional example of weight decay as a regularization technique is shown on Figure 2.8.
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Figure 2.8: Weight decay as regularization.

One of the most common ways to fight overfitting through an implicit regularization
function is with early stopping [13]. Early stopping means that the network stops training
once the error on unseen data stops decreasing. This fixes the problem of training for
too many iterations to the point where the error on the test set would start to increase.
In order to still perform a fair evaluation of the network on unseen data, a third set of
data is used; the validation set V. The network is then trained on the training set T
and during training the performance is evaluated on the validation set V. The training is
then stopped early when the error on the validation set stops decreasing/starts increasing.
Alternatively the network weights can be saved for many, if not all, iterations and after
training the final network will have the weights that resulted in the lowest validation
error. Then the network can be evaluated on the test set S which contains data unseen
to the network and should provide a good estimate for the network performance in a
final real-life solution. When evaluating an implementation through iterative trial and
error testing, it is necessary to have both a validation and test set. This is crucial due
to the possibility of generalizing one’s model when changing parameters between tests.
If the data is only split into training and test, then it is possible to overfit the model
changes/hyperparameters to the test set, see section 2.3. If the validation set is used to
evaluate performance in between trials, then the test set can be used for testing without
developer bias.

Flat Regions, and Poor Solutions

Another problem that is often encountered when training ANNs is regions where small
changes to the weights result in a constant loss function value [13, Chapter 8]. This means
that the gradients are very small or 0 and the learning process is very slow. These regions
will be referred to as flat regions. The flat regions are a problem if the value of the loss
function is not sufficiently low to solve the task. There is also the possibility of getting
stuck in a local minima with a higher loss than the global minima.

There are two main options for fighting this problem [13, Chapter 8|. First is to change
the network architecture or apply a form of regularization in an attempt to reduce the
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number of flat regions in the loss function. The second is to modify the gradient descent
algorithm. A commonly used modification is to add momentum [17] to the gradient such
that will continue to take larger steps if the previous gradients had a high norm [13,
Chapter 8|. Similarly it is possible to adopt an adaptive learning rate to facilitate faster
learning in flat regions. Adam [18] is a popular adaptive learning rate method that also
utilizes momentum [13, Chapter 8].

These options do not solve the problem as this is an inherent problem to non-convex
optimization. There is no guarantee that the optimization algorithm will converge to a
global minima or even to a good solution. But momentum and adaptive learning rates
seem to help nonetheless.

Furthermore since gradient descent is an iterative method, it will depend on initial values
to the weights. For some initial values it will converge to a good solution but for others
it will converge to a poor solution if it converges at all. It is possible that the choice of
initial weights will result in numerical instability. Furthermore the initial weights can also
affect the networks ability to generalize even if two different initializations converge to a
solution with similar loss. There are thus a series of heuristic initialization strategies to try
to avoid initializations that lead to instability. One such method is the He initialization
which is meant for layers with a ReLU activation function [19]. Another method is the
Xavier initialization which is meant for linear or Tanh activation functions [20]. Both
methods makes the initial weights smaller for layers with more input units.

2.4 Convolutional Neural Networks

The same NN type and architecture used in [12] is used in this project. This is the
NN type called CNN. This section will describe the basics of CNNs including its general
structure along with a description of the CNNs convolution layer and pooling layer.

The CNN is one possible type of neural network model that can be used for applications
which involve speech and it is a very strong form of implicit regularization. This claim is
supported by studies found in [21], [22] and [12]. In general the CNN is used in areas such
as computer vision. This is due to its specialization in handling data which has a grid-like
topology, such as image data [13, Chapter 9]. When handling images or other similar
data structures, ANNs only using fully connected layers quickly escalate in size and can
require excessive amount of time to train [23]. Here CNN can reduce the parameters that
are required to set up the model decreasing the complexity. [24]

A simplified illustration of a CNN is given in Figure 2.9.
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Figure 2.9: An simplified illustration of a CNN.

In Figure 2.9 an example is shown of how a CNN can be build with its sequence of different
operations. From the input the first operation to be performed is convolution. Usually
a non linear operation is performed with the convolution operation, such as ReLLU or
Tanh. A description of these are found in section 2.1. After the convolution operation
a pooling operation can be performed. However, it is not required to have a pooling
operation directly after a convolution. When creating a CNN it is possible to have as
many convolution and pooling operations as found necessary. After these operations the
CNN can utilize a fully connected layer (Dense) for classification, this has been described
in section 2.1.

Convolution

The convolutional layer extracts features from its input. This is achieved by using kernels.
Each kernel is moved across its input with a specific distance, also called a stride. As
the kernel is moved across the input an element wise multiplication between the input
and the kernel is computed. The element wise multiplication is added together and the
calculated scalar is placed in a matrix called the feature map. A small simplified example
of the descriptions above is given in Figure 2.10. [25]
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Figure 2.10: In this example the input size is 7x7, kernel size 3x3 with a stride of 1, resulting in an
feature map of 5x5. The : operation denotes the Frobenius inner product between the highlighted area
on the left and the matrix on the right.
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Each kernel computes their own corresponding feature map. So by using different kernels
it is possible to extract different features from the input. The value of the kernels are
learned during the training of the CNN using backpropagation. The size and dimension
of the feature map is dependent on three user determined parameters; depth, stride and
zero-padding. [25]

Depth represents the number of kernels used in the convolution. Each kernel is different
and therefore creates a different feature map. In Figure 2.9 it can be seen that the CNN
has a depth of six, i.e. using six kernels in the first hidden layer. The more kernels used
the more information is extracted from the input. However, more weights needs to be
trained which increases the complexity of the model.

Stride is the number of entries the kernel move. When the stride is one the kernel moves
one entry at a time. The higher the stride the smaller the feature map and vice versa.

Zero-padding applies zeroes to the border of the input. This enables more size control
of the feature map.

Equation (2.18) shows how the width and height of the feature map can be calculated
[26].
(Cp — Ky +2P)

F, = - 41
w (2.18)
g G K +2P)
Sh

Where F,, and F}, are the width and height of the feature map, respectively. The C,, and
C}, are the input width and height. K, and K}, are the width and height of the kernel, P
is the zero padding and S is the stride.

The number of weights and biases in each convolution layer is determined by the number
of kernels and size of kernel. Two kernels x € RE***W with depth 3 (channels), height 3,
and width 3 will give 54 weights without bias. Each kernel depth operates on the same
depth in the input. Two kernels results in the output feature map having a depth of 2. If
the input depth is 32 and the desired dimension of the output feature map has a depth
of 1 then a kernel would have dimension x € R32*#xW,

In Equation (2.19) a mathematical description of the output of a convolution layer is
shown.

hi = ge(ar), ar =K, @hy1, ho== (2.19)

Where ky, is the kernel for each layer, hy is the generated feature map and gx(e) is an AF.
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Pooling

Pooling is used for the reducing feature map size and typically it is used after the con-
volution. Various methods can be used when utilizing pooling, such as max, average and
sum pooling. In Figure 2.11 an example is shown of max pooling.

El
B

Figure 2.11: A simplified example of max pooling [27].
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In Figure 2.11 the max pool kernel with size 2 X 2 and a stride of two. Max pooling selects
the largest value and inserts it into a new matrix. If pooling is used it is applied to each
feature map received from the convolution operation, resulting in new feature maps with
smaller dimension but with the same depth as the previous output from the convolution
operation. [25]

A property of pooling is the reduction of output size, while still preserving important
feature information. However some information is lost, such as the exact occurrence of
the information. By reducing the output size both computations and the number of
parameters in the model is decreased. [27]
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3 | Adversarial Examples

Neural networks produce state-of-the-art results in numerous domains such as image clas-
sification [28, 29] and speech recognition [9]. One concern with neural networks is its
vulnerability to adversarial examples. This section aims to explain the concept of ad-
versarial examples, followed by a general description of how these are generated. The
project uses the two generated datasets from [12]. An overall description is given of the
two methods used to generated the datasets and the examples in the two datasets are
analysed. This should give an increased understanding into the two datasets individual
characteristics.

The concept of adversarial examples is, in the case of images, to manipulate the original
image to the degree that a human would not be able to tell the difference between the
original and the manipulated image, but just enough to make a neural network wrongly
classify the manipulated image. In [30] an example of such an adversarial image is con-
structed and it can be seen in Figure 3.1.

+0.007 x

T 7 x’

Figure 3.1: An adversarial example @’ consists of an input image x and a small perturbation n [30].

The two images « and «’ are applied to GoogLeNet [31], where it is seen that the image
@ is classified as a panda with 57.7 % confidence [30]. By adding the perturbation i to
x, the manipulated image x’ is classified as a gibbon with 99.3 % confidence, although a
human would still classify the image as a panda.

In the audio domain adversarial examples pose a real threat to devices using speech recog-
nition systems as user interface. Systems and applications such as Google Assistant and
Siri are vulnerable to audio adversarial attacks because an attacker could for example ac-
cess malicious websites through Siri without the user knowing it. An adversarial example
in the audio domain is seen in Figure 3.2.
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Figure 3.2: Audio adversarial example.

Adversarial example attacks can be both non-targeted and targeted. A non-targeted
attack will try to make a neural network make the wrong classification where a targeted
attack will try to make the neural network classify the adversarial example to a specific
label decided by the attacker. Figure 3.2 is an example of a targeted attack. Figure 3.2
shows a part of an audio file where the normal audio signal is the phrase "So now I fear
nothing because it was those omens that brought you to me" (blue) and the target is "I
need a reservation for sizteen people at the seafood restaurant down the street” (orange).

The adversarial examples seen in Figure 3.2 is generated using the method described in
[5]. The authors of [5] showed that it was possible to make a targeted adversarial examples
in the audio domain which can attack the DeepSpeech speech-to-text classifier [9] with a
100 % success rate. In [5] the adversarial example were not robust to being played over
the air. However, the work done in [32] show that targeted adversarial examples played
through air is possible. So far the majority of the work regarding adversarial examples has
focused on images but in recent years several methods for generating audio adversarial
examples have been developed. Some methods for generating adversarial examples in the
image domain can also be used for generating adversarial examples in the audio domain.
Although some lessons from adversarial examples in the image domain do convert to the
audio domain there are also many properties which do not convert. As an example [11]
found that using input transformation as defense against adversarial attack does work in
the image domain but not in the audio domain.

Some research in the area of detection adversarial examples in the speech recognition
domain are [10], [11] and [12]. The authors of [10] floods an audio signals with random
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noise on certain frequency bands in order to detect adversarial examples. They build on
the idea that speech classifiers are robust to natural noise but adversarial examples are
not. They find that based on observations of model robustness in regards to noise it takes
less noise to change the models prediction of a class when the example is adversarial than
when it is not. By using this observation they can calculate a score describing how much
random noise needs to flood the signal for the model to change its prediction, and thus
they are able set a threshold for detection if the example is adversarial or not.

The authors of [11] investigates if by exploiting temporal dependency it is possible to
detect adversarial examples. The authors split up their normal and adversarial examples
into k segments send it through a speech recognizing model together with the full exam-
ples. They then select the k-th segment of the transcribed result of the full example and
compare its the temporal dependency distance to the k-th segment from the split example.
For a normal example the temporal dependency distance should be small and for targeted
adversarial examples temporal dependency may not be preserved as well. The authors
find that temporal dependency can be exploited for detecting adversarial examples and
it is resistant to certain adaptive attacks.

3.1 Generating Adversarial Examples

Several methods of generating adversarial examples exist. In general the generation of
adversarial examples can be described as an optimization problem as

min In =[]z — |

subject to  f(x') =y
fl@) =y (3.1)
y#y
x' e [-1,1]

where 1 is the perturbation added on x, f(e) is a trained neural network model, x is
an input to the model, y is the predicted output of the model f(e), and ' marks the
corresponding adversarial examples [2]. Equation (3.1) illustrates the general approach
to generating adversarial examples but in specific generation methods both the objective
function and the constraints can vary.

There exist two types of adversarial examples, white box and black box attacks.

White box attacks: The attacker has full knowledge of the victim model, which includes
knowledge of the model architecture, model weights, etc. One of the advantages of using
white box attacks is that the attacker is able to compute gradients to the input based on
the output [2].

Black box attacks: The attacker has no knowledge of the victim model. The attacker
only knows the input to the model and the corresponding output of the model. One way
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of generating black box adversarial attacks is by making a white box attack on a different
model and then use this former white box attack as a black box attack on the actual
victim model [2].

The datasets from [12] use the Carlini and Wagner (C&W) attack [5] and Alzantot method
[33] for the white box and black box dataset respectively. These are also the methods
used to generate adversarial attacks in [10, 11].

Carlini and Wagner’s Attack

Generating adversarial examples in the audio domain does have other challenges than
in the image domain. One of these challenges is that the adversarial example has to be
adversarial through time. C&W has stated that:

"targeted attacks seem to be much more challenging when dealing with speech recogni-
tion systems than when we consider artificial visual systems."

— C&W [5]

In [5] C&W presents a method for generating targeted adversarial examples in the audio
domain. This method is using the Connectionist Temporal Classification (CTC) which is
also used for training many speech recognition networks. C&W uses the CTC loss function
for generating adversarial examples in the audio domain. C&W uses the gradient of the
loss function with respect to the perturbation 7 in order to minimize 7. This requires full
knowledge of the victim model in order to backpropagate the gradient all the way back
to the input.

Using this method, adversarial examples on DeepSpeech can be made with a mean pertur-
bation of —31 dB between the original audio and the adversarial example. The adversarial
examples seen in Figure 3.2 is made using C&W’s method for audio. Many other methods
can be used for generating audio adversarial examples. [5] found that the Fast Gradient
Sign Method (FGSM) can be used for generating untargeted adversarial examples in the
audio domain.

Alzantot Method

Both FGSM and C&W’s method are white box attacks. The Alzantot method [33] is
a way of generating black box adversarial attacks in the audio domain. The Alzantot
method is a genetic algorithm where no knowledge of the victim model is needed. The
attack is focused only on the least significant bits of the input sample with the purpose
of changing the human perception of the example as little as possible [33]. It generates a
population of new samples with random perturbations to each and then ranks them based
on the victim model’s output for the target. A new population is then created from the
highest ranked perturbations. This process is iterated until the victim model predicts the
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sample as the target label or a set number of epochs is reached.

3.2 Dataset Description

It is important to get a good understanding of the data that is used in order to get key
insights to better detect the adversarial examples. This is done by investigating the two
datasets, white box and black box dataset, separately and looking into the examples in
the time domain and in the frequency domain. It should be noted that the data generated
for the project is made by a third party [12]. The method used to generate the targeted
attacks are the method developed by Carlini and Wagner, and the Alzantot method
described previously.

In both the white box and the black box datasets, three types of files exist; normal
examples, original examples and adversarial examples. The original examples are used to
generate the adversarial examples and are not used in either dataset. The datasets thus
consist only of normal examples and adversarial examples.

White Box Attacks

White box attacks, dataset A, contains three categories, short, medium and long. These
categories are related to the length of the recorded signal. Short recordings are between
1 and 2 seconds, medium recordings are between 3 and 4 seconds, and long recordings
are between 6 and 7 seconds. Each category contains three types of adversarial attacks,
these are short, medium and long attacks. This means the adversarial noise has either a
short, medium, or long target sentence. The following targets are,

e Short: Open all doors.
¢ Medium: Switch off wifi connection.

e Long: I need a reservation for sixteen people at the seafood restaurant down the
street.

Short original recordings with related target are called short2short, short2medium and
short2long. Medium and long recordings have the same naming scheme.

The white box dataset named dataset A consists of 900 normal and 900 adversarial exam-
ples. The normal examples contains 300 examples from each category, short, medium and
long. Note, that none of the normal examples are the original examples used to generate
the adversarial examples. The 900 adversarial examples are generated from 300 original
examples, where 100 examples are from each category, short, medium and long. Each
example is attacked with the three targets, yielding 900 adversarial examples.
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In Figure 3.3 a short original recording with its corresponding short, medium, and long

targeted white box attacks are shown.
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(c) short2medium white box attack.. (d) short2long white box attack.

Figure 3.3: The original recording and the corresponding short, medium and long targeted

white box attacks.

By visually comparing the four figures in Figure 3.3, it is possible to see a difference in
the general noise level. A distinctive difference can be seen between all other figures and
the short2long Figure 3.3d. In general it has been found that the longer the target the

larger amplitude of the adversarial noise.

A more clear visual difference between the original recording, short2short, and short2medium
can be found when inspecting the spectrograms in Figure 3.4.
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(a) Spectrogram of original recording. (b) Spectrogram of short2short.
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(c) Spectrogram of short2medium. (d) Spectrogram of short2long.

Figure 3.4: Spectrogram of the original recording and the corresponding short, medium and
long targeted white box attacks.

To investigate this further the original recording is subtracted from the adversarial ex-
ample, resulting in the adversarial noise. The Signal-to-Noise Ratio (SNR) is found by
subtracting the Root-Mean-Square (RMS) in dB of the adversarial noise from the RMS
of the original recording in dB. This is done for all white box categories, i.e. all recording
lengths and targets lengths. The SNRs can be seen Table 3.1.

Orig. L. Orig. M. Orig. S.
Target L. 25.25 19.66 3.40
Target M. | 30.20 27.76 25.07
Target S. 33.02 31.17 30.26

Table 3.1: Signal-to-Noise Ratios of various input lengths with various target sentence lengths.
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Table 3.1 corresponds well with what was seen in Figure 3.3. When the original signal
is short with a long target, short2long, the adversarial noise is high compared to a long
original recording with a short target, long2short.

Black Box Attacks

The black box attacks, dataset B, are split into two main categories: Adversarial and
normal. Each category consist of 10 subcategories. These subcategories are "down', "go",
"left", "no", "off", "on", "right", "stop", "up" and "yes". In the main category normal, each of
the 10 subcategories contains the related recordings, where the name of the subcategory
corresponds to what is said in the recording. In the main category adversarial the subcat-
egory is the target. In each target category is 10 more subcategories which corresponds

to the specific original recording with the aforementioned subcategory as their target.

The black box dataset named dataset B consists of 1800 normal examples and 1800 adver-
sarial examples. The 1800 normal examples consist of 180 examples for each command.
The 1800 adversarial examples are made from 20 examples from the 10 commands, with
targets from the 9 other commands. The files in the black box dataset are all approxi-

mately one second long.

An example of a original recording of the word ’go’ and an adversarial attack on the word
‘g0’ with the target ’down’ can be seen in Figure 3.5.
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(a) Original recording ’go’. (b) Adversarial example target 'down’.

Figure 3.5: Original recording of the word ’go’ and adversarial example with target ’down’ on
the aforementioned original example 'go’.

From Figure 3.5 it can be seen that the adversarial attack increases the general noise
level across the recording. A spectrogram of the aforementioned original examples and

adversarial example can be seen in Figure 3.6.
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(a) Spectrogram of original recording 'go’ (b) Spectrogram of adversarial example.

Figure 3.6: Spectrogram of the original recording of the word ’go’ and adversarial example with
target ’down’ on the aforementioned original example ’go’.

The average adversarial noise between all original recordings and their targeted adversarial
examples is 10.35 dB. Comparing this with Table 3.1 shows a worse original recording
to adversarial noise ratio for all categories except the short2long category. However, it
should be noted that a direct comparison should not be made. This is because the black
box attacks and their related original recordings are one word and not a sentence like
the white box attacks. In addition, the target length and original recording length is not
varied either.

When visually comparing the adversarial noise of Figure 3.5b and Figure 3.3d a difference
is observed. In Figure 3.3d the adversarial noise is more dense than in Figure 3.5b. This
is only noted and why it occurs is not investigated further. It should also be noted that
it is not necessarily advantageous to compare the black box attacks and the white box
attacks, due to their differences.

Considerations

The white box and black box spectrograms, in Figure 3.4 and Figure 3.6 respectively, show
that the adversarial attacks add noise across all frequencies. In general the amplitude is
highest at lower frequencies, in both the original and adversarial examples. The high
amplitude areas contain mostly components from the spoken word or sentence. Most
of the speech components occur in the lower frequencies, which yields a higher general
adversarial noise change in the higher frequencies than in the lower frequencies. This
supports the use of feature extraction methods which has higher resolution at higher
frequencies when detecting if an example is adversarial or not.

By further visual inspection of Figure 3.4 it can be seen that a significant change occurs
from Os to 0.5s, when comparing the original example and an adversarial example. In
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general, as can be seen in Figure 3.6 a significant change in amplitude occurs when
speech is present compared to when it is not. This can also be seen in the time domain
presentation, Figure 3.5b and Figure 3.3d. It could be interesting to see how the silent
and speech parts of an example contribute to the performance of a NN together with
different feature extracting methods.

It should be noted that the method used for dataset A and dataset B when generating the
adversarial examples can result in a bias. The adversarial examples from A are generated
from 100 original examples from each short, medium and long category. This results in
three adversarial examples with three different targets generated from the same original
example. This results in a pattern which could create a bias. A similar scenario occurs for
dataset B. However, here there are 9 files instead of the 3 original examples with different
targets. The dataset A and B are generated by a third party and the possibility of a bias
is therefore only noted and not resolved.
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4 | Speech Processing

The purpose of this chapter is to investigate some feature extraction methods and signal
representations for a speech recognition task. The feature extraction methods that will
be presented are the Short-Time Fourier Transform (STFT) feature extraction method
and the four cepstrum based feature extraction methods MFCC, Inverse Mel-Frequency
Cepstral Coefficients (IMFCC), Gammatone Frequency Ceptral Coefficients (GFCC) and
Inverse Gammatone Frequency Ceptral Coefficients (IGFCC). The MFCC and GFCC
feature extraction methods are investigated as these both show promising results in speech
recognition tasks [34, Chapter 6] [35]. The feature extraction methods IMFCC and IGFCC
are also investigated based on the findings in section 3.2.

Let x[n] be an infinite discrete time signal containing speech to be recognized. It is unclear
how to input this infinite sequence to a classifier with a fixed input size which motivates
the need to extract features from the signal. A simple way to obtain a finite length
sequence is to segment the infinite sequence into an infinite series of finite sequences as

z[n] = z,m]=xm+rR], m=0,1,...M —1 (4.1)

where 7 is the shift index, R is the shift between segments, and M is the segment size
[36, Chapter 11]. The choice of M is task dependent based on the desired time resolution.
There are three overall choices for R. R > M results in a loss of information as some
samples are discarded. Selecting R = M results in non-overlapping sequences and is a
necessity for no loss of information. With R < M some samples are overrepresented and
could be useful as the arbitrary segmentation place could otherwise split an important
speech part into different segments. By overrepresenting some samples, the edge case
problems can be mitigated but at a cost of having unnecessary data samples for a full
signal representation.

The following feature extraction methods can be grouped into methods that have no loss
of information and methods that do. Methods with no loss of information is able to
perfectly reconstruct the original input and is said to have a Perfect Reconstruction (PR)
property. If the lossy methods can accurately discard unnecessary samples, they would
be advantageous as the resulting reduction in samples means a reduction in processing
time for the ANN.

4.1 Short-Time Fourier Transform

The STFT [36, Chapter 11] transforms the series of sequences into frequency domain by
applying the Discrete Fourier Transform (DFT) to each sequence as

om] & X[k = Y amlwlmle %, k=01,...K -1 (4.2)

m=0
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where K = M is chosen for PR. The window function w[m] can be chosen to reduce edge
case problems when applying the DFT [36, Chapter 11]. The STFT is PR if R < M and
w[m| # 0 [36, Chapter 11].

4.2 Cepstrum based Feature Extraction

The cepstral coefficients [34, Chapter 6] is the inverse Fourier transform of the logarithm
of the STFT and is computed as

M-1
ol = 3 | X, k]|, 1=0,1,.,L—1 (4.3)
k=0

where L is the number of cepstrum coefficients. It only uses the magnitude of the STFT
and thus loses PR but can be expanded to include the phase to maintain PR [34, Chap-
ter 6]. The power cepstrum can be found by using the power spectrum P, as

P = 1, [ (4.4)
instead of X, in Equation (4.3).

There are a few different cepstrum based feature extraction methods that take a basis in
the power spectrum and apply a filterbank before computing the cepstral coefficients [34,
Chapter 6]. The logarithm of the filtered power spectrum is computed as

Als] = n (Mz HHP ) (15)

where the filterbank H can be chosen [34, Chapter 6]. Different filterbanks will result in
different cepstral coefficients, such as MFCC, IMFCC, GFCC and IGFCC.

Mel-Frequency Cepstral Coefficients

The MFCC has shown to give useful features for tasks such as speech recognition [34,
Chapter 6]. The Mel-Frequency filterbank is modeled after the human auditory system
as a series of triangular filters. An example of a filterbank used for calculating MFCC is
seen in Figure 4.1.
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1.0

0 2000 4000 6000 8000
Frequency [HZz]

Figure 4.1: An example of a filterbank used to generate the MFCC.

The filters are found as

0, k< fls—1]

R fls—1] _
H k) = { TR fls —1] < k < f[s]
ey sl <k<[fls+1]

0, k> fls+1]

(4.6)

where f[s] is a sequence frequencies uniformly spaced in the mel-scale [34, Chapter 6.
The mel-scale is defined as Equation (4.7a). It contains S + 2 bins starting at fy, and
ending at f.x in Hz. The sequence is found as

B(f) = 11251n <1 + 7‘5()) (4.7a)
B~ (b) = 700 ("% — 1) (4.7b)

1 () (0 im0

ST (4.7¢)

where f, is the sampling frequency in Hz. The number of filters S can be chosen depending
on the task but should be less than M. fi, and f.x can also be chosen but can not be
respectively smaller or larger than 0 or fs/2.

The MFCC can then be computed by applying the Discrete Cosine Transform (DCT) as

51 s+ Hin
CT[Z]:;)AT[S]COS<(+53)Z>, =01, [—1 (4.8)

where L determines the number of coefficients to compute and can not exceed S. The
MFCC thus depends on the choice of L, S, fuin, and fiax.
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Inverse-MFCC

The MFCC is modelled after the human auditory system, thus it has more filters located
at lower frequencies than at higher frequencies. The filterbank used for calculating the
IMFCCs is found by reversing the MFCC filterbank. An example of a IMFCC filterbank
with 10 filters is seen in Figure 4.2. The reason why it is wanted to look into IMFCC
is found in Figure 3.4 and Figure 3.6. Here a higher general noise change is found at
higher frequencies when comparing an adversarial example with its corresponding original
example. Therefore it is of interest to investigate if a higher concentration of filters at
higher frequencies, compared to MFCC, will improve the performance of the model.

0 2000 4000 6000 8000
Frequency [Hz]

Figure 4.2: An example of a filterbank used to generate the IMFCC.

Gammatone-Frequency Cepstral Coefficients

Another cepstral based feature extraction is the GFCC which is modelled after the human
cochlear filtering mechanism and which has shown promising performances in e.g. speaker
recognition tasks [37] and in speech recognition tasks [35]. This filtering mechanism is
modelled by a filterbank of gammatone filters. These gammatone filters have the transfer
function seen in Equation (4.9) [35].

(N —1)!
(a+j@2nf —2mf))N

Where N is the filter order which is typically set to 4, « is the bandwidth, and f,. is the
center frequency. The number of center frequencies is equal to the number of filters in
the filterbank and they are calculated as seen in Equation (4.10) [35].

H(f) = (4.9)

Ffmin

fC(S) =—-C+ es-log( fma"ig)/s ' (fmax + C) (410)

Where S is the number of filters and 1 < s < §. C = 228.83 and fuin and f.c are
the minimum and maximum cutoff frequencies of the filterbank. The bandwidth « in
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Equation (4.9) is calculated based on the Equivalent Rectangular Bandwidth (ERB) as
seen in Equation (4.11).

fe
26

of.) = 5oz + 24T (4.11)

Once the gammatone filterbank is generated the GFCC is calculated the same way as the
MFCC using Equation (4.5) and Equation (4.8).

0 2000 4000 6000 8000
Frequency [Hz]

Figure 4.3: An example of a filterbank used to generate the GFCC.

Inverse-GFCC

As seen in Figure 4.3 the gammatone filterbank is similar to the filterbank used for
MFCC Figure 4.1 as they both have more filters in the lower frequencies than in the higher
frequencies. In Figure 3.4 and Figure 3.6 it is seen that the relative change when comparing
a clean sample to its corresponding adversarial example is larger at higher frequencies.
This observation justifies the use of IMFCC and therefore it also justifies looking into the
IGFCC. The IGFCC are calculated using a reversed gammatone filterbank. An example
of a filterbank used for IGFCC is seen in Figure 4.4.
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0 2000 4000 6000 8000
Frequency [HZz]

Figure 4.4: An example of a filterbank used to generate the IGFCC.

Five feature extraction methods have now been presented; The STFT along with the four
cepstrum based feature extraction methods MFCC, IMFCC, GFCC and IGFCC.
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5 | Evaluation Metrics

It is desired to be able to evaluate the performance of a model. Different evaluation
metrics can be used for different classification problems. In this project it is desired to
detect if an example is adversarial or not, which is a binary classification problem. The
following section describes some different metrics for evaluating the performance of binary
classifiers. Furthermore a description is made of how a 95 percent confidence interval is
used to make a more accurate evaluation of a model’s performance.

If only accuracy is used to evaluate the model, problems can arise when having an unbal-
anced amount of examples. This is the case if more adversarial examples are used than
non adversarial examples and vice versa. It would therefore be possible for a model to
always make the same prediction and get a good accuracy. The accuracy will then depend
on the balance of the examples. This is called the accuracy paradox and is why accuracy
should be used with caution. By using various metrics, different information about the
model’s performance can be extracted. This can give an increased insight into the model
performance. [38]

The confusion matrix is commonly used for binary classification as a step to evaluate the

performance of a model. For a binary classification case the confusion matrix is as shown
in Table 5.1.

Adversarial Normal

Predicted adversarial | True positive False positive

Predicted normal False negative True negative

Table 5.1: Confusion matrix for binary classification, predicting if an example is adversarial or not.

Table 5.1 shows if an example is predicted to be an adversarial example or a normal
example and if that example is actually adversarial or normal. True positive (TP) is
when an example is adversarial and is predicted to be adversarial. True negative (TN)
is when an example is normal and predicted to be normal. False negative (FN) is when
an example is adversarial and is predicted to be normal, and finally, False positive (FP)
is when an example is normal and is predicted to be adversarial. Note, to achieve a 100
% accuracy FN and FP should be zero, resulting in values only in the diagonal. If either
TP or TN is zero it can indicate multiple things: The model always predicts the same,
the examples are only of one kind or the model systematically misclassify that type of
example.

For some problems, the cost of getting an FP or an FN is not the same. For some problems
such as facial recognition for unlocking systems, it is crucial that the system only unlocks
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when the right person attempts to unlock the system. Here the cost of an FP is a security
breach and unacceptable while an FN would simply mean a person with security clearance
need to attempt again or use another method of entry. For other systems like a fire alarm
system, there is a higher cost associated with an FN as this would mean a failure to alert
people when there is a fire. Here the cost of an FP is not as severe. The number of false
positives or negatives is however not sufficient to evaluate the performance of a model.
It could be that different networks have similar performance w.r.t. the most costly false
result, but it is still desired to get a proper evaluation of the model in order to decide
which is better.

The raw number of misclassifications a model makes is not very telling of its performance.
Therefore the rate of which false positives/negatives occur will be used instead and are
defined as

FP FN

FPrae = oD . TN FNrae I —
**7 FP + TN * " FN + TP

(5.1)
The model outputs a number between 0 and 1 that can be thought of as the probability
that a given input is adversarial. In order for the network to predict that the input is
adversarial the output y has to be larger than a threshold p to determine the input as
adversarial. A threshold of p = 0.5 is not necessarily the optimal choice as the model
could potentially have a bias or given that FPs and FNs are not necessarily equally costly.
The model can then be evaluated by finding the false positive and false negative rates for
different p values and plotting the false negative rate over the false positive rate. If one
model has a higher false negative rate for all false positive rates it is systematically worse
than the other. However both models can have a lower false negative rate but at different
false positive rates. The curve will thus show the model with the best performance at
any given rate and allow the designer to choose the threshold p in order to achieve the
desired trade-off between the rates of FPs and FNs.

5.1 Confidence Interval

The above mentioned evaluation metrics will give an idea if a specific model performs well
or not. As described in Chapter 2 two models with identical architectures can converge
to different optimums depending on e.g. the initial weights, the data, and how the hyper-
parameters are set. Therefore by only evaluating on one model it is possible to evaluate
the model architecture based on edge cases. To help this issue the confidence interval can
be calculated combining results from training the same model several times. For each
training the model will have the same architecture but differ in the initial weights. The
confidence interval is useful when neither the mean y or the variance o of a distribution
is known. In this case it is sometimes more valuable to specify with a certain confidence in
which interval u is located rather than estimating an exact location of u [39, Chapter 7].
In the case of evaluating a neural network the 95 percent confidence interval can tell with
95 percent confidence in which interval the mean accuracy of the model is located. As
training a model is in many cases a time consuming task it is not certain that a high
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number of samples is available to calculate the confidence interval of the models accuracy.
If this is the case the 100(1 — «) confidence interval can still be calculated using the
t-distribution as seen in Equation (5.2) [39, Chapter §].

s s
€l —taomn-1—7, T+ tajon1— 5.2
0 (:E /2, 1\/5 T+ lay2, 1\/ﬁ> (5.2)

Where z is the sample mean, s is the sample standard deviation, n is the number of sam-
ples, and t is a random variable dependent on the confidence interval and n. By training a
model several times with different initial weights and calculating the 95 percent confidence
interval it is possible to make a more accurate evaluation of a model’s performance.
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6 | Analysis Conclusion and
Problem Description

The areas described in the initial problem statement have through the analysis been re-
searched. The main concepts of ANNs have been described along with some of the possible
challenges associated with ANNs. The neural network type CNN has been investigated
and some of its adjustable parameters have been presented. The concept of adversarial
examples has been described and some examples have been presented of how they pose
a threat to state-of-the-art neural networks. Some methods for generating adversarial
examples in the audio domain have been presented. The dataset used in the project have
been investigated in order to have a clear understanding of how data can differ and which
properties hold for the different types of data in the dataset. The five feature extraction
methods STFT, MFCC, IMFCC, GFCC and IGFCC have been investigated with the
purpose of being able to test different types of features as input for a neural network.
Finally, different evaluation metrics have been presented. These are studied to be able to
evaluate a neural network correctly and not be mislead by too simple evaluation metrics.

Based on the analysis a problem description can be formulated.

6.1 Problem Description

The aim of the project is to examine the detection of adversarial examples using different
feature extraction methods with the datasets used by [12]. This will be done using a
baseline CNN model with the same architecture as used in [12] and train it to be able
to separate adversarial examples from normal examples. This will be done for the white
box (A) dataset, the black box (B) dataset and the datasets combined called AB. The
features described in Chapter 4 will be extracted from the datasets and used as input for
the baseline model. This enables the possibility of examining how these features affect
the performance of the model. In section 3.2 it is found that the relative change across
all frequencies is higher for the segments where no speech is present. It is therefore
investigated how the baseline model performs when the data used for training and testing
is split up into speech and nonspeech. Furthermore, the datasets described in section 3.2
represents a limited and ideal case. The robustness of the baseline model in regards
to noise is therefore investigated. This is done by evaluating the baseline model using
different amounts and types of noise present in all or either training, validation and test
sets.
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This gives rise to the following problem statement:

How do different feature extraction methods affect the performance of a CNN
when detecting adversarial examples for speech recognition, how robust are
they to noise, and is it the characteristic from speech or nonspeech that is
most important when classifying?

The following list should give an overview into what will be done in the following report
part.

1. Chapter 7: Choices and parameters regarding preparation and handling of data.

2. Chapter 8: Definition, Implementation, training and evaluation of the baseline
model which is used in the project. The baseline is trained individually on dataset
A, B, and AB, and tested individually on dataset A and B, for the five feature
extraction methods, STFT, MFCC, IMFCC, GFCC, IGFCC.

3. Chapter 9: Investigates the influence of speech and nonspeech segments in Dataset
A. Both when it is trained individually on A, speech and nonspeech and tested indi-
vidually on speech and nonspeech segments, for the five feature extraction methods,
STFT, MFCC, IMFCC, GFCC, IGFCC.

4. Chapter 10: Investigates the model’s and the different feature extraction methods’
robustness to noise. This is done when noise is present in all or either the training,
validation and test set. Different noise types and noise volumes are used, for the
five feature extraction methods, STFT, MFCC, IMFCC, GFCC, IGFCC.
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7 | Data Preparation

In the current chapter certain aspects and choices will be explained. It is made clear why
the examples are split up into blocks instead of using zero padding as in [12], together
with a review of the used parameters for the feature extraction and the general data setup.
It is also explained how a dataset is split into training, validation and test sets.

It was found that some of the short2long examples in dataset A were misclassified by the
model as normal and not adversarial. The short2long examples should be the ’easiest’
examples to classify as they contain the highest amplitude of adversarial noise, see sec-
tion 3.2. These examples was investigated further and it was found that some of the files
that are labeled as adversarial are in fact normal examples. Due to this discovery the
data set used was inspected. It was found that 22 short2long examples were mislabeled
as adversarial examples. These 22 adversarial examples are removed from dataset A.
Dataset A thus contains 878 adversarial examples.

In Figure 7.1 an illustration is seen of the order in which the data preparation is made.

Data Preparation

Split Separated
wav > Dataset wav > ) Feature -npz > into Training,
Modification into Extraction Validation and )
Blocks Test set

Figure 7.1: Illustration of the data preparation.

In Figure 7.1 it is seen how a dataset is handled before it can be used for training the
model. The datasets contains .wav files which are at first modified when investigating the
influence of speech and nonspeech segments, and the robustness to noise. The dataset is
not modified for the investigation in Chapter 8, where the model and feature extraction
methods are evaluated. After the possible dataset modifications the dataset still consists
of .wav files. These are then split into blocks and the five features described in Chapter 4
are extracted from each block before storing the data as .npz files. The data in the .npz
files are then split into training, validation and test sets before training the model.

19GR1070 40



Chapter 7. Data Preparation

7.1 Zero Padding and Block Separation

The performance of a neural network is dependent on what kind of data is used as input
to the network. In section 3.2 the dataset for this project is described, where it is found
that the dataset consists of examples with various lenghts. As this is the case some
consideration must be made of how to handle this, as ANNs in general are not suited for
input of various sizes. One way of solving this issue is by using zero padding, which is
what is done in the reference paper [12]. In the reference paper the longest example in
the dataset is found and all other examples are then padded with zeros to make them the
same length as the longest example. Another approach is to split up each example into
blocks of equal size like in [40]. The result of this will be that some examples will produce
more blocks than others. In this project it is chosen to split each example into blocks
and in Appendix A the full description is found of how the examples are split into blocks.
The reason why it is chosen not to use zero padding is the fact that when using zero
padding some demands are made to the dataset. If the dataset is not balanced regarding
the length of examples, more zeros will be present in one of the categories, which might
affect what is learned by the NN. In Figure 7.2 an example is seen of how zero padding
can affect a CNN.

Conv layers View
Feature map

Input

Input to FC

Figure 7.2: Example of how zero padding can affect a CNN. Relevant data (red), zero padding (blue)

Figure 7.2 shows what happens to an input containing relevant data (red) and zero
padding (blue) through a CNN until the input layer of the fully connected network. It is
seen that a significant amount of zeros are still present after the input has been through
the convolutional layers (Feature map). When the output feature map of the convolu-
tional layers is reshaped to fit the fully connected network the zeros are still present (Input
to FC). The amount of zeros in the input to the fully connected network will change if
the relative amount of relevant data in the input changes. However the location of the
zeros in the input to the fully connected network will not change. This is a problem if the
dataset is not balanced because the model could simply assign large weights to the input
nodes where zeros are present for data with one label and where zeros are not present for
data with a different label.
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7.2 Feature Extraction Parameters and Data Setup

In this project five types of features will be extracted from the data set. These are the
MFCC, IMFCC, GFCC, IGFCC, and STFT features, which are described in Chapter 4.
The implementations of the four cepstrum based feature extraction methods; MFCC,
IMFCC, GFCC and IGFCC are not developed in this project. The implementations of
these four feature extraction are made in [41] for MATLAB. The implementations of the
GFCC and IGFCC filterbanks are described in [42]. In this project changes are only made
to the MATLAB scripts from [41] to make them compatible with the feature extraction
scripts in Appendix A, Listing A.2.

Several parameters can be set for the feature extraction methods. In this project the
parameters for the feature extractions are set as in Table 7.1 where the number of filters
is irrelevant for the STFT.

Table 7.1: Feature extraction parameters.

Parameter Value
Window size [ms] 32
Window step size [ms] 16
Filters 20
Block size [ms] 512
Block step size [ms] 512
Sample rate 16000

The window size and step size determines M and R in Equation (4.1). These are given in
samples and not milliseconds but can be found using the sample rate. The window size
determines the spacing in frequency between bins in the DFT since K was set equal to
M for PR. A larger value corresponds to a better frequency resolution but at a cost of
increased computation time for all subsequent operations. By using a window size of 32
ms, the frequency spectrum is represented in 31.25 Hz intervals given the sample rate of
16000. It is difficult to say what the optimal window size should be. The window step
size determines the time resolution. Likewise it is also difficult to say what the optimal
value should be however it was chosen to use a smaller value than the window size to
reduce edge case problems as described in Chapter 4. With M, K and R determined it
is possible to compute the STFT features.

The number of filters is the variable S in Equation (4.8) and the number of cepstral

coefficients L is set to be equal to S. Here fuin = 0 and fu.x = 0.5fs where f; is the
sample rate. With these variables defined, the cepstrum coefficients can then be computed.
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The block size and block step size in Table 7.1 is not a part of the feature extraction
methods but is used to split the raw input file before it is used as input to the feature
extraction methods. With the parameters set as in Table 7.1 the raw input audio file is
split into a number of blocks of % - 512 = 8192 samples. Features are then extracted
from each of these blocks. The output of each feature extraction are then a feature map

of size (filters x ——Dlocksize ) = Ap example of such a feature map is seen in Figure 7.3.
window step size

Filter number [
=

0O 80 160 240 320 400 480
Time [ms]

Figure 7.3: Example of a feature map from GFCC.

As seen in Figure 7.1 the calculated features are then saved as .npz files with the shape
(number of feature maps X filters x #stsézesize)' Once the .npz files are generated they
are ready as input for the NN where the split into training, validation and test sets. Each
npz file contain three categories of data: The feature coefficient, their label, and the name

of the file they are made from.

7.3 Splitting into Training, Validation and Test Sets

As stated in section 2.3 it can be beneficial to split the dataset into a training set 7, a
validation set V and a test S when working with an ANN model. In this project it is
chosen to use 70 % of a dataset for training, 10 % for validation, and 20 % for testing. It
is important that the data present in one of the sets will not be present in the two other
sets. If this is not the case a model can be tested on data which was used for training, thus
corrupting the evaluation of the model. The function for splitting data into the three sets
is the TTSplit function from the sklearn.model_selection package in Python. This function
also preserves the ratio of adversarial to normal examples such that if the original dataset
is balanced, each of 7, V, and S are also balanced. Before the data is split, a random
seed is set to zero. This is done because in some cases it is desired to only modify the test
set, e.g. training on A and testing on A with noise. As seen in Figure 7.1 these dataset
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modifications produce new .wav files and it is therefore important that the correct 20 %
of these files are used for the test set. It is therefore important that the order of the files
before splitting into training, validation and test sets is the same for each test.

It has now been explained how and why data is split into blocks, how features are ex-
tracted, and how data is split into training, validation and test sets.
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8 | Ewvaluation and Comparison of the
Feature Extraction Methods

In this chapter the implementation of the baseline model is described before evaluat-
ing the performance of the model and the different feature extraction methods. The
evaluation of the baseline model’s performance is done by training and evaluating on the
datasets, described in section 3.2, with the different feature extraction methods, described
in Chapter 4.

8.1 Baseline Architecture

As evident by Chapter 2 there are many different ways to design the architecture of an
ANN. There is not an analytic path to design the network architecture for a certain
specification but only empirical evidence that certain structures generally outperform
others [13]. The architecture of the baseline model is therefore chosen to be the one from
[12]. The architecture of the baseline model is shown on Figure 8.1.

Input

64x2x2 64x2x2 32x2x2 128 1

Figure 8.1: Diagram of the baseline model architecture.

As seen in Figure 8.1 the CNN consists of three convolutional layers which all use the
ReLU AF. Each convolutional layer is followed by a pooling layer where max pooling is
used in all three cases. The first pooling layer has a pool size of (1 x 3), the second has a
pool size of (1 x 1) and the third has a pool size of (2 x 2). These layers are followed by
two fully connected layers where the second is the output layer. The first fully connected
layer has 128 neurons and the output layer produces one output using the Sigmoid AF.

The variable length inputs to this model are split into blocks as described in Chapter 7
as the model can only handle fixed size inputs.

19GR1070 45



S U W N =

10
11
12
13
14
15
16
17

19
20
21
22
23
24
25
26

Chapter 8. Evaluation and Comparison of the Feature Extraction Methods

8.2 Baseline Implementation

In the following section the implementation of the baseline model in PyTorch is reviewed.
Only segments of the code necessary to implement a fully working CNN are described.
These segments are the main model module and its training procedure.

During development, a focus was put on creating a versatile Python script that could
handle the different types of features with minimal changes. The discussion and imple-
mentation of this versatility is found in Appendix C.

In Listing 8.1 the class Detection() can be seen. This is the code segment containing the
model.

Listing 8.1: Implementation of the baseline model in PyTorch.

class Detection(nn.Module):
def __init__(self, in_h, in_w):
super (Detection, self).__init__()
self.convl = nn.Conv2d(1l, 64, kernel_size=(2, 2))
self.conv2 = nn.Conv2d(64, 64, kernel_size=(2, 2))
self.conv3d = nn.Conv2d (64, 32, kernel_size=(2, 2))

self.nfc = 32 x int((((in_h-2+1)/1-2+1)/1-2+1)/2) = int((((in_w-2+1)/3-2+1)/1-2+1)/2)

self.fcl = nn.Linear(self.nfc, 128)

self.fc2 = nn.Linear(128, 1)

# Weight initializations

nn.init.kaiming_uniform_(self.convl.weight, nonlinearity="relu’) # He
nn.init.kaiming_uniform_(self.conv2.weight, nonlinearity='relu’) # He
nn.init.kaiming_uniform_(self.conv3.weight, nonlinearity='relu’) # He
nn.init.kaiming_uniform_(self.fcl.weight, nonlinearity='relu’) # He
nn.init.xavier_uniform_(self.fc2.weight)

def forward(self, x):

x = F.relu(F.max_pool2d(self.convl(x), (1, 3)))
x = F.relu(F.max_pool2d(self.conv2(x), (1, 1)))
x = F.relu(F.max_pool2d(self.conv3(x), (2, 2)))
X = x.view(-1, self.nfc)
x = F.relu(self.fcl(x))
x = self.fc2(x)
return x
Detection() consist of the two functions, __init__() and forward(). The __init__ () is used

to specify parameters such as input, hidden and output layers. The function forward()
defines how the data is propagated through the layers when the forward pass is performed.

__init__ () takes the parameters in_h and in_w, which is the height and width of each
example. In __init__ () three convolution layers are created, convl, conv2 and conv3 all
with a kernel size of 2x2. convl takes 1 channel as input and outputs 64 new channels,
i.e. creating feature maps of depth 64. conv2 takes in the 64 channels and output 64, and
conv3 takes in 64 channels and outputs 32 channels.
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The variable nfc contains the size of a 1-dimensional vector used to contain the input
nodes for the fully connected layer. The size is calculated by using Equation (2.18). The
stride is set to 1, there is no zero-padding and F,, and Fj,, width and height of the feature
map, is multiplied together. Two fully connected layers are then defined. fcl which has
128 ouputs and the output layer fc2 has just a single output, creating the desired binary
classification.

As described in Chapter 2 it is necessary to initialize the weights and biases in the model.
As written in Figure 2.3 He initialization is typically used for ReLU activation functions.
Furthermore, Xavier initialization can be and is typically used for sigmoid activation
functions [20].

The function forward() takes x as input, where x is the data split into batches. The data
x is propagated through the layers, with the output from the last layer being returned
from the function. Note after the convolution layer conv3 a function view() is applied to
reshape the data enabling it to be used in a fully connected layer.

An instance of the class Detection is required together with a loss function and optimizer,
this can be seen in Listing 8.3.

Listing 8.2: Choice of Loss function, optimizer and instance of the class Detection created.

# Creating instance of model
net = models.Detection(x.shape[2], x.shape[3])

# Loss function - Binary Cross Entropy
criterion = torch.nn.BCEWithLogitsLoss()

# Optimizer
optimizer = torch.optim.Adam(net.parameters(), lr=lr, betas=(betal, beta2))

The class instance is named net. The input x is a tensor in RV*E*XHXW where N is
number of examples, C' is the number of channels, H is the height of the example and
W is the width. To calculate the loss a function for binary cross entropy is used. This
is used when binary classification is desired and is shown in Equation (2.10). Finally the
Adam optimizer is used. Adam’s first passed parameter is the parameter which should be
optimized. The second parameter is the learning rate, described in Chapter 2. The last
parameter controls the decay rates of the exponential moving average of the gradient and
the squared gradient. However, this will not be elaborated or studied, the beta values,
betal and beta2, are therefore set to default values.

The procedure to train the CNN using mini-batch gradient descent can be seen in List-
ing 8.3.

Listing 8.3: Training procedure for initial CNN.

1 | for epoch in range(num_epochs):

2

idxminibatches = np.random.permutation(NB) # shuffling
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Chapter 8. Evaluation and Comparison of the Feature Extraction Methods

for j in range(NB):
i = idxminibatches[j] # index of minibatch

# Extract i-th minibatch from x and d

idxsmp = np.arange(Bxi, min(Bx(i+1), N)) # indices of samples for i-th minibatch
inputs x[idxsmp]

labels = d[idxsmp]

# Initialize the gradients to zero
optimizer.zero_grad()

# Forward propagation
outputs = net(inputs)

# Error evaluation
loss = criterion(outputs, labels)

# Back propagation
loss.backward()

# Parameter update
optimizer.step()

The training contains two loops. The outer loop iterates through each epoch until the set
amount of epochs, called num_epochs. The inner loop iterates over batches containing
examples, where NB is the calculated number of batches in the training set with a certain
set batch size. idxminibatches contains indexes of all batches which has been randomly
shuffled. In each iteration of the inner loop an index from idxminibatches is used.

idxsmp contains an extracted batch consisting of all example indices from that batch,
where the batch index corresponds to the index extracted from idxminibatches. As the
batch size, B, is not necessarily a multiple of the total amount of examples, it is possible
that the last batch contains fewer examples than the set batch size, B. Hence why min()
in Listing 8.3 line 7 is necessary.

The gradients of the Adam optimizer are zeroed by using the zero_grad() operation. Line
15 calls the function forward() from Listing 8.1. Note when calling net(inputs) the func-
tion forward() is automatically executed. The loss is calculated by passing the outputs
and labels to the function BCEWithLogitsLoss() from Listing 8.2. Then back-propagation
is performed calculating the gradients with respects to the weights and finally the opti-
mizer.step(), which is the Adam optimizer, updates the weights in the CNN.

An overview of the hyperparameters used for the baseline model can be seen in Table 8.1.
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Number of epochs | 50
Batch size 64

Learning rate 1.0e—4

I 0.9
By 0.999
Optimizer Adam

Table 8.1: Hyperparameters for Baseline model.

8.3 Evaluation and Comparison of the Feature Ex-
traction Methods - Per Block

To evaluate the baseline model with the available data sets and feature extraction methods
a series tests are performed. Two datasets are available for this project as described in
section 3.2: A dataset with white box attacks, and a dataset with black box attacks. The
dataset with white box attacks and black box attacks will be referred to as dataset A and
dataset B, respectively. The combination of the two datasets is referred to as dataset AB.
Both datasets are split into subsets with the following distribution: 70% is the training
set T, 20% is the test set S, and 10% is the validation set V. The training set for dataset
A is T4 while the test set for dataset B is Sg and so forth.

Each file in the dataset is split into segments as described in Chapter 7. Five methods
are used to extract different features from the segments as described in Chapter 4. These
methods are the STFT, MFCC, IMFCC, GFCC and IGFCC. This results in five different
models each trained with T4, 7p and T4p. Each model is trained 10 times with different
random initial weights. This enables the computation of the 95 percent confidence interval
of the performance w.r.t both model architecture and feature extraction method. All
models and all initializations are tested on both S4 and Sp. The model is evaluated
based on the output of each block, referred to as per block evaluation. All tests are shown
in Appendix D, Appendix E; and Appendix F.

The accuracy of all models are shown in Table 8.2.
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Table 8.2: Accuracy and confidence intervals in percent of the baseline model with different training
sets, test sets, and feature extraction methods. 74 — Sa means the model was trained with the white

box training set 74 and tested on the white box testing set S4, and so on.

STFT MFCC IMFCC GFCC IGFCC
Ta—Sa 19339 £0.60 96.73 £ 0.10 98.55 + 0.10 94.39 £ 0.24 98.54 4+ 0.14
Ta— Sp | 91.67 £ 1.59 53.82 & 3.11 93.18 £ 0.83 56.45 + 2.44 89.82 £ 1.02
Tp — Sa | 64.74 £1.13 57.96 £ 0.76 86.85 + 1.44 58.58 £ 1.29 85.26 4+ 2.48
T — Sp 19940 + 0.17 99.06 + 0.14 99.75 £ 0.07 98.89 + 0.24 99.72 + 0.09
Tap — Sa | 9289 £ 0.81 95.63 £ 0.35 98.15 + 0.22 93.15 + 0.48 98.00 + 0.34
Tap — Sp | 99.42 £ 0.09 98.22 &£ 0.27 99.56 + 0.12 97.68 £ 0.31 99.46 + 0.32

Table 8.2 shows that IMFCC and IGFCC in general performs best of the five feature
extraction methods. It is seen that the IMFCC and IGFCC features reach accuracies
above 98.00 £ 0.34 when the adversarial attack type in the test set is represented in
the training set. It is also seen that all feature extraction methods reach accuracies
above 92.89 + 0.81 when the adversarial attack type in the test set is represented in
the training set. When the adversarial attack type in the test set is not represented in
the training set then the IMFCC and IGFCC features reach accuracies above 85.26 +
2.48. In the case of Tg — S, it can be seen that STFT, MFCC and GFCC performs
significantly worse compared to the IMFCC and IGFCC. In this case the highest accuracy
reached for the three feature extraction methods is 64.74 4+ 1.13. From section 3.2 it was
expected that IMFCC and IGFCC would perform better than MFCC and GFCC due to
a higher resolution at higher frequencies. The results in Table 8.2 are consistent with this
expectation.

As many of the accuracies between the feature extraction methods are close, it would
be interesting to take a look at whether there is a trade-off between the number of false
positives and false negatives. The accuracy measure does not report this but it can be
inspected by plotting the false negative rate over the false positive rate as shown on
Figure 8.2 for Ty — S4 and T4 — Sp.
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Figure 8.2: Mean false negative and false positive rates of the baseline implementation trained with T4
and evaluated on S4 and Sp for different feature extraction methods.

Figure 8.2a shows the same tendency as the accuracies for 74 — Sa since there are
no intersections between the different curves. The STFT has the lowest accuracy for
T4 — S4 and on Figure 8.2a it also has the highest false negative rate for all false positive
rates. The GFCC has the second lowest accuracy and also has the second worst false
negative rate for all false positive rates, and so on. This means that the accuracies for
Ta — Sy are sufficient to compare each feature extraction method. In the case Ty — Sp
it is seen in Figure 8.2b that there is an overlap for the STF'T and the IGFCC feature
extraction methods. This means that there is a tradeoff if either the false negative rate
or the false positive rate is more important than the other. The accuracies in Table 8.2
are sufficient for comparing each feature extraction method, except for Ty — Sp where
there is a slight trade-off between the STFT and IGFCC. This is seen in the false negative
and false positive figures in Appendix D, Appendix E and Appendix F. The validation
accuracies for the models trained with 74, 7p and Tsp can be found in Appendix D,
Appendix E and Appendix F. All validation accuracies tend to converge without any
overfitting.

The MFCC results are different from the results in [12]. The reason for this is not known,
however it could be caused by the different implementation strategies. As written in
Chapter 7 it was decided not to use zero-padding due to the bias it can apply if the
distribution of file lengths for normal examples and for adversarial examples are not
exactly the same. In addition to this, 20 filters for MFCC is used instead of the 40 used
in [12] and the hyper parameters are not exactly the same.

In Appendix G a simple investigation is made of which blocks are misclassified. Here it
was found that in the case T4 — S only a few of the networks misclassified the majority
of the blocks from the same file. This means that the majority of the blocks of e.g.
an adversarial file are correctly classified as adversarial. Thus it is possible to increase
accuracy on a per file basis by processing the combined predictions of all blocks in each
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file. Hence increase performance for 74 — S4 and maybe the others too.

8.4 Evaluation and Comparison of the Feature Ex-
traction Methods - Per File

Given that the network only misclassify one or two blocks out of the many that constitutes
a single file, it should be possible to modify the system in such a way that it makes a
single prediction per file with no misclassifications. There are a couple of options that
will be discussed.

One option is to continue splitting each file into blocks and make a prediction for each
block. And then afterwards gather the predictions of all blocks that originate from the
same file and combine them in a manner that reduces the number of misclassifications.
There are many ways to do so but a simple method would be to average the predictions of
all blocks in each file and consider the result as the prediction for each file. Another way
is to consider an adversarial example absolutely detrimental and a must to be detected.
With this in mind the prediction could also be to say that the file is adversarial if a single
block in each file is predicted as adversarial. This method would vastly reduce the number
of false negatives that could occur but at a cost of increasing the false positives.

Another option is to feed the files of varied lengths into the network directly and modify the
network in such a manner that it can take variable size inputs. There are two distinctly
different ways to achieve this. One is to use the Recurrent Neural Network (RNN).
Another is to still use a CNN but apply a layer with adaptive pooling. Adaptive pooling
is an operation where the pooling window size is dependent on the input size but has a
fixed output size. Thus making it possible to give an input with variable size (one file)
and get a single output from the network. If the adaptive pooling is an average pool then
it is similar to the first option of averaging the outputs of each block but has the added
flexibility that it can be used anywhere in the network and not just at the very end.

Both adaptive pooling and RNN have the issue that it is not possible to use batches of
samples as this would require tensors with variable column widths which is not supported
in any current popular deep learning library (PyTorch, Tensorflow, or Scikit-learn). The
options are to use a batch size of 1 i.e. stochastic gradient descent or to fix the input sizes
in some manner either by padding with zeros or clipping/splitting the data. The last of
which seems very similar to the current implementation of splitting the data into blocks
of fixed size. While being forced to use stochastic gradient descent to have a variable
input size is not a disaster, it is certainly not ideal either.

Therefore the option to split the data into blocks and then averaging the predictions of
each block into a single prediction for each file will be used. This is based on the fact that
it is both simpler to implement and the fact that the baseline implementation using these
blocks with mini-batch gradient descent has a proven ability to converge and produce
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results with a near perfect accuracy. This is not a guarantee with a RNN or CNN with
adaptive pooling that need to use stochastic gradient descent.

A test similar to section 8.3 is made with the only exception of evaluating the predictions
on a per file basis, referred to as per file evaluation. Results from the tests are shown in
Table 8.3.

Table 8.3: Accuracy in percent of the baseline model evaluated on a per file basis with different training
sets, test sets, and feature extraction methods. 74 — Sa means the model was trained with the white
box training set T4 and tested on the white box testing set S4, etc.

STFT MFCC IMFCC GFCC IGFCC
Ta—Sa | 9758 £0.36 99.80 £ 0.19 99.83 + 0.14 99.44 £+ 0.21 99.75 £+ 0.15
Ta—Sp | 9278 £2.13 52.03 £ 2.37 94.15 + 0.84 53.89 £ 2.46 90.65 £+ 1.02
Tg — Sa | 65.84 £2.29 5817 £ 0.98 93.65 + 1.59 5871 £ 1.62 92.20 + 2.94
Tg — Sp | 99.58 £ 0.14 99.72 + 0.20 99.99 £ 0.03 99.66 £+ 0.23 99.97 + 0.05
Tap — Sa | 97.36 £ 0.46 99.75 £ 0.20 99.63 = 0.21 98.96 £ 0.37 99.72 £+ 0.19
Tap — Sp | 99.65 £ 0.07 99.21 £ 0.33 99.89 + 0.08 98.96 £ 0.24 99.75 £+ 0.22

Comparing Table 8.3 with Table 8.2 an increase in general performance can be seen. Also
in the case of T — S4 an increase in performance is seen across all feature extraction
methods. In the case of T4 — Sp a small decrease in performance is seen for the feature
extraction methods MFCC and GFCC but this is not unexpected as their accuracies in
Table 8.2 are similar to random guessing . The feature extraction method IMFCC is
the best performing. For all cases the IMFCC feature reaches accuracies higher than
93.65 + 1.59. This is a significant increase compared to the per block based evaluation
where the IMFCC feature only reached an accuracy of 86.85 4+ 1.44 in the case Tg — Sa.
This is important to notice as the per file based evaluation makes the baseline model,
using IMFCC features, more robust to unseen adversarial attack types. The IGFCC
feature extraction method is close to performing as well as the IMFCC. The largest
difference of the two is in the case Ty — Sp where the IMFCC features reach an accuracy
of 94.15+0.84 and the IGFCC features only reach an accuracy of 90.6541.02. As for the
per block based evaluation, MFCC and GFCC features have very low accuracies when the
adversarial attack type in the test set is not represented in the training set. It is although
seen that all five feature extraction methods reach accuracies higher than 97.36 4+ 0.46
when the adversarial attack type in the test set is represented in the training set. This
observation suggests that the model with the different feature extraction methods is able to
detect adversarial examples for speech recognition when the type of attack is represented
in the training set.
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Conclusion of the Evaluation and Comparison of the Feature Ex-
traction Methods

It has now been investigated if the model and features are able to detect adversarial
examples for speech recognition. Dataset A, dataset B and the combined dataset AB
have been used for training the baseline model, and dataset A and B have been used for
evaluation. The feature extraction methods described in Chapter 4 have individually been
used to investigate how they affect the performance of the baseline model. The influence of
using per block based evaluation and per file based evaluation has also been investigated.
From this investigation it is found that the baseline model is able to detect adversarial
examples in the audio domain, especially when using the IMFCC and IGFCC features,
and using per file based evaluation. This can although only be said for the specific cases
investigated in this chapter. In order to make broader statements it is necessary to further
investigate the behaviour of the baseline model and the feature extraction methods. In the
next chapter the separation of speech and nonspeech segments is investigated to find the
contribution of each segment to the overall performance of the baseline model for each
feature. This should give a better understanding into how the baseline model detects
adversarial examples.
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9 | Speech and Nonspeech

This chapter deals with an examination of the influence of the two segments, speech
and nonspeech, for white box attacks only. To find this influence two overall tests are
performed. One where the baseline model described in Chapter 8 is trained on white box
data T4. The other test is where the baseline model is individually trained on the speech
segments and the nonspeech segments of the white box dataset. In both test the speech
and nonspeech segments are used individually as test sets. Performance for all feature
extraction methods are found for the two tests.

9.1 Voice Activity Detection

In order to split each example in dataset A into speech and nonspeech segments it is
necesarry to know when speech is present in each example. Voice Activity Detection
(VAD) is a method used to detect when speech is present in an audio file. For this project
the VAD method developed in [43] for python (rVAD_fast.py) will be used. Figure 9.1
shows an example of where the VAD method is used to detect when speech is present.

bk .ﬂllﬂm

1.0

o
8]

Amplitude [-]
|

Time [s]

Figure 9.1: Example of detecting speech using VAD method [43]. Blue: example, orange: VAD

As it is seen in Figure 9.1 this VAD is able to detect when speech is present in an
example. When the orange VAD line is not 0, speech is present. Although this VAD
method is robust to noise it is chosen to only detect speech in the normal samples and
not in the adversarial examples. This can be done because, as mentioned in section 3.2,
the adversarial examples are generated from 300 original examples which are accessible.
Thus it is possible to find the indices of the original examples where speech is present,
and then use these indices to find where speech is present in the corresponding adversarial
examples. How the speech segments are found in dataset A can be seen in Listing 9.1.

19GR1070 95



TURs W N =

10

12
13
14
15
16

17

18

21
22

© 0 N O Ut W N

=
= o

_ = e
[S2 BNV
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Listing 9.1: Code snippet of how speech regions are found in dataset A.

for n in range(n_clean_files):
print("file: " + str(n)+ " of: " +str(n_clean_files) + "-" + clean_files[n])
original = 0 # determines if current file is an original
clean_file = clean_files[n][-10:-4] # get clean file name
file_split = clean_files[n].split('/') # split clean file names

vad = get_rvad(clean_files[n]) # find where speech is present

out_name_speech = out_dir_speech+file_split[3][:-4]+"_speech.wav" # Where to store the
speech file if clean file is not original

out_name_silence = out_dir_silence+file_split[3][:-4]+"_silence.wav" # Where to store the
nonspeech file if clean file is not original

for m in range(n_files):
if clean_file in file_names[m] and "adv" in file_names[m]: # clean file is original

original =1

file_split = file_names[m].split(’'/")

out_name_speech = out_dir_speech+file_split[3][:-4]+"_speech.wav" # where to store

speech of adversarial file

out_name_silence = out_dir_silence+file_split[3][:-4]+"_silence.wav" # where to
store nonspeech of adversarial file

SnS_split(vad, file_names[m], out_name_speech, out_name_silence) # split
adversarial example into speech and nonspeech

if original ==
SnS_split(vad, clean_files[n], out_name_speech, out_name_silence) # split normal
example into speech and nonspeech

In Listing 9.1 the outer loop runs trough all the normal examples in the dataset, including
the original examples. Line 7 finds the indices when speech is present in the example
and line 12 to 18 handles if the current normal example has corresponding adversarial
examples. If this is the case the current normal example is an original example and will
therefore not be split into speech and nonspeech segments. In Listing 9.2 a code snippet
is seen of the SnS_split() function which is used in Listing 9.1.

Listing 9.2: Code snippet of how speech regions are found in entire dataset.

def SnS_split(vad, file_name, out_dir_speech, out_dir_silence):
sr, data = scipy.io.wavfile.read(file_name) #load file
max_sample = np.max(data)
data = data/max_sample #normalize
speech = []
silence = []
for n in range(len(data)):
if vad[n] == 1: # if speech is present at index n
speech.append(data[n])
else:
silence.append(dataln])

scipy.io.wavfile.write(out_dir_speech, sr,

(np.asarray(speech)*max_sample).astype(np.intl6)) #save speech wav file
scipy.io.wavfile.write(out_dir_silence, sr,
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(np.asarray(silence)*max_sample).astype(np.intl6)) #save nonspeech wav file

The dataset has been split into speech and nonspeech segments and it is now possible
make speech and nonspeech training, validation and test sets. The performance of the
baseline model with the five feature extraction methods is evaluated on the two test sets
for speech and nonspeech, Sg and Syg.

9.2 Training A - Testing Speech and Nonspeech

In the following section the performance is found for testing on the two segments, speech
and nonspeech. The model used are the baseline model, found in Chapter 8 trained with
Ta. Dataset A is split into subsets with the following distribution: 70% is the training set
T, 20% is the test set S, and 10% is the validation set V. The performance is evaluated
for the speech segments in S, called Sg and for the nonspeech segments in Sy called Syg.

The performance for the five feature extraction methods are found; STFT, MFCC, IM-
FCC, GFCC and IGFCC. This results in five different models trained with 74, one for
each feature extraction method. Each model is trained 10 times with different random
initial weights. This enables the computation of the 95 percent confidence interval of the
performance w.r.t both model architecture and feature extraction method. All models
and all initializations are tested on Sg for speech and Syg for nonspeech. For this test
per block based evaluation is used because it is not guaranteed that each file will contain
equal amounts of speech and nonspeech. It is observed that speech is in general more
present in the examples, thus each speech file will have more blocks to base an averaged
evaluation on. The full description of the test is seen in Appendix H.

For the feature extraction methods STFT, MFCC and GFCC, it is expected that the
performance is significantly better for testing on nonspeech than for testing on speech.
This is due to the speech segments high amplitude component in the low frequency area
as seen in section 3.2. However for the feature extraction methods IMFCC and IGFCC,
it is expected that the performance for nonspeech is only slightly higher than for speech
as there appear fewer high amplitude speech components at higher frequencies.

The accuracies from the aforementioned tests can be seen in Table 9.1, together with a

comparison of T4 — S4 from Table 8.2. These are sufficient to compare the different
feature extraction methods as shown by the plots in Appendix H.

19GR1070 57



Chapter 9. Speech and Nonspeech

Table 9.1: Accuracy in percent of the baseline model with different training sets, test sets, and feature
extraction methods. 74 — Ss means the model was trained with the white box training set 74 and
tested on the white box testing set only speech Sg only nonspeech Sys.

STFT MFCC IMFCC GFCC IGFCC
Ta— Sa |93.39 £0.60 96.73 £ 0.10 98.55 + 0.10 94.39 &£ 0.24 98.54 + 0.14
Ta— Ss | 8388 £1.19 9588 £0.21 97.77 £ 0.19 93.29 4+ 0.45 97.67 + 0.12
Ta— Sns | 97.11 £ 0.50 98.15 £ 0.23 99.55 + 0.14 97.12 £ 0.44 99.67 £+ 0.14

As expected for all feature extraction methods the accuracies for testing on Sy g are higher
than for testing on Sg. In section 3.2 it was found that for all adversarial examples an
increase in amplitude can be seen around a spoken word or sentence. This is true for all
white box attacks. When comparing the original recording with any related adversarial
example an increase in noise is seen across all frequencies. However, the highest amplitude
is still found around the spoken word or sentence. When visually inspecting the different
spectrograms and time domain representations in section 3.2 it is easiest to find a difference
between the plots by looking at the areas with no speech component. This is in accordance
with what is seen in Table 9.1, that it is easier for the model to detect Syg than Sg. When
comparing to the case Ty — Sy it is seen that for testing on Sg the accuracies are lower
for all feature extraction methods, but when testing on Syg the accuracies are higher for
all feature extraction methods. This also fits with what is expected as S4 contains both
speech and nonspeech segments.

From the spectrograms in section 3.2 it was also found that the highest amplitudes from
the speech component are found in the lower frequencies for both normal and adversarial
examples. The general noise change between a normal example and an adversarial example
are therefore mostly seen in the higher frequencies. It therefore corresponds well with what
is seen in the test, namely that for testing on Sg the IMFCC and IGFCC performs better
than MFCC and GFCC. In Table 9.1 all the cepstrum based feature extraction methods
for both Sg and Syg reaches higher accuracies than 93.29 + 0.45. For the IMFCC and
IGFCC features the baseline model reaches accuracies higher than 97.6740.12 for both Sg
and Syg. As can be seen from Table 9.1 it is in general still possible to detect adversarial

examples even if only speech or nonspeech is present. This is especially true for the
IMFCC and IGFCC features.

It was attempted to perform a similar test using the black box dataset described in sec-
tion 3.2. This was although not trivial as the files in the black box dataset are significantly
shorter than most in the white box dataset. To solve this it was attemped to reduce the
block size and block step size in Table 7.1 from 512 ms to 128 ms. This however conflicted
with the architecture of the baseline mode described in Chapter 8. After the convolution
in the third convolutional layer in the baseline model the feature maps become vectors
when the block size is 128 ms. Therefore it was not possible to perform the last 2 x 2
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convolutional layer. It was therefore decided to only use the white box dataset when
investigating the influence of the speech and nonspeech segments.

It has now been investigated how the performance of the baseline model trained with T, for
the five feature extraction methods is affected when tested on only speech and nonspeech
segments of dataset A. It is now further investigated how it affects the performance
of the baseline model and the five feature extraction methods when trained and tested
individually on the speech and nonspeech segments of dataset A.

9.3 Training Speech and Nonspeech - Testing Speech
and Nonspeech

The following section contains further investigation and performance evaluation of the
speech and nonspeech segments. This is to determine the ability to detect if a speech or
nonspeech segment is adversarial using the same and the opposite segment for training.
This is done by training on speech or nonspeech and evaluate performance on two test
sets, one set is the opposite segment and one is the same segment. If the model is trained
with speech, then the performance is found for speech and nonspeech. This results in
two models, one trained with speech and one trained with nonspeech. The performance
of the two models will be evaluated with the five feature extraction methods. The same
procedure as in section 9.2 (Appendix H) is used in the following evaluation. This test is
also performed using per block based evaluation.

The accuracies from the performed test, can be seen in Table 9.2, together with a com-
parison of T4 — S, from Table 8.2.

Table 9.2: Accuracy in percent of the baseline model with different training sets, test sets, and feature
extraction methods. Tgy — Sg means the model was trained with the white box training set segmented
into nonspeech Tgy and tested on the white box testing set segmented into only speech Sg.

STFT MFCC IMFCC GFCC IGFCC
Ta— Sa 93.39 £ 0.60 96.73 £ 0.10 98.55 £ 0.10 94.39 £ 0.24 98.54 + 0.14
Ts — Ss 90.36 £ 0.55 96.09 £ 0.23 98.07 £ 0.19 93.68 £ 0.34 97.93 £ 0.10
Ts — Sns | 84.05 £6.09 91.18 £ 1.38 98.55 + 0.40 89.07 & 2.02 98.80 £ 0.23
Tns = Sns | 96.24 £ 0.32 98.64 £ 0.23 99.71 + 0.11 97.51 £ 0.23 99.76 + 0.13
Tns =+ Ss | 61.63 £1.39 84.80 £ 1.45 90.05 + 0.93 79.08 £ 1.10 89.98 £ 0.70

From Table 9.2 it is evident that the characteristics gained from speech is more important
than the characteristics for nonspeech. Both for testing on Sg and Syg the training
set Tg makes the baseline model gain higher accuracies for all features than for training
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on Tys. For training on 7g the IMFCC and IGFCC features make the baseline model
reach accuracies higher than 97.93 + 0.10 for both testing on Sg and Syg. For training
on Tyg the same two features only makes the baseline model reach accuracies higher
than 89.98 + 0.70. The main observation for arguing that the characteristics gained from
speech is more important than the characteristics for nonspeech is seen in the cases when
the baseline model is trained on one type of segments and tested on the opposite. For
Ts — Sng the IMFCC and IGFCC features makes the baseline model reach accuracies
higher than 98.5540.40. For Tys — Sg the best performing feature is the IMFCC which
only reaches an accuracy of 90.05+ 0.93 It is also possible to see that IMFCC and IGFCC
in general performs best in all cases.

In the case Tys — Sg it can easily be seen that IMFCC and IGFCC performs best,
however overlapping each other. In the case of Tg — Sng it is difficult to see IMFCC
and IGFCC as they perform very well and superior to the three other feature extraction
methods.

In both Table 9.1 and Table 9.2 the STFT feature has the worst performance both for
testing on Sg and Syg. Here its performance is significantly worse than all other feature
extraction methods only reaching an accuracy of 61.63 = 1.39. This can be due to several
things. It is possible that the characteristics from nonspeech does not translate well to
speech. However for the STFT, Tg — Syg is superior by 27 % compared to Tyg — Sg,
which would suggest there is some similarity in the adversarial noise for nonspeech and
speech. It could be due to the amount of data available and the removal of too small
blocks as described in Appendix A. After splitting the speech and nonspeech segments
into blocks as described in Chapter 7, 8779 blocks are made for speech and 4145 blocks
for nonspeech. Furthermore, 335 blocks are removed from nonspeech as they are not large
enough to constitute a certain block size, see Table 7.1. This difference in available data
could results in a difference in performance between 7g¢ — Syg and Tys — Sg. The
STFET is especially susceptible to an insufficient amount of data due to its much higher
frequency resolution compared to the other feature extraction methods, see Chapter 7.

Speech and Nonspeech Conclusion

It has now been investigated how the performance of the baseline model trained with 74,
Ts and Ty for the five feature extraction methods is affected when tested on only speech
and nonspeech segments of dataset A. It was found that for these tests the two feature
extraction methods IMFCC and IGFCC are the best performing and that the STFT
feature extraction method is the worst performing. The baseline model reached higher
accuracies when testing on nonspeech segments than on speech segments for all feature
extraction methods and all training sets. This fits with the observation in section 3.2 from
where it was expected that the nonspeech segments would be easier to classify. It was
also observed that the information gained from training on speech segments generalizes
better than when training on nonspeech segments. For the IMFCC and IGFCC features
the accuracies for training on Tg were similar as for training on 7T, which contains both
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speech and nonspeech segments. It is now of interest to investigate the baseline models
and the five feature extraction methods’ robustness to noise. This is done in Chapter 10.
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10 | Robustness to Noise

The purpose of this chapter is to investigate the model’s and the different feature extrac-
tions’ robustness to noise. It is shown in Chapter 8 that the model can accurately predict
whether adversarial noise is present or not. However, there is no guarantee that the model
has learned some characteristics that are specific to adversarial noise or if the presence of
noise would completely inhibit its ability to detect adversarial examples. That would be
a flaw in the model and motivates an investigation of the robustness to noise.

In order to get a complete and accurate evaluation of the robustness to noise, it is necessary
to test for all use-case scenarios: All the types of noise that could occur at all the different
volumes they could occur at. However, it is impossible to know all types of noise that
could occur and their volume. It is necessary to take a subset of noise types and volumes
that ideally should reflect the actual distribution. Thus the common practice for choosing
the subset of noise types and volumes to test with will be described. This will ensure the
results of the tests accurately represent the real use-case scenario.

To ensure the tests represent a complete view of the real use-case scenario, the following
tests will be made:

1. Clean training - noise testing: The model is trained without the addition of
noise and tested with a specific type of noise added to the white box dataset at
different SNRs.

2. Known single noise type and SNR: The model is trained with a specific type
of noise present at a specific SNR and tested with the same noise type present and
at the same SNR.

3. Known single noise type: The model is trained with a specific type of noise
present at many SNRs and tested with the same noise type present at different
SNRs.

4. Multiple noise types training - known noise type at testing: The model is
trained with many types of noise present at many SNRs and tested with a known
noise type present at different SNRs.

5. Multiple noise types training - unknown noise type at testing: The model
is trained with many types of noise present at many SNRs and tested on an unknown
noise type present at different SNRs.

The first determines whether the model with different feature extraction methods has
learned characteristics that are specific to the adversarial noise or not. It also shows the
robustness when the scenarios for training and testing are vastly different. The next two
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tests give insight into the robustness when the use-case scenario is well known and the
training and testing scenarios align. The final two tests give insight into the robustness
of the model that is trained for many types of noise, both when the actual use-case align
with the training scenario and when it does not.

It is accepted that the files with added noise might not be correctly transcribed by Deep-
Speech.

10.1 Choice of Noise Types and Volumes for Evalu-
ating Noise Robustness

When evaluating a model’s robustness to noise, it is important that the evaluation give
a complete and accurate representation of the actual use-case scenario. As the use-case
scenario for detecting adversarial noise for a speech recognition system has not been
defined, it is difficult to choose noise types and volumes that accurately represent the
use-case. Therefore the noise types and volumes will be chosen similarly to [44]. Noise
from the CHIME 3 dataset [45] will be added to the white box dataset at the following
SNRs: 0dB, 5 dB, 10 dB, 15 dB, and 20dB. The cafeteria noise is always used as the test
set and will be denoted as Spqr, SsaB, S10dB, S15dB, and Ssoqp.

The CHIiME 3 dataset contains noise signals that are already split into a training file, a
validation file and a test file.

The training sets for test 2, 3, 4 and 5 are generated as follows:

o Test 2: The cafeteria noise training file will be added to each file in the white box
dataset. A noisy training set is generated for each of the five SNRs: 0 dB, 5 dB, 10
dB, 15 dB, and 20 dB. This training set will be denoted as Toqg for 0 dB, etc.

o Test 3: The previous five datasets Toag, T5aB, T10dB; 71548, T20aB and the white box
training set T, are combined into a single training set 7ga.

o Test 4: For each file in the white box dataset, a single noise type is added by uni-
formly and independently selecting between the six noise types: BUS (bus noise),
STR (street noise), PED (pedestrian noise), BBL (babble noise), SSN (speech
shaped noise), and CAF (cafeteria noise). This is repeated five times, one for each
of the five SNRs: 0dB, 5dB, 10dB, 15dB and 20dB. This way five SNR dependent
training sets are generated where in each of them all six noise types are present. The
training set Tenoise 18 then the combination of these five training sets and dataset A
which has added no noise.

o Test 5: The procedure is the exact same as test 4 but excluding the cafeteria noise
and is denoted as Tsnoise-
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The SNR is calculated using a similar method as described in [46]. The RMS value of
the signal is calculated using only the speech part of the signal. The speech part is found
using the same VAD method [43] as in Chapter 9. Once the RMS value of the signal’s
speech part is calculated the noise is scaled to have an RMS value that corresponds to
the desired SNR. Once the noise is added, the noisy signal is scaled to have the same
maximum amplitude as the signal had before adding noise to avoid the case where the
addition of noise causes clipping as shown in Listing B.1 in Appendix B.

For obtaining the noisy test set (containing white box adversarial attacks with the cafeteria
noise added), the exact same method is used for adding the cafeteria noise test file to the
white box dataset as for test 2.

As all noise files are longer than the files in the white box dataset, it is necessary to
only take a segment of the noise file for adding to a white box file. This is handled the
following way: For a given file in the white box dataset, a random start time with uniform
distribution for the noise file is chosen. Noise of an equal length to the white box audio
file is taken from the random start time and added to the white box audio file. If the
combination of the random start time and the white box file length exceeds the length of
the cafeteria noise file, the remaining noise is taken from the beginning of the cafeteria
noise file. The full description of how noise is added to the dataset is found in Appendix B.

Analysis of White Box Test Set with Cafeteria Noise

It is desired to investigate the noisy test sets (Spas, Ssas, S10daB, SisaB, and Saap) to be
able to evaluate if the results seem reasonable. It is of interest to investigate how the
normal and adversarial files have changed in the test set with the addition of cafeteria
noise.

In Figure 10.1 four signals are seen. The signal in Figure 10.1a is an adversarial example
without added noise and this signal is present in the other three signals in Figure 10.1b,
Figure 10.1c and Figure 10.1d. In Figure 10.1b cafeteria noise is added to the adversarial
examples with an SNR of 20dB and for Figure 10.1c¢ and Figure 10.1d the SNRs are
10dB and 0dB. It is seen in Figure 10.1 that the adversarial example is present in all
four signals but as the SNR decreases so does the similarity to the adversarial example in
Figure 10.1a. The adversarial example in Figure 10.1a is the same adversarial example
seen in Figure 3.3d.
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Figure 10.1: Time domain representation of an adversarial example with different amounts of additional

noise.

It is desired to investigate the spectrograms of the noisy files to gain insight into how the
different feature extraction methods will perform when cafeteria noise is present in the

test set, see Figure 10.2.
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Figure 10.2: Spectrograms of an adversarial example with different amounts of additional noise.

In Figure 10.2 four spectrograms are seen which corresponds to the four signal in Fig-
ure 10.1. In the four spectrograms no significant change is seen for the higher frequencies
as the SNR decreases. However a change is seen for lower frequencies as the SNR de-
creases. This indicates that the feature extraction methods MFCC and GFCC might
perform worse when cafeteria noise is present in the test set compared to their perfor-
mance in Table 8.3 for 74 — Sa.

10.2 Evaluating the Model and Feature Extraction
Methods on Noisy Test Set

It is desired to investigate how it affects the performance of the model and the different
feature extraction methods when noise is present only in the test and when noise is present
in the training, validation and test set. This is investigated by performing five tests:
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1. Clean training - noise testing: Train a model using 7. Test the model using
the five test sets Spas, SsaB, S10dB; S15a8 and Sopgp individually. Here the model is
trained on a specific case and the actual use-case scenario is different. From this test
it is expected that the accuracies will decrease compared to 74 — S4 in Table 8.3
for all feature extraction methods testing on all SNRs. This is expected as a test
sets, such as Syygp, will contain data which differs more from 74 compared to the
data in Sy.

2. Known single noise type and SNR: Train a model for each of the five SNR
dependend training sets described in section 10.1: Toas, T5aB, Ti0dB, Tisap and
To0as- Test each of the five models using the SNR corresponding test set described
in section 10.1: Spa, S5aB; S104B, S15aB and Sogqp. The model is trained on a specific
type and volume of noise and the actual use-case scenario is the exact same specific
type and volume. From this test it is expected that all accuracies will increase
compared to the results from test 1 although the accuracies might still be lower
than for 74 — S4 in Table 8.3. This is expected as the test set should be better
represented in the training set when the two sets have same SNRs.

3. Known single noise type: Train one model using the combined training set Tcas
containing the six training sets: Toas, TsdaB, J10dB, J15dB, J20a and Ta. Test the
model using the five test sets Spap, SsaB, S10dB, Si5a and Sagqp individually. Here
the model is trained on a wide set of SNRs and tested on a specific SNR within the
set. From this test it is expected that the accuracies will decrease compared to the
results from test 2. This is expected as the SNR in the test set will be a smaller
percentage of the training set. This behaviour is although difficult to predict as the
amount of training data for this test will be six times larger than for all previous
tests.

4. Multiple noise types at training - known noise type at testing: Train one
broad model using the training set Tenoise that has all noise types described in [44] in
the training set. Test the model using the five test sets Spap, Ssa, S10daB, Si5as and
Sooap individually. This shows the case for attempting to train a general model and
the actual use-case is covered in the training set. From this test it is expected that
the accuracies will in general decrease compared to the results from test 3. This is
expected as the type of noise present in the test set will be less represented in the
training set.

5. Multiple noise types training - unknown noise type at testing: Train one
broad model using the training set Tsnoise that has all noise types described in [44]
except for the cafeteria noise in the training set. Test the model using the five
test sets Spas, Ssa, S10dB; SisaB and Ssogp individually. This shows the case for
attempting to train a general model and the actual use-case is not covered in the
training set. From this test it is expected that that the accuracies will in general
decrease compared to the results from test 4. This is expected as the noise type
present in the test set will not be present in the training set.
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For all five tests it is expected that the accuracy will decrease as the SNR in the test set
decreases, i.e. the accuracies will be lower for testing on Ssqg than for testing on Sygqs.
For all five tests it is also expected that the MFCC and GFCC feature extraction methods
will have the lowest accuracies. This is because it is seen in Figure 10.2 that by adding
cafeteria noise the lower frequencies are affected more than the higher.

For all of these five noise tests the data is split into training, validation and test set the
following way: The noise training file is added to the white box dataset and from this
dataset 70% is used for training set and 10% is used for validation set. The noise test file
is added to the white box dataset and 20% is used for the test set. Each file can only be
chosen to one of the three sets, i.e. the model can not be tested on a file which was used
for training or validation. In all five tests all models are trained and tested for the five
feature extraction methods STFT, MFCC, IMFCC, GFCC, IGFCC. In all five tests all
models are trained 10 times to be able to calculate the 95 percent confidence interval as
described in Chapter 5. All tests are evaluated using per file based evaluation.

The results from each test will be discussed as the results are presented but the comparison
between the different test will be discussed after all results are presented in section 10.8.

10.3 Clean Training - Noise Testing

The first evaluation of how noise affects the performance of the baseline model and the
feature extraction methods will focus on only adding noise to the test set. This is done to
investigate if the baseline model trained with dataset A is still able to detect adversarial
examples when noise is added to both the normal examples and the adversarial examples.

In this test the baseline model described in Chapter 8 is trained using 74 and evaluated
on the five noise test sets: Spag, SsaB, S10aB; S15aB and Sogqp. The full test description is
found in Appendix I. In Table 10.1 the accuracies are shown when evaluating the baseline
model with the five noise test sets and with S4 for comparisons sake.
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Table 10.1: Accuracy in percent of the baseline model trained on 74 with different test sets, and feature
extraction methods. T4 — Spqp means the model was trained with the white box training set 74 and
tested on the noisy test set Spqs.

STFT MFCC IMFCC GFCC IGFCC
Ta— Sa 97.58 £ 0.36 99.80 £ 0.19 99.83 £ 0.14 99.44 £ 0.21 99.75 £ 0.15
Ta — Soap | 78.57 £ 2.58 53.03 £ 1.16 64.66 = 0.93 50.84 £ 0.52 65.65 £ 0.63
Ta — Ssap | 86.91 £ 247 62.58 &+ 2.18 70.45 + 1.45 5848 £1.96 71.94 + 1.19
Ta — Sipap | 90.67 £ 1.25 72.08 £ 2.06 79.55 £ 1.53 66.07 £ 1.65 81.66 £+ 0.85
Ta — Sisap | 93.65 £ 0.63 85.31 £ 0.83 89.27 £ 0.87 80.42 £ 2.93 89.35 £ 0.90
Ta — Soan | 95.06 £ 0.48 89.30 + 1.17 93.85 £ 0.81 85.90 £ 1.65 94.02 £ 0.74

In Table 10.1 it is seen that for all five cafeteria noisy test sets the STFT feature extraction
method makes the baseline model obtain the highest accuracy. It is also seen that as the
SNR increases the two feature extraction methods IMFCC and IGFCC get closer to
performing as well as the STFT.

For all noise SNR’s the two feature extraction methods MFCC and GFCC obtains the
worst performance of the five feature extraction methods as expected. By comparing
Table 8.3 and Table 10.1, it is confirmed that the MFCC and GFCC feature extraction
methods have the largest decrease in performance as the SNR decreases. Table 10.1
confirms the expectation that when training the baseline model on dataset A and testing
on the noise data sets the accuracy decreases as the SNR decreases. It is seen that in the
worst case scenario when the SNR is 0dB the best performing feature extraction method
STFT, obtains an accuracy of 78.57 £ 2.58. For 0dB SNR the other IMFCC and IGFCC
feature extraction methods reaches accuracies around 65 % and the MFCC and GFCC
reaches accuracies close to random guessing.

10.4 Known Single Noise Type and SNR

In this section it is tested how the performance of the baseline model and the different
feature extraction methods are affected when the baseline model is trained and tested
with cafeteria noise for the five feature extraction methods. How the cafeteria noise is
added to the training and the testing set is described in section 10.1. The baseline model
is trained individually on the five SNR dependent training sets: Toas, T5aB, T10aB; T15dB
and Tgqg. Thus five models are obtained. Each of these models are then tested using
the cafeteria noisy test set with the corresponding SNR. The model trained with 7yqp
is tested on Spgp, the model trained with Tsgp is tested on Ssqp and so forth. The test
procedure is described in detail in Appendix J.
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In Table 10.2 the accuracy results are seen from training on five noisy training sets and
testing on five noisy test sets.

Table 10.2: Accuracy in percent of the baseline model with different training sets, test sets, and feature
extraction methods. Topap — Spqs means the model was trained on noisy training set with 0dB SNR and
tested on the noisy test set with 0 dB SNR.

STFT MFCC IMFCC GFCC IGFCC
Toas — Soas | 92.05 = 0.81 58.12 £ 1.39 95.76 £+ 0.45 57.58 + 1.02 96.35 + 0.66
Tsap — Ssap | 91.77 £ 1.92 67.70 £ 1.13 96.69 + 0.31 67.13 £ 1.55 97.25 £ 0.38
Tioas — S10aB | 93.85 £ 0.42 79.21 £ 1.00 97.30 £ 0.43  76.07 &= 1.09 97.75 £ 0.42
Tisap = S1sap | 93.03 £ 4.57 85.25 £ 1.65 93.90 £ 0.56 84.07 £ 0.78 94.66 £ 0.35
To0as — Saoap | 94.78 = 0.51  90.00 £ 1.00 94.19 £ 0.51 87.08 £ 0.87 93.65 £ 0.46

Table 10.2 shows that the IMFCC and IGFCC generally achieve the highest accuracies
of approximately 93 % to 98 % with the STFT not far behind. The MFCC and GFCC
perform poorly for low SNRs as expected. Their accuracies decreases from approximately
90 % at 20 dB SNR to approximately 58 % at 0 dB SNR. There is a general increase in
performance as the SNR decreases except for the IMFCC and IGFCC where the perfor-
mance decreases when going from 10 dB SNR to 15 dB SNR which is a bit peculiar. It
is seen that in the two cases Tisqg — Sisap and Tisap — Sisqap the IMFCC and IGFCC
features perform worse that in the three other SNR cases. This tendency only holds for
the IMFCC and IGFCC features which might suggest that their dense focus at higher
frequencies are vulnerable to some SNRs in this case. It is seen in Table 3.1 that for most
combinations of normal file lenghts and target lenghts the adversarial SNRs are between
20 dB and 30 dB. One suggestion to explain the IMFCC and IGFCC features’ peculiar
behaviour could be that these feature extraction methods are affected when the amout of
added noise is close to the adversarial SNR.

10.5 Known Single Noise Type

In section 10.4 five models were trained individually on the five cafeteria noisy training
sets Toas, TsaB, Ti0as, TisaB, and Taoqs. Here these five training sets are combined with
T4 into one cafeteria noisy training set 7..;. The purpose of this test is to evaluate the
performance of the baseline model and the different features when it is trained on a wide
set of SNRs.

By combining the training sets, six times as much data is used for training. This way
all normal and adversarial training files will appear six times in the training set. This is
accepted as their individual SNRs will be different. The baseline model is trained with
Tear and tested individually on the five SNR dependent cafeteria noisy test sets: Spag,
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S5dBa SIOdBa S15a8 and Sapap-

Due to time constraints the batch size is increased to 512 from 64 in order to better
utilize the capability to compute in parallel on the Graphics Processing Unit (GPU).
This theoretically reduces the training time by a factor of 8. With an increase in batch
size, the learning rate should also be increased [47, 48]. The learning rate is therefore
set to 4.0e—4 on the basis of a few short tests. The full test procedure is described in
Appendix K.

In Table 10.3 the results are shown from training on 7., and testing individually on the
SNR dependent cafeteria noisy test sets: Spap, SsaB, S10aB; Si5ap and Sapgs.

Table 10.3: Accuracy in percent of the baseline model with different training sets, test sets, and feature
extraction methods. T¢ar — Spap means the model was trained on the combined noisy training set of all
five SNRs and tested on the noisy test set with 0 dB SNR.

STFT MFCC IMFCC GFCC IGFCC
Teat = Soap | 92.88 £ 1.38 61.63 £ 1.88 95.90 + 0.27 62.92 £ 1.22 9542 + 2.12
Teat = Ssap | 94.85 £ 0.69 71.88 £ 1.11 96.94 + 0.38 71.97 £ 1.72 96.66 £+ 1.17
Teat — S10as | 96.11 £ 0.54 80.17 £ 1.30 98.03 + 0.21 80.34 £ 1.52 97.92 £+ 0.78
Teat = S1sap | 97.14 £+ 0.57 88.15 £ 0.97 99.04 + 0.27 85.81 + 0.86 98.60 + 0.59
Teat = Sooap | 96.82 £ 0.58 92.64 £ 0.91 99.30 + 0.32 91.12 £ 1.13 98.96 + 0.46

Table 10.3 shows that the IMFCC and IGFCC achieve the highest accuracies for all SNRs
while the MFCC and GFCC both achieve the lowest accuracies. The IMFCC and IGFCC
features accuracies are decreasing from approximately 99 % at 20 dB to approximately 95
% at 0 dB. In the same manner the MFCC and GFCC features’ accuracies are decreases
from approximately 92 % to 62 %, which is a significantly larger drop. The STFT features
perform worse than the IMFCC and IGFCC features but still has accuracies above 92.88+
1.38 for all SNRs. The expectation that a decrease in SNR also results in a decrease in
performance is confirmed from the results in Table 10.3.

10.6 Multiple Noise Types at Training - Known Noise
Type at Testing

In this section the robustness of the baseline model and the different features towards
noise, is further evaluated by using five other types of noise together with the cafeteria
(CAF) noise for training. These five other noise types are the same as described in [44]
which are: bus (BUS), street (STR), pedestrian (PED), babble (BBL) and speech shaped
noise (SSN). Six different types of noise are then available for evaluating the baseline
model. The model is tested individually on the five cafeteria noisy test sets: Spgqs, Ssa,
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S10aB, Sisa and Sapgp. This evaluates how the baseline model performs when it is trained
on many types of noise and tested on a known noise type for each feature extraction
method.

The training set Tgnoise 1S @ training set where the six noise types BUS, STR, PED, BBL,
SSN and CAF are present. The training set Tgnoise iS generated in a similar way as in
section 10.1 test 4. For each file in the white box dataset a noise type is randomly drawn
from a uniform distribution. This is repeated five times, one for each of the five SNRs:
0dB, 5dB, 10dB, 15dB and 20dB. This way five SNR dependent training sets are generated
where in each of them all six noise types are present. The training set Tgnoise iS then the
combination of these five training sets and dataset A which has added no noise. The full
test procedure is described in Appendix L.

In Table 10.4 the accuracies for all five features are shown for training on Tgneise and
testing individually on the SNR dependent cafeteria noisy test sets: Spas, SsaB, S10dB,
Si5ap and SooaB-

Table 10.4: Accuracy in percent of the baseline model with different training sets, test sets, and feature
extraction methods. Tgnoise — Soap means the model was trained on the combined noisy training set of
all six noise types and all five SNRs and tested on the noisy test set with 0 dB SNR.

STFT MFCC IMFCC GFCC IGFCC
Tonoise — Soap | 91.80 £ 1.36  64.55 + 1.87 94.86 + 0.79 64.49 & 1.55 96.35 + 0.57
Tonoise — Ssap | 94.44 £ 0.65 74.97 £ 1.65 97.44 + 0.59 74.66 &+ 1.56 97.61 + 0.50
Tonoise — Stoan | 95.76 £ 0.40 83.34 & 1.60 98.17 + 0.30 82.67 & 1.62 98.23 + 0.25
Tonoise — Sizap | 96.83 £ 0.44 90.90 &+ 1.57 99.13 + 0.20 88.29 & 0.59 99.16 + 0.30
Tonoise — Sooan | 97.13 £ 0.31 93.60 + 1.12  99.33 + 0.19 92.19 & 0.43 99.24 + 0.27

Table 10.4 shows that the IMFCC and IGFCC achieve the highest accuracies for all SNRs
while the MFCC and GFCC both achieve the lowest accuracies. The IMFCC and IGFCC
features accuracies are decreasing from approximately 99 % at 20 dB to approximately
95 % at 0 dB. The MFCC and GFCC features’ accuracies decrease from approximately
93 % at 20 dB SNR to approximately 64 % at 0 dB. The STFT features perform worse
than the IMFCC and IGFCC features but still has accuracies above 91.80 + 1.36 for all
SNRs. The expectation that a decrease in SNR also results in a decrease in performance
is confirmed from the results in Table 10.4.
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10.7 Multiple Noise Types Training - Unknown Noise
Type at Testing

This section aims to evaluate the performance of the model trained to generalize on many
types of noise but is tested on a noise type that is previously unseen. The baseline model
is trained for each feature extraction method on training set 75,01 and individually tested
on the five SNR dependent cafeteria noisy test sets: Spa, SsaB; Si0aB, Si5as and Sopqs.
The training set Tsnoie 1S generated in a similar way as the training set Tgnoise described
in section 10.6. The difference is that for 75, the noise type to add is randomly drawn
from only five types of noise being: BUS, STR, PED, BBL and SSN. T5,ise Will then
contain the same number of files as Tgnoise and Tear. The full test procedure is described
in Appendix M.

In Table 10.5 the accuracies for all five features are shown for training on Tsneie and
testing individually on the SNR dependend cafeteria noisy test sets: Spas, SsaB, S10dB,
Sisa and Syogp.

Table 10.5: Accuracy in percent of the baseline model with different training sets, test sets, and feature
extraction methods. Tsnoise — Soap means the model was trained on the combined noisy training set of
all five noise types (CAF excluded) and all five SNRs and tested on the noisy test set with 0 dB SNR.

STFT MFCC IMFCC GFCC IGFCC
Tonoise — Soan | 89.83 £ 0.93  64.69 & 2.03 94.86 + 0.69 63.57 & 1.40 95.90 + 0.82
Tonoise — Ssap | 93.61 £ 1.05 74.69 & 1.34 97.42 +£ 0.42 72.53 &+ 2.48 97.39 + 0.37
Tenoise — Stoan | 95.22 & 0.63  82.36 £ 1.11  97.67 + 0.25 79.72 & 2.60 98.12 + 0.30
Tonoise — Stzan | 96.49 £ 0.63 89.86 &+ 0.87 98.8% + 0.16 88.12 & 1.35 98.76 + .22
Tonoise — Sooan | 96.77 £ 0.56  93.62 &+ 0.87 99.10 + 0.23  90.70 & 1.42 98.85 + .28

Table 10.5 shows that the IMFCC and IGFCC achieve the highest accuracies for all SNRs
while the MFCC and GFCC both achieve the lowest accuracies. The IMFCC and IGFCC
features accuracies are decreasing from approximately 99 % at 20 dB to approximately 95
% at 0 dB. The MFCC and GFCC features’ accuracies decrease from approximately 92
% at 20 dB SNR to approximately 64 % at 0 dB. The STFT features reaches accuracies
between approximately 90 %-97 % for all SNRs. The expectation that a decrease in SNR
also results in a decrease in performance is confirmed from the results in Table 10.5.

10.8 Discussion of Noise Robustness

A series of tests were made in order to investigate the model’s and the different features’
robustness to noise. The training sets and test sets were chosen in a way that gives insight
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into how the baseline model and the different features are affected in various cases with
various types and amounts of noise present.

The results in Table 10.1 for training on 7T and testing on Spqg, Ssq, and so on, clearly
shows the problem that can occur when the amount of noise is vastly different between
training and testing. And while the case 74 — Sa achieve near perfect accuracies, the
accuracies in the case Ty — Spgp for the MFCC and GFCC features are reduced to near
random guessing. It is interesting to note that the STFT outperforms the other feature
extraction methods. Even though the STF'T features are the best performing in test 1, it
still only reaches an accuracy of 78.57 4 2.58 for testing on Spqg. Test 1 is clearly the case
where the baseline model and the different features have had their accuracies decreased
the most, which is not unexpected. Test 1 is one of two test where an unknown noise type
is present in the test set.

Test 5 is the other test where an unknown noise type is present in the test set, and here
the results are more promising than in test 1. In Table 10.5 it is seen that for the IMFCC
and IGFCC features it is possible to detect adversarial examples with approximately 95%-
99% accuracy. These results are obtained by training the baseline model on various types
of noise at various SNRs. It is unlikely that the high accuracies are solely a result of
the model being trained on many different types and amounts of noise as the resulting
dataset also had an increase in the amount of data by a factor of six compared to test
1. This is supported by the results in Table 10.2 and Table 10.3 where the expectation is
that training on a single noise type at a single volume would outperform a model that is
trained on the same noise type at multiple volumes. It is surprising that this is not the
case but not inexplicable. The increase in data and the resulting changes to the batch
size and learning rate also changes the way the model learns and how much it is possible
to learn. This is likely the reason for the peculiar relation between the two.

For test 4 it was expected that the accuracies should in general descrease compared to
the results from test 3. By comparing Table 10.4 and Table 10.3 it is seen that this is not
the case. It holds for testing on Spqg but the accuracies in the two tests become more
similar as the test set SNR increases except for the MFCC and GFCC. These consistently
perform better in test 4 than in test 3 which is unexpected. For the other features the
accuracies’ confidence intervals overlap which indicates that the models in the two tests
perform equally. Two things could explain this unexpected behaviour. The fact that
approximately 1778-0.7 ~ 1244 cafeteria noisy files are still present in Tgneise could be the
reason that the model in test 4 is able to reach equal accuracies as the model in test 3.
Another thing could be that some of the other five noise types are similar to the cafeteria
noise, e.g. PED and STR noise. However, this does not seem like a sufficient explanation
for the behaviour of the MFCC and GFCC.

For test 5 it was expected that the accuracies should in general decrease compared to the
results from test 4. By comparing Table 10.5 and Table 10.4 it is seen that this is the
case but the difference is not as significant as expected. For example it is seen that the
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IMFCC for testing on Syoqp has an accuracy of 99.33 + 0.19 in test 4, but for the same
test set in test 5 the IMFCC has an accuracy of 99.10 & 0.23. For testing on Spgp the
IMFCC in test 4 has an accuracy of 94.864+0.79 and in test 5 the IMFCC has an accuracy
of 94.86 + 0.69. These results suggests that by training with the types and amounts of
noise present in 7siypes, the baseline model is able to generalize to unseen types of noise.

In general the IMFCC and IGFCC feature extraction methods outperform the others in all
these tests as was expected when inspecting the spectrograms. The STFT is also not far
behind those two in all these tests. The spectrogram showed that the addition of cafeteria
noise had most of its frequency components focused in the lower frequencies. Thus the
feature extraction methods IMFCC and IGFCC should also be able to better detect the
higher frequency adversarial noise components because of their better resolution in the
high frequencies.

When inspecting the plots of the false positive rate over the false negative rate in the
appendices, Appendix I, J, K, L, and M, there appears no significant trade-off between
the feature extraction methods in terms of one producing fewer false positives and another
fewer false negatives. This means that the feature extraction method with the highest
accuracies perform best no matter if FNs or FPs are weighted as costlier.
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11 | Discussion

Through the project several choices have been made both regarding what to investigate
and how to handle data. It was chosen to focus on feature extraction methods, influence
of speech and nonspeech, and influence of noise. In Chapter 8 a baseline neural network
model was implemented with an architecture as described in [12]. Here it was chosen to
investigate how it affected the performance when using each of the five feature extraction
methods STFT, MFCC, IMFCC, GFCC, IGFCC. These five methods are just a few of
many feature extraction methods which are applicable in the audio domain. It could have
been chosen to investigate more feature extraction methods but this would also increase
the time required for training models. The training of models has been one of the main
concerns through the project as even small errors in the dataset, model architecture, hyper
parameters etc. could require days of re-training models. The STFT feature requires
significantly more time for training models as this feature contains more data. It takes
approximately 16 hours to train the baseline model with the white box dataset using the
STFT features. This is a result of the number of epochs and batch size being set as in
Table 8.1, and the fact that 10 models are trained to calculate the 95 percent confidence
interval. This is also the reason that the batch size and learning rate is increased for
training with Tear, Tenoise and Tsnoise as described in section 10.5.

How to handle data has also been a main concern through the project. It was chosen to
extract the features separately to training the model as described in Chapter 7. It was
also chosen that the input to the feature extraction should always be .wav files. This
means that when splitting the data into speech and nonspeech, the input is a .wav file
containing both speech and nonspeech and the output is two .wav files, one containing
speech segments and one containing nonspeech segments. It also means that when adding
noise the input is one .wav file from the white box dataset and the output is one .wav
file containing the white box file with added noise. It was chosen to handle the data this
way as it made it possible to examine the data to ensure it had been modified as desired.
The possibility of verifying data is also the reason that the features are extracted separate
from training the model. It would be possible to modify data and extract features as a
part of the training of a model. This way errors could be avoided in the way that only
one dataset should be handled outside training. The disadvantage of handling data this
way is that it is more difficult to investigate and verify the datasets with added noise and
the speech/nonspeech datasets.

In Chapter 9 the influence of the speech and nonspeech segments was investigated. The
investigation was made based on the white box data set but it was also attempted to
investigate using the the black box dataset. This was not possible as the length of the
examples in the black box dataset did not fit with the parameters for the feature extraction
methods and the architecture of the baseline model. This issue could have been solved
by using zero padding on the black box dataset but then the issue described in Chapter 7
might occur. The problem with too small files are handled by simply discarding these
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files. This is accepted as long as the number of discarded files is not to large, but it could
have been handled in different ways. One concern when testing the influence of speech
and nonspeech segments is that the amounts of speech and nonspeech is not equal. After
splitting the white box dataset, the speech segments consist of 157.7 MB data and the
nonspeech segments consist of 67.9 MB data. This suggest that another dataset might be
more suited for evaluating the influence of speech and nonspeech segments as the white
box dataset produces an unbalanced set in this case.

In Chapter 10 it was investigated how the presence of noise affects the performance of
the baseline model and the respective feature extraction methods. It was chosen to only
investigate this using the white box dataset and not the black box dataset. The reason of
this is mainly the time constraint of the project. It was chosen to focus on investigating
noise in the white box dataset rather than investigating noise in both the white box and
black box dataset. There are two reasons that the white box dataset is chosen over the
black box dataset: The white box dataset contains more data and varies more in length
of files, lengths of targets, and in the amount of speech in each file.

One important thing to notice is that through the project the architecture of the model
used for training was not changed. It is the baseline model with an architecture as
descriped in [12] which is used in all tests. The different results and the improvements
in accuracy has been achieved solely by changing the data. The only change besides in
the data has been in the hyperparameters when training on Te.r, Tenoise @and Tsnoise as
described in section 10.5. This proves the importance of having representative data for
training a model to be robust in a wide range of use-cases. This leaves room for future
work in investigating how the model architecture affects detection of adversarial examples
for speech recognition.

In Chapter 8, Chapter 9 and Chapter 10 it is found that the IMFCC and IGFCC feature
extraction methods in general outperforms the others. For future work it could then be
decided only to use the IMFCC and IGFCC feature extraction methods. The advantage of
doing this is that the time required to train models will be significantly reduced especially
by leaving out the STFT. The disadvantage would be that it could be missed if e.g. the
MFCC performs best for other use-cases than the ones described in Chapter 8, Chapter 9
and Chapter 10.

There are several ways to further investigate the baseline model’s and the different feature
extraction methods’ ability to detect adversarial examples for speech recognition. It would
be interesting to repeat the test in section 10.7 and choosing a different type of noise as the
unknown noise type in the test set. By doing this it would be possible to conclude more
certainly if the baseline model and the respective feature extraction methods generalizes
well when its training set contains several types and amounts of noise. It could also
be interesting to look into if the baseline model and the feature extraction methods are
robust to adaptive adversarial attacks. By adaptive adversarial examples is meant that
the baseline model is seen as a part of the victim model when the adversarial examples
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are generated. If it is possible to make adaptive adversarial attacks on the baseline model
then the baseline model suffers from the same weaknesses as e.g. Deepspeech. However
if the model and the feature extraction methods are robust against adaptive adversarial
attacks then they would prove as a serious suggestion to detection of adversarial examples
for speech recognition.
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12 | Conclusion

This project has investigated the detection of adversarial examples for speech recognition
with a focus on using NNs and five different feature extraction methods, STFT, MFCC,
IMFCC, GFCC and IGFCC. In addition to this it was investigated how the detection of
adversarial examples is influenced by speech and nonspeech in the examples. Furthermore
the model’s and the feature extraction robustness to noise was investigated. The project
expands upon the work in [12], using the author’s generated white box and black box
datasets together with their model architecture.

The main concepts of ANNs have been described along with some of the possible challenges
associated with ANNs. The neural network type CNN has been investigated and some
of its adjustable parameters have been presented. The concept of adversarial examples
has been described and some examples have been presented of how they pose a threat
to state-of-the-art neural networks. Some methods for generating adversarial examples
in the audio domain have been presented. The dataset used in the project have been
investigated in order to have a clear understanding of how data can differ and which
properties hold for the different types of data in the dataset. The five feature extraction
methods STFT, MFCC, IMFCC, GFCC and IGFCC have been investigated with the
purpose of being able to test different types of features as input for a neural network.
Finally, different evaluation metrics have been presented. These are studied to be able to
evaluate a neural network correctly and not be mislead by too simple evaluation metrics.

Part I gave insight into formulating a problem statement for the project.

How do different feature extraction methods affect the performance of a CNIN
when detecting adversarial examples for speech recognition, how robust are
they to noise, and is it the characteristic from speech or nonspeech that is
most important when classifying?

This problem statement was answered throughout the project and report through test,
evaluations and analyzing.

In part IT a baseline model was implemented and used throughout the project. The
model’s architecture is the same as found in [12]. To handle the various example lengths,
the examples are split into blocks instead of using zero padding. The model was trained
individually on the white box dataset A, black box dataset B, and the datasets combined
AB, and then evaluated individually on Dataset A and B. The baseline model was eval-
uated per block and per file. Here it was found that a higher accuracy could be achieved
when evaluating per file. It was also found that IMFCC and IGFCC performed best in
all the aforementioned training and test scenarios.

Dataset A was split up into speech and nonspeech segments. A test was performed where
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the model was trained on dataset A and evaluated individually on the speech segment and
nonspeech segment. Here it was found that the model achieves the highest accuracy when
evaluated on nonspeech, and the feature methods IMFCC and IGFCC performed best by
a significant margin compared to the others. A second test was performed, training on
speech and nonspeech individually and evaluating on speech and nonspeech individually.
Here it was found that the characteristics for recognizing an adversarial example gained
from speech is more important than from nonspeech. However, it was not a substitute
for training on dataset A which contains both. Furthermore it was seen that IMFCC and
IGFCC performed best in all of the aforementioned training and test scenarios.

Five tests were performed to test the model’s robustness to noise. The tests had various
number of noise types and various amounts of noise added to either or both of the training
set and test set. When testing the model trained on dataset A without any noise added
it was found that STFT was the method with highest accuracy when noise is present
in the test set. In all other tests the IMFCC and IGFCC methods achieved the highest
accuracies. In test 1 it was also found that when training on dataset A and testing
on dataset A with noise all feature methods performed poorly. However by training
on dataset A with noise and testing on dataset A with noise the accuracy improved
remarkably. This is both true when the noise type used for testing is known and when
it is unknown. Test 4 and 5 trained a model on many different types of noise and tested
it on a known and unknown noise type respectively. There is no remarkably difference
in accuracy between test 4 and 5, meaning that even without knowing the noise type the
model is still able to classify adversarial examples correctly with a high accuracy. For
test 5 the IMFCC and IGFCC achieved a lowest accuracy of 94.86 +0.69 and a highest of
99.10 £ 0.23 which are remarkably well performances for a system detecting an unknown
noise type.

Part II has thereby examined how different feature extraction methods affect the per-
formance of a CNN when detection adversarial for speech recognition. It has examined
the importance of speech and nonspeech when classifying and how robust the CNN and
different feature extracting methods are to different amount and types of noise.
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Appendix A. Splitting into blocks and extracting features

A | Splitting into blocks and extract-
ing features

In this project it is decided to split the input examples into blocks of equal size. This is
done to solve the issue that NNs in general do not take input of different sizes. Once the
input examples are split up into blocks features are extracted from each of these blocks.
In order to explain the process some knowledge is needed of how the dataset is structured.

A.1 Structure of the dataset

The complete dataset consists of a white box attack data set and a black box attack
dataset.

The white box dataset has a flat structure where all files located in the same directory
called "W__Box". The normal examples are named "sample-<sample number>.wav" where
<sample number> could be 000003. The adversarial examples are named "adv-<attack
type>-<sample number>-wav" where <attack type> for example could be "short2medium",
"medium2short", "long2short" etc. In the white box directory 2100 wav files are located,
900 adverarial examples and 1200 normal examples. The normal examples consists of 300
examples which are used to generate the adversarial examples, and 900 examples which
have no corresponding adversarial example. It is desired to only use the 900 adversar-
ial examples and the 900 normal examples which do not have corresponding adversarial
examples.

The black box data set has a more complex structure. The root directory is called
"B Box" which has the subdirectories "Adversarial-Examples" and "Normal-Examples".
The directory "Normal-Examples" has the ten subdirectories "down", "go", "left", "no",
"off", "on", "right", "stop', "up" and "yes" each containing 180 normal examples which
do not have corresponding adversarial examples. The "Adversarial-Examples" directory
has the subdirectories "Adversarial-Examples" and "Original-Examples"'. The structure
of these two subdirectories correspond to the explanation of the black box attacks in
section 3.2. An import thing to notice is that the individual examples are for example
named "1c¢6e5447 nohashl.wav", which do not indicate if the sample is adversarial or not.
It is desired to use all the examples of the black box directory except for the examples
in the "Original-Examples" directory as these examples have corresponding adversarial
examples.

At this point the dataset consists of wav files where the label of an example is found in
either the file name or in the directory. In order to make the input for the NN similar for
both white box and black box data it is decided to store the dataset as npz files. These
npz files will contain the information; data, labels and file names. In Listing A.1 a code
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Appendix A. Splitting into blocks and extracting features

snippet is seen of how the file names and labels are found from the wav files.

Listing A.1: Code snippet of the get_ file__names function in feature_extraction.py script.

def get_file_names(root_dir):
file_names = []
labels = [1]
for root, dirs, files in os.walk(root_dir):
for name in files:
name = os.path.join(root, name)
if name.endswith(".wav"):
file_names.append(name)
if "adv-" in name or "Adversarial-Examples\Adversarial-Examples" in name:
name_label = 1
labels.append(name_label)
else:
name_label = 0
labels.append(name_label)

return file_names, labels

In Listing A.1 finds the file names by walking through the root directory and storing the
names of all wav files. The labels of each sample are then found by checking if either
"adv-" or "Adversarial-Examples\ Adversarial-Examples" is a part of the examples name.
If it is an adversarial example from the white box dataset "adv-" will be present in the
file name and if it is an adversarial example from the black box dataset "Adversarial-
Examples\ Adversarial-Examples" will be present in the file name.

A.2 Splitting input samples into blocks

Ones the file names and labels are found the next step is to divide the examples into block
and then extract features of these blocks. In Listing A.2 a code snippet is seen of how
this division into blocks is handled.

Listing A.2: Code snippet of the speech_ processing function in feature_extraction.py script.

def speech_processing(function, path, output, block_size_ms, step_size_ms, n_mfcc):

Some of initial parts of the function is left of for simplicity

for i in range(length_dir):
file = files_dir[i]
file_label = labels[i]
print("file number " +str(i+l) + " of " +str(length_dir) + " " + file)
sr, data = scipy.io.wavfile.read(file) #load file
data_len = len(data)
too_short = 0
block_sizes = int(block_size_ms*sr/1000) # block size in samples

if block_size >= data_len:
print("full size is reached for window")
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Appendix A. Splitting into blocks and extracting features

too_short =1
step_size = int(step_size_ms*sr/1000)

if step_size >= data_len:
print("full size is reached for step")
too_short =1

#Find number of blocks in the sample
blocks = math.floor((data_len-block size)/step_size)
if blocks ==
blocks =1
data = data/2.0xx15 # normalize
data = data.astype(float)
data_split = [Nonel*(blocks+l) # +1 to get the last part
mfcc_data_split = [None]x*(blocks+l) # +1 to get the last part
#split data to equal sizes
for n in range(blocks):
data_split[n] = data[nxstep_size:nxstep_size+block_size] # split data into
blocks of block size
mfcc_data_split[n] = processing_func(function, data_split[n], eng, sr,
mfcc_window_length, n_fft, n_mfcc, filterbank) #extract features
if too_short == 0: # if sample is larger than block size
labels_split.append(file_label)
file_names_split.append(file+"block"+str(n))

data_split[blocks] = data[data_len-block_size:data_len] # The last part of the
file

data_split_mat = matlab.double(data_split[blocks].tolist()) # make data suited for

matlab

mfcc_data_split[blocks] = processing_func(function, data_split[blocks], eng, sr,
mfcc_window_length, n_fft, n_mfcc, filterbank)

if too_short ==
labels_split.append(file_label)
file_names_split.append(file+"block"+str(blocks))
blocks_total = blocks_total + blocks+1l #+1 to get the last part
mfcc_data_list.append(mfcc_data_split) # gather all files in one list

elif too_short ==
labels_split.append(file_label)
file_names_split.append(’'remove.wavblock@’) # for handling too short files
mfcc_data_list.append([np.zeros_like(mfcc_data_list[0][0])])
blocks_total = blocks_total + 1

In Listing A.2 line 7 to 10 loads the example. Line 12 to 28 calculates the number of
blocks in the example and handles if the example is too short i.e. the size of the example
is smaller than the block size. Two cases are possible regarding the size of the example.
One case is that the size of the example is equal to n-block_size where n is an integer,
and the other case is where this does not hold. The second case can be handled by either
discarding the last part of the example or by overrepresenting the last part of the example.
It is chosen to overrepresent the last part of the example by finding the end of the example
and go one block size back to make the last block. This way of dividing into blocks is
handled in line 31 to 48. The variable too_short is used to handle if the example is too
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short. If that is the case the example is simply discarded from the dataset. This might
unbalance the dataset but as long as the number of discarded examples is not too high,
this is accepted. When the example is divided into block features are extracted from each
block. This is done in line 36 and 43 in Listing A.2.

A.3 Extracting features

For extraction the features MFCC, IMFCC, GFCC and IGFCC some MATLAB scripts
were provided. In order to run these MATLAB scripts the MATLAB Engine API for
Python is used. In Listing A.3 a code snippet of the feature extractions is seen.

Listing A.3: Code snippet of the processing_func function in feature_extraction.py script.

def processing_func(function, data, eng, sr, mfcc_window_length, n_fft, n_mfcc, filterbank): #
chose what kind of processing to do
data_split_mat = matlab.double(data.tolist()) # make data suited for matlab
if function == 'mfcc’:
return np.asarray(eng.extract_mfcc_edited(data_split_mat, float(sr),float(
mfcc_window_length), float(n_fft), float(n_mfcc))).T #(speech,Fs,Window_Length,
NFFT,No_Filter)

elif function == ’imfcc’:
return np.asarray(eng.extract_imfcc_edited(data_split_mat, float(sr),float(
mfcc_window_length), float(n_fft), float(n_mfcc))).T #(speech,Fs,Window_Length,
NFFT,No_Filter)

elif function == ’'gfcc’:
return np.asarray(eng.extract fbcc_edited(data_split_mat, float(sr),float(
mfcc_window_length), float(n_fft), float(n_mfcc), filterbank)).T

elif function == ’igfcc’:
return np.asarray(eng.extract_fbcc_edited(data_split_mat, float(sr),float(
mfcc_window_length), float(n_fft), float(n_mfcc), filterbank)).T

elif function == ’'stft’:
return np.abs(Get_STFT_from_wav(sr, data, mfcc_window_length, 16))

Line 2 in Listing A.2 makes the data suited as input for the MATLAB engine. The
structure is very similar in the first four if statements of Listing A.2. Line 4, 7, 10 and 13
runs a MATLAB script such as extract_mfcc_edited.m. In line 10 and 13 the MATLAB
script takes filterbank as input. This filterbank is also made in a MATLAB script. How
the filterbanks are extracted is seen in Listing A.4

Listing A.4: Code snippet of how filterbanks are extracted in the feature_extraction.py script.

if function == ’'gfcc’:
filterbank = np.matrix(eng.fft2gammatonemx(float(n_fft), float(16000), float(20),
float(1l), float(50), float(8000), float(n_fft/2+1))) #
filterbank = filterbank.getH()
filterbank = matlab.double(filterbank.tolist())

elif function == ’igfcc’:
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filterbank = np.matrix(eng.fft2gammatonemx(float(n_fft), float(16000), float(20),
float(1l), float(50), float(8000), float(n_fft/2+1))) #
filterbank = filterbank.getH()

filterbank = filterbank[::-1] # reverse the filterbank

filterbank = matlab.double(filterbank.tolist())

In line 16 Listing A.3 the STFT features are extracted using the librosa.core.stft function
for Python. The function Get_STFT_from_wav is seen in Listing A.5.

Listing A.5: Code snippet of how the stft features are extracted in the datasaver.py script.

def Get_STFT_from_wav(sr, wav, window_ms=25, shift_ms=10):
n_fft = int(srxwindow_ms*0.001) # Number of samples to use for fft
n_shift = int(srxshift_msx0.001) # Number of samples to jump for next fft frame
S = librosa.core.stft(wav, n_fft=n_fft, hop_length=n_shift)
return S

Once the features are extracted from the blocks they are stored as a numpy array of
numpy arrays and saved in an npz file along with their corresponding file name and label.
It is desired to know the order of the blocks of each sample. Therefore the final filenames
of the feature extracted blocks will be for example "adv-long2long-000003.wavblock0",
"adv-long2long-000003.wavblock1" etc. This is seen in Listing A.2 line 39 and 46.
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B | Add noise

The purpose of this appendix is to clarify how noise is added to the white box dataset.
The noise is added based on the methods described in [44] and [46]. In Listing B.1 a code
snippet is seen of the function add_noise() in the Python file add_noise.py

Listing B.1: Code snippet of how noise is added to the white box dataset.

def add_noise(rvad, noise, file_name): # takes rvad indices, the noise file, and the signal
file name
sr, data = scipy.io.wavfile.read(file_name) # load signal
max_sample = np.max(data)
data = data/max_sample # normalize signal
data_speech = get_speech(rvad,data) # get speech part of signal
start_index, index = get_noise_index(len(noise),len(data)) # get segment of noise with
same lenght as the signal
data_rms = get_rms(data)
speech_rms = get_rms(data_speech) # calculate rms of signal speech
noise_rms = get_rms(noise[index]) # calculate rms of noise
ratio = speech_rms/noise_rms
noise = noisexratio # noise gets same rms as signal speech

SNRrange = np.arange(0,5)*5 # 0dB, 5dB, 10dB, 15dB and 20dB
for snr in SNRrange:
noise = noise/(10xx(snr/20)) # scale noise to SNR
data_out = data + noise[index] # add noise
data_out = data_out/np.max(data_out) # normalize
data_out = data_outxmax_sample # rescale

file = remove_dir_in_name(file_name)
out_name = file[:-4] +"_" + str(snr)+"dB.wav" # make file name

out_dir = "data/caf/noise_W_Box_train{}/".format(snr) # where to store file

os.makedirs(out_dir, exist_ok=True)

scipy.io.wavfile.write(out_dir+out_name, sr, data_out.astype(np.intl6)) # store file
return np.asarray(data_out)

In Listing B.1 line 5 finds the parts of the signal where speech is present, line 6 returns
a random part of the noise file, and line 7 to 18 adds noise to the signal. In line 7 to 11
the noise is manipulated to have the same RMS value as the speech part of the signal. In
line 15 the noise is attenuated by the chosen SNR, and in line 16 the noise is added to
the signal. The function get_speech() is similar to the function SnS_split() in Listing 9.1.
A code snippet of the function get_noise_index() in Listing B.1 is seen in Listing B.2.

Listing B.2: Code snippet of how random noise parts is extracted from the noise sample.

def get_noise_index(noise_len, clean_len):
index = np.zeros((clean_len,))
start_index = np.random.randint (0@, noise_len) # find random start index
if noise_len-start_index > clean_len: # coherent noise block is possible
index[0:clean_len] = np.arange(start_index,start_index+clean_len, dtype=np.int32)
else: # circular buffering is needed
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index[0:noise_len-start_index] = np.arange(start_index, noise_len, dtype=np.int32) #
from start index to end of noise sample

start_rest = noise_len-start_index

end_rest = clean_len-abs(start_index-noise_1len)

index[start_rest:start_rest+end_rest] = np.arange(0,end_rest, dtype=np.int32) # fill
rest of noise block with start of noise sample

index_out = [int(x) for x in index] # cast to integer
return start_index, index_out

In Listing B.2 line 3 randomly draws the start index of the noise block. The if statement
in line 4 checks if the lenght from the start index to the end of the noise file is larger than
the length of the signal. If this is the case the noise block can simply be taken from the
start index and then one signal lengths forward. If this is not the case a circular buffer
strategy is used, so the first part of the noise block is from start index to the end of the
noise, and the rest will then be taken from the beginning of the noise file. This is done in
line 7 to 10.
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C | Automatic Training and Testing
with Configuration Files

When training many different networks with multiple initializations, types of feature
extraction, and testing on multiple datasets, it is important to have a streamlined process.
It is desired to have a versatile set of Python scripts that can handle changes in both
network architecture, hyperparameters, feature extraction methods, or other changes of
interest for researching their effect. It is desired to limit the amount of coding to implement
new changes and avoid clutter with different scripts for each change.

There are different ways of producing versatile code but the focus is not to produce the
best implementation of a versatile training and testing environment but rather limit the
amount of time the authors of this report has to spend to implement new ideas. Given
that the result of this report is not the environment for training and testing different
configurations of data, feature extraction methods, and/or neural networks, there will not
be made a well-informed choice for the best way to implement this versatile environment
but simply the first method that allowed for enough versatility for the above use-case.

Three different scripts are made that should be able to run independently; each with their
own objective. These are: train.py that trains all configurations of neural networks for this
project with minimal coding changes between configurations, test.py that tests the trained
networks on different test sets and saves all results of interest, and plot.py which should
show the results in easily digestible formats. The testing and plotting is split to allow
for style changes of graphical representations without rerunning the trained networks on
the test sets. This keeps the script to produce plots lightweight and fast such that style
changes can be implemented fast and easily.

Two methods are used to keep the scripts versatile: An argument parser argparse and
a configuration file parser ConfigParser. The argument parser allow for command line
arguments to be passed to the script. Thus making it possible for the programmer to
change high-level variables without changing the script. The configuration parser is similar
in that it allows for values from outside the script to be attributed to variables in the
code. The difference is that the configuration parser reads from a configuration file and
prevent that the programmer must write an exceedingly long command to run the script.
Furthermore the configuration file will then contain the exact settings that were used to
run the script. This allows for easy access in the future and is a crucial way to keep
the three scripts independent if certain high-level variables require the same initialization
across scripts. The configuration files will be used in all three scripts such to ensure
continuity and the setup is shown on Figure C.1.

The configuration files will be used to change hyperparameters, the neural network ar-
chitecture to use, the dataset, the feature extraction method, and how often to compute
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Figure C.1: Configuration files and script setup.

performance on the validation set during training. The argument parser will give the
user the ability to choose which configuration file to use along with some script specific
arguments.

C.1 Argument Parser Implementation

The argument parser is implemented as shown in Listing C.1.

Listing C.1: Code snippet of the argument parser for the three scripts.

### Argument parser in train.py
import argparse
if __name__ == '__main__"':
parser = argparse.ArgumentParser(description="Train neural network to detect adversarial
examples.’)
parser.add_argument(’'-cfg’,
type=str,
default='base_stft.ini’,
help='Configuration filename from "configs/" folder (default=base_stft.ini)’)
parser.add_argument('-usecuda’,
type=bool,
default=1,
choices=range(0, 2),
help='Do you want to use CUDA? yes=1 (default), no=0")
parser.add_argument('-gpuid’,
type=int,
default=1,
choices=range(0, 3),
help='Which GPU do you want to use? [0-2] (default=1l)’)
parser.add_argument(’--multiple’, '’
type=int,
default=1,
choices=range(1l, 11),

-m’,
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help='How many networks with different seed for initial weights should be trained?’)
parser.add_argument('--startseed’, '-ms’,
type=int,
default=0,
choices=range(0, 10),
help='What seed should the training start at?’)
parser.add_argument('--trainset’, '-T’,
type=str,
default='A",
choices=['A’, 'AB', 'B’', 'S’, 'NS’, '40’, ’'Tnoise’, 'alls’, 'alle’,
"cafTO®’, 'cafT5’, ’'cafTl0’, ’'cafTl5’, 'cafT20’, ’'cafall’,
'B128’, 'BS’, 'BNS’],
help='Which training set to use?’)
parser.add_argument(’'--valset’, '-V’,
type=str,
default='Same’,
choices=['A’, 'B’, 'S’, 'NS’, "40A’, '40B’, 'norm’, ’'Snoise’,
'se’, 's5’, 'sie’, 'S15’', 'S20’',
"cafTO’, 'cafT5’, ’'cafTl0’, 'cafTl5’, 'cafT20'],
help='What validation set to use? Same as training set if unspecified’)

args = parser.parse_args()
for i in range(args.startseed, args.multiple):
args.dataname = args.cfg.split(’'.")[0].split(’'_")[1]

args.outfolder = os.path.join(*['results’, # 'results/
args.cfg.split(’.’)[0].split('_")[0], # 'base/’
args.trainset, # "A/' or 'AB/’
"{}{}' .format(args.dataname, i)]) # 'mfccl/’ or 'stft5/’ or 'igfcc9/’

os.makedirs(args.outfolder, exist_ok=True)

np.random.seed(1i)
print(i)
train(config, args)

### Argument parser in test.py
import argparse
if __name__ == '__main__"':
parser = argparse.ArgumentParser(description='Evaluate performance of network’)
parser.add_argument(’'-cfg’,
type=str,
default='base_stft.ini’,
help='Configuration filename from "configs/" folder (default=base_stft.ini)')
parser.add_argument('-usecuda’,
type=int,
default=1,
choices=range(0, 2),
help='Do you want to use CUDA? (default=1l)’)
parser.add_argument('-gpuid’,
type=int,
default=1,
choices=range(0, 3),
help='Which GPU do you want to use? (default=2)")
parser.add_argument('--trainset’, '-T’,
type=str,
default="A",
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choices=['A’, 'AB’', 'B’', 'S’, 'NS’, "40A’, ’'Tnoise’, 'alls’, 'alle’,
"cafTO’, 'cafT5’, ’'cafTl0’, ’'cafT1l5’, 'cafT20’, ’'cafall’,
'B128’', 'BS’', 'BNS'],

help='Which training set to use?’)

parser.add_argument('--testset’, '-S’,

type=str,

default="all’,

choices=['all’, 'A’, 'B’, 'S’, 'NS’, '40A’', '40B’', 'norm’, ’'Snoise’,

'se’, 's5', 'S10’, 'S15’, ’'S20’, ’'noise’],
help='Which test set to use?’)

args = parser.parse_args()

args.dataname = args.cfg.split(’.’)[0].split('_")[1]

args.outfolder = os.path.join(*['results’, # ’'Results/base/A/stft’ or ’'results/base/NS/
mfcc’ etc.
args.cfg.split(’'.’)[0].split(’'_")[0], args.trainset, args.dataname])

Test(config, args)

### Argument parser in plot.py
import argparse
if __name__ == '__main__"':
parser = argparse.ArgumentParser(description='Plot performance of network’)
parser.add_argument(’'plot’,
type=str,
choices=['all’, 'roc’, ’'val_acc’, ’loss’, 'wrong'l,
help='Which plot do you want to display?’)
parser.add_argument(’'-cfg’,
type=str,
default='base_mfcc.ini’,
help='Configuration filename from "configs/" folder (default=base_stft.ini)’)
parser.add_argument('--testset’, '-S’,
type=str,
default="A",
choices=['A’, 'B’, 'S’', 'NS’, "40A’, '40B’, 'norm’, ’Snoise’,
'se’, 's5', ’'si1e’, ’'S15', 's20’],
help='Which test set should be used?’)
parser.add_argument('--trainset’, '-T’,
type=str,
default="A",
choices=['A’, 'AB’, 'B’, 'S’, 'NS’, '40A’, 'Tnoise’, ’'all5’, 'allé’,
"cafTO’, 'cafT5’, ’'cafTl0’, 'cafTl5’, 'cafT20’, ’'cafall’],
help='Which training set to use?’)
parser.add_argument(’'-pf’,
action='store_const’,
const=1,
default=0,
help='Evaluate on a per file basis instead of a per block basis’)

’

args = parser.parse_args()
args.dataname = args.cfg.split(’.’)[0].split('_")[1]
args.outfolder = os.path.join(*x['results’, # ’'Results/base/A/stft’ or ’'results/base/NS/

mfcc’ etc.
args.cfg.split(’.’)[0].split(’'_")[0], args.trainset, args.dataname])
args.pf = '_pf’ if args.pf else '’
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if args.plot == 'roc’:
Test_ROC(config, args)

elif args.plot == ’'loss’:
Train_loss(config, args)

elif args.plot == ’val_acc’:
Validation_acc(config, args)

elif args.plot == 'wrong’:
Wrong_names(config, args)

elif args.plot == ’all’:

Train_loss(config, args)
Validation_acc(config, args)
Test_ROC(config, args)

The main function of the argument parser is to switch between configuration files. The
argument parser will also make sure all training and test data associated with a given
configuration file is saved in a folder corresponding to the name of the configuration file.
Thus when the same configuration file is used in the test or plot script, the associated
networks and results are automatically used as the folder structure is a direct consequence
of the configuration file name.

C.2 Configuration Parser Implementation
The configuration parser is implemented as shown in Listing C.2.

Listing C.2: Code snippet of the configuration parser in the train.py script.

from configparser import ConfigParser
import models # Custom script containing neural network architectures
def train(config, args):

### Code above removed for simplicity

### Architecture

model_class = getattr(models, config['Architecture’][’'Model’])

net = model_class(x.shape[2], x.shape[3])

### Code below removed for simplicity

if __name__ == '__main__"':
### Argument parser code here
config = ConfigParser(allow_no_value=True)
config.read(os.path.join('configs’, args.cfg))
train(config, args)

The configuration parser reads the configuration file specified by the user and uses the
values stored in the file e.g. to choose the neural network architecture defined in a mod-
els.py script. If it is desired to train a new network, test its performance and plot the
results, it is as simple as defining the new architecture in the models.py script, creating a
new configuration file that specifies that the new architecture should be used and spec-
ifying that the scripts should use the new configuration file with the argument parser.
The process of getting new results is exceptionally time efficient for the user as the most
time-consuming part is defining a new network architecture. The rest is copy-pasting a
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Appendix C. Automatic Training and Testing with Configuration Files

configuration file and changing the name of the model to use, and then writing a single
command for each script. The rest is handled automatically.

An example of a configuration file is shown in Listing C.3. The structure should remain
the same but changing the values of the hyperparameters does not require any coding
changes and are all neatly grouped together for ease of use.

Listing C.3: Example of the configuration file base_mfcc.ini.

[Data_A]

dataset = mfcc_A.npz

percent is train set = 0.7
percent is test set = 0.2
percent is validation set = 0.1

[Data_B]

dataset = mfcc_B.npz

percent is train set = 0.7
percent is test set = 0.2
percent is validation set = 0.1

[Architecture]
Model = Detection

[Training Methodology]
epochs = 50

batch size = 64
learning rate = le-4
betal = 0.9

beta2 = 0.999

[Validation]
val interval

1}
(6]

[Print]
running loss = True
loss interval = 10
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Appendix D. Performance Evaluation of Baseline Model Trained on White Box Attacks

D | Performance Evaluation of Base-

line Model Trained on White Box
Attacks

Name: Group 1070
Date 2/5 - 2019

D.1 Purpose

The purpose of this test is to evaluate the performance of the baseline model that was
trained on white box attacks with different feature extraction methods. The model’s
performance of each feature extraction method will be evaluated on both white box attacks
and black box attacks.

Test setup

The baseline model shown on Figure 8.1 is trained on a dataset with white box attacks
using the five different feature extraction methods: STFT, MFCC, GFCC, IMFCC, and
IGFCC. This results in 5 different models; one for each method. Each model is trained 10
times with different random initial weights to compute the statistical significance of the
performance w.r.t. both model architecture and feature extraction method. All models
and all initializations are tested on both white box and black box attacks. The dataset
of white box attacks will be referred to as dataset A and the dataset of black box attacks
as dataset B. Both datasets are split into subsets with the following distribution: 70% is
the training set, 20% is the test set, and 10% is the validation set. This test will evaluate
the performance on test set A and test set B.

In summary:

1. Train 10 models on training set A for each feature extraction method.
2. For each feature extraction method, test all corresponding models on test set A.

3. For each feature extraction method, test all corresponding models on test set B.

This appendix will show the results of the different tests.

D.2 Procedure

The procedure for evaluating the performance of the model is as follows:
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1. Run the train.py script with arguments as follows.

python train.py -cfg base_stft.ini -m 10 -T A

2. Repeat the above with the base_mfcc.ini, base_gfcc.ini, base_imfcc.ini, and base_igfcc.ini
configuration files.

3. Run the test.py script with arguments as follows.

python test.py -cfg base_stft.ini -T A

4. Repeat the above with the base_mfcc.ini, base_gfcc.ini, base_imfcc.ini, and base_igfcc.ini
configuration files.

5. Run the plot.py script with arguments as follows.

1 | python plot.py roc -cfg base_stft.ini -T A -S A
2 | python plot.py roc -cfg base_stft.ini -T A -S B
3 | python plot.py val_acc -cfg base_stft.ini -T A

Any of the configuration files could have been used in the final command line as all feature
extraction methods are used in the plot script. The configuration file simply determines
the model to use in the plot.py script.

D.3 Results

The reported results are the outputs from the plot.py script that computes the evaluation
metrics based on the output of the test.py script. The accuracy of the model is shown on
Table D.1. The accuracy of the model on the validation set during training is shown on
Figure D.1 with the 95th percentile confidence interval shown. The mean false negative
rate over the mean false positive rate is shown for test set A and B on Figure D.2.

Table D.1: Accuracy in percent of the baseline model on test set A and test set B with difference feature
extraction methods.

Method Accuracy on A Accuracy on B
STFT 93.39 + 0.60 91.67 + 1.59
MFCC 96.73 + 0.10 53.82 + 3.11
IMFCC 98.55 + 0.10 93.18 + 0.83
GFCC 94.39 + 0.24 56.45 + 2.44
IGFCC 98.54 + 0.14 89.82 4+ 1.02
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Figure D.1: Validation accuracy of the baseline model trained on training set A and evaluated on
validation set A.
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Figure D.2: Mean False positive and false negative rate curve of all models trained with A and tested
on A and B respectively with STFT, MFCC, IMFCC, GFCC and IGFCC.
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Appendix E. Performance Evaluation of Baseline Model Trained on Black Box Attacks

E | Performance Evaluation of Base-
line Model Trained on Black Box

Attacks

Name: Group 1070
Date 14/5 - 2019

E.1 Purpose

The purpose of this test is to evaluate the performance of the baseline model that was
trained on black box attacks with different feature extraction methods. The model’s
performance of each feature extraction method will be evaluated on both white box attacks
and black box attacks.

Test setup

The baseline model shown on Figure 8.1 is trained on a dataset with black box attacks
using the five different feature extraction methods: STFT, MFCC, GFCC, IMFCC, and
IGFCC. This results in 5 different models; one for each method. Each model is trained 10
times with different random initial weights to compute the statistical significance of the
performance w.r.t. both model architecture and feature extraction method. All models
and all initializations are tested on both white box and black box attacks. The dataset
of white box attacks will be referred to as dataset A and the dataset of black box attacks
as dataset B. Both datasets are split into subsets with the following distribution: 70% is
the training set, 20% is the test set, and 10% is the validation set. This test will evaluate
the performance on test set A and test set B.

In summary:

1. Train 10 models on training set B for each feature extraction method.
2. For each feature extraction method, test all corresponding models on test set A.

3. For each feature extraction method, test all corresponding models on test set B.

This appendix will show the results of the different tests.

E.2 Procedure

The procedure for evaluating the performance of the model is as follows:
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1. Run the train.py script with arguments as follows.

python train.py -cfg base_stft.ini -m 10 -T B

2. Repeat the above with the base_mfcc.ini, base_gfcc.ini, base_imfcc.ini, and base_igfcc.ini
configuration files.

3. Run the test.py script with arguments as follows.

python test.py -cfg base_stft.ini -T B

4. Repeat the above with the base_mfcc.ini, base_gfcc.ini, base_imfcc.ini, and base_igfcc.ini
configuration files.

5. Run the plot.py script with arguments as follows.

1 | python plot.py roc -cfg base_stft.ini -T B -S A
2 | python plot.py roc -cfg base_stft.ini -T B -S B
3 | python plot.py val_acc -cfg base_stft.ini -T B

Any of the configuration files could have been used in the final command line as all feature
extraction methods are used in the plot script. The configuration file simply determines
the model to use in the plot.py script.

E.3 Results

The reported results are the outputs from the plot.py script that computes the evaluation
metrics based on the output of the test.py script. The accuracy of the model is shown on
Table E.1. The accuracy of the model on the validation set during training is shown on
Figure E.1 with the 95th percentile confidence interval shown. The mean false negative
rate over the mean false positive rate is shown for test set A and B on Figure E.2.

Table E.1: Accuracy in percent of the baseline model on test set A and test set B with difference feature
extraction methods.

Method Accuracy on A Accuracy on B
STFT 64.74 + 1.13 99.40 + 0.17
MFCC 57.96 £ 0.76 99.06 + 0.14
IMFCC 86.85 + 1.44 99.75 £ 0.07
GFCC 58.58 + 1.29 98.89 + 0.24
IGFCC 85.26 + 2.48 99.72 4+ 0.09
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Figure E.1: Validation accuracy of the baseline model trained on training set B and evaluated on
validation set B.
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Figure E.2: Mean False positive and false negative rate curve of all models trained with B and tested
on A and B respectively with STFT, MFCC, IMFCC, GFCC and IGFCC.
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Appendix F. Performance Evaluation of Baseline Model Trained on White Box and Black Box
Attacks

F | Performance Evaluation of Base-
line Model Trained on White Box
and Black Box Attacks

Name: Group 1070
Date 2/5 - 2019

F.1 Purpose

The purpose of this test is to evaluate the performance of the baseline model that was
trained on both white box and black box attacks with different feature extraction methods.
The model’s performance of each feature extraction method will be evaluated on both
white box attacks and black box attacks.

Test setup

The baseline model shown on Figure 8.1 is trained on the combination of a dataset with
white box attacks and a dataset with black box attacks using the five different feature
extraction methods: STFT, MFCC, GFCC, IMFCC, and IGFCC. This results in 5 differ-
ent models; one for each method. Each model is trained 10 times with different random
initial weights to compute the statistical significance of the performance w.r.t. both model
architecture and feature extraction method. All models and all initializations are tested
on both white box and black box attacks. The dataset of white box attacks will be re-
ferred to as dataset A and the dataset of black box attacks as dataset B. The combination
of datasets will be referred to as dataset AB. Both datasets are split into subsets with
the following distribution: 70% is the training set, 20% is the test set, and 10% is the
validation set. Dataset A and dataset B are split into these subsets before merging them
into training set AB, etc. This test will evaluate the performance on test set A and test
set B.

In summary:

1. Train 10 models on training set AB for each feature extraction method.
2. For each feature extraction method, test all corresponding models on test set A.

3. For each feature extraction method, test all corresponding models on test set B.
This appendix will show the results of the different tests.
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Attacks

F.2 Procedure

The procedure for evaluating the performance of the model is as follows:

1. Run the train.py script with arguments as follows.

python train.py -cfg base_stft.ini -m 10 -T AB

2. Repeat the above with the base_mfcc.ini, base_gfcc.ini, base_imfcc.ini, and base_igfcc.ini
configuration files.

3. Run the test.py script with arguments as follows.

python test.py -cfg base_stft.ini -T AB

4. Repeat the above with the base_mfcc.ini, base_gfcc.ini, base_imfcc.ini, and base__igfcc.ini
configuration files.

5. Run the plot.py script with arguments as follows.

1 | python plot.py roc -cfg base_stft.ini -T AB -S A
2 | python plot.py roc -cfg base_stft.ini -T AB -S B
3 | python plot.py val_acc -cfg base_stft.ini -T AB

Any of the feature specific configuration files could have been used with the plot.py script
as all feature extraction methods are used in the plot script. The configuration file simply
determines the model to use in the plot.py script.

F.3 Results

The reported results are the outputs from the plot.py script that computes the evaluation
metrics based on the output of the test.py script. The accuracy of the model is shown on
Table F.1. The accuracy of the model on the validation set during training is shown on
Figure F.1 with the 95th percentile confidence interval shown. The mean false negative
rate over the mean false positive rate is shown for test set A and B on Figure F.2.
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Attacks

Table F.1: Accuracy in percent of the baseline model trained on training set AB and tested on test set
A and test set B with different feature extraction methods.

Method Accuracy on A Accuracy on B
STFT 92.89 + 0.81 99.42 4+ 0.09
MFCC 95.63 £ 0.35 98.22 + 0.27
IMFCC 98.15 + 0.22 99.56 + 0.12
GFCC 93.15 + 0.48 97.68 £+ 0.31
IGFCC 98.00 4+ 0.34 99.46 + 0.32
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Figure F.1: Validation accuracy of the baseline model trained on training set AB and evaluated on
validation set AB.

The results from training with AB and testing with A and the B are shown in Figure F.2.
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Attacks
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Figure F.2: Mean false negative and false positive rate of the baseline implementation trained with
dataset AB and evaluated with dataset A and dataset B with different feature extraction methods.
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Appendix G. Performance Evaluation of Baseline Model - Per File

G | Performance Evaluation of Base-
line Model - Per File

Name: Group 1070
Date 7/5 - 2019

G.1 Purpose

The purpose of this test is to evaluate the performance of the baseline model when per
file based evaluation is used. The test will be performed separately on the models trained
with white box data, black box data, and white and black box data combined. The three
tests are evaluated on the five feature extraction methods STFT, MFCC, IMFCC, GFCC,
and IGFCC.

Test setup

The models trained in Appendix D, Appendix E and Appendix F are per file based tested
on the white box data and the black box data using the five different feature extraction
methods: STFT, MFCC, GFCC, IMFCC, and IGFCC. The reason of this test is partly
seen in Figure G.1 showing all false positive and false negative blocks from the MFCC
test from Appendix D.

Names of wrong files for MFCC

adv-long2long-016136.wavblock10
adv-long2long-016136.wavblock12
adv-long2medium-007792.wavblock10
adv-long2medium-00779 block1l
adv-long2medium- 61 vblock7
adv-long2short-002622.wavblocké
adv-long2short-003816.wavblock5
adv-long2short-003816.wavblock8
adv-long2short-004283.wavblock2
adv-long2short-007792.wavblock3

adv-long2short-010740.wavblock3
adv-long2short-016571.wavblock9
adv-long2short-017108.wavblock4
adv-medium2short-001214.wavblock5

adv-medium2short-00 .wavblock4
adv-medium2short-00 .wavblockl
adv-medium2short-0 9.wavblock2
adv-medium2short-003319.wavblock4
adv-short2short-008701.wavblockl
sample-074512.wavblock2
sampl 74 .wavblock5
sample-116512.wavblock2

Figure G.1: .

In Figure G.1 it is seen the largest number of misclassified blocks from the same file is
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two. Thus it should be possible to increase a models accuracy by collecting all blocks of
one file and evaluate on the blocks average predictions. Three different datasets are used
to train in Appendix D, Appendix E and Appendix F. 10 models are trained on each
dataset to be able to calculate confidence intervals. For simplicity the models trained in
Appendix D will be referred to as model A, Appendix E as model B, and Appendix F
as model AB. For each of these three models the per file based evaluation is tested on
each of the five feature extraction methods for both white box data (A) and black box
data (B). From this test a total of 30 results will be obtained.

In summary:

1. For each feature extraction method, test per file based evaluation of model A on
test set A and test set B

2. For each feature extraction method, test per file based evaluation of model B on
test set A and test set B

3. For each feature extraction method, test per file based evaluation of model AB on
test set A and test set B

This appendix will show the results of the different tests.

G.2 Procedure

The procedure for evaluation the per file based evaluation is as follows:

1. Run the plot.py script with arguments as follows.

1 | python plot.py roc -cfg base_stft.ini -T A -S A -pf
2 | python plot.py roc -cfg base_stft.ini -T A -S B -pf

2. Repeat step one with the argument -T set to B and AB.

Any of the feature specific configuration files could have been used with the plot.py script
as all feature extraction methods are used in the plot script. The configuration file simply
determines the model to use in the plot.py script.

G.3 Results

The reported results are the outputs from the plot.py script that computes the evaluation
metrics based on the output of the test.py script. The per file based accuracy’s of the
models are shown on Table G.1.
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Table G.1: Accuracy in percent of the baseline model evaluated on a per file basis with different training
sets, test sets, and feature extraction methods. 74 — Sa means the model was trained with the white
box training set T4 and tested on the white box testing set S4, etc.

STFT MFCC IMFCC GFCC IGFCC
Ta—Sa | 9758 £0.36 99.80 £ 0.19 99.83 + 0.14 99.44 + 0.21 99.75 £+ 0.15
Ta—Sp | 9278 £2.13 52.03 £ 2.37 94.15 + 0.84 53.89 £ 2.46 90.65 £+ 1.02
Tp — Sa | 65.84 £2.29 5817 £ 0.98 93.65 + 1.59 58.71 £ 1.62 92.20 4+ 2.94
Tg — Sp | 99.58 £ 0.14 99.72 + 0.20 99.99 £ 0.03 99.66 £+ 0.23 99.97 + 0.05
Tap — Sa | 97.36 £ 0.46  99.75 £ 0.20 99.63 + 0.21 98.96 &+ 0.37 99.72 + 0.19
Tap — Sp | 99.65 £ 0.07 99.21 £ 0.33 99.89 £ 0.08 98.96 £ 0.24 99.75 £ 0.22
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Appendix H. Performance Evaluation of Baseline Model Trained on White Box Speech
Nonspeech data

H | Performance Evaluation of Base-
line Model Trained on White Box
Speech Nonspeech data

Name: Group 1070
Date 14/5 - 2019

H.1 Purpose

The purpose of this test is to evaluate the performance of the baseline model trained on
white box data, when using speech nonspeech data as test set and training set. The test is
performed on each of the five feature extraction methods STFT, MFCC, GFCC, IMFCC,
and IGFCC.

Test setup

The test is split into two parts. The first part is where the model used for testing is the
model trained in Appendix D which will be refered to as model A. The second part is
where the baseline model is trained individually on the speech segments and the nonspeech
segments of the white box dataset. These two models will be refered to as model S and
model NS The test data is generated from the white box dataset where each example is
split into speech and nonspeech parts as described in Chapter 9, thereby obtaining the
speech-nonspeech dataset. As the speech-nonspeech dataset is generated from the white
box dataset only 20% of the speech-nonspeech dataset is used for testing. Model A,
model S and model NS are tested for the five feature extraction methods first using
speech data as test set and secondly using nonspeech data as test set.

In summary:
1. For each feature extraction method, test model A, model S and model NS using
speech data as test set.
2. For each feature extraction method, test model A, model S and model NS using

nonspeech data as test set.

This appendix will show the results of the different tests.
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Nonspeech data

H.2 Procedure

The procedure for evaluating the performance of model A when testing on speech-
nonspeech data is as follows:

1. Run the test.py script with arguments as follows.

python test.py -cfg base_stft.ini -T A

2. Repeat the above with the base_mfcc.ini, base_gfcc.ini, base_imfcc.ini, and base_igfcc.ini
configuration files.

3. Run the plot.py script with arguments as follows.

1 | python plot.py roc -cfg base_stft.ini -T A -S S
2 | python plot.py roc -cfg base_stft.ini -T A -S NS

Any of the configuration files could have been used in the final command line as all feature
extraction methods are used in the plot script. The configuration file simply determines
the model to use in the plot.py script.

The procedure for evaluating the performance of model S and model NS when testing
on speech-nonspeech data is as follows:

1. Run the train.py script with arguments as follows.

python train.py -cfg base_stft.ini -m 10 -T S
python train.py -cfg base_stft.ini -m 10 -T NS

2. Repeat the above with the base_mfcc.ini, base_gfcc.ini, base_imfcc.ini, and base_igfcc.ini
configuration files.

3. Run the test.py script with arguments as follows.

python test.py -cfg base_stft.ini -T S
python test.py -cfg base_stft.ini -T NS

4. Repeat the above with the base_mfcc.ini, base_gfcc.ini, base_imfcc.ini, and base_igfcc.ini
configuration files.

5. Run the plot.py script with arguments as follows.
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Nonspeech data

Appendix H.

-TS-SS

-T S -S NS
-T NS -S' S
-T NS -S NS

python plot.py roc
python plot.py roc
python plot.py roc
python plot.py roc

-cfg base_stft.ini
-cfg base_stft.ini
-cfg base_stft.ini
-cfg base_stft.ini

N

Any of the configuration files could have been used in the final command line as all feature
extraction methods are used in the plot script. The configuration file simply determines
the model to use in the plot.py script.

H.3 Results

The reported results are the outputs from the plot.py script that computes the evaluation
metrics based on the output of the test.py script. The accuracies of model A are shown
on Table H.1 and the accuracies of model S and model NS are shown on Table H.2.
The mean false negative rate over the mean false positive rate for model A is shown for
test set speech on Figure H.1a and for test set nonspeech on Figure H.1b. The mean false
negative rate over the mean false positive rate for model S and model NS is shown for
test set speech on Figure H.2a and Figure H.3a, and for test set nonspeech on Figure H.2b
and Figure H.3b.

Table H.1: Accuracy in percent of model A with test sets being speech data and nonspeech data.
Ta — Ss means the model was trained with the white box training set 74 and tested on the white box
testing set only speech Sg only nonspeech Syg.

STFT MFCC IMFCC GFCC IGFCC
Ta— Ss | 8388 £1.19 9588 £ 0.21 97.77 £ 0.19 93.29 +£ 0.45 97.67 + 0.12
Ta— Sys | 97.11 £ 0.50 98.15 £ 0.23 99.55 + 0.14 97.12 £ 0.44 99.67 £+ 0.14

Table H.2: Accuracy in percent of the baseline model with different training sets, test sets, and feature
extraction methods. Tgy — Sg means the model was trained with the white box training set segmented
into nonspeech Tgy and tested on the white box testing set segmented into only speech Sg.

STFT MFCC IMFCC GFCC IGFCC
Ts — Ss 90.36 £ 0.55 96.09 £ 0.23 98.07 £ 0.19 93.68 £ 0.34 97.93 £ 0.10
Ts — Sns | 84.05 £6.09 91.18 £ 1.38 98.55 + 0.40 89.07 £ 2.02 98.80 £+ 0.23
Tns — Sns | 96.24 + 0.32 98.64 £ 0.23 99.71 + 0.11 97.51 £ 0.23 99.76 + 0.13
Tns =+ Ss | 61.63 £1.39 84.80 £ 1.45 90.05 + 0.93 79.08 £ 1.10 89.98 £ 0.70
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Nonspeech data
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Figure H.1: Mean False positive and false negative rate curve of model A tested on speech and
nonspeech data with STFT, MFCC, IMFCC, GFCC and IGFCC.
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Figure H.2: Mean False positive and false negative rate curve of model S tested on speech and non-
speech data with STFT, MFCC, IMFCC, GFCC and IGFCC.
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Nonspeech data
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Figure H.3: Mean False positive and false negative rate curve of model NS tested on speech and
nonspeech data with STFT, MFCC, IMFCC, GFCC and IGFCC.
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Appendix I. Performance Evaluation of Baseline Model with noise added to white box dataset

I | Performance Evaluation of Base-
line Model with noise added to
white box dataset

Name: Group 1070
Date 15/5 - 2019

I.1 Purpose

The purpose of this test is to evaluate the performance of the baseline model trained on
white box data, when cafeteria noise is added to the test set. The model will be tested on
five test sets each with a specified SNR being: 0dB, 5dB, 10dB, 15dB and 20dB. Each of

these test sets are evaluated using the STFT, MFCC, IMFCC, GFCC and IGFCC feature
extraction methods.

Test setup

The model used for testing is the model trained in Appendix D which will be refered to
as model _A. Model A is tested on the five cafeteria noisy test sets: Spas, Ssa, S104B,
Sisqp and Sypqp. For each test dataset 20% of the data is used. This is because the noise
datasets are generated using the white box dataset as described in Appendix B, and it is
not wanted to have replicas from the training set in the test set. Per file based evaluation
is used in all tests

In summary:

1. For each feature extraction methods; test model A on the five cafeteria noisy test
sets: Soas, SsaB; S10dB; S15aB and Sxas-

This appendix will show the results of the different tests.

1.2 Procedure

The procedure for evaluating the performance of model A when testing on the five cafe-
teria noisy test sets is as follows:

1. Run the test.py script with arguments as follows.
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python test.py -cfg base_stft.ini -T A -S noise

2. Repeat the above with the base_mfcc.ini, base_gfcc.ini, base_imfcc.ini, and base_igfcc.ini
configuration files.

3. Run the plot.py script with arguments as follows.

-T A
-T A
-T A
-T A
-T A

-S SO
-S S5
-S S10
-S S15
-S 520

python plot.py roc
python plot.py roc
python plot.py roc
python plot.py roc
python plot.py roc

-cfg base_stft.ini
-cfg base_stft.ini
-cfg base_stft.ini
-cfg base_stft.ini
-cfg base_stft.ini

T W N~

Any of the configuration files could have been used in the final command line as all feature
extraction methods are used in the plot script. The configuration file simply determines
the model to use in the plot.py script.

1.3 Results

The reported results are the outputs from the plot.py script that computes the evaluation
metrics based on the output of the test.py script. The accuracy of the model is shown on
Table I.1. The mean false negative rate over the mean false positive rate is shown for test
set Spg on Figure I.1a, Ssqg on Figure I.1b, Sjpqg on Figure I.1c, Si5qp on Figure 1.1d
and Sypqp on Figure I.1e.

Table I.1: Accuracy in percent of the baseline model trained on 7, with different test sets, and feature
extraction methods. T4 — Spgp means the model was trained with the white box training set 74 and
tested on the noisy test set Spqs.

STFT MFCC IMFCC GFCC IGFCC

Ta — Soap | 78.57 £ 2.58 53.03 £ 1.16 64.66 = 0.93 50.84 £ 0.52 65.65 £ 0.63

Ta — Ssap | 86.91 £ 247 62.58 &+ 2.18 70.45 £ 1.45 5848 +1.96 71.94 + 1.19

Ta — Soa | 90.67 £ 1.25 72.08 £ 2.06 79.55 = 1.53 66.07 £ 1.65 81.66 £ 0.85

Ta — Sisap | 93.65 £ 0.63  85.31 £ 0.83 89.27 + 0.87 80.42 £ 2.93 89.35 £ 0.90

Ta — Sopap | 95.06 £ 0.48 89.30 &£ 1.17 93.85 £ 0.81 85.90 £ 1.65 94.02 &+ 0.74
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Figure I.1: Mean False positive and false negative rate curve of model A tested on Spgg, SsaB, S10dB,

S15a and SopaB-
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Appendix J. Performance Evaluation of Baseline Model training and testing on equal SNRs

J | Performance Evaluation of Base-
line Model training and testing
on equal SNRs

Name: Group 1070
Date 26/5 - 2019

J.1 Purpose

The purpose of this test is to evaluate the performance of the baseline model trained on
white box data where a speficied amount of cafeteria noise has been added. The model is
then tested on white box data where an equal amount of cafeteria noise have been added.
The amounts of noise which are investigated are the SNRs: 0dB, 5dB, 10dB, 15dB and
20dB. Each of these test sets are evaluated using the STFT, MFCC, IMFCC, GFCC and
IGFCC feature extraction methods.

Test setup

The baseline model described in Chapter 8 is trained individually on the five cafeteria
noisy training sets: 7oa, 7548, 7104, T1saB and Tsoqs. The five SNR dependend models
are tested on their corresponding cafeteria noisy test sets. The model trained with 7oqp
is tested on Spgp, the model trained with 754 is tested on Ssqp and so forth. 70% of the
cafeteria noisy training set is used for training set, 10% of the cafeteria noisy training set
is used for validation set and 20% of the cafeteria noisytest set is used for test set.

In summary:

1. For each feature extraction method; individually train a model using the five cafe-
teria noisy training sets: 76dB; 73(1}3, 7—1001]3, 7—15dB and 7500113.

2. For each feature extraction method; test the five trained models on their SNR
corresponding test set.

This appendix will show the results of the different tests.

J.2 Procedure

The procedure for evaluating the performance of training and testing on equal SNRs is
as follows:
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1. Run the train.py script with arguments as follows.

python train.py -cfg base_stft.ini -m 10 -T cafTo0
python train.py -cfg base_stft.ini -m 10 -T cafT5
python train.py -cfg base_stft.ini -m 10 -T cafT10e
python train.py -cfg base_stft.ini -m 10 -T cafT15
python train.py -cfg base_stft.ini -m 10 -T cafT20

2. Repeat the above with the base_mfcc.ini, base_gfcc.ini, base_imfcc.ini, and base__igfcc.ini
configuration files.

3. Run the test.py script with arguments as follows.

python test.py -cfg base_stft.ini -T cafTO@ -S noise
python test.py -cfg base_stft.ini -T cafT5 -S noise
python test.py -cfg base_stft.ini -T cafT1l0 -S noise
python test.py -cfg base_stft.ini -T cafT1l5 -S noise
python test.py -cfg base_stft.ini -T cafT20 -S noise

4. Repeat the above with the base_mfcc.ini, base_gfcc.ini, base_imfcc.ini, and base_igfcc.ini
configuration files.

5. Run the plot.py script with arguments as follows.

python plot.py roc -cfg base_stft.ini -T cafT@ -S SO
python plot.py roc -cfg base_stft.ini -T cafT5 -S S5
python plot.py roc -cfg base_stft.ini -T cafT1l0 -S S10
python plot.py roc -cfg base_stft.ini -T cafT1l5 -S S15
python plot.py roc -cfg base_stft.ini -T cafT20 -S S20

T W N~

Any of the configuration files could have been used in the final command line as all feature
extraction methods are used in the plot script. The configuration file simply determines
the model to use in the plot.py script.

J.3 Results

The reported results are the outputs from the plot.py script that computes the evaluation
metrics based on the output of the test.py script. The accuracies of the models are shown
on Table J.1. The mean false negative rate over the mean false positive rate is shown
for test set Spgg on Figure J.1la, Ssqg on Figure J.1b, Sjoqg on Figure J.1c, Sisqg on
Figure J.1d and Sygqp on Figure J.1e.
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Table J.1: Accuracy in percent of the baseline model with different training sets, test sets, and feature
extraction methods. Togp — Spqs means the model was trained on noisy training set with 0dB SNR and
tested on the noisy test set with 0 dB SNR.

STFT MFCC IMFCC GFCC IGFCC
Toas — Soas | 92.05 = 0.81 58.12 £ 1.39 95.76 + 0.45 57.58 + 1.02 96.35 + 0.66
Tsap — Ssap | 91.77 £ 1.92 67.70 £ 1.13 96.69 £+ 0.31 67.13 & 1.55 97.25 £ 0.38
Tioas — S10aB | 93.85 £ 0.42 79.21 £ 1.00 97.30 £ 0.43  76.07 &= 1.09 97.75 £ 0.42
Tisap = S1sas | 93.03 £ 4.57 85.25 £ 1.65 93.90 £ 0.56 84.07 £ 0.78 94.66 £ 0.35
To0as — Saoap | 94.78 = 0.51  90.00 £ 1.00 94.19 £ 0.51 87.08 £ 0.87 93.65 £ 0.46
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Figure J.1: Mean False positive and false negative rate curve of training and testing af model on data
with same SNRs.

19GR1070 124



Appendix K. Performance Evaluation of Baseline Model trained narrowly noise wise

K | Performance Evaluation of Base-
line Model trained narrowly noise
wise

Name: Group 1070
Date 26/5 - 2019

K.1 Purpose

The purpose of this test is to evaluate the performance of the baseline model trained on
white box data where an unspecified amount of cafeteria noise has been added. The model
is then tested on white box data where a specified amount of cafeteria noise have been
added. The specified amounts of noise in the test sets are the SNRs: 0dB, 5dB, 10dB,
15dB and 20dB. Each of these test sets are evaluated using the STFT, MFCC, IMFCC,
GFCC and IGFCC feature extraction methods.

Test setup

The baseline model described in Chapter 8 is trained individually on a combined cafeteria
noisy training set 7..s. This training set is a combination of the five cafeteria noisy training
sets: Toas, Tsas, T10as, Tisap and Taoqn, and T4. The trained model called model CAF is
tested individually on the five cafeteria noisy test sets: Spag, SsaB, S10dB, Si5aB and Sspgs.
70% of the cafeteria noisy training sets are used for training set, 10% of the cafeteria noisy
training sets are used for validation set and 20% of the cafeteria noisy test set is used for
test set.

In summary:
1. For each feature extraction method; Train the baseline model using 7e.r as training
set.
2. For each feature extraction method; test model CAF on the five cafeteria noisy

test sets: Spap, SsaB, S10aB, S15aB and Syap -

This appendix will show the results of the different tests.
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K.2 Procedure

The procedure for evaluating the performance of training on white box data with unspec-
ified amounts of cafeteria noise and testing on white box data with specified amounts of
cafeteria noise is as follows.:

1. Run the train.py script with arguments as follows.

python train.py -cfg base_stft.ini -m 10 -T cafall

2. Repeat the above with the base_mfcc.ini, base_gfcc.ini, base_imfcc.ini, and base__igfcc.ini
configuration files.

3. Run the test.py script with arguments as follows.

python test.py -cfg base_stft.ini -T cafall -S noise

4. Repeat the above with the base_mfcc.ini, base_gfcc.ini, base_imfcc.ini, and base_ igfcc.ini
configuration files.

5. Run the plot.py script with arguments as follows.

1 | python plot.py roc -cfg base_stft.ini -T cafall -S SO
2 | python plot.py roc -cfg base_stft.ini -T cafall -S S5
3 | python plot.py roc -cfg base_stft.ini -T cafall -S S10
4 | python plot.py roc -cfg base_stft.ini -T cafall -S S15
5 | python plot.py roc -cfg base_stft.ini -T cafall -S S20

Any of the configuration files could have been used in the final command line as all feature
extraction methods are used in the plot script. The configuration file simply determines
the model to use in the plot.py script.

K.3 Results

The reported results are the outputs from the plot.py script that computes the evaluation
metrics based on the output of the test.py script. The accuracies of the models are shown
on Table K.1. The mean false negative rate over the mean false positive rate is shown
for test set Spgg on Figure K.la, Ssqg on Figure K.1b, Sjpqg on Figure K.1c, Si5qg on
Figure K.1d and Syoqg on Figure K.1e.
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Table K.1: Accuracy in percent of the baseline model with different training sets, test sets, and feature
extraction methods. Tear — Spqp means the model was trained on the combined noisy training set of all
five SNRs and tested on the noisy test set with 0 dB SNR.

STFT MFCC IMFCC GFCC IGFCC
Teat = Soap | 92.88 £ 1.38 61.63 £ 1.88 95.90 + 0.27 62.92 £ 1.22 9542 + 2.12
Teat = Ssap | 94.85 £ 0.69 71.88 &£ 1.11 96.94 + 0.38 71.97 &+ 1.72 96.66 + 1.17
Teat = S10ap | 96.11 £ 0.54 80.17 £ 1.30 98.03 + 0.21 80.34 £ 1.52 97.92 £+ 0.78
Teat = Sisap | 97.14 £ 0.57 88.15 £ 0.97 99.04 + 0.27 85.81 £ 0.86 98.60 £ 0.59
Teat = Sooap | 96.82 £ 0.58 92.64 +£ 0.91 99.30 + 0.32 91.12 £ 1.13 98.96 + 0.46
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Figure K.1: Mean False positive and false negative rate curve of model CAF tested on Spqg, Ssds,

S10aB, S1sd and SapaB-

19GR1070

128



Appendix L. Evaluation of Baseline Model Tested on known noise type

L | Evaluation of Baseline Model Tested
on known noise type

Name: Group 1070
Date 27/5 - 2019

L.1 Purpose

The purpose of this test is to evaluate the performance of the baseline model trained on
white box data where an unspecified type and amount of noise has been added. The
model is then tested on white box data where specified amounts of cafeteria noise have
been added. The specified amounts of noise in the test sets are the SNRs: 0dB, 5dB,
10dB, 15dB and 20dB. Each of these test sets are evaluated using the STFT, MFCC,
IMFCC, GFCC and IGFCC feature extraction methods.

Test setup

The baseline model described in Chapter 8 is trained individually on a combined noisy
training set Tsypes- Lhis training set contains the white box data with no added noise and
white box data with the SNRs: 0dB, 5dB, 10dB, 15dB and 20dB. For each of the SNRs
six types of noise are present: CAF, BUS, STR, PED, BBL and SSN. The model trained
with Tgtypes Will be refered to as model 6types. Model 6types is tested individually on
the five cafeteria noisy test sets: Span, Ss5dB, Si0aB; SisaB and Ssoap. 70% of the cafeteria
noisy training sets are used for training set, 10% of the cafeteria noisy training sets are
used for validation set and 20% of the cafeteria noisy test set is used for test set.

In summary:

1. For each feature extraction method; Train the baseline model using Tgiypes as training
set.

2. For each feature extraction method; test model 6types on the five cafeteria noisy
test sets: Soap, Ssan, S10aB; Si5a and Szods -

This appendix will show the results of the different tests.

L.2 Procedure

The procedure for evaluating the performance of training on white box data with unspec-
ified amounts and types of noise and testing on white box data with specified amounts of
cafeteria noise is as follows.:
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1. Run the train.py script with arguments as follows.

python train.py -cfg base512 stft.ini -m 10 -T allé6

2. Repeat the above with the base512_mfcc.ini, baseb12_gfcc.ini, base512_imfcc.ini,
and baseb12_igfcc.ini configuration files.

3. Run the test.py script with arguments as follows.

python test.py -cfg base512_stft.ini -T allé -S noise

4. Repeat the above with the base512_mfcc.ini, baseb12_gfcc.ini, base512_imfcc.ini,
and baseb12_igfcc.ini configuration files.

5. Run the plot.py script with arguments as follows.

python
python
python
python
python

U W N -

plot.
plot.
plot.
plot.
plot.

py
py
py
py
py

roc
roc
roc
roc
roc

-cfg base512 stft
-cfg base512_stft
-cfg base512 stft
-cfg base512 stft
-cfg base512 stft

.ini
.ini
.ini
.ini
.ini

T e

alle
alle
alle
alle
alle

-S S0
-S S5
-S 510
-S S15
-S S20

Any of the configuration files could have been used in the final command line as all feature
extraction methods are used in the plot script. The configuration file simply determines
the model to use in the plot.py script.

L.3 Results

The reported results are the outputs from the plot.py script that computes the evaluation
metrics based on the output of the test.py script. The accuracies of the models are shown
on Table L.1. The mean false negative rate over the mean false positive rate is shown
for test set Spqp on Figure L.la, Ssqg on Figure L.1b, Sjgqg on Figure L.lc, Sisqp on
Figure L.1d and Ss0qp on Figure L.1e.
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Table L.1: Accuracy in percent of the baseline model with different training sets, test sets, and feature
extraction methods. Tgnoise — Soap means the model was trained on the combined noisy training set of
all six noise types and all five SNRs and tested on the noisy test set with 0 dB SNR.

STFT

MFCC

IMFCC

GFCC

IGFCC

Tonoise — SoaB
%noise — SSdB
%noise — 'SIOdB
Ténoise — S15dB

7—6noise — S2OdB

19GR1070

91.80 £ 1.36
94.44 £ 0.65
95.76 £ 0.40
96.83 £+ 0.44
97.13 £ 0.31

64.55 + 1.87
74.97 + 1.65
83.34 £ 1.60
90.90 £ 1.57
93.60 £ 1.12

94.86 + 0.79
97.44 £ 0.59
98.17 =+ 0.30
99.13 £ 0.20
99.33 £ 0.19

64.49 + 1.55
74.66 £ 1.56
82.67 £ 1.62
88.29 £ 0.59
92.19 £ 0.43

96.35 £ 0.57
97.61 + 0.50
98.23 £ 0.25
99.16 + 0.30
99.24 £ 0.27
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Figure L.1: Mean False positive and false negative rate curve of model_6types tested on Spqp, SsdB,
S10aB; S15aB and SaodB-
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M | Performance Evaluation: 5 Noise
Types

Name: Group 1070
Date 27/5 - 2019

M.1 Purpose

The purpose of this test is to evaluate the performance of the baseline model trained on 5
different types of noise with unspecified amounts. The model is then tested on white box
data where different amounts of cafeteria noise have been added. The amounts of noise
which are investigated are the SNRs: 0dB, 5dB, 10dB, 15dB and 20dB. Each of these test
sets are evaluated using the STFT, MFCC, IMFCC, GFCC and IGFCC feature extraction
methods.

Test setup

The baseline model described in Chapter 8 is trained on a noisy training set 7Tsnoise. This
dataset is a combination of 6 datasets with the following amounts of noise added: No
noise, 0 dB SNR, 5 dB SNR, 10 dB SNR, 15 dB SNR, and 20 dB SNR. Each of these sets
have a uniformly and independently selected noise type added to each file in the set from
the following noise types: BUS, STR, SSN, PED, and BBL. Thus each set contains many
different types of noise besides the set with additional noise and Ts,eise is the combination
of all these sets.

The model trained on Tspeise is tested on the cafeteria noisy test sets. 70% of the training
set is used for training set, 10% of the training set is used for validation set and 20% of

the test set is used for test set.

In summary:

1. For each feature extraction method: Train a model using 7s,0isc as a training set.

2. For each feature extraction method: Test the model on the 5 different test sets with
different SNRs; Soan, Ssa, S10dB; Sisap and Sapas.

M.2 Procedure

The procedure for evaluating the performance of training on 7s,0ise and testing on white
box data with different amounts of cafeteria noise is as follows:
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1. Run the train.py script with arguments as follows.

python train.py -cfg base512 stft.ini -m 10 -T all5

2. Repeat the above with the base512_mfcc.ini, baseb12_gfcc.ini, base512_imfcc.ini,
and baseb12_igfcc.ini configuration files.

3. Run the test.py script with arguments as follows.

python test.py -cfg base512_stft.ini -T all5 -S noise

4. Repeat the above with the base512_mfcc.ini, baseb12_gfcc.ini, base512_imfcc.ini,
and baseb12_igfcc.ini configuration files.

5. Run the plot.py script with arguments as follows.

python
python
python
python
python

U W N -

plot.
plot.
plot.
plot.
plot.

py
py
py
py
py

roc
roc
roc
roc
roc

-cfg base512 stft
-cfg base512_stft
-cfg base512 stft
-cfg base512 stft
-cfg base512 stft

.ini
.ini
.ini
.ini
.ini

T e

alls
alls
alls
alls
alls

-S S0
-S S5
-S 510
-S S15
-S S20

Any of the configuration files could have been used in the final command line as all feature
extraction methods are used in the plot script. The configuration file simply determines
the model to use in the plot.py script.

M.3 Results

The reported results are the outputs from the plot.py script that computes the evaluation
metrics based on the output of the test.py script. The accuracies of the models are shown
on Table M.1. The mean false negative rate over the mean false positive rate is shown for
the different test sets on Figure M.1.
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Table M.1: Accuracy in percent of the baseline model with different training sets, test sets, and feature
extraction methods. Tsnoise — Soap means the model was trained on the combined noisy training set of
all five noise types (CAF excluded) and all five SNRs and tested on the noisy test set with 0 dB SNR.

STFT

MFCC

IMFCC

GFCC

IGFCC

Tsnoise — SodB
7~5noise — SSdB
7?5n0ise — 'SIOdB
Tsnoise — S15dB

Enoise — S2OdB

19GR1070

89.83 £ 0.97
93.31 £ 1.38
95.34 £ 0.31
96.63 = 0.92
96.91 £ 0.70

64.69 + 2.03
74.69 + 1.34
82.36 +£ 1.11
89.86 £ 0.87
93.62 £ 0.87

94.86 £ 0.69
97.42 £ 0.42
97.67 £ 0.25
98.88 £ 0.16
99.10 £ 0.23

63.57 £+ 1.40
72.53 £ 2.48
79.72 £ 2.60
88.12 = 1.35
90.70 + 1.42

95.90 £ 0.82
97.39 £ 0.37
98.12 £+ 0.30
98.76 + 0.22
98.85 £ 0.28
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