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1. Introduction

Denmarkhasa populationof 5,748,769 inhabitant§EImesko2017, p. 4); moreoverijt isoneof the
mostdigitalized countriegnd isa part of the EuopeanUnion(EUYDanmark$tatistik2017, p. 5). A
recentlyreleasedreport from Statisticenmarkstatesthat morethan93% of the Danistpopulationuses
email.Further3.2 millionDanesaged betweenl16-89 were connectedo a socialmediaplatformin

2016 (Elmeskov017, p. 15). Thereisa riskof thatthisd e mo g r pegusbnaloferatiormay be
comprisedvhetherthishappendroma data leakage of a companyor hacking.

A recentstudyby Ciscashowshat 7 outof 10 youngsterdreachlTsecurityprotocolsat theirworkplace.
Forinstanceprivate electroniadevicesnay be connectedo the companywi-Fior maliciousinksmay be
accessedrom Facebookwhichcouldcompromiséhe securityof companyas a unifiedunit(AARUP,
2012, pp. 182). Howeverthereisa minimatesearch/literatureon Danisthighschoobktudentsind how
they perceivecybersecuritpntheinternetand socialmedia.Furthermoregarlier investigationeavenot
conductedn depthresearchaboutindividualstudentgand howthey comectand understandT securityin
theirdaily life.

A studyof Daniskelementaryand highschooktudentshowedhat 80% of the femalesand 60% of the
malesusedmorethan2 hourseveryday onsocialmedia(Glavind,2018, p. 19). Thigsa considerable
amounbf timebeingspentonlinewhetherit isthrougha mobiletablet or a laptop. On socialmedia,
severalcyberthreatsare presentwhetherit isthroughan attachmenbor a linkthat is packedwith
dangerousnaliciousoftwarethat canharmthe individual userConsideringhe amounof timeDanish
youngsterspendonline,t wouldbe interestingo knowhowthey protectthemselveand what
precautionsheytake to minimizeheriskof havingtheir personainformatiorstolenor hacked.

Themoretime the Danistyouthspendonlinethe greater the risksfrom onlinethreats.
Thegoal of thisprojectisto identify howthe highschooktudentperceivethe internetsocialmediaand
theirsensitivityo cybersecurity.

| conductedh smallstudyof howDanishhighschooktudentsinderstanatyber securityin theireveryday

life and howtheyapply thisunderstandingluringtheirdaily onlineactivitiesjn the nextparagraph, |
will elaboratethe studyin the form of my problemstatemenand researchyuesion.
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1.1 Problem statement

Howdo Danislhighschoostudentperceivecybersecuritywhilebrowsingheinternetandaccessingocial

media?

Inorder to be able to answerthe problemstatement, have proposedthreeresearchguestionsyhichwill
assistn assessinthe problemstatementurther.

RQ1:
What are Danisthighschook t u dneotivessmdhabitswhilebrowsingheinterneandacessingocial
media?

Thegoal isto gain someknowledgeabouthowthe studentsn generalusethe internetand socialmedia,
and to understandhowthey perceivecyber securitywhenthey usewith theirelectroniaeviceto access
theinternetand socialmedia. Thideadsto the nextresearchguestion.

RQ2:
What measuredo Danisthighschoobktudentsurrentlytakein orderto maintaircybersecuritywhilethey
browsedheinternet?

Theaimisto explore Danishhighschoobktudentsind understandvhatthey currentlydo in order to
maintaincyber securitythiswill give an insightinto howtheyact in certainsituationsand howthey
incorporatecyber securitywhilethey usesocialmediaand the internetThideadsto thelastresearch
guestion

RQ3:
How canparticipatorydesigrhelpDanishighschooktudentdp createa solutiorthatwill increaséhe
awarenessf cybersecuritynlineandsocialmedia?

TheaimwiththelastRQisto understandf the Scandinaviamodelcanhelpthe studentsn improving
theircurrentunderstandingf cyber securityand increasecyber securityon theirelectroniaevices,
whetherthey accessocialmediaor theinternet.
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1.2 Contribution & motivation

Investigatinddanisthighschooktudentind specificallytheir cyber securityontheinternetand social
mediaisinterestingpbecauseonly few earlier studiethavebeenconductedn thisfield. A recentreport
publishedoy the DanistMinistryof Educatioshowsghat 50% of the respondentdo notworry about
theironlinedigital trace.Only around11% of therespondentsaidthattheyare a bit concerneabout
thedigital tracesthey place online(Glavind,2018, p. 62).

UnderstandingpowDanisthighschoobktudentbehaveontheinternetand socialmediaand their
perceptionof cybersecurityisinterestingand will helpto shedsomdight on howthey currently
understandyber securityThigesearchintendgo determinenowsafe highschook t u damlmé s 0
behaviorisand if theirawarenessegardingcybersecuty canbe improved.

Havinga strongknowledgeaboutcyber securitywhileyou browsethe web will minimizehe riskof being
hacked A Danishreport from 2014 illustratedthat 22,700 Daneshavebeendefraudedthroughonline
shoppingMoreover,74,000 Danes were victimf creditcard fraud and around34,000 Daneswvere
victim=f identitytheft. All thesetypesof crimesare of a seriousnatterand facilitatingcyber security
whilesurfingand usingthe internetwill helpto avoid thiskind of crime.Therebre, | believeit wouldbe of
great significanceo seeif the Danisthighschooktudentfiave beenvictimf thesekindsof crimeand
if theydo enoughto preventit (DKR2016, p. 29).

MacAfeeisa knowncyber securitycompanyworldwideand in theirreport from 2017 they statethat
threeof the mostcommomttackson computenetworksvere wormg24%),attackthroughthe browser
(23%)and DD0S20%). Thevictimsf theseattackswere bothin the private and publicsectors
(Andrews2017, p. 82). Howeve, thesekindsof maliciousittackshavethe possibilityof infectingprivate
consumerd homeaswell. ThereforePanisthighschook t u ddevicessréalsoat riskof being
infectedthroughtheseattacks(DKR2016, pp. 25826).

My personaimotivaton for investigatinddanisthighschooktudentssthat | for a longtimehad a passion
for informatiortechnologyThidate backto whenl was13 yearsold. Sincethat time,l havealways
workedwith ITasa hobby,whetheiit wasthe physicahardwareor the softwarein the formof an
operationsystemPresentlyi workwithoneof D e n m abigdedilaw firmsin the IFdepartmeniasa
studentOn a weeklybasis,| seehowimportantit isfor the employeego keep up withtherisingcyber
securitythreats

Inrecentyearstherehasbeena lot of talk aboutcyber securityand the breachof personaldata stored
by private and publiccompanied-orinstancethe attackson AshleyMadisonan onlinesugardating site,
in 2015, the attackon Sandwornby a hacler group from Russiayhichinfiltrated the Ukraineelectrical
power stationin 2015, and HSBMankwhichfaced a big DDoSattackbackin 2016, havegot a lot of
attention(Middleton 2017, pp. 2015219).

It shouldoe notedthata cyberattackona compayp, thathascomputersonnectedo theinternetand

private usersfor examplehighschooktudentsisinga personalcomputerpothface the sameonline
threatsfrom hackersyiruseswormsand Trojanhorses.

Thereford seeit of a great significanceéo understandhowDanishhighschoobktudentsn general
perceivecyber securityPeterW. Singer2014, pp. 506).
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Theintentiorof thisthesissto acquireknowledgeabouthowDanishhighschooktudentgurrentlyusethe
internetin relationto cybersearity. Theaimisto seewhatsolutionand defencemechanisntbey have
currentlyymplementedo protectthemselvewhileusingsocialmediaand theinternetl @lsotry to
uncoves t u dewarytlay Habitsconcerningyber securityincludinghe useof antrvirussoftware,
firewall, and VPN.

1.3 Definitions

Antivirusprogram- A programthat assistshe detectionof viruseonthe computersile storage.lt may
alsoscanincomindiles.Forexample,thiscouldbe e-mails(AndrewButterfield 2016, p. 362).

DDoS Distributeddenial of servicelAndrewButterfield 2016, p. 598).

Firewall A softwarethatisdesignedo controlthe passageof incomingnd outgoingtraffic to the
network Oftenit isusedto reduceunauthorize@ccesso the network(AndrewButterfield 2016, pp.
7310732).

Hardware Thephysicalpartsof a computerthisinclude®lectronicomponentsuchasthe motherboard
and hard disk(AndrewButterfield 2016, p. 793).

OS- TheOperatingsystenisthe softwarethat controlghe systenresourcesna computedevice
(AndrewButterfield 2016, p. 1052)

Software A termfor the part that controlshe computesystenratherthanbeingpart of the physical
hardware.lt isoftenreferred to as 'programsexecutedby the computesysem (AndrewButterfield,
2016, p. 1295).

VPN- Virtual private networka connectiobetweentwo endpoint®.g. suchastwo computesystems
wherepacketsare sharedthroughouthe network(AndrewButterfield 2016, p. 1455).
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1.4 Thematidramework
Fromtheregulationsand curriculunfor thema s t peogrdimsnen InformatiorStudies| will in the

followingsectiordescribethe thematidrameworkfor the 10t semesteprojectmoduled Ma sttheers i s 0 .

Moreoverthe sectiorwill explainthe connectiometweenhowinformatiorstudiegelatesto theresearch
fields of HumarCenteredinformaticgHCI).

Design Practices

Academic Graphic Design
Disciplines Product Design
Ergonomics Artist- Design
'Plsychollogw \ Industrial Design
Cgsg§ Fim ncustry
Informatics-_______)

Engineering

_—
Computer Sciencef_,__,-—"‘"'a

Software Engineering

Social Sciences /

Information

(e.g. Sociology, Systems

//\\\\

Anthropology)
Ip . & Human Human- Comput Computer-
éJb|qU|tt«E1u5 Factors (HF) Interaction (HCI) gupported
omputing . ooperative
Cogmtnfe [ognltw'e Work (CSCW)
Engineering Ergonomics

Interdisciplinary Overlapping Fields

Figure 1.1: The relationship between contributing academic disciplines,

design practices and interdisciplinary fields concerned with interaction

design (from Rogers et al., 2011).

Figurel.l Interactiordesignfigure d the connectiowithinHumarcenteredinformatic§Rogers2012, p. 20).

Asillustrated figure 1.1 stowsdifferent fields of scienceelated to interactiordesign.Computescience
isa big field and withinthisfield computesecurityhasslowlybeenintegrated.AsAndrewYangmentions
orheintegratiorof computesecuritynto existingComputeSciencendergraduateducatiots anurgent
andcomplicatetask(Yang,2001, p. 1 ) Ishouldbe notedthat computesciencaisedifferent
programmingd a n g utadgyeTfBesgrogrammindanguagesare usedwithint o d agplisticated
cyberattacksLateronin theliteraturereview,cyber securitywill be defined.
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HClisdefinedastheresearcHield withindesign,useimplementatioand evaluationof computer
systemshatare createdto workin aninteractiveway. ThoughHClhasevolvedoverthe pastdecade
(Rogers2012, p. 20). Thigeportisnotaimedat clarifyingif Danisthighschooktudent$indsthe current
cybersecurityneasurefor computesystemgasyand intuitiveto use Ratherthe aimisto understand
theircurrentuserpracticesand howthey currentlyunderstanaénd usesyber securityneasuresna
daily basis.

Informatiorsystemsvhichis part of figure 1.1 surelyrelatesto thefield of cybersecurityin the form of
softwareon computesystemsyhetheiit isantivirus firewall or VPNfor a computedevice whichis
connectedo theinternet(Rogers2012, p. 20).

Withinthe curriculunanderthe masterthesismoduleof Informatiorstudiesthisreport strivego usean
analyticalapproachutilizingmethodsind theoriefromtaughtmoduleslt isemphasizedhat an ethical
understandings usedand respected HUMANITIES UNIVERSIT2Q16, pp. 22823). Thereforethe
methodologyand ethicgparagraph fromthe HClcurriculunexplainsin detailsthe researchand data
collectiormethodoloy utilisedto collectand assesthe Danishhighschook t u ddata.t s 6

Lastlythe studycurriculurstatesthat competencesithinthe masterthesigprogrammedisciplineshould
havea relationto a professionalorkspacd HUMANITIES UNIVERSIT2Q16, p. 5). Cybersecuritys
discussetbr professionafirmsand private individualsvhointeractwiththeinternetat homeThigs
describedn moredetailsin theintroductiorand the significancehapter.Themasterthesisstrivego give
answergo a curentsituatiorof cyber securityand howDanisthighschooktudenténteractswithit in
theireverydaylife.
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1.5 Delimitation

Inthisproposedresearchthereportis notstrivingto understandhe Danisthighschook t u dtechnials 6
ITskillsin relationto theirway of understandingyber securityThegoal ismoreto understandheir
perceptionand habitsratherthanhowgood theirunderstandingf the technicabackgroundof cyber
securityswhetherit is concernedo their hardware or software.

Moreover,t isimportantto understandhat the proposedresearchis strivingto give a glimpseof a small
part of the Danisthighschooktudentsand specificallyhowthey achievecyber securitywithintheir
everyday life. Thiscouns for bothsmalland larger actiongheyimplementin order to protectthemselves
onlinebothwhenusingsocialmediaand surfingonthe internet.

Theintentiorof the writingisnotto try to comparecyber securitytheorywith howthe Danisthighschool
studentsinderstandg. Rathelit isto try to give someanswersegardingwhatthey seeas cyber security
and seeif it alsofits withthe theoryaroundcyber security.

Danistsecondaryschooktudent®r universitystudenthiavenotbeenpart of theresearchoth
regardingansweringhe questionnair@er being part of theinterviewlIndeed,theyare frequentuserof
theinternetand socialmediaand mighthavesomeinterestinghought@aroundtheirowncyber security.
Thughisresearchslimitedstictly to understandin@anisthighschooktudentsn order for theresearch
notto be broadento an extentwhereit wouldbe hard to collectusefuldata. Havingdifferentage
groupscouldbe aninterestingapproachthoughit hasnotbeenintendedfor thisresearch.

Understandingll aspectof the Danishhighschook t u dhabitg,nibtivesand perceptionsaround
cybersecurityis notthe purposeof thisthesisthoughl hopethatthetotal resultwouldbe able to give a
brief understandingl'heirconcen aroundcyber securitycouldhelp futureteacherf highschoolin
their preparationfor teachinglT.

Dueto the complexityof cybersecurityand its use whichis highlyfacilitated towardsprivate and public
firms,theliteraturereviewhasaspectf incorporatinditeraturefrom bookswherethe authordocusis
directedat companied-dencejt shouldbe notedthat cyber securitytowardsprivate individualsand
companiestassimilarities.

P a gleO

2



Musa hoAAdi GM&lst er thesis 2

1.6 Thesis overview

Cyber security theory Earlier studies within Cyber security

Questionnaire Think aloud protocol Semi structured interview Participatory design

Findings

Discussion

Conclusion
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2. Literaturereview

Inorderto understandhebig field of 6 Cy B e ¢ uitrisesgsgniiato understandhe previouslywritten
literatureand scholarlyresearchyhichhasbeenconductedvithinthefield of Informatiorifechnology.
Thepurposeof thisliteraturereviewisto identify key areaswithinlTand to forma contextthat will
provideinsightin earlier work (Ridley,2012, pp. 364).

Inorder to obtaina sufficieneamounof literature,a traditionalreviewwasconductedCoughian2010,
p. 1). Thigype of literaturereviewstrivego draw a conclusioaboutearlier writingsand researctwithin
thefield of cybersecurityMoreoverexistingelectronidatabasesthat withholdscholarlyliteraturewere
used(Coughian2010, pp. 283). Thedatabaseswith scholarlyarticlesutilisedwere mainly:
ScienceDirecGiteSeerXand Google Scholar.

Inorder to startthe searchor relevantliterature,essentiakeywordswere identifiedto ensureevenmore
relevantsearchresult® T h e swasusedisdétermineany synonymthat could be relevantand
retrieveimportantsearchresultsFurthermoreg mindmap wasusedin order to assistelevantkeywords
- as TonyBuzammentionghe mindmap helpsto take ideasoutfromthe brain, and afterwardswe
visualizeéhemwiththe helpof a mindmap (Buzan2005, p. 6) (seethe appendix).

Inorderto get a good overviewof theretrievedliteraturefromthe databasesmentionecearlier, Diana
Ridleysuggestsisinga simpleframeworkcalled SQ3R.TheS standdor surveyQ for question3 for
read and Rfor recall. Furthermoret isrecommendetb skimand scanthe overalldocumenin a fast
mannergspeciallythe abstract,introductiorand conclusiorir) order to understandf the researchpaper
isrelevantfor the proposediliteraturereview(Ridley,2012, pp. 63564).

Booleamperatorshavebeenusedin order to narrowdownthe searchfor scholarlyliterature.The
commandblOT,0R& ANDhasbeenusedat certainpointswhensearchingnthe onlinedatabases
(Aveyard,2014, p. 85).

- NOTexdudesthe keywordfrom the searchmanyexpertsrecommentbeing carefulwhenusingthe

0 N Odommand.

- ORsearchesor eitherkeywordand oftenwidensthe searchonthe database.

- ANDsearche$or both keywordsthoughit limitedthe searchonthe database (Aveyard,2014, p. 85).

Thefirst part of theliteraturereviewconsistef definingcybersecurityThiss bothwhatdefence
mechanisnmexiststoday and whattype of maliciousttacksare presentThelastpart of theliterature
reviewis strivingto coverearlier studieswvithinthefield of cybersecurityand specificallystudiesdone
aroundteenagersand theircyber securityusein everyday life.
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2 . 1Cyber security

Cybersecurityalsocalledinformatiorsecuritysometimesanbe definedas6 t grogectionwhichis
createdin order to protectautomated T systemslomaintainsuitableobjectivesf preserving
confidentialityavailability and integrity of ITsystemsvhichconsistef software,hardware,firmware,
data andt e | e ¢ o mm(Gtallngs&aBrowrn2018, pp. 13614).

Anessentiapart of cybersecuritysthreemaindefinitionghat are connecteds an importantkey within
cybersecurity.

ConfidentialityThisnvord definestwo related topics

DataconfidentialityAssureghat confidentiabr private informations notdisclosedr madeavailable to
individualsvhoare notauthorized.

PrivacyEnableghatindividualpersonsnfluenceor controlwhatinformatiormay be collectedthat
relatesto them Determiningvhostoredit and to whomthisinformatiorcanbe disclosed.

Integrity:Thisvord definestwo related topics

Dataintegrity:Make surethat programsand informatiorare only modifiedin a describedand
authorizedway.

Systenmntegrity:Make surethat a systenmutilizestheirfunctionin anintactmannemand free from
manipulatiorirom unauthorizegbarties.

Availability:Assurethat authorizedusersanusethe systemand it worksprecisely.

Inorder to understanatyber securityit is essentiato understandhe terminologyand definitionof
equipmenthatare usedwithintheworld of informatiortechnology.

Hardwareincludegomputesystemgsjata storage,data processingnd lastly communicatiatevices.

Software:Includespplication,systenutility and lastlythe operating system.
Data: Includeslatabasesfiles,passwordiles and securityrelated data.

Communicaticand networksLocaland wide area network(LAN)routerspridgesand communication
links(StallingsVilliam, 2018, p. 29).

Inorder to understandhe mostbasicof howcyber securityworksit shouldoe notedthat oftenthereare
two formsof attacks:

i) Thosevhichrelatesto the hardwareand,;

i) Thoseavhichrelate to the softwareof electronidevices.
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Hardwarethreatscanharmavailability and oftenit canbe attacksthat cando physicadamageto
existingcomputersd-orexample,theft of USBexternalhard drivesetc.,canharmthe securityof
hardwareand breachconfidentialityFurthersoftwarewhichalsoincludeshe operationsystem,
application,programsand utilities Often the biggestthreatis the availability and the possibleharmof
softwareconfigurationcode or modificationlt isdifficultto deal withthe securityof softwarebecauseof
computerirusesand maliciousoftware.Thigsthe biggestthreatbecausef it breachessecurity
measurest candamagethe devicesf a private individualor a company.

Computer system Computer system

(@) Sensitive files
must be secure
Data (file security)

I

(1) Access to the data N \ @) Data must be

must be controlled ) securely transmitted

/ %
{protection) \ through networks
/— s (network security)
I | m

O

Processes representing users

(Z) Access to the computer

- facility must be controlled
(user authentication)
f
|

Fﬂ— Users making requests
\

O

Scope of Computer Security
Figurel.2 6 Scopeof computesecurity.

Figurel.2 Showcasethe mostbasiccomputesecuritylf two clientsvantto communida the data hasto
be transmittedsecurelyTransferringlata securelycanhappenwiththe help of securee-mailor usinga
VPN(virtualprivate network) whichisdescribedater. Furthermorehefigure canbe usedto understand
howcomputesecurityworksat corporationsand withinprivate homesln corporationsgcomputesystems
are oftenconnectedo a networkwitha serverwhereall the employeesre listed.At homejt couldbe

a mailsentbetweentwo friends,whichhasto be sentsecurely.
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2.2 Antrvirus software

Antivirussoftwareis createdin order to avoid computeinfectiondy detectingmaliciousoftware,often
referredtoasd ma | voathepdispnalcomputenWhenneededthe antrviruscanassistvithremoving
the malwareand disinectingthe computerMalware, whichwill be definedlater in thisliteraturereview,
isoften classifiedas variouskinds,namelyVirus,Trojansdroppers,wormsetc. (JoxeanKoret,2017, p.
3).

Anttvirussoftwarecanbe definedasa specialsecuritysoftware that striveso give improvedprotection
comparedto whatis offered by the underlyingoperatingsysten{suckas Mac OS X or Windows) Often
it isusedasa preventivemethod Howeverwhenit fails to deliver,the antivirussoftwareis usedto clear
infectedprogramsor to completelycleanmaliciousoftwarewhichhasinfectedthe operatingsystem.

Antivirussoftwareusesvarioustechniqueto classifymaliciousoftware that often selfprotectsand hides
far deep withinthe operatingsystemAdvancedmalwaremay usefunctionalitywhichisundocumented
by the operatingsystermand specialtechniques order to persistand notbe detected.Dueto thelarge
attack surfaceof today, antivirusis createdto deal withalmostall knownmaliciougpayloadswhetherit
comesromuntrusteabr trustedsourcesdMaliciousnputwhichthe antivirussoftwaretriesto protectthe
operatingsystenfrom candiffer in degreesof successhiscanbe onthe networkas packets,
attachmentwithine-mailsor explatsthe browser.Lastlyjt alsoaccount$or executableprograms
runningonthe operationsystern{JoxeankKoret,2017, pp. 364).

Theearliestantivirusproductsvere simpleand werecalledd s ¢ a becarigdlsepconsistedf
commandinesvhichtried to trackdownmalicioupatternsin executablesoftwarerunningonthe
operatingsystemAntivirussoftwarehasdevelopeda lot sinceghen.Todaymanyantivirusproductsdo
notincludecommandine scannersMostof the antivirusproductdoday usea graphicaluserinterface
(GUIthat scansand checkgvery singlefile thatismodified,createdor accessedby the operating
systemThisalsocountdor programsthat are runby usergJoxearKoret,2017, p. 4).

Closeto all antivirussoftwaresharea conmonsetof featuresstudyingoneof thesesystemsvill help
understandthersamongsthem.Thefollowingisa listof oftenusedfeaturesthatare incorporatedn an
antrvirussoftware:

- The possibly to scan packed executabl es

- Todlog per tdoermainndg oon di rectory or real ti

and

me f

- A sperldtecting tool to protect @gaiusssomawaare

- Network and firewal/l i nspection function
- Graphical interfdce@etool s and command
- A ool e for management

- Background service running within the OS
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Oneshouldemembethat antivirussoftwareis nota bulletproofsolutiorto protectagainstall malware.
Thigs becausean antivirussoftwarecannotdentify whatis unknowrnmeaningviruswhichare newand
wherei tDB8IAhasnotbeenanalysedyet. Marketingfrom different antrvirusprovidersmay lead the
average userto thinkthatthey are protectedagainsteverythingontheircomputernthoughthisisfar from
truein reality. Theantivirusindustryis basedon knownpatternsfromthe malwareand is notable to spot
newpatternsthat are unknownthisis regardsof the anttviruscompanyJoxeanKoret,2017, p. 7).

2.3 Firewall

A firewall isa combinatioof softwareand hardware,the goal of thefirewall isto isolatean

o r g a n i intarneinedwor&fromthe publicinternetto the extentpossibleThefirewall will allow some
packetsto go throughand blockothers A networkadministratovill havethe full controlof thefirewall
and will be able to controlaccesbetweenthe networkand the publicinternet thisiswithinthe
administratechetwork A firewall canbe defined by havingthreemaingoals:

1. All internettraffic comingrom outsideto insde, and viceversa,passeshrougha firewall. Figurel.3
displaysa firewall, sittingas a squareboundarybetweenthe controllednetworkand restof the public
internet Often large organizationsvill usemultiplelevelsof firewallsor distributedfirewalls,placinga
firewall at a singleAcces®oint(AP)as showrnin figure 1.3 makingit easierfor the networkadministrator
to manage(Ros& Kurose2013, p. 731).
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Figurel.3 exampleof a firewall (Ros& Kurose2013, p. 732).
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One may ask why a firewall i's important in orde
firewall protects the msertfyomgekbennakstshyeoat
firewall monitors most of the network traffic t
a firewall provides an extra | ayer of security
smartphone, pc, | aptop-vorutsalloédt waTegamnilem WIPNh
increased | evel of cyber securitl§2)attached to a

Inthe first chapter,cyber securityhasbeendefined as differenttypesof securitymeasuresuchas
Firewalland VPN.Inthe followingchapterdifferent typesof malwareand infectionghat canspreadto
personakcomputersind howtheyworkwill be evaluated.

2.4 VPNO Virtual Private Network

A Virtual PrivateNetwork(VPN)extendsa private networkacrosghe publicnetwork Moreover,it
enablesthe usergo receiveand senddata throughthe sharednetworkasif theircomputemwasdirectly
connectedo the private network Anapplicationthat runsthroughthe VPNbenefitsfrom an extra
securitylayer thatthe VPNprovides.Theprivate networkis built aroundthe mostcommomisedinternet
addressingarchitecturecalled InternetProtocolMersiord (IPv4)and internetprotocolversiort (IPv6).
TheselPaddressesre often usedfor office, homeor enterprisdocalarea networkg§LANsjRadley,
2017, p. 98).

How a VPN works

User VPN lnternet Servnce VPN

Device Client Provider Server Internet
: oo Qoo
=

Encrypted Encrypted

User Internet Service

Device Provider Internet
=
=

EMSISOFT
Fig.1.4 Howa VPNworks(HayleeJensen2018, p. 2).
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Figurel.4 Showshe fundamentatelationshipetweena userbrowsingthe internetwithand withouta
VPN.Themostsignificandifferenceisthat the userwitha VPNwill havetheirIPaddressand
browsinghistoryencrypted thismeanghat theinternetserviceprovider (ISPwill notbe able to
seewhatdata istransmitteetweenthe userand the end-point,examplebeing the website

ITheuserwithoutan VPNwill havetheirdata trangnittedopenly;
thismeanghatintruderswill havethe ability to log your browsinghistory.

Forprivate busines¥PNhelpsto protecttheirfolders,filesand intranet,the VPNconnection
protecttheworkersand the cyber securityisenhanceddueto all the data thatistransmitted
withinor withoutthe companythat is secured¢hroughVPNis encrypted Forprivate userdheir
data isalsoencrypted.Governmenbr yourinternetserviceprovider (ISPoesnothavethe
opportunityto spy onyourinternettraffic. More importantlyVPNprotectsagainsthackersywho
wouldbe able to spyuponyourinternettraffic, if youwere notusinga VPNservicg ErwinScat,
& Wolfe, 1998, pp. 11812).

2.4.1 Malware
Malware or maliciousoftware,canbe categorizedasa superiorterminologyfor threatsto computer

systemdValwareisdefinedaso @rogramthatisinsertedntoa systemusuallycovertlywiththeintentof
compromisinthhe confidentialityntegrity,or availabilityof thev i c¢ tlataya@psicationsr operating
systenor otherwis@annoyingr disruptinghev i c (StalimgsWilliam, 2018, p. 206).

Furtherin Oxford dictionarymalwareis definedas: Aninclusivéermfor any softwarewitha subversive
purpose(AndrewButterfield 2016, p. 995).

2.4.2 Virus

A computerirusconsistef softwarethatcand i n étrerprogiamsonthe computeror indeedisable
to executecontentpy modifyingit. Themodificatiorconsistef injectionsvithinthe sourcecode;thiswill
enablethevirusto makecopiesof itselfand moreovemllow thevirusto spreadand infectotherparts of
the software(StallingsWilliam, 2018, p. 210).

Computewirusedirstappeared backintheearly 1 9 8 @h&termiscreditedto FredCohenFred
Cohenisthe authorof a revolutionarybookonthe subjecobf computerirusesOne of thefirstcomputer
viruscreatedwasbackin 1986 calledd T branv i rthesgirustargetedthe MSDOSsystenand at
thattimeit infecteda significanemounbof units.

Biologicalvirusesre tiny scrapsof geneticcodealsocalled DNA that canovertakethe machineryf a
livingcelland trickit to createseveralreplicasof the originalvirus.Likethe biologicalvirus,a computer
virusholdsan instructionatode,whichistherecipefor creatingperfectcopiesof thevirusitself. Often a
computerirusbecomesngrainedin a programor carriesexecutablecontenonthe PC.Whenevetthe
infectedPCgoesin contactwithan uninfectegieceof code,a freshcopy of the computewiruscanpass
to a newlocation.

It shouldoe notedthatthe infectioncanspreadfrom computeto computewithoutthe useris aware of it.

Furthermorehe exchangeof filesfrom USBSDcard, externalhard drives,etc.spreadsthe virusfurther
(StallingsWilliam,2018, p. 211).
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Inan environmenf computenetworksthe ability to acquireapplicationsdocumentand system
service®nthe othercomputenetworkgrovidesa perfectculturefor the spreadof viral codein the
formof a virus.

A virusoftenattachego an executablefile or program,it shouldoe notedthatthe programin some
casegouldact normaland behaveasit is permittedto do. Thevirusis executedsecretlywhenthe user
runsthe hostprogram.Oncethe viruscodeis executedjt canmodfy and eraseexistingfilesonthe
computerOne of the reasonsvhy virusesvere moredominanin earlier yearswasdueto the lack of
userauthenticatioand accesgontrolsvhichwere runningon different operatingsystemsrhisnadeit
possiblefor a virusto infectany executablecontenonthe PC.

Asthe securityof operatingsystemsvere updated,especiallyaroundaccesgontroland authentication,
virusbasedattacksreducedsignificantlyBecauséhistype of virushad reducedeffect onthe operating
systenma newkind of viruswasdevelopedcalledd ma ¢ r cAuradovirusexploitsactivecontenthat
issupportedby somedocumenttype, e.g. MicrosoftWord, Microsoftexcelor Adobe PDFThesdile
typesare easilysharedand modifiedbetweenusesasit isa naturalpart of theirstandardsystenuse,
thisalsomeanghat the sameaccesgontrolglo notprotectthemas programs.

Thereforea viral modeof infectionis often oneof severalpropagationmechanisnibatare usedin
contemporarynalware; thismay includeTrojanand wormcapabilities AYCOO06determineshat a
computerirusconsistef threeparts (StallingsWilliam, 2018, pp. 2108211).

Infectiormechanisnthigepresentshe meansdy whicha viruspropagatesor spreadsenablingit to
replicate.Thignechanisns oftenreferred to asthe infectionvector.

Trigger:Theconditiorthat stateswhenthe payload is deliveredor activated,sometimet is referred to
asa logichomb.

PayloadHowthe virusacts,besidesspreading.Thepayload ofteninvolvesiamagingnoticeableactivity
withina computesysten(Stallingsilliam, 2018, p. 211).

Duringthelift timeof a computewirust often goesthroughthefollowingfour phases:

Dormanphaseinthisphasethevirusisidle. Theusermwill at somepointactivatethe virus,or sometiman
automatedexecutingdate will be implementedavithinthe virus.Thoughit shouldoe notedthat notall
virusewill be createdand go throughthesesteps.

PropagatiorphaseAt thisphasethe viruscopiestself onto anotherprogramor placesitselfin a certain
systenarea of the hard drive. Thecopy in somecasesnightnotbe identicalto the propagated version
of thevirus.Theinfectedprogramwill containa cloneof the viruswhichwill hereafterentera phaseof
propagationitself.
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Triggeringohaseinthisphasethe virusis activatedto showthe functionalitywhichit wasintendedfor. As
mentionedviththe dormantphasethetriggeringphasecanbe causedy different eventswithinthe
systemthiscouldincludea specifimumberof copiesthatthe virushasto makeof itself.

ExecutiophaseThefunctionsfully performed.Thefunctiorcanlook harmlessuchasa pop up uponthe
screenQthertimesit canbe moredamagingand causedestructiomf programsand data files (Stallings,
William, 2018, pp. 2118212).

A significanhumbetof viruseghat infectexecutableprogramfiles packtheirworkin a way thatis
definiteto a particularoperatingsystenand sometimes canbe directlyaimedat the hardware.
Howeverjt shouldoe notedthatthe virusis createdto take advantageof weaknessvithinthe computer
systemMacrovirusesendto target specifidypesof documentsyhichare oftenrepresentedacross
different operating systemsOncea virushasgainedacces$o a singleprogramonthe computert is
likely to infectsomeor all otherfiles,thoughit dependsonthe settingof the accespermissioonthe
operatingsystemlnsomecasesa viruscanbe blocked,before it canevenaccesshefilesonthe
network.

Thoughhiscanbe complicatedecausedheviruscanbe a part of any programthatis outsidethe
systemThereisa way to be closernto a securesystemthoughit takestimeand you haveto write down
all yourapplicationghat are used.Checkup onwhatkind of userrightisattachedto eachprogram.
Lastlyyou haveto implementyber securityon every aspectof your computesystemn order to
enhanceyour safety (StallingsWilliam, 2018, p. 2012).

2.4.3 Trojan Horse

A Trojanhorseconsistef an effectivecode,whichis often hiddenin programsor utilities Whenthe Trojan
horseisinvoked whichmeanghat it hasbeeninstalledor is runningthe hackerwhoplantedthe malware
in thefirst place,will havethe ability to controlparts of the computesystermand performharmfulaction
againstthe user(StallingsWilliam, 2018, p. 225). TheTrojanhorseoften createsa backdoorwithinthe
secureccomputesystemThisallowsthe hackerto connecsecretly withoutbeing exposedby the
computersecuritysystemand conductestructiveactionsagainstthe user(ChwarHwa (John)Nu, 2013,
p. 758).

William Stallingdurtherexplainsthat the Trojanhorsecanconsisof threetypes:

1.0ne, whi cthhepearcftoroims of having the original

activity separately.

2. The user runs the original pr
means that a key |l ogger mawulse
per sonal informati on.

3.The |l ast t
thereby pe

m, but

I's a Trojan ho
rm mal i cious ac
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2.4.4 Website security

Inthe recentdecadecyber criminaldiavetargeted websitesWebsiteswith poor securitycanbe victims
of attacks Web basedattackscanbe of different forms,oneof the moreknownformiscalled SQL
injectionChwarHwa (John)Nu, 2013, p. 753). SQLinjectionisa type of attackthattriesto interrupt
thedata processindgpy exploitingthe program.Theexploitationis doneby insertingnaliciougode.SQL
injections oftendirectedat databaseswith poor security(AndrewButterfield 2016, p. 500).

Onre of themostusedsecurityneasurefor web sitesis SSlwhichstanddor SecureSocketd ayer,it isa
follow up on TLSwhichstandgor TransportayerSecurity(StallingsWilliam, 2018, p. 690). SSLuses
certificatesyhichmeanghat theinformatioronthe websitecanoftenbe trusted.norder to checkf a
websiteisholdinga SSlcertificate:the usercanclickontheleft cornerof hisweb browserto seeif there
isa lock.Thelockindicateghat the websitehasa SSlcertificatewhichmeanghat it is safe to browse
(ChwarHwa (John)Vu, 2013, p. 983).

InDenmarkthe Daneshavethe optionto purchaseyoodsfrom onlineweb storeswhichare markedwith
a stickercalledo #1 b r k (@eadsomethingike Elabelled). TheEMeerketenableconsumets seeif
thewebsiteisreliable and is meetingspecificconditionshat the EMaerketrequiresjn order to maintain
itsmembershipEmaerket, 2018, pp. 182).

Aninternationaplatformcalledo T r u shelpsuskrgrbuidthe world to rate and reviewwebsites.
Thisensureshatif a userisunawareof thew e b s validigy,dndermsof theweb storeto be reliable, the
usermay checKTrustpiloto assess/hetherthe websitehasreceivedgood ratings(Trustpilot2018, pp.
182).

2.4.5 Hacking, plsihing & Identity theft

A hackerisdefinedasa personwhotriesto breachthe securityof a networksystemby accessing from
a remotepoint,especiallyobtainingor guessingpasswordsT hemotiveof the hackermay be personal
satisfactioror to invadeor access computesystenwithinanothercountryHoweverthe hackermay
alsohavea sinisteintent.Hackingtselfis gainingaccesso unauthorized¢omputemateriel(Andrew
Butterfield 2016, p. 787).

Cybercrimecanbe divided intothreecategores:computeintegrity crime,computeassistecrimeand
computercontentrime.Thikind of crimeofteninvolvessomekind of hackingor phishingpf the victim.
(DKR2016, p. 11).

Computeintegritycrime:

Iscrimedirecteddirectly againstthe compugr systemslhecrimecanbe directedagainstgovernments,
firmsor evencitizensOften theaim of the crimeisto gain an economiqolitical,ideologicalor even
private advantage.Computeintegrity crimeofteninvolvesackingDDoSattacks,Trojanhasesyirusor
evenwormgo compromiséhe securityof a computesystem.
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Computemssistedrime:

Iscrimewherecomputetechnologyplaysa hugerole in order to commithe crimeitself. Thecrimeis
oftenaimedat citizenr companiesThegoal isto achievean economiadvantage.ldentitytheft, card
fraud, onlinefraud, phishingfraud of data all belongsto thiscategoryof computelssistedtrimes.

Computercontentrime:

Isa crimethatisattachedto illegal filesthat are sharedand distrituted ontheinternet.Thecrime
containsharingand storingillegal files. Themotivatiorfor thistype of crimecanbe personainterests,
etcetera.Thiscrimemay involvesharingof childpornographyrace or extremismaterial(DKR2016, pp.
10011).

Withintheworld of cybercrimemanypeople haveheardthe phraseidentitytheft, it isa modernname
for a classicatrime.ln US,identitytheft becamea federal offensefor thefirsttimein 1998, although
the detailsare different from eachstate (Sandra K. Hoffman 2009, p. 17). Identifytheftisdefinedas
fraud and onlineidentitytheft, especiallyjsa growingissueapproximately34,000 Danedn 2014 were
victimsof identitytheft (DKR2016, p. 29).

Onlineidentitytheftis oftenaimedat onlineusersthe thievesare trying to gain accesso personal
informationThisnformations usedwithoutthev i ¢ knoowtedgeor consent-urthermoreheintentisto
usethe obtainedinformatiorin an unlawfulor fraudulentway. Intrudersften stive to obtain
merchandiseervicemoneyor misusef creditcards(SandraK. Hoffman 2009, p. 17).

Oneof themainonlinescamss oftenreferred to as phishingTheword is derived fromthe word,

0 f i sAmdrefegstdo thes ¢ a mrfighasgullible, butontheinternetthe scammerare trying to hook
theirvictimby e.g.downloadinga maliciouprogram,thatwill harmand infectthe user(Stickley2008,
pp. 13014).

2.4.6 Twoefactor authentication

Theidea of Twefactor authenticatiors that the userhasto enteran extra passwordlt typically involves
the userenteringtheirfirst passwordand thereaftera pin or passwordsdisplayedonthep e r s on 6 s
smartphoneglectronidokenor computerTheuserthenneedsto enterthe secondasswordo be
authenticatedChwarHwa (John)NVu, 2013, p. 902).

Web serviceproviderssuchas MicrosoftGoogle, FacebookDropboxetc.havealready adopted the
two-factor authenticatiomodelalsocalled 2FA.Thiss becausehavingone passwordonly for accessing
0 n adauntanbe a weaknesgAlexQ. Chen2015, p. 4).

Twefactor authenticatiois believedto be moresecurebecausaf a hackerhasretrievedav i ¢t i mo s

passwordhe will notbe able to get full accessThiss becausehe hackeris missinghe 2 password
fromthe two-factor authenticatiodevice(AlexQ. Chen2015, p. 4).
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2.4.7 Denialof-serviceattack

A denialof servicgDoS)s an operationthat preventsor impairsthe useof an authorizednetwork,
applicationor systemlt doesthisby exhaustingesourcesuchas CPUcentralprocessinginit,oandwidth,
diskspaceand memory(StallingsWilliam, 2018, p. 248).

Asmentioneckarlier availability for authorizeduserswvithina computesystems essentiand DoSis
sometimereferred to as DDOSattack,whichstandgor distributeddeniedof serviceattack,hasbeen
rapidly usedby hackersvhowantto causedisruptiorona targeted networkor system.

DoSor DDOSattacksis an attemptto compromiser blockthe availability of servicesvithina computer
systenor network.Theattack strivego exhaustriticalresourcesyhichis attachedto someservices.

Anexampleisfloodingof a webserverthisis whenthe servergetsan hugeamounbf requestghatit is
unableto respondto within a timelymannerthiswill causeoverflooding and the web serverwill
eventuallymalfunctiorf it is notprotectedagain DoSattacks(StallingsWilliam, 2018, pp. 2478248).

Generally,a DDOSattackaimsto attackany of thelistedtargets:

|l . Routers

I I Fiewal l s and defence systems

1 Vi ot i O

I VVi o& iitmfrastructur e

V. Vi o iaappl i cations

VI Links

VI Current communication (Bhattacharyya & Kalit

A classiexampleof a DDoSattackwouldbe to coordinatea flooding attackonan organizationThe
goal of the attackisto overpowerthe capacityof the networkconnectioto the targeted companylf the
hackerhasaccesso a computesystenwitha highercapacitynetworkconnectiocomparedo the
systenthatis beingattacked,it islikely to generatea highervolumeof traffic and thisform of attack
will causethe overflooding of the network(StallingsWilliam, 2018, p. 250).

A DDOSattackoftenconsistef a networkof infectedcomputersalleda BotnetThebotnetisa network
of hostghatare able to act upona givensetof instruction3.heyare oftenin a large scaleevenup to
millionof computerghat are remotelycontrolledby the botmasterwhichisthe persorwhocarriesout
the attack (ChwarHwa (John)Vu, 2013, p. 759).

A zombieisa maliciouprogram,whichsecurelytakesover anothercomputerwhichis connectedo the
internetjt usegshe computeto launchattacksthat are difficult to trace backto the botmasterZombies
striveto exploit vulnerabilitiesn the computesystenand to automaticallydistributeattackswhenthey
are usedin a coordinatedDDoSattack.

Thidookslike a misus®f the computershemselveand wasteof resourceghoughthesesophisticated
attacksare often usedas for business.
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Undergroundriminalsre able to rentDDoSattackswhichare available in the black marketonthe
internetwhichiscalled TheOnionRouted T O R&TORserverdriesto anonymizeheu s elR,setlfat it
isharderfor the policeto trackthem.

Botnetare oftencontrollel froma centralservercalled C&Cwhichstandsor commandand control
server.Thebotnetowneris able to remotelycontrolall theinfectedmachineand executea coordinated
DDoSattackif needed.Thespreadingof the botnetcanbe donethroughHTTHP 2P and otherprotocols
(ChwarHwa (John)Nu, 2013, p. 759).

Attacker

Handler
., zombies

Agent
zombies

DDoS Attack Architecture

Figure:1.5 DDoSAttackarchitecturgStallingsWilliam, 2018, p. 257).

Figurel.5 illustratedhowa classicatombienetworkfunctionsTheattackersalsocalledthe botmasteiis
in controlof all the handlerzombiesthe handlerzombiesare infectedcomputersTheinfectedcomputers
will at somepointdirectrequestdo a specifiovebsitealsocalleda web server,f the serverisflushed
withtoo manyrequestt will malfunctionand the websitewill be outof service.
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2.5 Earlier studies within the field of cyber security

Inthefirst part of theliteraturereview,the basicof cybersecurityhad the followingdetails:the defence
and attackmechanismanttvirus;firewall; and VPN.The secondpart is surroundingttack mechanismm
theform of viruseswormsand Trojanhorses.

Inthispart of theliteraturereview,scholarlyarticleshavebeenchosenin order to seewhatresearchers
havebeeninvestigatingn relationto cybersecuity. Thetopic of interestis cyber securityin relationto
highschooktudentsnd theirresultfromtheirresearch.

What did earlierstudiesind withregardto cybersecuritypracticesndawarenessf highschooktudents,
anddoesit connecwiththecybersecurityheory?

Anearlier studyin Turkeybackin 2015 strivedto coversecondaryschook t u daavarénss®f cyber
securitypracticesthiswasdonethrougha quantitativestudy,doneby usingan onlinequestionnaire.
2029 studentparticipated 1087 femalesand 942 males( Y & |KaradZ2anyY & | @zatirk,&
Karademir2017, p. 87). Inthe questionnair¢he studentsvere askedif they sharedtheirpersonal
deviceswith otherdike family and friends.Theresultshowedhat up to 49% combinedvith oftenand
alwayssharetheirdevicewith othershanthemselve3 hestudentsvere askedtowardssharingpersonal
informatiorthroughsocialmediaaccounts,16.2%tatedthey nevershareit and 25% statedthat they
rarely sharethistype of informatioronline( Y € letralg 2017, p. 89). Anothelinterestingact of the
reportisthatcloseto 50% of the studentglaimto knowaboutantivirussoftwareand protectionand a
furthercloseto 50% alsoinstallsantivirussoftwareand useit ontheirelectonicdeviceq Y € letralg z
2017, p. 90).

Anotherstudyconductedn Polandin which319 studentsiged above 18 yearsold were examined
througha web questionnaireThestudywasaboutcyber securitypracticesobservedby polishstudents.
199 outof 319 studentsnentallyremembetheirpasswordand only 12 outof 319 studentsvrite their
passworddownon paper (Szumsk018). Comparinghiswiththe Turkisistudywherethe participant
numbemvere highertheresearclshowedhat 37% of respondentsavetheirpasswords$n a notebookin
ordertorecallit ( Y € letralg 2017, p. 89). Thought shouldoe notedthatwithinthe polishstudythe
researcheralsoget an understandingf howmanystudentstoretheir passwordusingdifferent
techniquetherpolishstudentsnentionedhat they eithermentallyremembetheir passwordsjsethe
builtin browserfunctioror a dedicatedsoftwarefor storingtheirpassword Szumsk018, p. 1277).

Anadditional studywasconductedn USA Pacificnorthwesat a large publicuniversityvhere498

r e s p o ateewadarsalyysed Approximately59% of themwere femaleand 41% of themwere male
studentghe data wascollectedthrougha web questionnairel heinvestigatiowasconcerning
cybersecurityiskperception practicesand awarenesgSarathchandraialtinner& Lichtenberg2017,
p. 68). Thestudentseported whattheyfeared the mostand: 43% listedidentitytheft; and 25% listed
virusesLowestvere cyber stalkingand wormswith2% and 1%. A majorityof the sudentshad been
effected by somekind of cybersecurityattack (57%) and over 70% knowsomeonén their networkwho
hasbeenaffected. Over 77% of the studentfiaveinstalledantivirussoftwareand nearly 11% were
unawareif they haveinstalledanttvirus software(Sarathchandrat al., 2017, p. 68). Comparedto the
studyin Turkey22% ofteninstalledantivirussoftwareand 33% alwayshad it installed( Y & letralg z
2017, p. 90). Thissmallcomparisonviththe Turkiststudentys.the Americarstudentgouldindicatethat
the cyber securityawarenesss a bit higherin the specificuniversityof PacificNorthwestThouglit is
impossiblé¢o state,somethingn generalbecausahe samplesizeistoo smallcomparedto howmany
studentsire enrolledin total at the collegesn Turkeyand USA.
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Researcheifsom Malaysiainvestigatedy o u n g avarenessri perceptionof internetuseand
cybercrime343 studentparticipatedwhichwere enrolledat UniversityTeknolog{UitTM)63.2% were
femaleandthereg were malewhichconsistedf 36.8%. Thedata wascollectedthroughweb
guestionnaire§.heresultshowedhat 41,8% had knowledgeaboutmajorcyber securitythreats,32,2%
haveknowledgeabouthackingand hackersLastly,26% havean understandingf fraud alsocalled
identity theft. Theirfindingshowedhat the age group of 18-23 yearsold had a low awarenes®f
cybercrimeand the age group between24-25 had a slightlyhigherawarenes®f different cybercrimes
in general(HasanRahmanAbdillah,& Omar, 2015). Furtheithey concludehat studentsvhohavea
higherlevel of universitydegreetogetherwithawarenes®f cybersecuritypracticeshavea generally
better perceptionof cybersecurityHasaret al., 2015, p. 8). Comparinghiswiththe Polishgudy which
indicatedthat 63% of the studentleclaredthemselveasbestpracticesn relationto cybersecurity
(Szumsk2018, p. 1279). Furtherthe Turkislstudyindicatedsolelyonthe questionnair¢hat 50% of the
Turkiskstudenin generalare aware of cybersecurityand howto maintaingood practiceof it ( Y € letma z
al.,2017).

A different studywasconductedn USA whichwasusedto comparemobiledevicesecuritypehaviourof
collegestudentand IT professional€Exactly227 collegestudentsook part in the questionnairelhe
resultshowedhat the IT studentsvere better to protecttheirmobiledeviceswith antivirus firewall and
an extra layer of authenticatiomp to 20% better comparedto the nonlFstudents-urtheithe studyalso
lookedupontablet and laptop usersvhere82% of the IT studentfiad antivirusinstalledwhileamong
the nonlFstudentsaround85% usedantivirusontheirlaptop or tablet. Thought shouldbe notedthat
62% of the participantswvere IT studentand the remaining were nonlFstudentgHarris Furnell& Patten,
2014, pp. 1920194). Furthermorean the studythey statethat 19% of all studentsnstallsoftwarefrom
third party sitesontheirsmartphones17% of all studentsnstallsoftwarefromthird party sitesto their
tablets.Lastly82% of all studentstorepersonaldata ontheirlaptops(Harriset al., 2014, p. 196).

Anearly researcHrom 2004 investigatedstudentperceptionof computesecurityhad interesting
resultsdespitethe studybeingback from 2004. A total of 86 studentgarticipatedof which48 and 38
were maleand female,respectivelyCloseto all the studentdackin 2004 usedantivirusprograms.
Furthell of themdid regularupdatesof the anttvirussoftware,tougharound27%d i ddo @dular
updatesof theirantivirusprogram.Concerningasswordsecuritys3% of therespondentsaidthatthey
sharetheirpasswordvhereast6% of therespondent i dshabetheirpassword TeerKruck& Kruck,
2007). What isinterestingn thisstugy comparedto the newerstudiesn Poland,Turkeyand USAjsthat
the studentérom 2004 hasa better cyber securityawarenesgoncerninghe useof antivirussoftware
(Y é letralg 2017) (Sarathchandrat al., 2017) (Szumsk2018). Theresultfromthisresearchis
compellingand it wouldbe interestingo seehowthey matchup with the Danisthighschooktudents,
especiallyconcerninghe semiconstructechterviewthinkaloud methodand partly the questionnaire.

A large scaledresearclcreatedby Epiniorfor the DanistMinistryof educatiorhad 4488 children
betweentheage of 13 8 20 yearsold participatedwithintheresearchwhichhad a combinatiorof
guantitativeand qualitativeresearchThechildrereitherwere enrolledin primary schoolhigh schoobr
were notstudyingcurrently(Glavind,2018, p. 7). Theresearclstrivedto investigatesthicsof data and
cybersecurityin relationto educatiorin DenmarkTheresearcheraskedtherespondentg theycovered
theircameraontheirphoneand laptopsand 11% coveredtheirsmartphoneamera,32% coveredtheir
laptop cameraWhereas88% d i dcovertheirsmartphoneameraand 63% did notcovertheirlaptop
camera(Glavind,2018, p. 70). It isconcerningn comparisoto the earlier studiesvhichhasbeenmore
related to protectingsoftwareasfirewall, antivirusand VPN ,wherea lot of studentslid notuseany
extra securitymeasuresComparedo the physicalprotectionof the Danistyoungsteri relationto their
smartphonand laptop, theyfeel unconcernedf a potentialhackergettingaccesso theircamera.
Additionalin theresearchtheylookuponsecurityneasures order to protecttheir privacyonline.
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80% of the girlsansweredhatthey had settingdor privacyontheirsocialmediain comparisomnly
61% of theboyshad thosesettings25% of the girlsuseanothemicknamend 37% of the boysuse
anothemicknames comparedto theirpersonaihameonline Furtherthey delete cookiesusedifferent
web browsersand log outof google before makinga searchonthe searchengine(Glavind,2018, p.
69). Otherresearchersvhichwere a part of theliteraturereviewhavenotbeenbusywiththe students
behavioraccordingto theirway of usingsocialmediaand web browsersthe focushasalone beenonif
the usersvere practicingand havingawarenes®f cybersecurityin relationto usingfirewall, antivirus
and VPN.Test.

TheDanistcrimepreventiorcouncipublisheda report backin 2016 that mappedcyber securityin
Denmarkn generaltogetherwith cybercrime¢DKR2016, p. 3). Theygive servalinstructionor howyou
asa usercanminimizeheriskof identitytheft or creditcard fraud. Theusersshouldavoid handling
personalnformatioriike civilregistratiornumbemithine-mailsand on socialmedia.Furthermoreysers
shouldavoid clickingon e-mailswith and withoutattachmentghat are from an unknowrsenden DKR,
2016, pp. 26027).

Aninvestigatiorfrom backin 2014 statesthataround22,700 Daneshasbeena victimof fraud onine,
74,400 hasbeena victimof creditcard abuse.34,400 Daneshasbeena victimof identitytheftand
lastlyaround16,000 hasbeena victimof harassmeranline(DKR2016, p. 29). Furtherinthereportthe
Danistcrimepreventiorcouncigjave practi@al stepsin order to optimizeoncecyber securityonline. These
tipswere directedtowardspublicand private firms,butindeed,theyare alsousefulfor private persons.
A tip isto update your softwareand thisincludesipdatingthe operatingsystenmand softwareinstalled
ontheelectroniaevice.Furtheryou shouldnakea backupof yourimportantfilesin caseof a hacking
attack. Theuseof firewall isimportantbecausehe usercanminimizenternettraffic fromunwanted
sourcesMoreoverthe usershouldinvesin a proper antivirussoftware,whichcanpreventvirusegrom
occurringonthe electroniaevice,but alsomonitorthe computein real time,by doingbackgroundchecks
for potentialvirusegDKR2016, p. 44).

Lastlya report fromthe EuopeanUnionwhichrelatesto cyber securityin the membercountriestated
thequestiond Cy b e r canmincludenanydifferent typesof criminalactivity.Howconcernedre you
personallyaboutexperiencingr beinga victimof the followingcybercrimesReceivingmailor phone
call fraudulentlyaskingfor access$o yourcomputeroginsor personald e t gERulogea@Commission,
2015, p. 62). TheDanisttitizendbetweenthe agesof 15-55 yearsold answeredhat5% d i dknofv,t
47% were notconcerned31% werefairly concerne@nd 19% were very concernedEuropean
Commissio2015, p. 62).

All scholarliterature,whichhasbeenincludedn thisliteraturereview,hasbeeninvestigatinghighschool
studentsn their presentedcountryMostof the schars havebeenfocusedon understandingpowmuch
schooktudentsinderstandind perceivecyber securityonlineand on socialmedia.Furtherjt matchesip
withthe already writtentheoryof howcyber securitywork. Mostof themfocuse®n howthe students
dore theirpasswords-urtheiif they makeuseof protectingsoftware,asfirewall, antivirusand VPN.AII
the protectingsoftwarehavebeencreatedto enhanceyber securityonlineand whenusingsocialmedia,
it hasbeendescribedn furtherdetailsin the beginningof theliteraturereview.
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3. Methodology

3.1 Ethics & data protection

Ethicare importantduringany kind of socialresearchand thereforel 6adapted someethical
guidelinesromthe socialresearchassociatiorOne of theirprinciplereliesuponobligationto society
whendoingsocialresearchThismeanghat the societyshouldbenefitfromthe researchmoreovethe
individualor groupswhoparticipatedwithinthe researctshouldoenefit. Theindividuals/groupshould
be respectedand treated in a nicemannerFurthermorehe scientifianethodshouldbe of a good
standard(MerlosG, O, Ortega, & Reyes2003, p. 13).

Anotherimportantissuds obligationstowardsthe subjectdn socialresearchhe investigatoshouldstrive
to avoid any kind of harmtowardsto subjectThismeanghatall participantsvhotookpart inthe
researchwhetheiit is experimentsjuestionnairer an interviewshouldoe voluntary Theyshouldalsobe
informedthat they havethe opportunityto leaveif theyd o rwantto completethe desiredtasksthey
are given(Merloset al., 2003, p. 14).

Inorder to ensureconsenfromthe participantsa clear statemenhad beencreatedwithinthe
guestionnairand is attachedwithinthe appendixas 8.2.2 coverleter for questionnairdloreoverthe
four participants§romthe questionnairevere e-mailedand askedif they consentedo thethinkaloud,
interviewand participatory designexercises.

Data protectionisalsopart of therequirementvhenwritingacademigrojectsthe ethicalguidelines
statesthat all data thatis part of the projectshouldcomplywiththelegislationof the countrywhichin

my caseis DenmarkMerloset al., 2003, p. 54). TheEUdata protectionaw from 2018 statesthat
personaldata isdata that canbe related directlyto the subjecwvithidentifyingcharacter§European
UnionAgencyfor FundamentdRights2018, p. 83). Anonymityand confidentialityisthereforeimportant
whendoingresearchwithvolunteersTherefore] ensuredo safeguardand keeprecordsand personal
informatiorof the voluntarieprivate and insteadof usingtheirreal namesthey havechosemicknames

for the wholeinterviewthinkaloud and participatory design.Thiswill ensurehattheirreal identitywo n 0 t
be recognizedMerloset al., 2003, p. 55).

Furtheiit is statedthat data whichis processedor researchor purposeof creatingstatistichasto be
collectedand only usedfor the scientifigpurposeand nothingelse(EuropearynionAgencyfor
FundamentdRights2018, p. 339).

Lastlyit isimportantto keep data storedsafely and thiscanbe doneby pseudonymisingy encrypting
thedata (EuropearJnionAgencyfor FundamentaRights2018, p. 95). Thedata that hasbeenusedfor
thisthesidhasbeenstoredon Google Drive.Google ensureslata protectionand are GDPRcomplaint
sinceMay, 2018. 2-stepverificationhasbeenimplementegbersonallyin order to enhancesecurityfor
the data thatisusedfor the thesisEncryptioms usedon Google drivesplatform and ensureprotection
whilebrowsingtheircloud(Cloud 2018, pp. 798).
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3.2 Context

Oneof thereasonsvhy Danisthighschoobktudentsre interestingo investigatas becausean earlier
investigationwhichis also,mentionedn the literaturereviewstatesthat socialmediais highlyintegrated
withinDanishhighschook t u dewamnytladlfe. Thereport, whichwasrequestedoy the DanistMinistry
of Educatiorstatedthat morethanhalf of therespondentsisedsocialmediadaily and they useit
specificallyto maintaincontactwiththeirfriends.Thereport consistedf approximately1200
respondentbetweentheage of 13 to 19 yearsold. Especiallyhe girlsand boyswhohad an extensive
useof socialmediawere betweentheage of 15 to 19 yearsold - they statedthat they usedsocial
mediathroughouthe day untiltheyfall asleep.Thegirlsin thisreport usedsocialmediaslightlymore
comparedto the boys(Glavind,2018, p. 8).

Therefore] thinkthatinvestigatinddanishhighschooktudatsis relevantbecauseheirsocialmediause
isextensiveHencejt isinterestingo seehowthey perceivecyber securitypbecauseof theirdaily useof
electronidevicesFurtherjt wouldbe compellingo seeif they haveconceived good or poor
uncerstandingpf theirowncyber securityonthe internetand socialmedia.

Anotherreport from TheDanishAgencyfor Cultureand Palacesstatesthatin 2017, 99% of the Danish
populationbetweenthe age of 16-24 yearsold had accesso theinternetfromther home(TheDanish
Agencyfor Cultureand Palace2018, p. 6). Ther e p docusirbgeneralisonthe usageof internetand
mobiledevicesToput the highusagenumbelinto contextl thinkit is highlyrelevantthat the usageof
internetat homeistremendoustherefore,l thinkit isrelevantto alsolook uponthe Danisthighschool
studentgybersecurityin contrasto theirhighuseof internet.

Thereport furtherstatesthat 83% of the Danishpopulationusegheirsmartphon¢o accessheinternet
and 73% usetheirlaptop. Danishinternetusersare betweenl6-89 yearsold, soa part of themalso
consistef youngDanisthighschooktudentgTheDanishrAgencyfor Cultureand Palace,2018, p. 8).
Furtheiit is statedthat someof the mostusedfeatures onthe internetis usinge-mail,accessingheirbank
or reading newsonline(TheDanishAgencyfor Cultureand Palace 2018, p. 10). Thatthe broader Danish
populationhasa highamounbf internetusemakest evenmorerelevanttowardshowsecureher
browsingis. Somefundamentaprotectionrmeasurefavebeenaccountedor in theliteraturereview,
protectionas usinga firewall, antivirusand VPN.

Lastlya report fromthe Danislgovernmenand specificallythe ministryof financestatesthat a big
amounbf youngpeople do notunderstandhe basicsof protectingthemselvewhilebeingonlineonthe
internetand socialmedia,and especiallycyber securityisemphasizedTheeducationakystemn
Denmarlplaysanimportantrole whenit comedo theyoungp e o pdereept®nand understandingf
ITand morespecificallycyber securityMinistryof Finance2018, pp. 28629). Thereforethe
investigatiorof Danisthighschook t u dogbensd@wgityawarenesssinterestingo get a glimpseof.
Hencethe highschooktudentsre indeedan interestinggroupto investigate.
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3.3 Philosophy of science

Theaim of philosophyof scienceasto understandhowmethodsre usedin differentfields of sciences.
Philosophyf sciencestrivedo dig deeperand understandhowsciences understoodroma
philosophicgberspectiveit allowstheresearcherto reflectupontheirownresearchfroma different
angle.Furtherit allowsscientist® uncoverassumptionshichtheywouldnormallynotdiscusgOkasla,
2002, p. 12).

Often scientistsonduct particularresearchthey get the sameresultinorder to prove and maketheir
sciencevenmorevalid theywill repeat theirresearchand striveto get exactthe sameresultsAt the
endif theresultsare the samethe scientisare likely to stophisexperimen{Okasha2002, p. 12).

Fromthe perspectiveof philosophyof sciencehe philosophewouldaskwhy are the scientissureabout
that shewill retrievethe sameresultdrom herresearchagain. Inaddition,howis accuracyof results
ascertainedThese&indsof questionsvouldnotusuallybotherthe scientistshehaslikely better of
spendinghertimeon somethinghefindsmorerelevanttowardsherresearc{Okasha2002, p. 12).

Moreoverscientisthroughouhistoryincludingeinsteimewtonand Descartetiave useddeep
philosophicahinkingoefore and after theirexperimentsThereforepne shouldhotimplythat
researchergsevertake a stepdeeperand reflectupontheirownresearchPhilosophpf scienceanbe
hard to defineand SamirOkashastrivedo give a simpledefinitionby statingthat philosophyof science
studieghe method®of sciencOkasha2002, pp. 12913).

Inorder to put philosophyof scienceénto somecontext,SamirOkashadefinesparadigmsas something
that consistef two componentg.hefirstis crucialtheoreticalissumptionthat are acceptedby all
member®f the scientificommunityl helastcomponenis exemplarsyhichcanbe specificscientific
problemghat havea solutiorwhichconsistef theoreticabssumption#ioughit is statedwithintextbooks
ascontrolquestiondt shouldbe notedthata paradigmisbeyondtheoryaccordingto Kuhnwhichuses
thetwo wordsjointly (Okasha2002, p. 81).

NoellaMackenziéhasa anotheropinionand describegparadigmsor rather shestatesthemasresearch
paradigmsaso u n d e desdrilzepradlictor controlan educationabr psychologicadhenomenaor to
empowemdividual$n suclcontext§Mackenzié Knipe,2006, p. 1)6 Indeed,bothauthorsstriveto
arguefor paradigmsbeingan importantelemenf philosophyf sciencelndeed,researchershould
considethiswhileconductingheirexperiment®r evaluatingtheirresearcHindings.

Inmythesid &strieedto have a positivisti@approach.Positivisiis often called scienceesearchor
0scimat hitsbasedontheempiricisand rationalistiavay of thinkingthesetermsare originally
fromthefamousphilosopherdohnlocke,FranciaconAristotle etcetera.Positivismmanbe usedfor
researchin a socialcoherencevherethe assumptiorsthatd T koeialworldisto be studiedin a similar
way asthenaturalw o r IMdadingthat studyingwithinthe socialworld isfree of chargeand its
understandingften hasan underlyingcauseTheaimof positivisnisto testouttheoriesand withthe
help of observationand measuremengdriveto understandhe final outcomgMackenzi& Knipe,
2006, p. 2).
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Themethod usedis describedn detailsin the methalology chapter.Howeverthe methodsvere chosen
in order to get a realisticunderstandingf howthe Danishighschooktudentshinkand perceivecyber
securityTheinterviewsguestionnaireggarticipatory designand thinkaloud methodhelpedin different
waysto get somevaluableknowledgefrom the Danisthighschooktudentand withthe positivist
thinkingindeed,it isoneof severalmethodo do socialsciencer usescientifianethods.

3.4 Questionnaire

A guestionnairevascreatedasa part of thethesisn order to understandhe Danisthighschool

s t u dteonghtsr@ repeated behavioraroundcybersecurityTheaimisto createan online
guestionnair¢hat will reachoutto as manyDanishhighschoobktudentss possibleThoughhisaimwas
changedduringthe processand | had onefull classof Danisthighschoobktudentso answemy
guestionnairdpgethertwo otherDanishighschoolsvere alsoparticipatedwithinthe questionnairel'he
Questionnairsvill helpdescribingheir preferenceand interest@roundcyber securityin a structured
way (GoodmanKuniavsky& Moed,2012, p. 327). MoreoverWilliam Neumanrstatesthat
guestionnaireesearchgrew bigger speciallywiththe forthcomingf positivisnand hasgreatly been
usedwithinsocal sciencéNeuman2014, p. 317).

William Lawrencegive someguidelinedor creatinga questionnairén a structureanannerSomeof the
stepswere adopted and thislead to the following(Neuman2014, p. 320):

Creatingquestions

1.1 Decidingontype of interviewWeb questionnaire
1.2 Writing the questionnairguestions

1.3 Decidingontheresponseategories

1.4 Choosinglesignlayoutof the questionnaire

1.5 Choosin@ methodto recordand extractthe data.
1.6 Pilottestthe questionnaire

1.7 Choainga target group for the Questionnaire
1.8 Chosing samplesize

1.9 Locatingherespondents

1.10 Conductinghe questionnaire

1.11 Extractinghe data from Excel

1.12 Enteringhe data in Excel

1.13 Performingan analysisof the questionnaireata (Neuman2014, p. 320).
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From1.161.3

Googleformwaschoserasthetool for conductinghe web questionnaireésoogleformisa web
applicationwhichcanbe accessedrom:https://www.google.confbrms. Thetool isfreely accessible
togetherwith otherGoogle basedcloudservicedlt servesas an onlinetool whichcollectsall the
responseenlineand makest easyto analysein an excelspreadsheeif needed(Djennolnsua& Pho,
2015, p. 2).

Hereafter,questionsvere brainstormedor the questionnairdpgetherwith questionghat derived from
theliteraturereviewespeciallytheliteraturearoundcyber securityout alsoearlier studiesvhichare
mentionedn the literaturereview. Thesmallbrainstorminganbe foundin theappendix8.1.1. These
keywordswere usedto write questionsutnonstopnd pushthe proces®f creatingquestionshat would
createanswersthat wouldbe relevantfor the questionnairéGoodmaret al., 2012, p. 331).

Mike Kuniavaskylifferentiatesbetweendescriptiveand explanatorygoalsof the questionsThe
descriptivegoalsare aimingto summarizand understandts audiencepftentheirbehaviorintrying to
be understoodere.Theexplanatorygoalsstriveto deal withp e o pHelevosand belief, further,it
strivego understandhe relationshipetweentheiranswergGoodmaret al., 2012, p. 331). Thegoal of
theweb questionnairésto incorporatebothtype of questionnairexplanatoryand descriptivegoals
and lastlyto createsomecategoriessothereisa full-bodied structuref the questionnaire.

1.3 Whichfocuse®nresponseategoriesThecategorieshavebeendivided intotwo categoriesclosed
and openendedquestionsThequestionnairstrivego answerthe problemstatementand understand
the specifigperceptionof cybersecurityin Danisthighschoold-urthermoraet relatesto the literature
reviewwherethemesuclasfirewall, antivirusand VPNhavebeenreviewed.Thequestionare both
openendeal and closed.Theopenendedtry to understandhe Danisthighschook t u dtleonghtsrid
theyare free to answerastheywish,comparedto the closeendedwherethey musstatea fixed answer
(Neuman2014, p. 331).

Brymarstatesthat the questionna# shouldhotbe bulky or messytherefore simpleopenand close
endedquestionsvere utilised Furthermorehe coverletter explainsthe intentiorand thought®of the
guestionnairand the needfor DanishhighschooktudentsisrespondentsA shortdesciption of the
goal, needfor Danisthighschooktudentsand consentorm (Bryman2012, p. 236). Thecoveringetter
canbefoundin theappendixas8.1.1

Thequestionnairgvaspilot testedwhichis mentioneds recommendeth both Neumarand Bryman.
Biymanstatesthatif possiblehe researcheshouldilot testthe questionnairén order to find any minor
or bigger flaws whichcanbe revisedbefore the official executiorof the questionnairéBryman2012, p.
263), (Neuman2014, p. 320). Thepilot teding wasdoneonthe 24th of October2018 onHimmelev
Gymnasiunt-ourin total participated,wherebothgenderswere equally representedTheinitial pilot
studytook approximately5.9 minutegr. studentThestudenpointedoutthatif theyhavenotbeen
hackedthentheywere notguided correctlyintothe nextquestion*

Thisvasfixed before theinitial executiorof the official questionnaireyhichwascreatedon Google
forms.
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Lastlythe questiorwasclearedoutfrom any misunderstandingleuman2014, p. 320). Thepilot testing
wasconductedn a quietlibrary facility whereall student®iad theirownlaptop and accessedhe
google form. Thepilot testlink canbe foundin the footnotel.

Inorderto choosea samplesizeand target group for thisresearctprojectl choosenonprobability
samplingvhichisan overalltermfor samplinghatis notaccordingto the standardof probability
samplingConvenienceamplings usedwhen researchergvantto gatherdata froman accessibléarget
audiencethoughBrymanmmentionshatin thiskind of samplinghereis notalwaysa strategyfor
generalizingesponseBrymanrstatesthatis becausehe data isnotrepresentativdbecausdhe
researcherstargetingwhatis easiestaccessibléo him(Bryman2012, p. 201).

Togatherrespondentfr my questionnairéreachedoutto severalcollegesthoughmostcollegesd i d n 6 t
wantto participateor give meaccesso their Danisthighschootlassesn order for meto conducthe
guestionnaire.

| contactedmy surroundingetwork My old teacherfrom collegerespondedhat | couldusehisclassasa
target group.l attendedoneof myoldt e a c dlassedi the college firstly | presentednyself,
hereaftertheyfilled outthe questionnairand lastly| had a shortpresentatiorof optimizingcyber
securityonceonline.Thigook 15 minutesn total and all the studentsvhoattendedthe classhat day,
were able to respondto my questionnaire

Thoughn order to gain a morediverseresponseate, | alsocontactedmy little brotherwhoattendsa
1.G classat Himmerlexcymnasiunte postedthelinkin their private personalFacebooknessenger
groupfor hisparticularclasgo the final questionaire; hereall whovoluntarilywishedto answerthe
guestionnaireverefree to do so.

Lastlyoneof the publicbelongedto a private Danishhighschoolhe alsohad the chanceo answerthe
guestionnaire.

Thecharacteristicand populationwaschoserdueto the big amounbf internetusersn Denmarklna
reportfrom2017 from Danishstatisticshey mentiorthat 74% of the Danistpopulationbetweenl15-89
usegheinternetservaltimesa day (Danmark$tatistik2017, p. 11), thereforeinvestigatinghe cyber
securityof Danishhighschoobktudentseemedasan interestindield and thereforetheywere choseras
the populationto investigateThegroupwhofilled outmy surveyis calleda sampleand the goal for my
guestionnairésto attract Danishthighschoobktudentsvhoattend 1st, 2nd or 31 year at their college
(Goodmaretal., 2012, p. 349). FurtheElizabethGoodmanstatesthatthe researchhasto choosdhe
samplethat they are mostinterestedn to investigateand the mostfrequentuserof what you are trying

to investigatgd Goodmaret al., 2012, p. 350). Inthisresearchthe Danisthighschoolisersare of interest,
dueto theirfrequentuseof internetand theirsocialmedias.

Invitationbiasisthe biasthat canoccumwhenyouinvitepeople to participatein your questionnairel'he
incentivetimeor evenplace of whenthe questionnairés conducteaanaffect howmanypeople are
likely to respondto your questionnairéGoodmaret al., 2012, p. 355).

2

lhttps://docs.google.com/ forms/ d/ 1nWnKI PbRPXEpxqgtY6U21lehj
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Inorder to minimizehisthe majorpart of therespondentsvere all fromthe samecollegeand | was
physicallystandingn theroom,whiletheyfilled the questionnairghiswasdoneon HgjeTaastrup
GymasiumThelastpart of therespondentsreremylittle b r o t dlaesmaiesand theygot a link
throughan onlineprivate Facebooknessengegroup wherehisclasscouldrespond.Thequestionnaire
wassentwithina lunchbreak, sodurationbias canhad occurred Goodmaret al., 2012, p. 355).
Durationbiasrelated to thetimewhenthe questimnaireisfilled and if it isa suitabletimefor the
respondentto attendand fill outthe questionnaire.

Inorderto extractthe data it is mentionedhat usingexceffor extractingand enteringdata isan
excellentool in order to keeptrack of the questionnaireesponsesnaddition,Excelcanassistith
analyzingand convertingaw data intoreadable graph and if neededstatisticeanbe made (Cowles&
Nelson2015, p. 136).

WithinExcel] needto createcodesin order to analysethe questionsTherecanbe severallevel of
guestiond.ikelyallocationcodesto femaleand malewill helpto determinef thereisany survey
different betweenthe gendersFurthermord,wouldstriveto get somefrequencyanalyzedfromthe
guestionsthiscanbe dore withquestionsvherethe respondentlavethe ability to chooséetween
severaloptionse.g. usingradio buttonquestiondVloreover,| am strivingto do an analysisonthe data,
mostlikely a qualitativeone,wherel determinerequencyof theresponsend createbar chartsthat
explainsthe data, whichare retrievedfromthe questionnaireesponsegCowlest. Nelson2015, pp.
1358136).

Q1 Haveany of yoursocial Tounderstandf Danish Closed
mediaaccountgver  highschoobktudenthave
beenhacked? beenhackedbefore,and
it helpsto answerRQ3.
[Yes]
[No]
Q2 What did youdo when = Tofind outhowtheyact Open
youraccountvas uponhackingwhat
hacked? behaviorand thoughtgo
throughDanishigh
studentdiurthermoret
[Pleasenrite an helpsto answerthe
explanation] problemformulation.
[My accounhasnever
beenhacked]
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Q.3 What stepsdid youtake  Thigjuestiorhelpsto Open
after youhad been answerRQ2.lt tells
hacked? somethin@boutthe
Danishighschool
(Youmighthavechanged students

your passwordjnstalled
a VPNor an antivirus?)

Pleaseexplainwhatyou

did?
[ haveneverbeen
hacked]
Q.4 Doyouhaveanantivirus  Seeif the Danisthigh Closed
installedonyour schooktudenthavea
electronicevices basictool whichwould
increaseheir
[Yes] cybersecuritpnlineand
onsocialmedia.
[No]
[ | ndtsure]
Q.5 Why did youdecideto Behaviouaroundwhy Open

installantivirusonyour  theytry to enhanceheir
electronidevices?  cybersecurityit ispart of

theRQL1.
[pleaseexplain]
Q.6 What OperatingSystem KnowingvhatOSthe Closed
(OS)do you primarily Danisthighschool
use? studentsisegells

somethingbouthow
[Microsoftd Windows vunerabletheyare in

10] generalto hackingOS
[Apple - macOSL0.*¥ securityisa chapter
[Linuxd Ubuntu] withinthetheoryof
[Noneof theabove] Cybersecurity
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Q7 What mobileoperating

systendo youuse?

[Googled Android]
[Apple 8 i0S]

[Microsoft Windows

PhoneDS]
[Noneof theabove]

What socialmedia

Mu s a

Samegoeswithmobile

devicesvouldbe niceto

knowwhatOStheyare
running.

Knowingwvhatsocial

accountslo youcurrently mediathe Danisthigh

Q.8 haveinstalledonyour

mobilephone?

[Facebook]

[Facebookmessenger]

[Instagram]

[Snapchat]
[Pinterest]
[Tumblr]
[Viber]
[Skype]
[Twitter]
[Dropbox]
[Bitmoji]
[Google Maps]
[Netflix]
[Spotify]

[Soundcloud]
[WhatsApp]

Q.9 Doyoubackup your
data?

[Very Frequently]
[Frequently]
[Occasionally]
[Rarely]
[Never]

schooktudentsisethe
mostd furthermore
investigatdf thesebig
socialmediacompaies
havehad any major
data breach withinthe
lasttenyears.

Furthermorehisisinthe
top 20 categorieshoth
onandroidand IOSstore
for themostdownloaded
application.

If a Danisthighschool
studentgetshackedit
wouldbe niceto havea
backupin order to
restoretheirdata, it is
part of havinga good
personakyber security
to take a backupand put
it ina safe place.

hoAAdi BM&st er

Closed

Closed

Closed
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What methoddo youuse

inorderto
backup
your
Q10 data?
[USB]
[External
Hard
Drive]
[Thecloud:
Google
drive,
Onedrive,
Dropbox,
Icloud,
etc.]
[Network
attached
storage
(NAS)]
[l do not
backup
my data]
[Other
please
describe]

Q11 If youdo notbackup,

explainwhythatisso?

[Explain ]

Musa hoAAd|I @M&st er
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Closed

Knowingwvheterthe
studentdackupor not.
Furthermorgvhich
devicegheyuse.The
devicesr serviceslso
tellssomethingbouthow
advancedthe students
are in generalare with

theirlT-competencies

Gettingto knowwhy
theydo notbackup,
whenit wouldbe so
importantin casetheir
electronidevicedails
and theywill notbe able
to retrievethedata.

Open
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Q12

Q.13

Q.14

Q.15

Doyouusethesame
passwordgor several
socialmediaaccounts?

[Very Frequently]
[Frequently]
[Occasionally]
[Rarely]
[Never]

Doyoushareyour
passwordwithyour
friends?

[Very Frequently]
[Frequently]
[Occasionally]
[Rarely]
[Never]

Doyoushareyour
passwordwithyour
family members?

[Very Frequently]
[Frequently]
[Occasionally]
[Rarely]
[Never]

Doyoushareyour
passwordwithyour
colleagues?

[Very Frequently]
[Frequently]
[Occasionally]
[Rarely]
[Never]

Musa hoAAd|I @M&st er

Sharingpasswordwith
otherusedsa simple
way of gettingyour
personainformation
onlinecompromised

thereforethisquestions
importantto understand.

Sharingpasswordwith
otherusessa simple
way of gettingyour
personainformation
onlinecompromised

thereforethisquestions
importantto understand.

Sharingpasswordwith
otherusergsa simple
way of gettingyour
personainformation
onlinecompromised
thereforethisquestions
importar to understand.

Sharingpasswordwith
otherusedsa simple
way of gettingyour
personainformation
onlinecompromised

thereforethisquestions
importantto understand.

Closed

Closed

Closed

Closed
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Q.16 Why isit thatyoushare Understandinghe Open
passwordsvithother = reasongehindthis,also
people? understandingheir
behavioraroundcyber
Pleaseexplain security
[Id o rsitatethe
passwordwithother
people]
Q.17 Doyouworry aboutyour Understandingf Danish Closed
cybersecurityonline?  highschooktudentsire
worriedand to what
[Very Frequently] extendabouttheircyber
[Frequently] securityonlineand on
[Occasionally] socialmedia.
[Rarely]
[Never]
Q. 19A Cybercrimesaninclude Fromthe EUreport Closed

manydifferenttypesof (EuropearCommission,
criminahctivityHow 2015, p. 57). Undersand

concernedreyou if theyare generally
personallabout concernedbouttheir
experiencingr beinga cybersecurity.

victimof thefollowing
cybercrimes?

Receivingmailor phone
call fraudentlyaskingfor
access$o yourcomputer,
loginsor personal
details?AIncluding
bankingor payment
information)

Very concerned()
fairly concerned)
notconcerned )

Don'tknow()
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Q.19B Inaddition,howoften Fromthe EUreport
haveyouexperiencedr = (EuropearCommission,
beena victimof the 2015, p. 58). Understanc
followingsituations? if theyhavebeena
victimof fraudulentscams
ontheintemet,thisalso
Receivedemailsor phone assistéo answerthe
callsfraudulentlyasking problemstatement.
for accesso your
computerloginsor
personaldetails(this
includedankingor
paymentinformation)
'Yesl Obeena victim'(
)
"Never' ()
" Don'tknow'()
Q.21 Howold are you? Demographicadjuestion
[14] in order to knowhowold
[15] my respondentare.
[16]
[17]
[18]
[19]
[20]
[21]
Q.22 What grade are youin? Determiningvhatyear
theyattendin theirhigh
[1.G] school.
[2.G]
[3.G]

t hesi s
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Q.23 Wouldyoulike to Theirwillingnesso Open
participateinan attendto an interviewfor
interview{Therewillbe = furtherunderstandingf
beveragesand snack® theirperceptionof cyber
it will take security.
approximately35 min.d
and will be at yourhigh
school)
YesHereismyEmail.
No.
Q24 Would youliketowin  All the Danishhighschool Open
two ticketsfor the studentsvhoanswerthe
cinema? guestionnairbdavethe
possibilityto wina pair
[Yes} Mail of ticketsto the cinema.
[No]

3.5 Semiconstructed interview

Semiconstructethterviewis chosetecauset isdesignedio havea prepared setof interviewguestions
in advance.Theinterviewemay askmorefollow up questionsluringthe interviewlt shoulde noted

that whenconductingemistructurednterviewghe interviewerdoesnot alwayshavethe ability to
measurgheresponser outcomdromthe respondentduringthe interviewHencetheinterviewemuses
his setof prepared questiondpgetherwith questionghat naturallyflowsduringthe conversation
betweentheinterviewerand responden{Wengraf, 2001, p. 5).

Inorder to enhancehe quality of a successfskemiconstructethterviewAlan Brymarborrows some
criteriafrom SteinarKvaleand statessomeusefulipsfor interviewing:

KnowledgeableResearchinthoroughlyand keepingthe respondenin focusduringthe interview
Structuringdavea clear structurdor the interviewbecauset helpswithdirectingthe interview
Clear:Askquestionghat are clearand simpleto understand

Gentle:Begentleduringthe interviewand let the respondenfinishtheir sentences.

SensitiveBeaware of whatand howtherespondentespondgo questionshaveempathyduringthe
interview.

Open:Beopenmindedduringtheinterviewandd o riofceé therespondento give a specificanswer.
SteeringGive directionduringtheinterviewthat makeshe respondenteel comfortable.
Critical:Beable to adapt duringtheinterviewif the respondenteplieswith somethingnteresting.

RememberindRemembewhatthe respondensaysand follow up withquestiond possible.
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InterpretingClarify whatthe respondensaysif needed,in order to get the correctmeaningBryman,
2012, p. 475) (Kvale,2008, p. 82).

IrvingSeidmarmentionshat before creatingquestiongor interviewsand in my casefor the semi
constructechterviewit isimportantto thinkaboutthe what.What are youtrying to answermwithyour
guestiondje statesthat the interviewershouldaskhimselfwhatheisinterestedn to understanénd
whatheistrying to learn (Seidman2005, p. 47).

Inthisthesid &stmivingto understandasicconcept®f howmuctDanistighschooktudentsinderstand
and interactwith cyber securitywhilethey are online Moreover,|vringSeidmarstatesthat the
interviewershouldaskwhy somethingsimportantduringthe interviewHe statesthat the interviewer
shouldunderstandhe significancend backgroundf the desiredthemethatis beinginvestigatedin
addition,he arguesthat the interviewershouldry to understandlifferentlevelsof complexity(Seidman,
2005, p. 48).

Thishasbeenstrivedto be adapted in the bestmannerpothwhilecreatingthe questionand while
executingthe semiconstructehterviewlrvingSeidmarstatesnextthat the interviewershouldhavetheir
focusonhowsomethingsin relationto their study.

Thismeanghat duringtheinterviewyou shouldry to understandvhy therespondentact, undestand
and behavein certainwaysin relationto whatis being investigated Seidman2005, p. 49).

IrvingSeidmarmentionshat the researchewill haveto recruitrespondentfor the interviewstudy.In
order to makecontacfor respondentsstatethat it isimportantto do it yourselfin personin order to
build a relationshipwiththe respondenand give thema familiarity with the proposedresearchand what
theinterviewisabout(Seidman2005, p. 61). Theparticipantfor the semiconstructethteiviewwas
selectedromthe questionnairand four people,two boysand two girlsenrolledat a Danishhighschool,
were chosenMoreoverall the participantprovidedtheire-mailaddressand consentedo conducthe
interviewElizabethGoodmansupportghisby statingthat the interviewershouldoe in good timewhen
recruitingparticipantand striveto find participantthat you thinkwouldbe mostbeneficialfor your
plannedinterviewstudy(Goodmaret al., 2012, p. 95).

It isrecommendetb recordyourinterviewsho matterwhattype of interviewstyleisused.Duringan
interviewit isimpossibléo recallexactly everythingthat hasbeenspokenaboutduringtheinterview.
MichaelPattonmentionghat the interviewershoulchavean aim of notmakingthe interviewexceed60
minutegPatton2001, p. 200). FurtheMichaelPattonstatesthat havinga good microphonegplenty of
spacefor recordingand conductingt in an area whichwill notdisturbyourinterviewis essentiain order
to conductan interview

A Dictaphonef good quality wasborrowedat AAUCPHcombinedvitha SonyXZ2Compacbuilding
recordingfunctiorall four interviewwere recordedand convertedntomp3320 kpsformatin order to
makethefiles smallemwithoutcomprisinghe soundyuality.

Michaelpatton statesthat placingthe dictaphoneon a stablesurfacetestingthe dictaphonebefore
beginningthe interviewand ensurehat the toneof the voiceis goingthroughclearlyisrecommended
before startingthe interview(Patton2001, p. 382). Thesestepswere followed prior to theinterviews
conductedht HgjeTaastrupGymnasiumyheretwo of thefour respondentvere enrolled.
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Theauthoremphasizethat theinterviewershouldspeakclearly duringthe interviewand nottoo fast, if
therespondentstoo nervousr speakingn a low voice,gently askthemto speakup. Furthermorat is
recommendedotto rustlewith pen,paper or cupscloseto the microphonéyecausehe recordingcan
comeoutnoisyHavinga naturalflow duringtheintervew asit wasa conversatiowitha friend isalso
emphasised.astly|t isimportantto statethat the interviewhasfinishedn front of therespondent
(Patton2001, p. 382).

After theinterviewhasbeenconductedt is essentiato saveit and backupit upina proper mannernd
give it an appropriate namethat caneasilybe recalledif therecordingis needed.

Furthermorat isimportantto keeptheraw file in good conditionsoyou avoid corruptiorof thefiles.
Lastlythe authorrecommentb give yourselfor the transcribergood timeto finishtheirjob of
transcribinghe interview(Patton2001, p. 382).

ChaunceWilsonstatesthat semistructurednterviewis often bestconductedvith two personspnewho
isfacilitatingthe semistructugd interviewand the 2nd personassisty takingnotesduringtheinterview
and controlghe dictaphoneduringtheinterview(Wilson,2013, p. 33).
Thoughhishasnotbeenpossiblefor the four interviewsvhichhasbeenconductedthoughin order to
recdl whattherespondensaidtheinterviewshasbeenrecordedand later transcribed.

AlanBrymammentionghat it isan advantageto transcribehe recordedinterviewto recallwhatthe
respondentsaid duringthe interviewFurtherit helpsif youintewviewseveralpersonsand thereisa
durationin between.Thetranscriptiorvisualizegachrespondenand makeghe statementdomthe
respondenteasierto analyze.Lastly the transcriptiotanmakeit easierfor otherresearchero extract
informatiorand theorizenewideasor strategiesyhichmightbe in the samescientificesearciield
(Bryman2012, p. 482).

SteinarKvalestatesthat thereare severalapproachedor analyzingqualitativeinterviewsHe hasa
simpleapproachwheremeaningcondesationis usedcombinedvith finding centralthemeswithinthe
interviewitself. Meaningcondensationftenstriveso extractthe interviewtext and get the accurate
meaningout,it shouldbe notedthat the persomanalyzingthe interviewwill be influened by hisown
opinion thereforemistakeganoccurHoweverjn order to minimizehisand reducethe errorsfromthe
semiconstructedhterview| havetakennotesduringtheinterviewand all four of the semiconstructed
interviewhavebeentranscribedThisvasdonein order to makethe analysiseasierand retrievethe
meaningcondensatiom an easiermanneicomparedo listeningdirectlyto the mp3recordinggKvale,
2007, p. 14).

SteinarKvalefurthermentionghat creatinga formfor analyzingyou interviewsnakest easierto
interpret.Thereford Oadapted histable 11.1 (Kvale,1996, p. 106). Thenaturalunitcontainghe
meaningcondensatioand the centralthemeis your owninterpretationof the meaningcondensation,
whichisaimedwhatthe respondenare stating.Fortheseinterviewghe themesoundecdtyber security
(Kvale, 1996, p. 106).

Inorder to statesomethingbouttherespondentpersonasavebeencreated.A personaisa fictional
personwhichisdescribedTherespondents givena nameand is shortlydescribesvhotheyare, their
goal, job and aspiration(sjRosenberdstephensg CollinsCope,2005, p. 219). Forthesepersonasthe
descriptiorhasbeenkept shortbecausehefocusis soundinghe highschooktudents.
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Furthetthe personais usedin order to understandhowthe userseegproductsand design(Rosenbergt
al., 2005, p. 219). ThougHor thisprojectthe personais usedin order to seehowtheyunderstanatyber
securityand theirdaily practicesof it. Thepersonais createdtogetherwith Steinarkvaleinterview
techniquéo extractthe understandingf the highschooktudents.

Natural Unit CentralTheme
1. XX 1. XX
2. XX 2. XX
3. XX 3. XX

Downbelowthe question$or the semiconstructethterviewis presented:

Cybersecurity

What isyour definitionof
Cybersecurity?

Howsafe do youfeel
whenyou browsethe
internetjn relationto
your cybersecurity?

Howsafedo youfeel
whenyou browseyour
socialmediaonline?

Doyoufeel thatyou
knowenoughabout
cybersecurity?

Doyoufeel thatyou
coulddo evenmorewhen
it comedo yourcyber
securityonline?

How
Why

How
Why

How
Why

How
Why

How
Why
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Protection

Doyouusea VPNwhen -  How
browsingtheweb? - Why
Doyouusea firewall on - How
yourmobiledevices? - Why
Doyouusean antivirus - How
onyourmobiledevices? - Why
Doyou usetwo-factor - How
authenticatiowhen - Why

accessingoursocial

media?

Doyouusethesame -  How
passwordsor several - Why
socialmediaaccounts?

Identifytheft
What isyour definitionof - How
identity theft? - Why
- Wheredid you

hearaboutit?

Are youworriedabout - How
identity theft whenyou - Why
surfonline?
Haveyoueverclickeda - How
malicioudinkthroughan - Why
e-mail?
Doyouthinkthatthereis - How
a connectiobetween - Why
cybersecurityand
identify theft?
Howdo youthinkyou -  How
canminimize/our own - Why

riskof identity heft?

P a ded
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3.6 Think alougrotocol

Thinkaloud protocolalsocalled Thinkaloud methodis usedin order to verbalizewhat participantare
doing,whenthereare completinga task.Theaim of thinkaloud methodsto understandvhatgoes
throughthe participantsmindwhencompletig a giventask,lastlyit isa knownmethodusedwithinhuman
centerednformatic{B.H. & B.Martin,2012, p. 181).

Thinkaloud protocolis oftenusedin order to evaluatetasksand methodshat are usedin the community
of usability. Thethinkaloud protocolis easyto use;you askyour participantto thinkaloud whattheyare
feeling,doingor thinkingThids donewhilethey completea setof tasksthe personfacilitatingthe tasks
will be able to get a better understandingf howthe participantperceiveand usea certainproductor
software(B.H. & B.Martin,2012, p. 181).

Thereare two commonypesof thinkaloud protocol:concurrenand retrospectiveConcurrenthinkaloud
isoftenused.Theparticipantgoesthroughtaskswhilethey stateoutloud howtheyfeel or think,while
solvingthe desiredtask.Dependingonthe difficulty, the facilitator mighthaveto repeat the taskor
remindthe participantto thinkaloudwhilethey completethe task. Thetarget for the tasksare for the
facilitator to understandvhatand whythe taskiscompletedn a certainway by the participant(B.H. &
B.Martin,2012, p. 181).

Inthe retrospectivavay of doingthinkaloudthe participantis silentwhilecompletingheirtasksthough
the sessiomsrecorded.After the completiorof the tasksthe facilitator will showthe participantthe clip
and askwhattheywere thinkingwhilecompletinghe task.Theretrospectivevay is usefulwhenyouasa
researchewouldlike to understandhe strategy,intentiorand reasoningor whythe participantactsin a
certainway (B.H. & B.Martin,2012, p. 181).

Theconcurrentnethodof thinkaloudwasused.Theparticipanthad to completeaskswhiletheirscreen
wasbeingrecorded.BruceHaningtormentionghat whileyou plan the thinkaloud sessiogou should
remindyourselfasa facilitator howyouwouldlike to evaluatethe sessiorf-uther BruceHaningtorstates
that usingvideo and audiorecordingwill helpto understangind analyzether e s p o redtiemmony 6 s
whiletheycompleteheirtasks(B.H. & B.Martin,2012, p. 181).

Inorderto prepare thethinkaloudtestfor the participart | firsthad to comeup withrelevanttasksthat
they had to completewhichwouldgive somansightuponhowthey practiceand understand
cybersecuritpna daily basis.With theinitial problemstatemenand literaturereview| wrote down
severntasksthat eachstudenthad to completealonebefore conducting semiconstructedterviewwith
therespondentDuringthe entirethinkaloud sessiothe laptop screensvhererecordedwithfree
recordingsoftware,furthermorgo ensureverbal and visualevidenceghe roomwasrecordedwitha
video-cameraand a Dictaphonelt wasrecordedbecauset helpsmeasa researcho go backand see
the participantgestimonyuringthe thinkaloud and helpswiththe analysigB.H. & B.Martin,2012, p.
181).
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Thetaslks,whichthe student$iad to completeand thinkoutloud simultaneouslyasthe following:

l1.Update your operating system on your &electro

Reason: Understand i f, why and how often the
system mini mi( DKR, veIloié&r alpi | 4101 e s

2.Connect-Fyoon Wbur | aptop wamddbr owse the webs
Resao n : i n order to understand i f they use a
internet, using VPN enhances security while
the |l iteratu(rRogs=®v& ek rclalspludt)2G13, pp.

3.Login to your Facebook account on your | apto
Reason: To see -ifactbhe atttutbdentscasesnttwefore
soci al medi a accounts. Two factor authenti ca

tgour stol en -Hpwaas s(Wloorhdn )( COMw, LCn2Delr3s i kpk e Mg, 2 (

4. Log i n -mai lyoaucrcoeunt on your phone
Reason:
Same reason as mentioned in number three, i n

aut henthecmattibbpeny | ogi n (WdhtviHaviha hed o hmp bWl ¢ 2@ 13
(Cybersi kker.hed, 2018, p. 5)

5.Send a fake invoice to your future manager,

Reason: Under st amdai |li fenddreg psitiuvae nt ¢ eser ept t

per sonal I nf ormati on -mai ks eHwead walnothhni)n Wuh e n2 Ot
998®97) .
6 .Purchase a bike or a pair of jewelries onlin

Reason: Under $st awnadyi nogf tbhreo wsstisundgeintritye t wealh d rhc
or whether it is fraudulent. This argument I
2016 ,25pp) .

7.Show me -wioruus asndfit ware and a test scan of it

Pade/
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Reason: Understand i f tvhier isst.u dbanvtisss ghaavifet wa r e
of the practice of having an enhanced cyber
revi ew abaowts gntoixean Koret, 2017, p. 3).
Bela Martin states that the researcher shoul
able to tell how the participants compl eted
within Microsoft Word, i n oandterc otnop |keeteepd ttrhaec
& B Martin, 2012, p. 180).

1. Updateyouroperatingsystenon
yourelectroniaevice

. ConnecyourWi-Fionyourlaptop
and browsethe website:

. Loginto your Faceboolkaccounbn
your laptop.

. Loginto youre-mailaccounbn
yourphone

. Senda fake invoiceto your future
manager,ncludingyour personal
identificatiommumber

. Purchasa bike or a pair of
jewelriesonline

7. Showmeyouranttvirussoftware
and a testscanof it.
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3.6 Participatory design

Participatorydesignisalsoa part of thehumarcentered n f o r ragptoacltaadhsevean
engagementirectlyfromthe stakeholdeand userthemselve3 hesenputsfrom the participanthelpsto
assisthe creationof a final productwhetherit iswithinthe designphaseof a physicaproductor a
computebasedprogram(B.H. & B.Martin,2012, p. 129).

Participatorydesignwaschoserin order to engagethe exactsamestudatswhohad beena part of
patriating (participating?)n the questionnairghinkaloud protocoland semiconstructedterview.The
wholeaimisto give thema voicefor howtheythemselvethinkthatthey canimprovetheiroverall
cybersecuritythiswill alsohelpto answerthe RQ3.

PelleEhrstatesthat Scandinavidascloseto two decadesof traditionfor strivingto incorporate
participatorydesignin the useand designproces®f computeprograms Anexampleof thisisthe
Norwegianmetalworkersiniorwherethe focushasbeento includethe workersand createinitiativeshat
formsa democratiprocessvhereall workerswere included.

Theidea isthat the workershavean equalamounbf say and havethe possibilityto directtheirideas
togetherwith othersto forma final solutionthat they desirewithinthe companyThereforeparticipatory
designcanbe usedin manyways(Namioka,1993, p. 41).

BruceHaningtorstatesthat the participatory designis an approachwhichstartedaroundl 9 7 G@irgts ,
seenin Norway. Thecomputespecialiste®f Norway workedcloselywiththe unionof the metaland
ironworkerjn order to integratenewtechnologyntotheirworkspaceOther Scandinaviacountriesised
skilledemployeesvhowere specializedn enigieenering.economicsocialsciencetc.thesespecialists
collaboratedwithleadersof the unionTheirgoal wasto integratecomputeibasedsolutionto createan
advantagefor the companyasan entirety(B.H. & B.Martin,2012, p. 129).

By thetime,participatory designexpandedand hasnotonly beenlimitedto Scandinaviagountrie®r
specifiaunionsTodaythe methodhaswidespreaduseswithinarchitectureyrban,industrialand
interactiordesign.Theaim of participatorydesignisto includestakeholdersand participantsof a
productor designto helpformingthe solutionB.H. & B.Martin,2012, p. 129).

Inthisthesismy approachisto give a chancedor the Danishhighschoobktudentshemselvet delivera
possiblesolutionfor enhancingyber securityin generalfor Danisthighschooktudents.

Thereare differentapproachedor howto conducthe participatorydesign BruceHaningtormentions
techniquesuchasusingcollagesphotosor evencreatingsomemodelwithina workshop.
Thedesignmethodsflexible in the way that you canchoosea stylethat suitsyour specifimeeds An
exampleisfrom Sanderd:lizabeB-N theresearcherssegarticipatorydesignasa frameworkwhere
the participantenact,talksand createsin a group,the aimfor thefacilitatoristo usethe resultof the
frameworkto improveand incorporatethe proposedsolutionsromthe participantgB.H. & B.Martin,
2012, p. 129).

| adopted boththe idea from BruceHaningtorconcerningisingparticipatory designas a frameworkwith
paper and pen,togetherwiththe thinkingof PelleEhnPelleEhrstatesthat designingor democracyat
workiswhereevery humarhasthe equalrightto maketheirdecisionsoncerningheirlife. It islistedas
4 points:
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1. The owner is responsible for how resources a
aims are considered, lastly there is room in

2. The owner can choose to wWiicg after htolwe t dreg gmrioza

3.There should be room for the workers to
production | ine.

4 Fl exibility concerning the production of
pace ( NamBi,oka, 4B99

After the semiconstructethterviewthe participantswere groupedin two. Thegirlstogetherfirst were
theywere givena paper sheetof sizeA3 and a pento brainstormdeasand solutiongor howthey
thoughtaboutcyber securityoveralland howit couldbe improvedfor DanisthighschooktudentsThe
samewentonfor the people whoseparatelyhad theirtimeto thinkoutloudand theirideasfor howthey
couldimprovetheirownand fellow studentgyber securityPen paper and a Dictaphonavas usedin
order to recordand recallthe sessioffor later analysis.

3.7 Excluded methods

Focugroupsare often structurednterviewsvherea group of people sitand discusa desiredtopicthat
theintervieweehasprepared (Goodmaret al., 2012, p. 141). ElizabethGoodmanmentionshat focus
groupscanbe good for gettinga better understandingf whatuserghinkabouta desiredproduct,in
thisprojectthe focusis concerningyber securityFurthermorshestatesthat the focusgroup methodcan
be a disadvantagef the moderatoris poorly prepared and leadsthe interviewin a bad manner
(Goodmaret al., 2012, p. 141). Therefore] dohasero go withsemiconstructedterviewwhichhas
beenexplainedin the methodologychapter3.1.

Despitetimeand moneycouldbe savedas AlanBrymarstates] 6ohaserto go withindividual
interviewsn order to get an indepthunderstandingf eachrespondentwhohasalsobeenpart of the
guestionnair¢Bryman2012, p. 501). Howeverjt couldbe relevantfor furtherworkto do a focusgroup
interviewwitha group of Danishhighschooktudentsn order to seeif theresultfromthe semi
constructechterviewsare in linewitha focusgroup interviewconductedviththe samequestionshatthe
respondenthad to answerin the semistructurednterview.

Anothemethodwhichwasexcludedfromthe thesiswasstructurednterviewsThestructurednterviewis
a formof interviewingechniqueavhereall the questionare createdbefore the interviewand strictly
followedduringthe interviewitself. It is similarto a questionnairayhereyouasan interviewdo nothave
the opportunityto askfollow up questiongWilson 2013, p. 8).

Thouglstructurednterviewhaveit ownadvantagesas ChuanceWilsonmention#& canbe good for
obtaininginformatiorin generalor get somebasicinformatioras demographicage, gender,etc.
Furthermorstructurednterviewcangive somedirectionfor howthe respondentfeel or thinkabout
specificscenarioand for thisthesighe aimisto obtain knowledgefromtherespondentsoncerning
cybersecurityMoreoverthe structurednterviewcanhelpto understandhe respondentbetter
concerningpecifidopicor problemsand it makest easierto comparetherespondentstatements,
becauseeachrespondentsiaspresentedviththe exactsamequestiongWilson 2013, p. 9).
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AlanBrymarsupportChuanceWi | svewahdstatesthatthe structurednterviewis more?precise
comparedto the semistructurednterviewwherethereis roomfor changingdirectionduringthe
interviewthisis notallowed duringthe structurednterview(Bryman2012, p. 210).

Usingstructurednterviewsand focusgroup interviewsouldindeedhavegivensomenterestingnsights
of howDanisthighschookudentgperceivecyber securityHoweverthe semistructurednterviewand
interviewingeespondentsneby onehad beenchoserin order to get a deeperperceptionof each
respondentdnaddition,eachrespondenalsotookpart in the thinkaloudand participatory design.
Lastlythereshouldbe roomfor doinga sessiomwherethe structurednterviewtechniqueviththe
combinatiomf a focusgroupinterviewcouldbe conductedin order to seeif similarresultsvouldbe
retrieved.
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4. Findings

Thissectiorof thereportincludes resultsand analysisof the thinkaloud method semiconstructed
interviewand the participatorydesign.

4.1 Questionnaire

Inthispart someof theresultdromthe questionnairare presentedand analyzedwithinexcel,thefull
accesso the questionnairevhere34 participantsook part intotal 20 girlsand 14 of themwere boys.
Intotal, the respondentepresentedhreedifferent Danishthighschool®eing Hgje TaastrupHgje
Taastrupprivat and Himmelexcymnasiunlhefull accessto the questionnairand spreadsheetanbe
foundintheappendixas8.1.3 d Linkgo datafrom questionnaire.

Q.1

44%

50%

38%
29%

25%

13% 9% 9%
6%
3%
0%
Don't know No Yes

Female Male
Figure4.1 Q.1 Haveany of your socialmediaaccountgverbeenhacked?

Fromfigure 4.1 it canbe seenthatthataround3 femalesand 3 maleshavehad theirsocialmedia
accounhackedoutof total 34 response$% of thefemaleare notsureand 3% of the malesare not
sureif theirsocialmediaaccounhasbeenhacked.Thiscouldindicatethat they are unawareof whatthe
definitionof hackingis.Lastlya majorpart of the smallpilot studyshowshat 44% of thefemaleand
29% of the maleshavenotbeena victimof havingtheirsocialmediaaccounhacked It shouldoe noted
thatit isa smallpilot studywithonly 34 participant,it ishard to concludehesenumbemponall Danish
highschooktudents;atherit givesa smalllandmarkof howthe currentsituatioris,towardscompromise
of theirsocialmediaaccounts.
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Q.9

22,0%

16,5%

11,0%
- I I
0,0% .

Daily Monthly Never Once a year Weekly

Female mMale

Figure4.2 Q.9 Howoftendo youbackupyourdata?

5.9% of thefemde and malebackuptheirdata daily, further20.6% of the femalesbackuptheirdata
monthlycomparedto only 5.9% of the malesTheweeklybackupof data islow of bothmaleand
femalesOncea year backupsaccountfor 20,6% of thefemaleand 14,7% for the maleparticipants.
Lastly5,9% of femaleand 11,8% of maleparticipantsstatedthat they neverbackuptheirdata. In
generalit canbe saidthatit is positivethat Danisthighschooktudentsnakebackupsn a reasonable
timespancomparedio notbackirg up theirdata at all. Havinga backupof the data will ensurdhatit
canbe recreatedin caseof hackingor compriseof o n eldtas

Q. 16

2,9%

20,6%

58,8%

= = Don'tknow = No = Sometimes = Yes
Figure4.3 - 16. Doyouworry aboutyourcybersecuritpnline?

Figure4.3 showsn relationto if the Danisthighschoohbre in generalworried abouttheircybersecurity
and a big part of themstatesthattheyare sometimesorethanhalf of them58,8%. Furtheraround
20% statestheyare notworried at all. Lastly 17,6% statesyestowardstheirworries.Thisisin correlation
withwhatthef e m astatedi the semistructurednterview.Thattheyare aware of theirowncyber
securityisnotin an optimalstate.
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Q. 17A

y

= Don't know

= Fairly concerned
= Not concerned

= Very concerned

Figure4.4 Q.17A - Cybercrimesanincludemanydifferent typesof criminalactivity. Howconcernedre you personaly
aboutexperiencingor beinga victimof the followingcybercrimes? Receivingmailor phonecall fraudulentlyaskingfor
accesso your computerloginsor personaldetails?

Figure4.4 Indicateghat closeto half of theresponden#i7% are fairly concernedboutbeingvictimof
a cybercrimefurther12% are notsureif theyfear cybercrime.21% are notconcernedt all and lastly
21% of thetotal respondentare very concernedTherespondentwhoare notconcernedt all, could
be becausdheythinkthat theirpersonalkyber securityis efficientor they havethe requiredknowledge
to restraina potentialcybercrimeFurtherthe numbeistatesthat a large part of therespondentare
concernedio someextent,thatthey mightpersonallyexperiencea cybercrimean the future.

Q.17.B

=Dontknow =Never =Yes | dve been
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