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Abstract: 
 
During the previous years, the amount of internet and social media users have increased throughout the 
world, as well as in Denmark. Following this development within information technology, the cyber security 
threats have also increased in recent years. In Denmark, a large group of Danes use the internet and 
social media, which is particularly popular among the Danish youth. This thesis aims to investigate the use 
and perception of cyber security among Danish high school students in their daily life. Moreover, the 
research paper also discusses whether it is possible to improve the awareness of the students when it 
comes to cyber security risks. This was done by conducting a questionnaire, where students were selected 
for interviews, think aloud tests and lastly a participatory design. The methods, which have been used in 
the thesis, have provided data for analysis and interpretation. The final result has shown that Danish high 
school students are indeed aware of the cyber security threats that exist today, although they lack 
knowledge concerning expertise within the field. Improving the lack of this would increase their protection 
online and on social media. The students themselves were given the opportunity to suggest how to 
improve their awareness of the cyber security threats. Among their suggestions three things were in focus. 
First and foremost, the students uttered a need for having lectures by experts within the field of cyber 
security at their high school. Secondly, they asked for the possibility of buying a pre-installed cyber 
security package at the local computer store. Last, but not least, they demanded being taught about 
cyber security risks at an earlier stage than high school, e.g. in elementary or secondary school.  
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1. Introduction 

 

Denmark has a population of 5,748,769 inhabitants (Elmeskov, 2017, p. 4); moreover, it is one of the 
most digitalized countries and is a part of the European Union (EU) (Danmarks Statistik, 2017, p. 5). A 
recently released report from Statistics Denmark states that more than 93% of the Danish population uses 
email. Further, 3.2 million Danes aged between 16-89 were connected to a social media platform in 
2016 (Elmeskov, 2017, p. 15). There is a risk of that this demographicsõ personal information may be 
comprised whether this happens from a data leakage of a company or hacking. 
 
A recent study by Cisco shows that 7 out of 10 youngsters breach IT security protocols at their workplace.  
For instance, private electronic devices may be connected to the company Wi-Fi or malicious links may be 
accessed from Facebook, which could compromise the security of company as a unified unit (AARUP, 
2012, pp. 1ð2). However, there is a minimal research/literature on Danish high school students and how 
they perceive cybersecurity on the internet and social media. Furthermore, earlier investigations have not 
conducted in depth research about individual students and how they connect and understand IT security in 
their daily life. 
 
A study of Danish elementary and high school students showed that 80% of the females and 60% of the 
males used more than 2 hours every day on social media (Glavind, 2018, p. 19). This is a considerable 
amount of time being spent online whether it is through a mobile, tablet or a laptop. On social media, 
several cyber threats are present, whether it is through an attachment or a link that is packed with 
dangerous malicious software that can harm the individual user. Considering the amount of time Danish 
youngsters spend online, it would be interesting to know how they protect themselves and what 
precautions they take to minimize the risk of having their personal information stolen or hacked. 
 
 

The more time the Danish youth spend online the greater the risks from online threats.  
The goal of this project is to identify how the high school students perceive the internet, social media and 
their sensitivity to cybersecurity. 
 
I conducted a small study of how Danish high school students understand cyber security in their everyday 
life and how they apply this understanding during their daily online activities; in the next paragraph, I 
will elaborate the study in the form of my problem statement and research question.  
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1.1 Problem statement 

 
 
 

How do Danish high school students perceive cyber security while browsing the internet and accessing social 
media? 

 

 
In order to be able to answer the problem statement, I have proposed three research questions, which will 
assist in assessing the problem statement further.  
 
RQ1: 
What are Danish high school studentsõ motives and habits while browsing the internet and accessing social 
media? 
 
The goal is to gain some knowledge about how the students in general use the internet and social media, 
and to understand how they perceive cyber security when they use with their electronic device to access 
the internet and social media. This leads to the next research question. 
 
RQ2: 
What measures do Danish high school students currently take in order to maintain cyber security, while they 
browse the internet? 
 
The aim is to explore Danish high school students and understand what they currently do in order to 
maintain cyber security; this will give an insight into how they act in certain situations, and how they 
incorporate cyber security, while they use social media and the internet. This leads to the last research 
question 
 
 
RQ3: 
How can participatory design help Danish high school students, to create a solution that will increase the 
awareness of cyber security online and social media? 

The aim with the last RQ is to understand if the Scandinavian model can help the students in improving 
their current understanding of cyber security and increase cyber security on their electronic devices, 
whether they access social media or the internet.  
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1.2 Contribution & motivation 

 
Investigating Danish high school student and specifically their cyber security on the internet and social 
media is interesting because only few earlier studies have been conducted in this field. A recent report 
published by the Danish Ministry of Education shows that 50% of the respondents do not worry about 
their online digital trace. Only around 11% of the respondents said that they are a bit concerned about 
the digital traces they place online (Glavind, 2018, p. 62). 
 
Understanding how Danish high school students behave on the internet and social media and their 
perception of cyber security is interesting and will help to shed some light on how they currently 
understand cyber security. This research intends to determine how safe high school studentsõ online 
behavior is and if their awareness regarding cyber security can be improved.  
 
Having a strong knowledge about cyber security while you browse the web will minimize the risk of being 
hacked. A Danish report from 2014 illustrated that 22,700 Danes have been defrauded through online 
shopping. Moreover, 74,000 Danes were victims of credit card fraud and around 34,000 Danes were 
victims of identity theft. All these types of crimes are of a serious matter and facilitating cyber security 
while surfing and using the internet will help to avoid this kind of crime. Therefore, I believe it would be of 
great significance to see if the Danish high school students have been victims of these kinds of crime and 
if they do enough to prevent it (DKR, 2016, p. 29). 
 
MacAfee is a known cyber security company worldwide and in their report from 2017 they state that 
three of the most common attacks on computer networks were worms (24%), attack through the browser 
(23%) and DDoS (20%). The victims of these attacks were both in the private and public sectors 
(Andrews, 2017, p. 82). However, these kinds of malicious attacks have the possibility of infecting private 
consumers at home as well. Therefore, Danish high school studentsõ devices are also at risk of being 
infected through these attacks (DKR, 2016, pp. 25ð26).  
 
My personal motivation for investigating Danish high school students is that I for a long time had a passion 
for information technology. This date back to when I was 13 years old. Since that time, I have always 
worked with IT as a hobby, whether it was the physical hardware or the software in the form of an 
operation system. Presently, I work with one of Denmarkõs biggest law firms in the IT-department as a 
student. On a weekly basis, I see how important it is for the employees to keep up with the rising cyber 
security threats. 
 
In recent years there has been a lot of talk about cyber security and the breach of personal data stored 
by private and public companies. For instance, the attacks on Ashley Madison, an online sugar dating site, 
in 2015, the attack on Sandworm by a hacker group from Russia, which infiltrated the Ukraine electrical 
power station in 2015, and HSBC bank which faced a big DDoS attack back in 2016, have got a lot of 
attention (Middleton, 2017, pp. 201ð219).  
 
It should be noted that a cyber-attack on a company, that has computers connected to the internet and 
private users, for example high school students using a personal computer, both face the same online 
threats from hackers, viruses, worms and Trojan horses. 

 
 
Therefore I see it of a great significance to understand how Danish high school students in general 
perceive cyber security (Peter W. Singer, 2014, pp. 5ð6). 
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The intention of this thesis is to acquire knowledge about how Danish high school students currently use the 
internet in relation to cyber security. The aim is to see what solutions and defence mechanisms they have 
currently implemented to protect themselves while using social media and the internet. Iõll also try to 
uncover studentsõ everyday habits concerning cyber security, including the use of anti-virus software, 
firewall, and VPN.  

1.3 Definitions 

 

Anti-virus program - A program that assists the detection of viruses on the computers file storage. It may 
also scan incoming files. For example, this could be e-mails (Andrew Butterfield, 2016, p. 362). 
 
DDoS - Distributed denial of service (Andrew Butterfield, 2016, p. 598). 

 
Firewall - A software that is designed to control the passage of incoming and outgoing traffic to the 
network. Often it is used to reduce unauthorized access to the network (Andrew Butterfield, 2016, pp. 
731ð732). 

Hardware - The physical parts of a computer, this includes electronic components such as the motherboard 
and hard disk (Andrew Butterfield, 2016, p. 793). 
 
OS - The Operating system is the software that controls the system resources on a computer device 
(Andrew Butterfield, 2016, p. 1052) 

Software - A term for the part that controls the computer system rather than being part of the physical 
hardware. It is often referred to as 'programs' executed by the computer system (Andrew Butterfield, 
2016, p. 1295). 

VPN - Virtual private network, a connection between two endpoints e.g. such as two computer systems 
where packets are shared throughout the network (Andrew Butterfield, 2016, p. 1455). 
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1.4 Thematic framework 

From the regulations and curriculum for the masterõs programme in Information Studies, I will in the 
following section describe the thematic framework for the 10th semester project module òMaster thesisó. 
Moreover, the section will explain the connection between how information studies relates to the research 
fields of Human Centered Informatics (HCI).  
 

 

Figure 1.1 Interaction design figure ð the connection within Human centered informatics (Rogers, 2012, p. 20). 

 
 
As illustrated, figure 1.1 shows different fields of science related to interaction design. Computer science 
is a big field and within this field computer security has slowly been integrated. As Andrew Yang mentions 
òThe integration of computer security into existing Computer Science undergraduate education is an urgent 
and complicated task (Yang, 2001, p. 1)ó. It should be noted that computer science uses different 
programming languageõs today. These programming languages are used within todayõs sophisticated 
cyber-attacks. Later on in the literature review, cyber security will be defined. 
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HCI is defined as the research field within design, use, implementation and evaluation of computer 
systems that are created to work in an interactive way. Though HCI has evolved over the past decade 
(Rogers, 2012, p. 20). This report is not aimed at clarifying if Danish high school students finds the current 
cyber security measures for computer systems easy and intuitive to use. Rather the aim is to understand 
their current user practices and how they currently understand and uses cyber security measures on a 
daily basis. 
 
Information systems which is part of figure 1.1 surely relates to the field of cyber security in the form of 
software on computer systems, whether it is anti-virus, firewall or VPN for a computer device, which is 
connected to the internet (Rogers, 2012, p. 20). 
 
Within the curriculum under the master thesis module of Information studies, this report strives to use an 
analytical approach utilizing methods and theories from taught modules. It is emphasized that an ethical 
understanding is used and respected (HUMANITIES & UNIVERSITY, 2016, pp. 22ð23). Therefore, the 
methodology and ethics paragraph from the HCI curriculum explains in details the research and data 
collection methodology utilised to collect and assess the Danish high school studentsõ data.  
 

Lastly, the study curriculum states that competences within the master thesis programme discipline should 
have a relation to a professional workspace (HUMANITIES & UNIVERSITY, 2016, p. 5). Cybersecurity is 
discussed for professional firms and private individuals who interact with the internet at home. This is 
described in more details in the introduction and the significance chapter. The master thesis strives to give 
answers to a current situation of cyber security and how Danish high school students interacts with it in 
their everyday life.  
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1.5 Delimitation 

In this proposed research, the report is not striving to understand the Danish high school studentsõ technical 
IT skills in relation to their way of understanding cyber security. The goal is more to understand their 
perception and habits rather than how good their understanding of the technical background of cyber 
security is whether it is concerned to their hardware or software. 
 
Moreover, it is important to understand that the proposed research is striving to give a glimpse of a small 
part of the Danish high school students, and specifically how they achieve cyber security within their 
everyday life. This counts for both small and larger actions they implement, in order to protect themselves 
online both when using social media and surfing on the internet. 
 
The intention of the writing is not to try to compare cyber security theory with how the Danish high school 
students understands it. Rather it is to try to give some answers regarding what they see as cyber security 
and see if it also fits with the theory around cyber security.  
 
Danish secondary school students or university students have not been part of the research both 
regarding answering the questionnaire or being part of the interview. Indeed, they are frequent users of 
the internet and social media and might have some interesting thoughts around their own cyber security. 
Thus this research is limited strictly to understanding Danish high school students in order for the research 
not to be broaden to an extent where it would be hard to collect useful data. Having different age 
groups could be an interesting approach though it has not been intended for this research.  
 
Understanding all aspects of the Danish high school studentõs habits, motives and perceptions around 
cyber security is not the purpose of this thesis, though I hope that the total result would be able to give a 
brief understanding. Their concern around cyber security could help future teachers of high schools in 
their preparation for teaching IT. 
 
Due to the complexity of cyber security and its use, which is highly facilitated towards private and public 
firms, the literature review has aspects of incorporating literature from books where the authors focus is 
directed at companies. Hence, it should be noted that cyber security towards private individuals and 
companies has similarities.  
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1.6 Thesis overview 
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2. Literature review 

In order to understand the big field of ôCyber Securityõ it is essential to understand the previously written 
literature and scholarly research, which has been conducted within the field of Information Technology. 
The purpose of this literature review is to identify key areas within IT and to form a context that will 
provide insight in earlier work (Ridley, 2012, pp. 3ð4). 
 
In order to obtain a sufficient amount of literature, a traditional review was conducted (Coughian, 2010, 
p. 1). This type of literature review strives to draw a conclusion about earlier writings and research within 
the field of cyber security. Moreover existing electronic databases that withholds scholarly literature were 
used (Coughian, 2010, pp. 2ð3). The databases with scholarly articles utilised were mainly: 
ScienceDirect, CiteSeerX, and Google Scholar. 
 
In order to start the search for relevant literature, essential keywords were identified to ensure even more 
relevant search results ôThesaurusõ was used to determine any synonyms that could be relevant and 
retrieve important search results. Furthermore, a mind map was used in order to assist relevant keywords 
- as Tony Buzan mentions, the mind map helps to take ideas out from the brain, and afterwards we 
visualize them with the help of a mind map (Buzan, 2005, p. 6) (see the appendix). 
 
In order to get a good overview of the retrieved literature from the databases mentioned earlier, Diana 
Ridley suggests using a simple framework called SQ3R. The S stands for survey, Q for question, 3 for 
read and R for recall. Furthermore, it is recommended to skim and scan the overall document in a fast 
manner, especially the abstract, introduction and conclusion, in order to understand if the research paper 
is relevant for the proposed literature review (Ridley, 2012, pp. 63ð64).  
 
Boolean operators have been used in order to narrow down the search for scholarly literature. The 
commands NOT, OR & AND has been used at certain points when searching on the online databases 
(Aveyard, 2014, p. 85).  
 
- NOT excludes the keyword from the search, many experts recommend being careful when using the 
òNOTó command. 
- OR searches for either keyword and often widens the search on the database. 
- AND searches for both keywords though it limited the search on the database (Aveyard, 2014, p. 85). 
 

The first part of the literature review consists of defining cyber security. This is both what defence 
mechanisms exists today and what type of malicious attacks are present. The last part of the literature 
review is striving to cover earlier studies within the field of cyber security and specifically studies done 
around teenagers and their cyber security use in everyday life.   
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2.1. Cyber security 

Cyber security also called information security sometimes can be defined as ôthe protection, which is 
created in order to protect automated IT systems. To maintain suitable objectives of preserving 
confidentiality, availability and integrity of IT systems which consists of software, hardware, firmware, 
data and telecommunicationõ (Stallings & Brown, 2013, pp. 13ð14). 
 
An essential part of cybersecurity us three main definitions that are connected as an important key within 
cybersecurity. 
 
Confidentiality: This word defines two related topics 

Data confidentiality: Assures that confidential or private information is not disclosed or made available to 
individuals who are not authorized.  
 
Privacy: Enables that individual persons influence or control what information may be collected, that 
relates to them. Determining who stored it and to whom this information can be disclosed.  
 
Integrity: This word defines two related topics 
 
Data integrity: Make sure that programs and information are only modified in a described and 
authorized way. 
 
System integrity: Make sure that a system utilizes their function in an intact manner and free from 
manipulation from unauthorized parties. 
 
Availability: Assures that authorized users can use the system, and it works precisely.  
 
In order to understand cyber security it is essential to understand the terminology and definition of 
equipment that are used within the world of information technology. 
 
Hardware: Includes computer systems, data storage, data processing and lastly communication devices.  
 

Software: Includes application, system utility and lastly the operating system.  
 
Data: Includes databases, files, password files and security-related data. 
 
Communication and networks: Local and wide area network (LAN), routers, bridges and communication 
links (Stallings, William, 2018, p. 29).  

In order to understand the most basic of how cyber security works it should be noted that often there are 
two forms of attacks: 

i) Those which relates to the hardware and; 

ii) Those which relate to the software of electronic devices. 
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Hardware threats can harm availability and often it can be attacks that can do physical damage to 
existing computers. For example, theft of USB, external hard drives etc., can harm the security of 
hardware and breach confidentiality. Further, software which also includes the operation system, 
application, programs and utilities. Often the biggest threat is the availability and the possible harm of 
software configuration, code or modification. It is difficult to deal with the security of software because of 
computer viruses and malicious software. This is the biggest threat because if it breaches security 
measures, it can damage the devices of a private individual or a company. 
 

 
Figure 1.2 ð Scope of computer security. 
 
 
Figure 1.2 Showcases the most basic computer security. If two clients want to communicate the data has to 
be transmitted securely. Transferring data securely can happen with the help of secure e-mail or using a 
VPN (virtual private network), which is described later. Furthermore, the figure can be used to understand 
how computer security works at corporations and within private homes. In corporations, computer systems 
are often connected to a network with a server, where all the employees are listed. At home, it could be 
a mail sent between two friends, which has to be sent securely. 
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2.2 Anti-virus software 

Anti-virus software is created in order to avoid computer infections by detecting malicious software, often 
referred to as ômalwareõ, on the personal computer. When needed the anti-virus can assist with removing 
the malware and disinfecting the computer. Malware, which will be defined later in this literature review, 
is often classified as various kinds, namely: Virus, Trojans, droppers, worms etc. (Joxean Koret, 2017, p. 
3).  
 
Anti-virus software can be defined as a special security software that strives to give improved protection 
compared to what is offered by the underlying operating system (such as Mac OS X or Windows). Often 
it is used as a preventive method. However, when it fails to deliver, the anti-virus software is used to clear 
infected programs or to completely clean malicious software which has infected the operating system.  
 
Anti-virus software uses various techniques to classify malicious software, that often self-protects and hides 
far deep within the operating system. Advanced malware may use functionality, which is undocumented 
by the operating system and special techniques in order to persist and not be detected. Due to the large 
attack surface of today, anti-virus is created to deal with almost all known malicious payloads whether it 
comes from untrusted or trusted sources. Malicious input which the anti-virus software tries to protect the 
operating system from can differ in degrees of success; this can be on the network as packets, 
attachments within e-mails or exploits the browser. Lastly, it also accounts for executable programs 
running on the operation system (Joxean Koret, 2017, pp. 3ð4). 
 
The earliest anti-virus products were simple and were called ôscannersõ because they consisted of 
command lines? which tried to track down malicious patterns in executable software running on the 
operating system. Anti-virus software has developed a lot since then. Today many anti-virus products do 
not include command-line scanners. Most of the anti-virus products today use a graphical user interface 
(GUI) that scans and checks every single file that is modified, created or accessed by the operating 
system. This also counts for programs that are run by users (Joxean Koret, 2017, p. 4). 
 
Close to all anti-virus software share a common set of features, studying one of these systems will help 
understand others amongst them. The following is a list of often used features that are incorporated in an 
anti-virus software: 

- The possibly to scan packed executables and compressed files 

- Tools for performing on-demand or directory or real time file scanning 

- A self-protecting tool to protect against malware attacking the actual anti-virus software itself 

- Network and firewall inspection functionality 

- Graphical interface tools and command-line 

- A console for management 

- Background service running within the OS (Joxean Koret, 2017, p. 7). 
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One should remember that anti-virus software is not a bulletproof solution to protect against all malware. 
This is because an anti-virus software cannot identify what is unknown, meaning virus which are new and 
where itõs DNA has not been analysed yet. Marketing from different anti-virus providers may lead the 
average user to think that they are protected against everything on their computer, though this is far from 
true in reality. The anti-virus industry is based on known patterns from the malware and is not able to spot 
new patterns that are unknown; this is regards of the anti-virus company (Joxean Koret, 2017, p. 7).  

 

2.3 Firewall 

A firewall is a combination of software and hardware, the goal of the firewall is to isolate an 
organizationõs internet network from the public internet to the extent possible. The firewall will allow some 
packets to go through and block others. A network administrator will have the full control of the firewall 
and will be able to control access between the network and the public internet, this is within the 
administrated network. A firewall can be defined by having three main goals: 
 
1. All internet traffic coming from outside to inside, and vice versa, passes through a firewall. Figure 1.3 
displays a firewall, sitting as a square boundary between the controlled network and rest of the public 
internet. Often large organizations will use multiple levels of firewalls or distributed firewalls, placing a 
firewall at a single Access Point (AP) as shown in figure 1.3 making it easier for the network administrator 
to manage (Ross & Kurose, 2013, p. 731). 

2. Traffic, which has been authorized, is the only thing that can pass through the firewall, which is 
defined by security policies. All traffics that enters or leaves the institutional network passing 
through the firewall can be restricted or allowed to pass as òauthorized trafficó. 

 
3. The firewall by itself is immune to penetration. This means that the firewall itself is an independent 
device, which is connected to the network. If the firewall is not configured properly, it can 
compromise security, and in this case it provides a false sense of security, which is worse than 
having no firewall at all (Ross & Kurose, 2013, p. 732).  

 
Figure 1.3 example of a firewall (Ross & Kurose, 2013, p. 732). 
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One may ask why a firewall is important in order to maintain good cyber security on the internet. The 

firewall protects the user from external threats that are trying to access your personal system. The 

firewall monitors most of the network traffic that goes in and out of your personal computer (PC). Having 

a firewall provides an extra layer of security upon your electronic device, whether you are using your 

smartphone, pc, laptop or tablet. Together with an anti-virus software and a VPN the user would have an 

increased level of cyber security attached to a computer (P. Martin, 2014, pp. 1ð2).  

 

In the first chapter, cyber security has been defined as different types of security measures such as 

Firewall and VPN. In the following chapter different types of malware and infections that can spread to 

personal computers and how they work will be evaluated.  

2.4 VPN ð Virtual Private Network 

A Virtual Private Network (VPN) extends a private network across the public network. Moreover, it 
enables the users to receive and send data through the shared network as if their computer was directly 
connected to the private network. An application that runs through the VPN benefits from an extra 
security layer that the VPN provides. The private network is built around the most common used internet 
addressing architecture called Internet Protocol Version 4 (IPv4) and internet protocol version 6 (IPv6). 
These IP addresses are often used for office, home or enterprise local area networks (LANs) (Radley, 
2017, p. 98).  

 

 
 

 
Fig. 1.4 How a VPN works (Haylee Jensen, 2018, p. 2).  
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Figure 1.4 Shows the fundamental relationship between a user browsing the internet with and without a 
VPN. The most significant difference is that the user with a VPN will have their IP address and 
browsing history encrypted, this means that the internet service provider (ISP) will not be able to 
see what data is transmitted between the user and the end-point, example being the website 
https://www.theguardian.com. The user without an VPN will have their data transmitted openly; 
this means that intruders will have the ability to log your browsing history. 
 
For private business VPN helps to protect their folders, files and intranet, the VPN connection 
protect the workers and the cyber security is enhanced, due to all the data that is transmitted 
within or without the company that is secured through VPN is encrypted. For private users their 
data is also encrypted. Government or your internet service provider (ISP) does not have the 
opportunity to spy on your internet traffic. More importantly, VPN protects against hackers, who 
would be able to spy upon your internet traffic, if you were not using a VPN service (Erwin, Scott, 
& Wolfe, 1998, pp. 11ð12).  

2.4.1 Malware 

Malware or malicious software, can be categorized as a superior terminology for threats, to computer 

systems. Malware is defined as òa program that is inserted into a system, usually covertly, with the intent of 

compromising the confidentiality, integrity, or availability of the victimõs data, applications, or operating 

system or otherwise annoying or disrupting the victimó (Stallings, William, 2018, p. 206).  

Further, in Oxford dictionary malware is defined as: An inclusive term for any software with a subversive 

purpose (Andrew Butterfield, 2016, p. 995).  

 
2.4.2 Virus 
 

A computer virus consists of software, that can ôinfectõ other programs on the computer, or indeed is able 

to execute content, by modifying it. The modification consists of injections within the source code; this will 

enable the virus to make copies of itself and moreover allow the virus to spread and infect other parts of 

the software (Stallings, William, 2018, p. 210). 

 

Computer viruses first appeared back in the early 1980õs; the term is credited to Fred Cohen. Fred 

Cohen is the author of a revolutionary book on the subject of computer viruses. One of the first computer 

virus created was back in 1986 called ôThe brain virus,õ the virus targeted the MS-DOS system and at 

that time it infected a significant amount of units. 

 

Biological viruses are tiny scraps of genetic code also called DNA, that can overtake the machinery of a 

living cell and trick it to create several replicas of the original virus. Like the biological virus, a computer 

virus holds an instructional code, which is the recipe for creating perfect copies of the virus itself. Often a 

computer virus becomes ingrained in a program or carries executable content on the PC. Whenever the 

infected PC goes in contact with an uninfected piece of code, a fresh copy of the computer virus can pass 

to a new location. 

 

It should be noted that the infection can spread from computer to computer without the user is aware of it. 

Furthermore, the exchange of files from USB, SD card, external hard drives, etc. spreads the virus further 

(Stallings, William, 2018, p. 211).  

https://www.theguardian.com/
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In an environment of computer networks, the ability to acquire applications, documents and system 

services on the other computer networks provides a perfect culture for the spread of viral code in the 

form of a virus.  

 

A virus often attaches to an executable file or program, it should be noted that the program in some 

cases could act normal and behave as it is permitted to do. The virus is executed secretly when the user 

runs the host program. Once the virus code is executed, it can modify and erase existing files on the 

computer. One of the reasons why viruses were more dominant in earlier years was due to the lack of 

user authentication and access controls which were running on different operating systems. This made it 

possible for a virus to infect any executable content on the PC. 

As the security of operating systems were updated, especially around access control and authentication, 

virus based attacks reduced significantly. Because this type of virus had reduced effect on the operating 

system a new kind of virus was developed called ômacro virusõ. A macro virus exploits active content that 

is supported by some documents type, e.g. Microsoft Word, Microsoft Excel or Adobe PDF. These file 

types are easily shared and modified between users as it is a natural part of their standard system use, 

this also means that the same access controls do not protect them as programs.  

 

Therefore, a viral mode of infection is often one of several propagation mechanisms that are used in 

contemporary malware; this may include Trojan and worm capabilities. AYCO06 determines that a 

computer virus consists of three parts (Stallings, William, 2018, pp. 210ð211). 

 

 

 

Infection mechanism: This represents the means by which a virus propagates or spreads enabling it to 

replicate. This mechanism is often referred to as the infection vector.  

 

Trigger: The condition that states when the payload is delivered or activated, sometimes it is referred to 

as a logic bomb.  

 

Payload: How the virus acts, besides spreading. The payload often involves damaging noticeable activity 

within a computer system (Stallings, William, 2018, p. 211).  

 

During the lift time of a computer virus, it often goes through the following four phases: 

Dormant phase: In this phase, the virus is idle. The user will at some point activate the virus, or sometime an 

automated executing date will be implemented within the virus. Though, it should be noted that not all 

viruses will be created and go through these steps.   

 

Propagation phase: At this phase the virus copies itself on to another program or places itself in a certain 

system area of the hard drive. The copy in some cases might not be identical to the propagated version 

of the virus. The infected program will contain a clone of the virus, which will hereafter enter a phase of 

propagation itself.  
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Triggering phase: In this phase the virus is activated to show the functionality which it was intended for. As 

mentioned with the dormant phase, the triggering phase can be caused by different events within the 

system, this could include a specific number of copies that the virus has to make of itself. 

 

Execution phase: The function is fully performed. The function can look harmless such as a pop up upon the 

screen. Other times it can be more damaging and cause destruction of programs and data files (Stallings, 

William, 2018, pp. 211ð212).  

 

A significant number of viruses that infect executable program files pack their work in a way that is 

definite to a particular operating system and sometimes it can be directly aimed at the hardware. 

However, it should be noted that the virus is created to take advantage of weakness within the computer 

system. Macro viruses tend to target specific types of documents, which are often represented across 

different operating systems. Once a virus has gained access to a single program on the computer, it is 

likely to infect some or all other files, though it depends on the settings of the access permission on the 

operating system. In some cases, a virus can be blocked, before it can even access the files on the 

network.  

Though this can be complicated because the virus can be a part of any program that is outside the 

system. There is a way to be closer to a secure system, though it takes time and you have to write down 

all your applications that are used. Check up on what kind of user right is attached to each program. 

Lastly, you have to implement cyber security on every aspect of your computer system in order to 

enhance your safety (Stallings, William, 2018, p. 2012).   

 

 
2.4.3 Trojan Horse 

A Trojan horse consists of an effective code, which is often hidden in programs or utilities. When the Trojan 
horse is invoked, which means that it has been installed or is running, the hacker who planted the malware 
in the first place, will have the ability to control parts of the computer system and perform harmful action 
against the user (Stallings, William, 2018, p. 225). The Trojan horse often creates a backdoor within the 
secured computer system. This allows the hacker to connect secretly without being exposed by the 
computers security system and conduct destructive actions against the user (Chwan-Hwa (John) Wu, 2013, 
p. 758). 
 
 
 
William Stallings further explains that the Trojan horse can consist of three types: 

1. One, which performs the action of having the original software running and performing malicious 
activity separately.  

2. The user runs the original program, but the Trojan horse will modify the code of the software. This 
means that a key logger maybe recording every stroke of the user and is hereby able to record 
personal information. 

3. The last type is a Trojan horse that can replace the original functionality of the program and 
thereby perform malicious activity (Stallings, William, 2018, p. 226).  
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2.4.4 Website security 

 

In the recent decade cyber criminals have targeted websites. Websites with poor security can be victims 
of attacks. Web based attacks can be of different forms, one of the more known form is called SQL 
injection (Chwan-Hwa (John) Wu, 2013, p. 753). SQL injection is a type of attack that tries to interrupt 
the data processing by exploiting the program. The exploitation is done by inserting malicious code. SQL 
injection is often directed at databases with poor security (Andrew Butterfield, 2016, p. 500).  
 
One of the most used security measures for web sites is SSL which stands for Secure Sockets Layer, it is a 
follow up on TLS which stands for Transport Layer Security (Stallings, William, 2018, p. 690). SSL uses 
certificates, which means that the information on the website can often be trusted. In order to check if a 
website is holding a SSL certificate: the user can click on the left corner of his web browser to see if there 
is a lock. The lock indicates that the website has a SSL certificate, which means that it is safe to browse 
(Chwan-Hwa (John) Wu, 2013, p. 983). 
 
 
In Denmark, the Danes have the option to purchase goods from online web stores which are marked with 
a sticker called òE-MÞrketó (means something like E-labelled). The E-Mærket enable consumers to see if 
the website is reliable and is meeting specific conditions that the E-Mærket requires, in order to maintain 
its membership (E-mærket, 2018, pp. 1ð2).  
 

An international platform called òTrustpilotó helps users around the world to rate and review websites. 
This ensures that if a user is unaware of the websiteõs validity, in terms of the web store to be reliable, the 
user may check Trustpilot to assess whether the website has received good ratings (Trustpilot, 2018, pp. 
1ð2).  
    

2.4.5 Hacking, phishing & Identity theft 

A hacker is defined as a person who tries to breach the security of a network system, by accessing it from 
a remote point, especially obtaining or guessing passwords. The motive of the hacker may be personal 
satisfaction or to invade or access a computer system within another country. However, the hacker may 
also have a sinister intent. Hacking itself is gaining access to unauthorized computer materiel (Andrew 
Butterfield, 2016, p. 787).  

Cyber crime can be divided into three categories: computer integrity crime, computer assisted crime and 
computer content crime. This kind of crime often involves some kind of hacking or phishing of the victim. 
(DKR, 2016, p. 11). 
 
Computer integrity crime: 
Is crime directed directly against the computer systems. The crime can be directed against governments, 
firms or even citizens. Often the aim of the crime is to gain an economic, political, ideological or even 
private advantage. Computer integrity crime often involves hacking, DDoS attacks, Trojan horses, virus or 
even worms to compromise the security of a computer system.  
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Computer assisted crime: 
Is crime where computer technology plays a huge role in order to commit the crime itself. The crime is 
often aimed at citizens or companies. The goal is to achieve an economic advantage. Identity theft, card 
fraud, online fraud, phishing, fraud of data all belongs to this category of computer assisted crimes. 

Computer content crime: 

Is a crime that is attached to illegal files that are shared and distributed on the internet. The crime 

contains sharing and storing illegal files. The motivation for this type of crime can be personal interests, 

etcetera. This crime may involve sharing of child pornography, race or extremist material (DKR, 2016, pp. 

10ð11).  

 
 
Within the world of cybercrime, many people have heard the phrase identity theft, it is a modern name 
for a classical crime. In US, identity theft became a federal offense for the first time in 1998, although 
the details are different from each state (Sandra K. Hoffman, 2009, p. 17).  Identify theft is defined as 
fraud and online identity theft, especially, is a growing issue, approximately 34,000 Danes in 2014 were  
victims of identity theft (DKR, 2016, p. 29).  

 
Online identity theft is often aimed at online users, the thieves are trying to gain access to personal 
information. This information is used without the victimõs knowledge or consent. Furthermore, the intent is to 
use the obtained information in an unlawful or fraudulent way. Intruders often strive to obtain 
merchandise, service, money or misuse of credit cards (Sandra K. Hoffman, 2009, p. 17).  
 
One of the main online scams is often referred to as phishing. The word is derived from the word, 
ôfishingõ. And refers to the scammersõ fish as gullible, but on the internet the scammers are trying to hook 
their victim by e.g. downloading a malicious program, that will harm and infect the user (Stickley, 2008, 
pp. 13ð14).  

 
2.4.6 Two-factor authentication 

 
The idea of Two-factor authentication is that the user has to enter an extra password. It typically involves 
the user entering their first password and thereafter a pin or password is displayed on the personõs 
smartphone, electronic token or computer. The user then needs to enter the second password to be 
authenticated (Chwan-Hwa (John) Wu, 2013, p. 902). 
 
Web service providers such as Microsoft, Google, Facebook, Dropbox etc. have already adopted the 
two-factor authentication model also called 2FA. This is because having one password only for accessing 
oneõs account can be a weakness (Alex Q. Chen, 2015, p. 4). 
 
Two-factor authentication is believed to be more secure because if a hacker has retrieved a victimõs 
password, he will not be able to get full access. This is because the hacker is missing the 2nd password 
from the two-factor authentication device (Alex Q. Chen, 2015, p. 4).  
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2.4.7 Denial-of-service attack 

A denial of service (DoS) is an operation that prevents or impairs the use of an authorized network, 
application or system. It does this by exhausting resources such as CPU central processing unit, bandwidth, 
disk space and memory (Stallings, William, 2018, p. 248). 
 
As mentioned earlier availability for authorized users within a computer system is essential and DoS is 
sometimes referred to as DDOS attack, which stands for distributed denied of service attack, has been 
rapidly used by hackers who want to cause disruption on a targeted network or system.  
 
DoS or DDOS attacks is an attempt to compromise or block the availability of services within a computer 
system or network. The attack strives to exhaust critical resources, which is attached to some services. 
 
 
An example is flooding of a webserver, this is when the server gets an huge amount of requests that it is 
unable to respond to within a timely manner, this will cause over flooding and the web server will 
eventually malfunction if it is not protected again DoS attacks (Stallings, William, 2018, pp. 247ð248). 
 
Generally, a DDOS attack aims to attack any of the listed targets: 

I. Routers 

II. Firewalls and defence systems 

III. Victimõs OS 

IV. Victimõs infrastructure 

V. Victimõs applications 

VI. Links 

VII. Current communication (Bhattacharyya & Kalita, 2016, p. 5). 

A classic example of a DDoS attack would be to coordinate a flooding attack on an organization. The 
goal of the attack is to overpower the capacity of the network connection to the targeted company. If the 
hacker has access to a computer system with a higher capacity network connection compared to the 
system that is being attacked, it is likely to generate a higher volume of traffic and this form of attack 
will cause the over flooding of the network (Stallings, William, 2018, p. 250). 
 
A DDOS attack often consists of a network of infected computers called a Botnet. The botnet is a network 
of hosts that are able to act upon a given set of instructions. They are often in a large scale even up to 
millions of computers, that are remotely controlled by the botmaster, which is the person who carries out 
the attack (Chwan-Hwa (John) Wu, 2013, p. 759).  
 
A zombie is a malicious program, which securely takes over another computer, which is connected to the 
internet, it uses the computer to launch attacks that are difficult to trace back to the botmaster. Zombies 
strive to exploit vulnerabilities in the computer system and to automatically distribute attacks when they 
are used in a coordinated DDoS attack.  
This looks like a misuse of the computers themselves and waste of resources, though these sophisticated 
attacks are often used as for business. 
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Underground criminals are able to rent DDoS attacks, which are available in the black market on the 
internet, which is called The Onion Router òTORó, the TOR servers tries to anonymize the usersõ IP, so that it 
is harder for the police to track them. 
 
Botnet are often controlled from a central server called C&C which stands for command and control 
server. The botnet owner is able to remotely control all the infected machines and execute a coordinated 
DDoS attack if needed. The spreading of the botnet can be done through HTTP, P2P and other protocols 
(Chwan-Hwa (John) Wu, 2013, p. 759). 

 

 

 
Figure: 1.5 DDoS Attack architecture (Stallings, William, 2018, p. 257).  

 

Figure 1.5 illustrates how a classical zombie network functions. The attackers also called the botmaster is 
in control of all the handler zombies, the handler zombies are infected computers. The infected computers 
will at some point direct requests to a specific website also called a web server, if the server is flushed 
with too many request it will malfunction, and the website will be out of service. 
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2.5 Earlier studies within the field of  cyber security 

In the first part of the literature review, the basics of cyber security had the following details: the defence 
and attack mechanisms; anti-virus; firewall; and VPN. The second part is surrounding attack mechanism in 
the form of viruses, worms and Trojan horses.  
 
In this part of the literature review, scholarly articles have been chosen, in order to see what researchers 
have been investigating in relation to cyber security. The topic of interest is cyber security in relation to 
high school students and their results from their research.  

What did earlier studies find with regard to cyber security practices and awareness of high school students, 
and does it connect with the cyber security theory? 

An earlier study in Turkey, back in 2015 strived to cover secondary school studentsõ awareness of cyber 
security practices; this was done through a quantitative study, done by using an online questionnaire. 

2029 students participated 1087 females and 942 males (Yĕlmaz, KaraoƐlan Yĕlmaz, Öztürk, & 

Karademir, 2017, p. 87). In the questionnaire the students were asked if they shared their personal 
devices with others like family and friends. The results showed that up to 49% combined with often and 
always share their device with others than themselves. The students were asked towards sharing personal 
information through social media accounts,16.2% stated they never share it and 25% stated that they 
rarely share this type of information online (Yĕlmaz et al., 2017, p. 89).  Another interesting fact of the 
report is that close to 50% of the students claim to know about anti-virus software and protection and a 
further close to 50% also installs anti-virus software and use it on their electronic devices (Yĕlmaz et al., 
2017, p. 90).  
 
Another study conducted in Poland in which 319 students aged above 18 years old were examined 
through a web questionnaire. The study was about cyber security practices observed by polish students. 
199 out of 319 students mentally remember their password and only 12 out of 319 students write their 
password down on paper (Szumski, 2018). Comparing this with the Turkish study where the participant 
number were higher, the research showed that 37% of respondents save their passwords in a notebook in 
order to recall it (Yĕlmaz et al., 2017, p. 89).  Though it should be noted that within the polish study the 
researchers also get an understanding of how many students store their password using different 
techniques. Other polish students mentioned that they either mentally remember their passwords, use the 
built in browser function or a dedicated software for storing their password (Szumski, 2018, p. 1277). 
 
An additional study was conducted in USA, Pacific northwest at a large public university where 498 
respondentsõ data was analysed. Approximately 59% of them were female and 41% of them were male 
students, the data was collected through a web questionnaire. The investigation was concerning 
cybersecurity risk perception, practices and awareness (Sarathchandra, Haltinner, & Lichtenberg, 2017, 
p. 68). The students reported what they feared the most and: 43% listed identity theft; and 25% listed 
viruses. Lowest were cyber stalking and worms with 2% and 1%. A majority of the students had been 
effected by some kind of cyber security attack (57%) and over 70% know someone in their network who 
has been affected. Over 77% of the students have installed anti-virus software and nearly 11% were 
unaware if they have installed anti-virus software (Sarathchandra et al., 2017, p. 68). Compared to the 
study in Turkey 22% often installed anti-virus software and 33% always had it installed (Yĕlmaz et al., 
2017, p. 90). This small comparison with the Turkish students vs. the American students could indicate that 
the cyber security awareness is a bit higher in the specific university of Pacific Northwest. Though it is 
impossible to state, something in general because the sample size is too small compared to how many 
students are enrolled in total at the colleges in Turkey and USA.  
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Researchers from Malaysia investigated youngstersõ awareness and perception of internet use and 
cybercrime. 343 students participated which were enrolled at University Teknologi (UitTM), 63.2% were 
female and the rest were male which consisted of 36.8%. The data was collected through web 
questionnaires. The results showed that 41,8% had knowledge about major cyber security threats, 32,2% 
have knowledge about hacking and hackers. Lastly, 26% have an understanding of fraud also called 
identity theft. Their finding showed that the age group of 18-23 years old had a low awareness of 
cybercrime and the age group between 24-25 had a slightly higher awareness of different cybercrimes 
in general (Hasan, Rahman, Abdillah, & Omar, 2015). Further they conclude that students who have a 
higher level of university degree together with awareness of cyber security practices have a generally 
better perception of cyber security (Hasan et al., 2015, p. 8). Comparing this with the Polish study which 
indicated that 63% of the student declared themselves as best practices in relation to cyber security 
(Szumski, 2018, p. 1279). Further, the Turkish study indicated solely on the questionnaire that 50% of the 
Turkish student in general are aware of cyber security and how to maintain good practice of it (Yĕlmaz et 
al., 2017). 
 
A different study was conducted in USA, which was used to compare mobile device security behaviour of 
college students and IT professionals. Exactly 227 college students took part in the questionnaire. The 
results showed that the IT students were better to protect their mobile devices with anti-virus, firewall and 
an extra layer of authentication up to 20% better compared to the non IT-students. Further the study also 
looked upon tablet and laptop users where 82% of the IT students had anti-virus installed while among 
the non IT-students around 85% used anti-virus on their laptop or tablet. Though it should be noted that 
62% of the participants were IT students and the remaining were non IT-students (Harris, Furnell, & Patten, 
2014, pp. 192ð194). Furthermore, in the study they state that 19% of all students install software from 
third party sites on their smart phones, 17% of all students install software from third party sites to their 
tablets. Lastly, 82% of all students store personal data on their laptops (Harris et al., 2014, p. 196). 
 
An early research from 2004 investigated students perception of computer security, had interesting 
results, despite the study being back from 2004. A total of 86 students participated of which 48 and 38 
were male and female, respectively. Close to all the students back in 2004 used anti-virus programs. 
Further all of them did regular updates of the anti-virus software, tough around 27% didnõt do regular 
updates of their anti-virus program. Concerning password security 53% of the respondents said that they 
share their password whereas 46% of the respondent didnõt share their password (Teer, Kruck, & Kruck, 
2007). What is interesting in this study compared to the newer studies in Poland, Turkey and USA, is that 
the students from 2004 has a better cyber security awareness concerning the use of anti-virus software 
(Yĕlmaz et al., 2017) (Sarathchandra et al., 2017) (Szumski, 2018). The results from this research is 
compelling and it would be interesting to see how they match up with the Danish high school students, 
especially concerning the semi-constructed interview, think-aloud method and partly the questionnaire. 
 
A large scaled research created by Epinion for the Danish Ministry of education had 4488 children 
between the age of 13 ð 20 years old participated within the research which had a combination of 
quantitative and qualitative research. The children either were enrolled in primary school, high school or 
were not studying currently (Glavind, 2018, p. 7). The research strived to investigate ethics of data and 
cyber security in relation to education in Denmark. The researchers asked the respondents if they covered 
their camera on their phone and laptops and 11% covered their smartphone camera, 32% covered their 
laptop camera. Whereas 88% didnõt cover their smartphone camera and 63% did not cover their laptop 
camera (Glavind, 2018, p. 70). It is concerning in comparison to the earlier studies which has been more 
related to protecting software as firewall, anti-virus and VPN, where a lot of students did not use any 
extra security measures. Compared to the physical protection of the Danish youngsters in relation to their 
smartphone and laptop, they feel unconcerned of a potential hacker getting access to their camera.  
Additional in the research they look upon security measures in order to protect their privacy online.  
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80% of the girls answered that they had settings for privacy on their social media in comparison only 
61% of the boys had those settings. 25% of the girls use another nickname and 37% of the boys use 
another nickname as compared to their personal name online. Further, they delete cookies, use different 
web browsers and log out of google before making a search on the search engine (Glavind, 2018, p. 
69). Other researchers which were a part of the literature review have not been busy with the students 
behavior according to their way of using social media and web browsers, the focus has alone been on if 
the users were practicing and having awareness of cyber security in relation to using firewall, anti-virus 
and VPN. Test. 
 
The Danish crime prevention council published a report back in 2016 that mapped cyber security in 
Denmark in general together with cybercrimes (DKR, 2016, p. 3). They give serval instructions for how you 
as a user can minimize the risk of identity theft or credit card fraud. The users should avoid handling 
personal information like civil registration number within e-mails and on social media. Furthermore, users 
should avoid clicking on e-mails with and without attachments that are from an unknown sender (DKR, 
2016, pp. 26ð27). 
 
An investigation from back in 2014 states that around 22,700 Danes has been a victim of fraud online, 
74,400 has been a victim of credit card abuse. 34,400 Danes has been a victim of identity theft and 
lastly around 16,000 has been a victim of harassment online (DKR, 2016, p. 29). Further, in the report the 
Danish crime prevention council gave practical steps in order to optimize once cyber security online. These 
tips were directed towards public and private firms, but indeed, they are also useful for private persons. 
A tip is to update your software and this includes updating the operating system and software installed 
on the electronic device. Further, you should make a backup of your important files in case of a hacking 
attack. The use of firewall is important, because the user can minimize internet traffic from unwanted 
sources. Moreover, the user should invest in a proper anti-virus software, which can prevent viruses from 
occurring on the electronic device, but also monitor the computer in real time, by doing background checks 
for potential viruses (DKR, 2016, p. 44). 
 
Lastly, a report from the European Union which relates to cyber security in the member countries stated 
the question: òCybercrimes can include many different types of criminal activity. How concerned are you 
personally about experiencing or being a victim of the following cybercrimes? Receiving email or phone 
call fraudulently asking for access to your computer, logins or personal detailsó (European Commission, 
2015, p. 62). The Danish citizens between the ages of 15-55 years old answered that 5% didnõt know, 
47% were not concerned, 31% were fairly concerned and 19% were very concerned (European 
Commission, 2015, p. 62).  
 
All scholarly literature, which has been included in this literature review, has been investigating high school 
students in their presented country. Most of the scholars have been focused on understanding how much 
school students understand and perceive cyber security online and on social media. Further, it matches up 
with the already written theory of how cyber security work. Most of them focuses on how the students 
store their passwords. Further if they make use of protecting software, as firewall, anti-virus and VPN. All 
the protecting software have been created to enhance cyber security online and when using social media, 
it has been described in further details in the beginning of the literature review. 
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3. Methodology 

3.1 Ethics & data protection 

Ethics are important during any kind of social research and therefore Iõve adopted some ethical 
guidelines from the social research association. One of their principle relies upon obligation to society 
when doing social research. This means that the society should benefit from the research, moreover the 
individuals or groups who participated within the research should benefit. The individuals/groups should 
be respected and treated in a nice manner. Furthermore, the scientific methods should be of a good 
standard (Merlos, G, O, Ortega, & Reyes, 2003, p. 13).  
 
Another important issue is obligations towards the subjects. In social research the investigator should strive 
to avoid any kind of harm towards to subject. This means that all participants who took part in the 
research whether it is experiments, questionnaire or an interview should be voluntary. They should also be 
informed that they have the opportunity to leave if they donõt want to complete the desired tasks they 
are given (Merlos et al., 2003, p. 14). 
 
In order to ensure consent from the participants a clear statement had been created within the 
questionnaire and is attached within the appendix as 8.2.2 cover letter for questionnaire. Moreover the 
four participants from the questionnaire were e-mailed and asked if they consented to the think aloud, 
interview and participatory design exercises. 
 
Data protection is also part of the requirement when writing academic projects, the ethical guidelines 
states that all data that is part of the project should comply with the legislation of the country, which in 
my case is Denmark (Merlos et al., 2003, p. 54). The EU data protection law from 2018 states that 
personal data is data that can be related directly to the subject with identifying characters (European 
Union Agency for Fundamental Rights, 2018, p. 83). Anonymity and confidentiality is therefore important 
when doing research with volunteers. Therefore, I ensured to safeguard and keep records and personal 
information of the voluntaries private and instead of using their real names, they have chosen nicknames 
for the whole interview, think aloud and participatory design. This will ensure that their real identity wonõt 
be recognized (Merlos et al., 2003, p. 55). 
 
Further it is stated that data which is processed for research or purpose of creating statistics has to be 
collected and only used for the scientific purpose and nothing else (European Union Agency for 
Fundamental Rights, 2018, p. 339). 
 
Lastly it is important to keep data stored safely and this can be done by pseudonymising or encrypting 
the data (European Union Agency for Fundamental Rights, 2018, p. 95). The data that has been used for 
this thesis has been stored on Google Drive. Google ensures data protection and are GDPR complaint 
since May, 2018. 2-step verification has been implemented personally in order to enhance security for 
the data that is used for the thesis. Encryption is used on Google drives platform and ensure protection 
while browsing their cloud (Cloud, 2018, pp. 7ð8). 
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3.2 Context 

 

One of the reasons why Danish high school students are interesting to investigate is because an earlier 
investigation, which is also, mentioned in the literature review states that social media is highly integrated 
within Danish high school studentõs everyday life. The report, which was requested by the Danish Ministry 
of Education stated that more than half of the respondents used social media daily and they use it 
specifically to maintain contact with their friends. The report consisted of approximately 1200 
respondents between the age of 13 to 19 years old. Especially the girls and boys who had an extensive 
use of social media were between the age of 15 to 19 years old - they stated that they used social 
media throughout the day until they fall asleep. The girls in this report used social media slightly more 
compared to the boys (Glavind, 2018, p. 8). 
 
Therefore, I think that investigating Danish high school students is relevant because their social media use 
is extensive. Hence, it is interesting to see how they perceive cyber security because of their daily use of 
electronic devices. Further, it would be compelling to see if they have conceived a good or poor 
understanding of their own cyber security on the internet and social media. 

Another report from The Danish Agency for Culture and Palaces states that in 2017, 99% of the Danish 
population between the age of 16-24 years old had access to the internet from their home (The Danish 
Agency for Culture and Palace, 2018, p. 6). The reportõs focus in general is on the usage of internet and 
mobile devices. To put the high usage number into context I think it is highly relevant that the usage of 
internet at home is tremendous; therefore, I think it is relevant to also look upon the Danish high school 
students cyber security in contrast to their high use of internet. 
 
The report further states that 83% of the Danish population uses their smartphone to access the internet 
and 73% use their laptop. Danish internet users are between 16-89 years old, so a part of them also 
consists of young Danish high school students (The Danish Agency for Culture and Palace, 2018, p. 8). 
Further it is stated that some of the most used features on the internet is using e-mail, accessing their bank 
or reading news online (The Danish Agency for Culture and Palace, 2018, p. 10). That the broader Danish 
population has a high amount of internet use, makes it even more relevant towards how secure their 
browsing is. Some fundamental protection measures have been accounted for in the literature review, 
protection as using a firewall, anti-virus and VPN. 

 

Lastly, a report from the Danish government and specifically the ministry of finance states that a big 
amount of young people do not understand the basics of protecting themselves while being online on the 
internet and social media, and especially cyber security is emphasized. The educational system in 
Denmark plays an important role when it comes to the young peopleõs perception and understanding of 
IT and more specifically cyber security (Ministry of Finance, 2018, pp. 28ð29). Therefore, the 
investigation of Danish high school studentõs cyber security awareness is interesting to get a glimpse of. 
Hence, the high school students are indeed an interesting group to investigate.  
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3.3 Philosophy of  science 

 

The aim of philosophy of science is to understand how methods are used in different fields of sciences. 
Philosophy of science strives to dig deeper and understand how science is understood from a 
philosophical perspective, it allows the researchers to reflect upon their own research from a different 
angle. Further, it allows scientists to uncover assumptions which they would normally not discuss (Okasha, 
2002, p. 12). 
 
Often scientists conduct a particular research, they get the same result. In order to prove and make their 
science even more valid they will repeat their research and strive to get exact the same results. At the 
end if the results are the same, the scientist are likely to stop his experiment (Okasha, 2002, p. 12). 
 
From the perspective of philosophy of science the philosopher would ask why are the scientist sure about 
that she will retrieve the same results from her research again. In addition, how is accuracy of results 
ascertained. These kinds of questions would not usually bother the scientist; she has likely better of 
spending her time on something she finds more relevant towards her research (Okasha, 2002, p. 12). 
 
Moreover, scientist throughout history including Einstein, Newton and Descartes have used deep 
philosophical thinking before and after their experiments. Therefore, one should not imply that 
researchers never take a step deeper and reflect upon their own research. Philosophy of science can be 
hard to define and Samir Okasha strives to give a simple definition by stating that philosophy of science 
studies the methods of science (Okasha, 2002, pp. 12ð13). 

 

In order to put philosophy of science into some context, Samir Okasha defines paradigms as something 
that consists of two components. The first is crucial theoretical assumptions, that are accepted by all 
members of the scientific community. The last component is exemplars, which can be specific scientific 
problems that have a solution which consists of theoretical assumptions, though it is stated within textbooks 
as control questions. It should be noted that a paradigm is beyond theory according to Kuhn, which uses 
the two words jointly (Okasha, 2002, p. 81). 
 
Noella Mackenzie has a another opinion and describes paradigms or rather she states them as research 
paradigms as òunderstand, describe, predict or control an educational or psychological phenomenon or to 
empower individuals in such contexts (Mackenzie & Knipe, 2006, p. 1)ó. Indeed, both authors strive to 
argue for paradigms being an important element of philosophy of science. Indeed, researchers should 
consider this while conducting their experiments or evaluating their research findings.  

 
 
In my thesis Iõve strived to have a positivistic approach. Positivism is often called science research or 
ôscientific methodõ. It is based on the empiricist and rationalistic way of thinking, these terms are originally 
from the famous philosophers John locke, Francis Bacon, Aristotle, etcetera. Positivism can be used for 
research in a social coherence where the assumption is that òThe social world is to be studied in a similar 
way as the natural worldó. Meaning that studying within the social world is free of charge and its 
understanding often has an underlying cause. The aim of positivism is to test out theories and with the 
help of observations and measurements strive to understand the final outcome (Mackenzie & Knipe, 
2006, p. 2). 
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The method I used is described in details in the methodology chapter. However, the methods were chosen 
in order to get a realistic understanding of how the Danish high school students think and perceive cyber 
security. The interviews, questionnaire, participatory design and think aloud method helped in different 
ways to get some valuable knowledge from the Danish high school students and with the positivist 
thinking; indeed, it is one of several method to do social science or use scientific methods.  

3.4 Questionnaire 
 

A questionnaire was created as a part of the thesis in order to understand the Danish high school 
studentsõ thoughts and repeated behavior around cyber security. The aim is to create an online 
questionnaire that will reach out to as many Danish high school students as possible. Though this aim was 
changed during the process and I had one full class of Danish high school students to answer my 
questionnaire, together two other Danish high schools were also participated within the questionnaire. The 
Questionnaire will help describing their preference and interests around cyber security in a structured 
way (Goodman, Kuniavsky, & Moed, 2012, p. 327). Moreover, William Neumann states that 
questionnaire research grew bigger specially with the forthcoming of positivism and has greatly been 
used within social science (Neuman, 2014, p. 317).  
 
William Lawrence give some guidelines for creating a questionnaire in a structured manner. Some of the 
steps were adopted and this lead to the following (Neuman, 2014, p. 320): 
 

Creating questions 
 

1.1 Deciding on type of interview: Web questionnaire 

1.2 Writing the questionnaire questions 

1.3 Deciding on the response categories  

1.4 Choosing design layout of the questionnaire 

1.5 Choosing a method to record and extract the data. 

1.6 Pilot test the questionnaire 

1.7 Choosing a target group for the Questionnaire 

1.8 Chosing a sample size 

1.9 Locating the respondents 

1.10 Conducting the questionnaire 

1.11 Extracting the data from Excel 

1.12 Entering the data in Excel 

1.13 Performing an analysis of the questionnaire data (Neuman, 2014, p. 320).  
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From 1.1 ð 1.3 
Google form was chosen as the tool for conducting the web questionnaire. Google form is a web 
application which can be accessed from: https://www.google.com/forms . The tool is freely accessible 
together with other Google based cloud services. It serves as an online tool which collects all the 
responses online and makes it easy to analyse in an excel spreadsheet if needed (Djenno, Insua, & Pho, 
2015, p. 2).  
 
Hereafter, questions were brainstormed for the questionnaire, together with questions that derived from 
the literature review especially the literature around cyber security but also earlier studies which are 
mentioned in the literature review. The small brainstorming can be found in the appendix 8.1.1. These 
keywords were used to write questions out nonstop and push the process of creating questions that would 
create answers, that would be relevant for the questionnaire (Goodman et al., 2012, p. 331).  
 
Mike Kuniavasky differentiates between descriptive and explanatory goals of the questions. The 
descriptive goals are aiming to summarize and understand its audience, often their behavior in trying to 
be understood here. The explanatory goals strive to deal with peopleõs behavior and belief, further, it 
strives to understand the relationship between their answers (Goodman et al., 2012, p. 331). The goal of 
the web questionnaire is to incorporate both type of questionnaire explanatory and descriptive goals 
and lastly to create some categories so there is a full-bodied structure of the questionnaire. 
 

1.3 Which focuses on response categories. The categories have been divided into two categories, closed 
and open ended questions. The questionnaire strives to answer the problem statements and understand 
the specific perception of cyber security in Danish high schools. Furthermore, it relates to the literature 
review where themes such as firewall, anti-virus and VPN have been reviewed. The questions are both 
open ended and closed. The open ended try to understand the Danish high school studentsõ thoughts and 
they are free to answer as they wish, compared to the close ended where they must state a fixed answer 
(Neuman, 2014, p. 331). 
 
Bryman states that the questionnaire should not be bulky or messy; therefore, simple open and close-
ended questions were utilised. Furthermore, the cover letter explains the intention and thoughts of the 
questionnaire and the need for Danish high school students as respondents. A short description of the 
goal, need for Danish high school students and consent form (Bryman, 2012, p. 236). The covering letter 
can be found in the appendix as 8.1.1 

 

The questionnaire was pilot tested which is mentioned is recommended in both Neuman and Bryman. 
Bryman states that if possible the researcher should pilot test the questionnaire in order to find any minor 
or bigger flaws which can be revised before the official execution of the questionnaire (Bryman, 2012, p. 
263), (Neuman, 2014, p. 320). The pilot testing was done on the 24th of October 2018 on Himmelev 
Gymnasium. Four in total participated, where both genders were equally represented. The initial pilot 
study took approximately 5.9 minutes pr. student. The student pointed out that if they have not been 
hacked then they were not guided correctly into the next question. * 
This was fixed before the initial execution of the official questionnaire, which was created on Google 
forms. 
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Lastly the question was cleared out from any misunderstanding (Neuman, 2014, p. 320). The pilot testing 
was conducted in a quiet library facility where all students had their own laptop and accessed the 
google form. The pilot test link can be found in the footnote 1. 

 

In order to choose a sample size and target group for this research project I choose non-probability 
sampling which is an overall term for sampling that is not according to the standard of probability 
sampling. Convenience sampling is used when researchers want to gather data from an accessible target 
audience, though Brymann mentions that in this kind of sampling there is not always a strategy for 
generalizing responses. Brymann states that is because the data is not representative because the 
researcher is targeting what is easiest accessible to him (Bryman, 2012, p. 201). 
 
To gather respondents for my questionnaire I reached out to several colleges, though most colleges didnõt 
want to participate or give me access to their Danish high school classes, in order for me to conduct the 
questionnaire.  

 
I contacted my surrounding network. My old teacher from college responded that I could use his class as a 
target group. I attended one of my old teacherõs classes at the college, firstly I presented myself, 
hereafter they filled out the questionnaire and lastly I had a short presentation of optimizing cyber 
security once online. This took 15 minutes in total and all the students who attended the class that day, 
were able to respond to my questionnaire.  

Though in order to gain a more diverse response rate, I also contacted my little brother who attends a 
1.G class at Himmerlev Gymnasium. He posted the link in their private personal Facebook messenger 
group for his particular class to the final questionnaire; here all who voluntarily wished to answer the 
questionnaire were free to do so.  

 
Lastly, one of the public belonged to a private Danish high school; he also had the chance to answer the 
questionnaire. 

The characteristics and population was chosen due to the big amount of internet users in Denmark. In a 
report from 2017 from Danish statistics they mention that 74% of the Danish population between 15-89 
uses the internet serval times a day (Danmarks Statistik, 2017, p. 11), therefore investigating the cyber 
security of Danish high school students seemed as an interesting field and therefore they were chosen as 
the population to investigate. The group who filled out my survey is called a sample and the goal for my 
questionnaire is to attract Danish high school students who attend 1st , 2nd or 3rd year at their college 
(Goodman et al., 2012, p. 349).  Further Elizabeth Goodman states that the research has to choose the 
sample that they are most interested in to investigate and the most frequent user of what you are trying 
to investigate (Goodman et al., 2012, p. 350). In this research the Danish high school users are of interest, 
due to their frequent use of internet and their social medias.  

 
 

Invitation bias is the bias that can occur when you invite people to participate in your questionnaire. The 
incentive, time or even place of when the questionnaire is conducted can affect how many people are 
likely to respond to your questionnaire (Goodman et al., 2012, p. 355).  

                                            
1 https://docs.google.com/forms/d/1nWnKlPbRPXEpxqtY6U21ehjnk0dq1q8yqFETPEYKsnY/edit?usp=sharing 
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In order to minimize this the major part of the respondents were all from the same college and I was 
physically standing in the room, while they filled the questionnaire, this was done on Høje Taastrup 
Gymasium. The last part of the respondents were my little brotherõs class mates and they got a link 
through an online private Facebook messenger group where his class could respond. The questionnaire 
was sent within a lunch break, so duration bias can had occurred (Goodman et al., 2012, p. 355). 
Duration bias related to the time when the questionnaire is filled and if it is a suitable time for the 
respondents to attend and fill out the questionnaire.  

 

In order to extract the data it is mentioned that using Excel for extracting and entering data is an 
excellent tool in order to keep track of the questionnaire responses. In addition, Excel can assist with 
analyzing and converting raw data into readable graph and if needed statistics can be made (Cowles & 
Nelson, 2015, p. 136).  

Within Excel, I need to create codes in order to analyse the questions. There can be several level of 
questions. Likely allocation codes to female and male will help to determine if there is any survey 
different between the genders. Furthermore, I would strive to get some frequency analyzed from the 
questions; this can be done with questions where the respondents have the ability to choose between 
several options e.g. using radio button questions. Moreover, I am striving to do an analysis on the data, 
most likely a qualitative one, where I determine frequency of the response and create bar charts, that 
explains the data, which are retrieved from the questionnaire responses. (Cowles & Nelson, 2015, pp. 
135ð136).  

 

#  Question Explanation Open or closed 

Q 1 Have any of your social 
media accounts ever 

been hacked? 
 

[Yes] 
[No] 

To understand if Danish 
high school students have 
been hacked before, and 
it helps to answer RQ3. 

Closed 

Q 2 What did you do when 
your account was 

hacked? 
 
 

[Please write an 
explanation] 

 
[My account has never 

been hacked] 
 

To find out how they act 
upon hacking, what 

behavior and thoughts go 
through Danish high 

students, furthermore it 
helps to answer the 

problem formulation. 

Open 
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Q. 3 What steps did you take 
after you had been 

hacked? 
 

(You might have changed 
your password, installed 
a VPN or an anti-virus?) 

 

Please explain what you 
did? 

 
[I have never been 

hacked] 
 
 

This question helps to 
answer RQ2. It tells 
something about the 
Danish high school 

students 

Open 

Q. 4 Do you have an anti-virus 
installed on your 
electronic devices 

 
[Yes] 

[No] 

[Iõm not sure] 

See if the Danish high 
school students have a 
basic tool which would 

increase their 
cybersecurity online and 

on social media. 

Closed 

Q. 5 Why did you decide to 
install anti-virus on your 

electronic devices? 
 
 

[please explain] 

Behaviour around why 
they try to enhance their 
cyber security it is part of 

the RQ1. 

Open 

Q. 6 What Operating System 
(OS) do you primarily 

use? 
 

[Microsoft ð Windows 
10] 

[Apple - macOS 10.**] 
[Linux ð Ubuntu] 

[None of the above] 

Knowing what OS the 
Danish high school 
students uses tells 

something about how 
vunerable they are in 

general to hacking. OS 
security is a chapter 
within the theory of 

Cyber security 

Closed 
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Q 7 What mobile operating 
system do you use? 

 
[Google ð Android] 

[Apple ð iOS] 
[Microsoft - Windows 

Phone OS] 
[None of the above] 

 
 

Same goes with mobile 
devices would be nice to 
know what OS they are 

running. 

Closed 

 
 

Q. 8 

What social media 
accounts do you currently 

have installed on your 
mobile phone? 

 
[Facebook] 

[Facebook messenger] 

[Instagram] 

[Snapchat] 
[Pinterest] 
[Tumblr] 
[Viber] 
[Skype] 
[Twitter] 

[Dropbox] 
[Bitmoji] 

[Google Maps] 
[Netflix] 
[Spotify] 

[Soundcloud] 
[WhatsApp] 

 

Knowing what social 
media the Danish high 
school students use the 

most ð furthermore 
investigate if these big 
social media companies 

have had any major 
data breach, within the 

last ten years.  
 

Furthermore, this is in the 
top 20 categories both 

on android and IOS store 
for the most downloaded 

application. 

Closed 

Q. 9 Do you back up your 
data? 

 
[Very Frequently] 

[Frequently] 
[Occasionally] 

[Rarely] 
[Never] 

If a Danish high school 
students gets hacked it 

would be nice to have a 
backup in order to 

restore their data, it is 
part of having a good 
personal cyber security 

to take a backup and put 
it in a safe place. 

Closed 
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Q 10 

 

 

 

 

 

 

What method do you use 
in order to 
back up 

your 
data? 

 
[USB] 

[External 
Hard 
Drive] 

[The cloud: 
Google 
drive, 

Onedrive, 
Dropbox, 

Icloud, 
etc.] 

[Network-
attached 
storage 
(NAS)] 

[I do not 
backup 

my data] 
[Other 
please 

describe] 

 

 

 

 

 

 

Knowing wheter the 
students backup or not. 

Furthermore which 
devices they use. The 

devices or services also 
tells something about how 

advanced the students 
are in general are with 
their IT-competencies 

Closed 

Q 11 If you do not backup, 
explain why that is so? 

 
[Explain     ] 

 

Getting to know why 
they do not backup, 
when it would be so 

important in case their 
electronic devices fails 

and they will not be able 
to retrieve the data. 

Open 
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Q 12 Do you use the same 
passwords for several 
social media accounts? 

 
[Very Frequently] 

[Frequently] 
[Occasionally] 

[Rarely] 
[Never] 

Sharing password with 
other uses is a simple 
way of getting your 
personal information 
online compromised 

therefore this question is 
important to understand. 

Closed 

Q. 13 Do you share your 
password with your 

friends? 
 

[Very Frequently] 
[Frequently] 

[Occasionally] 
[Rarely] 
[Never] 

Sharing password with 
other uses is a simple 
way of getting your 
personal information 
online compromised 

therefore this question is 
important to understand. 

Closed 

Q. 14 Do you share your 
password with your 
family members? 

 
[Very Frequently] 

[Frequently] 
[Occasionally] 

[Rarely] 
[Never] 

Sharing password with 
other users is a simple 
way of getting your 
personal information 
online compromised 

therefore this question is 
important to understand. 

Closed 

 

 

 

 

 

 

Q. 15 

 

 

 

 

 

Do you share your 
password with your 

colleagues? 
 

[Very Frequently] 
[Frequently] 

[Occasionally] 
[Rarely] 
[Never] 

Sharing password with 
other uses is a simple 
way of getting your 
personal information 
online compromised 

therefore this question is 
important to understand. 

Closed 
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Q. 16 Why is it that you share 
passwords with other 

people? 
 

Please explain 
[I donõt share the 

password with other 
people] 

Understanding the 
reasons behind this, also 

understanding their 
behavior around cyber-

security 

Open 

Q. 17 Do you worry about your 
cyber security online? 

 
[Very Frequently] 

[Frequently] 
[Occasionally] 

[Rarely] 
[Never] 

Understanding if Danish 
high school students are 

worried and to what 
extend about their cyber 

security online and on 
social media. 

Closed 

    

Q. 19A Cybercrimes can include 
many different types of 
criminal activity. How 

concerned are you 
personally about 

experiencing or being a 
victim of the following 

cyber crimes? 

 

Receiving email or phone 
call fraudently asking for 
access to your computer, 

logins or personal 
details? (Including 

banking or payment 
information) 

 
Very concerned  ( ) 

fairly concerned ( ) 

not concerned ( ) 

Don't know ( ) 

 

From the EU report 
(European Commission, 

2015, p. 57). Understand 
if they are generally 
concerned about their 

cyber security. 

Closed 
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Q. 19B In addition, how often 
have you experienced or 

been a victim of the 
following situations? 

 

Received emails or phone 
calls fraudulently asking 

for access to your 
computer, logins or 

personal details (this 
includes banking or 

payment information) 
 

'Yes Iõve been a victim" ( 
) 

' Never ' ( ) 

' Don't know' ( ) 
 

From the EU report 
(European Commission, 

2015, p. 58). Understand 
if they have been a 

victim of fraudulent scams 
on the internet, this also 

assists to answer the 
problem statement. 

Closed 

    

Q. 21 How old are you? 
[14] 
[15] 
[16] 
[17] 
[18] 
[19] 
[20] 
[21] 

Demographical question 
in order to know how old 

my respondents are. 

Closed 

Q. 22 What grade are you in? 
 

[1.G] 
[2.G] 
[3.G] 

Determining what year 
they attend in their high 

school. 

 

Closed 
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Q. 23 Would you like to 
participate in an 

interview? (There will be 
beverages and snacks ð 

it will take 
approximately 35 min. ð 
and will be at your high 

school) 
 

Yes. Here is my Email. 
No. 

Their willingness to 
attend to an interview for 
further understanding of 
their perception of cyber 

security. 

Open 

Q 24 Would you like to win 
two tickets for the 

cinema? 
 

[Yes] - Mail 
[No] 

All the Danish high school 
students who answer the 
questionnaire have the 
possibility to win a pair 
of tickets to the cinema. 

Open 

 

3.5 Semi-constructed interview 

 
Semi constructed interview is chosen because it is designed to have a prepared set of interview questions 
in advance. The interviewer may ask more follow up questions during the interview. It should be noted 
that when conducting semi-structured interviews the interviewer does not always have the ability to 
measure the response or outcome from the respondents during the interview. Hence, the interviewer uses 
his set of prepared questions, together with questions, that naturally flows during the conversation 
between the interviewer and respondent (Wengraf, 2001, p. 5). 
 
In order to enhance the quality of a successful semi constructed interview Alan Bryman borrows some 
criteria from Steinar Kvale and states some useful tips for interviewing: 

 
Knowledgeable: Researching thoroughly and keeping the respondent in focus during the interview 

Structuring: Have a clear structure for the interview because it helps with directing the interview 

Clear: Ask questions that are clear and simple to understand 

Gentle: Be gentle during the interview and let the respondent finish their sentences.  

Sensitive: Be aware of what and how the respondent responds to questions; have empathy during the 
interview.  

Open: Be open minded during the interview and donõt force the respondent to give a specific answer. 

Steering: Give direction during the interview that makes the respondent feel comfortable. 

Critical: Be able to adapt during the interview if the respondent replies with something interesting.  

Remembering: Remember what the respondent says and follow up with questions if possible. 
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Interpreting: Clarify what the respondent says if needed, in order to get the correct meaning (Bryman, 
2012, p. 475) (Kvale, 2008, p. 82). 

Irving Seidman mentions that before creating questions for interviews and in my case for the semi-
constructed interview it is important to think about the what. What are you trying to answer with your 
questions, he states that the interviewer should ask himself what he is interested in to understand and 
what he is trying to learn (Seidman, 2005, p. 47). 
 
In this thesis Iõm striving to understand basic concepts of how much Danish high school students understand 
and interact with cyber security while they are online. Moreover, Ivring Seidman states that the 
interviewer should ask why something is important during the interview. He states that the interviewer 
should understand the significance and background of the desired theme that is being investigated. In 
addition, he argues that the interviewer should try to understand different levels of complexity (Seidman, 
2005, p. 48). 
 
This has been strived to be adapted in the best manner, both while creating the questions and while 
executing the semi-constructed interview. Irving Seidman states next that the interviewer should have their 
focus on how something is in relation to their study.  
 
This means that during the interview you should try to understand why the respondents act, understand 
and behave in certain ways in relation to what is being investigated (Seidman, 2005, p. 49).  

 
Irving Seidman mentions that the researcher will have to recruit respondents for the interview study. In 
order to make contact for respondents I state that it is important to do it yourself in person in order to 
build a relationship with the respondent and give them a familiarity with the proposed research and what 
the interview is about (Seidman, 2005, p. 61). The participant for the semi-constructed interview was 
selected from the questionnaire and four people, two boys and two girls enrolled at a Danish high school, 
were chosen. Moreover, all the participant provided their e-mail address and consented to conduct the 
interview. Elizabeth Goodman supports this by stating that the interviewer should be in good time when 
recruiting participant and strive to find participant that you think would be most beneficial for your 
planned interview study (Goodman et al., 2012, p. 95). 
 
 

It is recommended to record your interviews no matter what type of interview style is used. During an 
interview it is impossible to recall exactly everything that has been spoken about during the interview. 
Michael Patton mentions that the interviewer should have an aim of not making the interview exceed 60 
minutes (Patton, 2001, p. 200). Further Michael Patton states that having a good microphone, plenty of 
space for recording and conducting it in an area which will not disturb your interview is essential in order 
to conduct an interview. 
 
A Dictaphone of good quality was borrowed at AAU CPH combined with a Sony XZ2 Compact building 
recording function all four interview were recorded and converted into mp3 320 kps format in order to 
make the files smaller without comprising the sound quality. 
 
Michael patton states that placing the dictaphone on a stable surface, testing the dictaphone before 
beginning the interview and ensure that the tone of the voice is going through clearly is recommended 
before starting the interview (Patton, 2001, p. 382). These steps were followed prior to the interviews 
conducted at Høje Taastrup Gymnasium, where two of the four respondent were enrolled. 
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The author emphasizes that the interviewer should speak clearly during the interview and not too fast, if 
the respondent is too nervous or speaking in a low voice, gently ask them to speak up. Furthermore, it is 
recommended not to rustle with pen, paper or cups close to the microphone, because the recording can 
come out noisy. Having a natural flow during the interview as it was a conversation with a friend is also 
emphasised. Lastly, it is important to state that the interview has finished in front of the respondent 
(Patton, 2001, p. 382). 
 
After the interview has been conducted it is essential to save it and backup it up in a proper manner and 
give it an appropriate name that can easily be recalled if the recording is needed.  
Furthermore, it is important to keep the raw file in good condition, so you avoid corruption of the files. 
Lastly, the author recommend to give yourself or the transcribers good time to finish their job of 
transcribing the interview (Patton, 2001, p. 382).   
 

Chauncey Wilson states that semi-structured interview is often best conducted with two persons, one who 
is facilitating the semi-structured interview and the 2nd person assists by taking notes during the interview 
and controls the dictaphone during the interview (Wilson, 2013, p. 33). 
Though this has not been possible for the four interviews which has been conducted, though in order to 
recall what the respondent said the interviews has been recorded and later transcribed.  

 

Alan Bryman mentions that it is an advantage to transcribe the recorded interview to recall what the 
respondents said during the interview. Further, it helps if you interview several persons and there is a 
duration in between. The transcription visualizes each respondent and makes the statements from the 
respondents easier to analyze. Lastly, the transcription can make it easier for other researchers to extract 
information and theorize new ideas or strategies, which might be in the same scientific research field 
(Bryman, 2012, p. 482).  

 
Steinar Kvale states that there are several approaches for analyzing qualitative interviews. He has a 
simple approach where meaning condensation is used combined with finding central themes within the 
interview itself.  Meaning condensation often strives to extract the interview text and get the accurate 
meaning out, it should be noted that the person analyzing the interview will be influenced by his own 
opinion, therefore mistakes can occur. However, in order to minimize this and reduce the errors from the 
semi-constructed interview, I have taken notes during the interview and all four of the semi constructed 
interview have been transcribed. This was done in order to make the analysis easier and retrieve the 
meaning condensation in an easier manner compared to listening directly to the mp3 recordings (Kvale, 
2007, p. 14). 
 
 
Steinar Kvale further mentions that creating a form for analyzing your interviews makes it easier to 
interpret. Therefore Iõve adapted his table 11.1 (Kvale, 1996, p. 106). The natural unit contains the 
meaning condensation and the central theme is your own interpretation of the meaning condensation, 
which is aimed what the respondent are stating. For these interviews the themes sounded cyber security 
(Kvale, 1996, p. 106). 
 
In order to state something about the respondent, personas have been created. A persona is a fictional 
person, which is described. The respondent is given a name and is shortly describes who they are, their 
goal, job and aspiration(s) (Rosenberg, Stephens, & Collins-Cope, 2005, p. 219). For these personas, the 
description has been kept short because the focus is sounding the high school students.  
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Further the persona is used in order to understand how the user sees products and design (Rosenberg et 
al., 2005, p. 219). Though for this project the persona is used in order to see how they understand cyber 
security and their daily practices of it. The persona is created together with Steinar Kvale interview 
technique to extract the understanding of the high school students.   
 
 

Natural Unit Central Theme 

1. XX 1. XX 

2. XX 2. XX 

3. XX 3. XX 

 

 
Down below the questions for the semi constructed interview is presented: 

 

 Theme Question Reason 

 Cyber security   

1.1  What is your definition of 
Cyber security? 

- How 

- Why 

1.2  How safe do you feel 
when you browse the 
internet, in relation to 
your cyber security? 

- How 

- Why 

1.3  How safe do you feel 
when you browse your 
social media online? 

- How 

- Why 

1.4  Do you feel that you 
know enough about 

cyber security? 

- How 

- Why 

1.5  Do you feel that you 
could do even more when 

it comes to your cyber 
security online? 

- How 

- Why 
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 Protection   

1.6  Do you use a VPN when 
browsing the web? 

- How 

- Why 

1.7  Do you use a firewall on 
your mobile devices? 

- How 

- Why 

1.8  Do you use an anti-virus 
on your mobile devices? 

- How 

- Why 

1.9  Do you use two-factor 
authentication when 
accessing your social 

media? 

- How 

- Why 

1.10  Do you use the same 
passwords for several 
social media accounts? 

- How 

- Why 

 Identify theft   

1.11  What is your definition of 
identity theft? 

- How 

- Why 

- Where did you 
hear about it? 

1.12  Are you worried about 
identity theft when you 

surf online? 

- How 

- Why 

1.13  Have you ever clicked a 
malicious link through an 

e-mail? 

- How 

- Why 

1.14  Do you think that there is 
a connection between 

cyber security and 
identify theft? 

- How 

- Why 

1.15  How do you think you 
can minimize your own 
risk of identity heft? 

- How 

- Why 
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3.6 Think aloud protocol 

 
 
Think-aloud protocol also called Think aloud method is used in order to verbalize what participant are 
doing, when there are completing a task. The aim of think-aloud method is to understand what goes 
through the participants mind when completing a given task, lastly it is a known method used within human 
centered informatics (B. H. & B. Martin, 2012, p. 181).  

Think-aloud protocol is often used in order to evaluate tasks and methods that are used in the community 
of usability. The think-aloud protocol is easy to use; you ask your participant to think aloud what they are 
feeling, doing or thinking. This is done while they complete a set of tasks, the person facilitating the tasks 
will be able to get a better understanding of how the participant perceive and use a certain product or 
software (B. H. & B. Martin, 2012, p. 181).  
 
There are two common types of think-aloud protocol: concurrent and retrospective. Concurrent think-aloud 
is often used. The participant goes through tasks while they state out loud how they feel or think, while 
solving the desired task. Depending on the difficulty, the facilitator might have to repeat the task or 
remind the participant to think aloud while they complete the task. The target for the tasks are for the 
facilitator to understand what and why the task is completed in a certain way by the participant (B. H. & 
B. Martin, 2012, p. 181). 
 
In the retrospective way of doing think aloud the participant is silent while completing their tasks, though 
the session is recorded. After the completion of the tasks, the facilitator will show the participant the clip 
and ask what they were thinking while completing the task. The retrospective way is useful when you as a 
researcher would like to understand the strategy, intention and reasoning for why the participant acts in a 
certain way (B. H. & B. Martin, 2012, p. 181). 

 

The concurrent method of think aloud was used. The participant had to complete tasks while their screen 
was being recorded. Bruce Hanington mentions that while you plan the think-aloud session you should 
remind yourself as a facilitator how you would like to evaluate the session. Further Bruce Hanington states 
that using video and audio recording will help to understand and analyze the respondentõs testimony 
while they complete their tasks (B. H. & B. Martin, 2012, p. 181). 

 

In order to prepare the think aloud test for the participant I first had to come up with relevant tasks that 
they had to complete, which would give some insight upon how they practice and understand 
cybersecurity on a daily basis. With the initial problem statement and literature review I wrote down 
seven tasks that each student had to complete alone before conducting a semi-constructed interview with 
the respondent. During the entire think aloud session the laptop screens where recorded with free 
recording software, furthermore to ensure verbal and visual evidence the room was recorded with a 
video-camera and a Dictaphone. It was recorded because it helps me as a research to go back and see 
the participants testimony during the think aloud and helps with the analysis (B. H. & B. Martin, 2012, p. 
181).  
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The tasks, which the students had to complete and think out loud simultaneously was the following: 

 

1. Update your operating system on your electronic device 

Reason: Understand if, why and how often they update the operating system. Updating the operating 

system minimizes vulnerabilities (DKR, 2016, p. 40). 

 

2. Connect your Wi-Fi on your laptop and browse the website: www.dr.dk 

Reason: in order to understand if they use a VPN service before connecting web pages on the 

internet, using VPN enhances security while you browse the web, details about VPN can be found in 

the literature review computer (Ross & Kurose, 2013, pp. 718ð719).  

 

 

3. Login to your Facebook account on your laptop. 

Reason: To see if the students uses two-factor authentication before entering their password on their 

social media accounts. Two factor authentication minimizes the risk of login if an intruder has access 

to your stolen password (Chwan-Hwa (John) Wu, 2013, p. 902) (Cybersikkerhed, 2018, p. 5).  

 

4. Log in to your e-mail account on your phone 

Reason: 

Same reason as mentioned in number three, in order to see if the students use any form of two factor 

authentication when they login with their mobile device (Chwan-Hwa (John) Wu, 2013, p. 902) 

(Cybersikkerhed, 2018, p. 5). 

 

5. Send a fake invoice to your future manager, including your personal identification number 

Reason: Understand if the students use e-mail encryption or strive to encrypt their document where 

personal information is stored within when they send e-mails (Chwan-Hwa (John) Wu, 2013, pp. 

996ð997). 

 

6. Purchase a bike or a pair of jewelries online 

Reason: Understanding the studentõs way of browsing the web and ensuring that the website is secure 

or whether it is fraudulent. This argument is also to be found by the prevention of crime counsel (DKR, 

2016, pp. 25ð27).    

 

7. Show me your anti-virus software and a test scan of it. 

http://www.dr.dk/
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Reason: Understand if the students have or use their anti-virus. Having anti-virus software is part 

of the practice of having an enhanced cyber security, more details can be found in the literature 

review about anti-virus (Joxean Koret, 2017, p. 3).  

 

 

 

Bella Martin states that the researcher should be able to analyze the think aloud protocol and be 

able to tell how the participants completed their tasks. Hence, I created a small spreadsheet 

within Microsoft Word, in order to keep track of how each participant completed their tasks (B. H. 

& B. Martin, 2012, p. 180). 

 

Tasks: Participant: Comments: 

1. Update your operating system on 

your electronic device 

  

2. Connect your Wi-Fi on your laptop 

and browse the website: www.dr.dk 

  

3. Login to your Facebook account on 

your laptop. 

  

4. Log in to your e-mail account on 

your phone 

  

5. Send a fake invoice to your future 

manager, including your personal 

identification number 

  

6. Purchase a bike or a pair of 

jewelries online 

  

7. Show me your anti-virus software 
and a test scan of it. 

  

 
 

 

 
 

http://www.dr.dk/
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3.6 Participatory design 

 
Participatory design is also a part of the human centered informationõs approach to achieve an 
engagement directly from the stakeholder and user themselves. These inputs from the participant helps to 
assist the creation of a final product whether it is within the design phase of a physical product or a 
computer based program (B. H. & B. Martin, 2012, p. 129). 
 
Participatory design was chosen in order to engage the exact same students who had been a part of 
patriating (participating?) in the questionnaire, think aloud protocol and semi-constructed interview. The 
whole aim is to give them a voice for how they themselves think that they can improve their overall 
cybersecurity; this will also help to answer the RQ 3. 
 
Pelle Ehn states that Scandinavia has close to two decades of tradition for striving to incorporate 
participatory design in the use and design process of computer programs. An example of this is the 
Norwegian metalworkers union where the focus has been to include the workers and create initiatives that 
forms a democratic process where all workers were included.  
The idea is that the workers have an equal amount of say and have the possibility to direct their ideas 
together with others, to form a final solution, that they desire within the company. Therefore, participatory 
design can be used in many ways (Namioka, 1993, p. 41). 
 
Bruce Hanington states that the participatory design is an approach which started around 1970õs, first 
seen in Norway. The computer specialists of Norway worked closely with the union of the metal and 
ironworker, in order to integrate new technology into their workspace. Other Scandinavian countries used 
skilled employees who were specialized in enigieenering, economics, social science etc. these specialists 
collaborated with leaders of the union. Their goal was to integrate computer-based solution, to create an 
advantage for the company as an entirety (B. H. & B. Martin, 2012, p. 129).  
 
By the time, participatory design expanded and has not only been limited to Scandinavian countries or 
specific unions. Today the method has widespread uses within architecture, urban, industrial and 
interaction design. The aim of participatory design is to include stakeholders and participants of a 
product or design, to help forming the solution (B. H. & B. Martin, 2012, p. 129).  
 
In this thesis, my approach is to give a chance for the Danish high school students themselves to deliver a 
possible solution, for enhancing cyber security in general for Danish high school students.  
 
There are different approaches for how to conduct the participatory design. Bruce Hanington mentions 
techniques such as using collages, photos or even creating some model within a workshop. 
The design method is flexible in the way that you can choose a style that suits your specific needs. An 
example is from Sanders, Elizabet B-N the researchers uses participatory design as a framework, where 
the participant enact, talks and creates in a group, the aim for the facilitator is to use the result of the 
framework to improve and incorporate the proposed solutions from the participants (B. H. & B. Martin, 
2012, p. 129). 

 

I adopted both the idea from Bruce Hanington concerning using participatory design as a framework with 
paper and pen, together with the thinking of Pelle Ehn. Pelle Ehn states that designing for democracy at 
work is where every human has the equal right to make their decisions concerning their life. It is listed as 
4 points: 
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1. The owner is responsible for how resources are distributed. Furthermore, structural and economical 
aims are considered, lastly there is room implementing new technology and ideas for the business.  

2. The owner can choose to dictate how the production strategy is for the organization. 

3. There should be room for the workers to evolve and assist in the planning and organization of the 
production line. 

4. Flexibility concerning the production of autonomy, the employee can choose to work in their own 
pace (Namioka, 1993, p. 43). 

 

After the semi-constructed interview the participants were grouped in two. The girls together first were 
they were given a paper sheet of size A3 and a pen to brainstorm ideas and solutions for how they 
thought about cyber security overall and how it could be improved for Danish high school students. The 
same went on for the people who separately had their time to think out loud and their ideas for how they 
could improve their own and fellow students cyber security. Pen, paper and a Dictaphone was used in 
order to record and recall the session for later analysis. 

 
 
3.7 Excluded methods 

Focus groups are often structured interviews where a group of people sit and discuss a desired topic that 
the interviewee has prepared (Goodman et al., 2012, p. 141). Elizabeth Goodman mentions that focus 
groups can be good for getting a better understanding of what users think about a desired product, in 
this project the focus is concerning cyber security. Furthermore she states that the focus group method can 
be a disadvantage if the moderator is poorly prepared and leads the interview in a bad manner 
(Goodman et al., 2012, p. 141). Therefore, Iõve chosen to go with semi-constructed interview which has 
been explained in the methodology chapter 3.1. 
 
Despite time and money could be saved as Alan Bryman states, Iõve chosen to go with individual 
interviews in order to get an in-depth understanding of each respondent who has also been part of the 
questionnaire (Bryman, 2012, p. 501). However, it could be relevant for further work to do a focus group 
interview with a group of Danish high school students, in order to see if the results from the semi-
constructed interviews are in line with a focus group interview conducted with the same questions that the 
respondents had to answer in the semi structured interview.  
 

Another method, which was excluded from the thesis, was structured interviews. The structured interview is 
a form of interviewing technique where all the questions are created before the interview and strictly 
followed during the interview itself. It is similar to a questionnaire, where you as an interview do not have 
the opportunity to ask follow up questions (Wilson, 2013, p. 8). 
 
Though structured interview have it own advantages as Chuancey Wilson mentions it can be good for 
obtaining information in general or get some basic information as demographic, age, gender, etc. 
Furthermore structured interview can give some direction for how the respondents feel or think about 
specific scenarios and for this thesis the aim is to obtain knowledge from the respondents concerning 
cyber security. Moreover, the structured interview can help to understand the respondents better 
concerning specific topic or problems and it makes it easier to compare the respondents statements, 
because each respondents was presented with the exact same questions (Wilson, 2013, p. 9).  
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Alan Bryman supports Chuancey Wilsonõs view and states that the structured interview is more? precise 
compared to the semi structured interview where there is room for changing direction during the 
interview, this is not allowed during the structured interview (Bryman, 2012, p. 210). 

 

Using structured interviews and focus group interviews could indeed have given some interesting insights 
of how Danish high school students perceive cyber security. However, the semi structured interview and 
interviewing respondents one by one had been chosen in order to get a deeper perception of each 
respondents. In addition, each respondent also took part in the think aloud and participatory design. 
Lastly, there should be room for doing a session where the structured interview technique with the 
combination of a focus group interview could be conducted, in order to see if similar results would be 
retrieved.   
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4. Findings 

This section of the report includes a results and analysis of the think aloud method, semi-constructed 
interview and the participatory design. 

 

4.1 Questionnaire 

In this part some of the results from the questionnaire are presented and analyzed within excel, the full 
access to the questionnaire where 34 participants took part in total 20 girls and 14 of them were boys. 
In total, the respondent represented three different Danish high schools being Høje Taastrup, Høje 
Taastrup privat and Himmelev Gymnasium. The full access to the questionnaire and spreadsheet can be 
found in the appendix as 8.1.3 ð Links to data from questionnaire. 
 

  

Figure 4.1 Q.1 Have any of your social media accounts ever been hacked? 

From figure 4.1 it can be seen that that around 3 females and 3 males have had their social media 
account hacked out of total 34 responses. 6% of the female are not sure and 3% of the males are not 
sure if their social media account has been hacked. This could indicate that they are unaware of what the 
definition of hacking is. Lastly, a major part of the small pilot study shows that 44% of the female and 
29% of the males have not been a victim of having their social media account hacked. It should be noted 
that it is a small pilot study with only 34 participant, it is hard to conclude these number upon all Danish 
high school students, rather it gives a small landmark of how the current situation is, towards compromise 
of their social media accounts.  

6%

44%

9%

3%

29%

9%

0%

13%

25%

38%

50%

Don't know No Yes

Q. 1 

Female Male
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Figure 4.2 Q.9 How often do you backup your data? 
 

5.9% of the female and male backup their data daily, further 20.6% of the females backup their data 
monthly compared to only 5.9% of the males. The weekly backup of data is low of both male and 
females. Once a year backups accounts for 20,6% of the female and 14,7% for the male participants. 
Lastly 5,9% of female and 11,8% of male participants stated that they never backup their data. In 
general it can be said that it is positive that Danish high school students make backups in a reasonable 
time span compared to not backing up their data at all. Having a backup of the data will ensure that it 
can be recreated in case of hacking or comprise of oneõs data. 
 

 
Figure 4.3 - 16. Do you worry about your cybersecurity online? 
 

Figure 4.3 shows in relation to if the Danish high school are in general worried about their cyber security 
and a big part of them states that they are sometimes more than half of them 58,8%. Further around 
20% states they are not worried at all. Lastly 17,6% states yes towards their worries. This is in correlation 
with what the femaleõs states in the semi-structured interview. That they are aware of their own cyber 
security is not in an optimal state.  
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Figure 4.4 Q.17A - Cybercrimes can include many different types of criminal activity. How concerned are you personally 
about experiencing or being a victim of the following cybercrimes? - Receiving email or phone call fraudulently asking for 
access to your computer, logins or personal details? 

 
Figure 4.4 Indicates that close to half of the respondent 47% are fairly concerned about being victim of 
a cybercrime, further 12% are not sure if they fear cyber crime. 21% are not concerned at all and lastly 
21% of the total respondents are very concerned. The respondent, who are not concerned at all, could 
be because they think that their personal cyber security is efficient or they have the required knowledge 
to restrain a potential cybercrime. Further, the number states that a large part of the respondents are 
concerned, to some extent, that they might personally experience a cybercrime in the future. 
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