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A BSTRACT

Master Thesis | CHAPTER 1

This thesis showcases a Service Sys’rem Design M. Sc. thesis
targeting “Poperwork operations in the maritime indus’rry".
The maritime indus’rry is o|eo|ing with inefficient proceclures

re|0|’ring to the honc“ing of official certificates on s|’1ips.

The thesis presents the service system clesign processes from
Discovery of the prob|em over Defining and norrowing
insigh’r. To Deve|oping a service idea and Fino”y e|oborc’ring

in detail on De|ivery of a service solution.

A|ong the process official goo|s set out |oy Danish Maritime
Administration have been our inspiration in addition to the
official international guio|e|ines. Extensive use of quo|i’ro’rive
interviews and co-design activities with indus’rry experts has

been the backbone of the process.
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The alternative service solution presen’red in the final phose
is eDocs, a o|igi’r0| service solution that would greoHy improve

the o|oi|y hono”ing of existing inefficient procedures.

Keywords: Design Hﬁinking, Multi level service design,

Opero’riono| management, and Co-design.



T ABLE O F CONTENTS

Master Thesis | CHAPTER 1

Acknow|eo|gemen+s

Learning Goals

S’rudy Guide Goals

Persono| GOG'S

G|ossory

Introduction
The maritime indus’rry
Theory and Methodology
Opero’rioncﬂ management

Me+hoo|o|ogy

Discover
Research activities

The context
W hat makes pdper-bosed certificate authentic?
Stakeholders Mcp
Benchmark

US@F RQSQO I’C|’1

30

No.l Experts’ expectations of their workp|dce and 3]

context

2/130

No.2 Actor’s interaction
No.3. Au’rhen’rici’ry meaning and proc’rico|
GppI’OGCh

Summory of Findings

Define

Synthesizing the findings

Workshop ‘Defining the coordinates’
New Problem Formulation
Value Constellation Experience
Empo’rhy map
Personas

Desig n Brief

Deve|op

Brainstorming
Concept 1. The Digi’r0|| Hub
Concep’r 2. eDocs, the authentication

platform.
Prototyping

32
33

35
57
38
39
4]

42
46
50
56

58
58
60
62

64



Designing eDocs Service Sys’rem
Plaorm Canvas

Prove of concept

The Service Concept

eDocs "Secu rity and ou’rhen’rici’ry"

The name

Service provider
Users

Choice of p|o’r‘Forms
Use of Jrec|'mo|ogy
Service Infrastructure
Interface mockups

Sub conclusion

65
63
70
71

72
75
75
75
76
77
79
82
84

Delivery
Stakeholders Mop
Motivation Matrix
User Scenarios
B|ueprin’r
Business Model Canvas

Case conclusion

Reflections

References

Appendix

3/130

85
86
87
88
90
93
96
98
100
102



T ABLE O F FI1 GURES

Master Thesis | CHAPTER 1

Figure 1. Government's initiatives for 2025

Figure 2. Double Diamond

Figure 3. Research activities

Figure 4. Format differences

Figure 5. IMQO’s requirements for electronic certificates
Figure 6. User journeys of the seafarer & surveyor
Figure 7. User journey of the certificate issuer

Figure 8. Maritime Stakeholders map

Figure 9. Benchmark of existing services

Figure 10. Workshop outcome

Figure 1. Value constellation experience of the Seafarer
and the surveyor

Figure 12. Value constellation experience of the
certification company

Figure 13 Customer value constellation

Figure 14. EmpoH’iy map of the certificate issuer
Figure 15. Empo’ri’iy map of the seafarer

Figure 16 Empo’ri'iy map of the surveyor

Figure 17. Personag, The ship owner

49
43
46
44
46
47
48
50

4/130

Figure 18. Persona, The seafarer
Figure 19. Persona, The su rveyor

Figure 20. Personaq, The certificate issuer
Figure 21. Design brief
Figure 22. Concept ], The o|igi’ro| hub.

Figure 23. Concept 2, The authentication p|oi‘Form.

Figure 24. Service system architecture
Figure 25. eDocs Platform Canvas

Figure 26. Pros and Cons of the Jrecimoiogy
Figure 27. eDocs service infrastructure
Figure 28. Mockups of eDocs interface
Figure 29. eDocs stakeholders map

Figure 30. eDocs Motivation matrix

Figure 31. Users Scenarios | &2

Figure 32. Service Biueprin’r

Figure 33. Business model canvas

51

52
53
55
59
61

66
68
77
79
8l

86
89
o1

93
95



T ABLE O F PHOTOSS

Master Thesis | CHAPTER 1

Photo 1. Sequence snowing the snips book
Photo 2. Sequence snowing the seafarers book
Photo 3. Certificates exqmp|es

Photo 4. Sequence snowing the p|'1ysico|| and digi’rq| context of a

seafarer: the engine room, the snip mast and the operator software

Photo 5. Sequence clocumen’ring the Workshop

Photo 6. Sequence documen’ring the brainstorm session

Photo 7. Dummy certificate nignhgn’ring the ID Jrrqcking number

Photo 8. Sequence clocumen’ring pretotyping
Photo. 9. eDocs Solution

Photo 10. eDocs client

Photo 11. eDocs cloud service

Photo 12. eDocs Authentication Portal

Photo 13. eDocs Logo

Photo 14. Descovery phase

Photo 15. Define pnqse

Photo 16. Desve|op pnose

Photo 17. De|ivery pnqse

5/130

57
58
61

64
70
71

72
73
74

36
56
84



A CKNOWILEDGTEMENTS

Master Thesis | CHAPTER 1

A|borg Universi+y
Amalia de Gotzen
Judi Stark Poulsen
Annette Erichsen

Companies

FORCE
DANCERT
OSM people
DNV GL
MDA

Fomi|y and friends
Seren Lindved
Niels Jacobsen
BirggiHe Kieler
Kalina Kedyalkova

6 /130



LEARNII

Master Thesis | CHAPTER 1

N G G OALS

This section comprehencls the official |ec1rning goc|s for the
thesis, as well as my own persono| |eorning goo|s.

S’rudy Guide Goals
According to the Master's Progrcm Curriculum the fo”owing
quo|i1cico’rions are to be obtained:

Know|ec|ge
Must have know|eo|ge about the possibi|i+ies to opp|y
appropriate me’r|'100|o|ogico| opprocches to spechcic s’ruo|y

areds.

Must have know|eo|ge about design theories and
methods that focus on the o|esign of advanced and

comp|ex proo| uct-service systemes.

Skills
Must be able to work independenﬂy, to iden’rhcy major
problem areas (analysis) and adequately address

prob|ems and opportunities (syn’rhesis).
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Must demonstrate the capobi|i+y of 0no|ysing, designing and

presenting innovative solution:s.

Must demonstrate the oloi|i’ry to evaluate and address
(syn’rhesis) major orgonisa’rion0| and business issues emerging
in the design of a produc’r—service system.

Competences

Must be able to master design and deve|opmen+ work in
situations that are comp|ex, unpredic+o|o|e and require new
solutions (synﬂ*\esis).

Must be able to independenﬂy initiate and imp|emen+
discip|ine-specific and in+erc|iscip|inory coopero’rion and
assume pro{essiono| responsibi|i+y (syn+hesis).

Must have the copobih’ry to independenﬂy take responsibi|i+y
for own professiono| deve|opmen+ and specic|isa+ion
(syn+|’1esis)"(Ac|borg University, FccuH‘y of engineering and
science, Board of studies for Media technology, 2012)Board
of studies for Media Jrec|*1no|ogy, 2012.



Personal Goals

Exp|oi’r the oclvon+qges of working with a real-life-case to
include users into the cleve|opmen’r process and +hereby gain
more experience within facilitation, prototyping, co-design
and testing.

Rehearse the service design process and use the final result as
reference when entering the job market.

Gain “hands-on” experience in the process of designing a

Distribute Sys+em.
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Operator:

The person or entity ashore o|oing the operation of a ship -
p|onning the cargo to load, supp|y of stores and fuel, crew

chonges etc.

Ship owner:
The same as Opero’ror.

F|og State:
The country where a ship is regis’rered can be different from

the country of operator or crew etc.

Danish Maritime Authority (DMA):
F|og State of Denmark.

International Maritime Organization (IMO):
I+'s an organ under United Nations coordino’ring
international maritime solce’ry and environmental issues

among the member states.

Classification Society (aka Class):

It's an organization that undertakes inspection and control
(surveys) of s|’1ips on behalf of the s|’1ips F|og State.
PMS: Planned Maintenance System
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DNV GL.:
A Classification Society

Digi+o| Certificate:
Certificate in digi’ro| form (e.g. PDF) without an electronic
signature.

Electronic Certificate:
Certificate issued in electronic format AND containing an
electronic signature.

Electronic signature:

Data in electronic form attached to an electronic certificate
to serve as a method of authentication of the issuer and
contents of the cerfificate.

Certificate issuer:
Third party supp|ier company providing testing or inspection

services a ship owner.

Counterpart:

A person or Jrhing that corresponds to or has the same
function as another person or +hing in a different |o|oce or
situation.



I NTRODUCTI ON
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The maritime indus+ry

The g|obo| maritime ino|us+ry is characterized by many as
being traditional and with an overall resistance to chonge
(Erhvervsministeriet, 2018) (BPI Network, 2017). The
ino|us+ry is faced with +ough competition in the world
market, a market undergoing ropio| chcnges because of
alterations in the g|o|oa| distribution of work, consumer
behavior and digi+o| and +ec|’1no|ogica| c|eve|opmen+s.

The Danish maritime indus+ry meets similar cho”enges,

none digi’rized process, and inflexible 1T sys’rems are real
shows’roppers for its c|eve|opmen+ (Erhvervsministeriet,
2018). This is reflected on the way that stakeholders manage
operations and handle important documentation. Ships
operate with pdper-bdsed certificates or else digi’rahzed
copies exposed to cyber risks. This not on|y jeopqrclizes the
ou+hen+ici+y of the certificates, but also increases the risk of

fraud and puts on risk the sofe’ry of the ship and the crew.

However, in the last years a new shift towards automation
and o|igi’r0|izo’rion has been perceived. This groduq| move
targets operators and their supp|iers, cho”enging their
search for more efficient forms of improving opero’riono|
performomce and services Jrhrough better use of +echno|ogy

(BPI Network, 2017).

To foster a proper environment for chonge the Danish
Government has created a "Plan for grow’rh in the Danish
maritime sector’ aiming to positioning the country as “Global

maritime hub by 2025" (Erhvervsministeriet, 2018).

This project’s overall goo| empoﬂqizes in the needs, pains
and experiences of the maritime stakeholders concerning
certification; which will be use in the user-centered solution
supporting the indus’rry. Therefore, the first prob|em

formulation stands as:

How can the maritime indus’rry reduce the pain

related to the homc“ing of poper-bosed certificates?
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Furthermore, the solution will target or incorporate some of the governmerﬂ"s initiatives for 2025 related

to “Digi+o|izo+ion and new +echno|ogy" (Figure 1.

1.

THE MARITIME DENMARK - A DIGITALIZATION HUB BY 2025

b

Digi’ro|izo’rion and new Jrechno|ogy as well as en’rrepreneurship p|oy a central role in the Plan for
Growth, which contains the Fo”owing initiatives: Denmark should become a |eoo|ing |o|oor0|’rory for
testing new maritime Jrecl'1r1o|ogies, o|igi’ro| systems, types of produc’rion and operation as well as the
generation of energy.

Denmark should specifico”y be a frontrunner within the o|eve|opmen’r, testing and use of maritime
autonomous Jrechno|ogy, inter alia as an accelerator of new business models. Efforts should be made
to utilize Jrec|'1r1o|ogic0|| po+en’rio|s in the best possib|e way, for exomp|e in the Danish Regis’rer of
Shipping.

A consultative por’mership should be established for digi’rohzo’rion of the Danish maritime sector.
Efforts should be made to handle maritime cyber securi’ry cho”enges, inc|uo|ing increased resilience
within the maritime ICT infrastructure, based on common EU and IMO standards and princip|es
Efforts should be made to introduce a common European ship reporting p|01'Form so that ships
experience a reduced amount of administrative burdens when cc”ing at EU ports.

Efforts should be made to ensure increased use of released maritime data and the further qvoi|o|oi|i’ry
of relevant maritime data to promote maritime innovation and business o|eve|opmen’r based on
pub|ic|y available data.

TogeJrher with the indus’rry efforts should be made to s’rreng’rhen the maritime en’rrepreneurio| cluster.

Figure 1. Government's initiatives for 2025
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THEORY A ND
M ETHODOLOGY
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Opera’rioncﬂ management

Operoﬁons management encompasses managing Jrhings,
peop|e, and process in a set of positive prospects or fewer
probabilities. John Kamauff (2011) in his book Manager's
Guide to Operations Management defines it as both a

science and an art.

“The science includes unclersfancling the processes, tools,

and fecl‘miques. The artis in applying them effecﬁvely
within the context of the peop/e who provide the inputs, the
people who process the inputs into outputs, the peop/e who

deliver the outputs, and the people who buy those oufpufs"
(Kamauff, 2011).

Kamauff' s concept illustrates a traditional infrastructure
model where peop|e perform operations. Our automation
era, however, allows peop|e and systems to be more ogi|e
and efficient by moking use of +ec|’mo|ogy. This perl’lqps
adds a o|egree of comp|exi’ry to the equation when designing
a service system and the user experience, nevertheless, it also
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unfolds new forms of value-creation and foster innovation

(Patricio, Fisk, Falcdo e Cunha, & Constantine, 2011).

The maritime indus+ry encompasses comp|ex operations
concerning mochinery, man, and over|opping processes.
Patricio (2011) suggests Multilevel Service Design (MSD)

as a way to the understand operations |oy clecomposing
them into subsys’rems (individual service channel and

human ocﬁvify). This systemic opprooch assists diving into
por+icu|ori+ies of the operations and exp|ores critical factors or
areas that require improvement (Constantine, 2009).

Throughout the development of this project Patricio’s (2011)
systemic opprooch will be used to understand the maritime
operations in connection to certification. As exp|oineo| in the
introduction the maritime inclus+ry characterizes for being
very conservative and this is well reflected on operations.
Therefore the overall research question of this thesis is to:



"‘How can the practice of service design contribute to the
improvement of operoﬁonc| pencormonce in the Danish
maritime indus’rry?"

The traits, benefit and contribution on using the Multilevel
Service Design (MSD) me’rhodo|ogy will be the premise
o|ong this thesis journey. The next section will contribute

to further elaboration of the me’rhodo|ogico| opprooch and
methods.

DOUBLE DIAMOND

DISCOVER DEFINE

MSD Undersi‘cnding the actor experience Designing the service oﬁcering

Figure 2. Double Diamond
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M ETHODOLOGY
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This thesis is grounded under the premises of Design
Thinking (Interaction Design Foundation, n.d.). |nvo|ving co-
design practices in combination with user-centered methods,
Design Thinking cpprooch focuses on human stories and
insigh’rs to build empo’rhy for users, and ensure the ideas
being developed are relevant (Design Council, 2017).

On this arena of mutual |eorning, where empo’rhy, co-
creation, and actor’s feedback are the keys to unlock
creativity and innovation; it is important to seftle a
framework that assists as references point and guide

Jrhroughou’r the design process.

The Double Diamond (Design Council, 2017) is the chosen
me+|'100|o|ogicc| framework. It supports four different phoses:
Discover, Define, Deve|op and Deliver. The divergen’r
characteristic of the model supports exp|oring broad-

spectrum points of the cho”enge.



As the process evolves, the convergent Jrhinking is
purposefu”y 0pp|ieo| as we screen, select, evaluate, and

refine the options (Figure 2).

Following the authors” (Design Council, 2017) words the
Double Diamond, "... is not a rigid protocol to followed
unfhinkingly, but framework that can and should be
adapfed to the task at hand'". Mu|+ip|e iterations may occur
in the same phcses where both diverging and converging
qpprooches shall be used. Parallel me+hoo|o|ogies such as
the Multilevel Service Design (MSD) me+|*10c|o|ogy will

be used. (Patricio et al, 2011)interaction clesign, and the
emerging field of service design. MSD enables in’regro’red
deve|opmen’r of service oﬁcerings at three hierarchical levels:
(aThis is not considered as moving in mu|+ip|e directions in
the exp|oro+ion, but as a new |0yer of information built upon
the existing know|ec|ge and phose.
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Both me’rhoclo|ogies facilitate ocknow|ec|ging the process of
continuous "empo’rhizing with the users” (Interaction Design
Foundation, n.d.) while forming the basic backbone of the
clesign process.

In this first phose of the clesign process it's important to build
a strong |<now|edge foundation with visions and insigh’rs‘ The
research can be Jrriggered in different directions invo|ving
inclus’rry tendencies, new behaviors, type of +ec|'1no|ogy or

a risen need. W hat was essential in this phase is to idenﬁfy
the issue, odvon’roges or necessities to be tackled as well as
clefining some of the limitations of the solution space.
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R ESEARTCH ACTIVITIES

Chapter2 |

At first in the process of discover there was a preparation
process that involved a desk’rop research on maritime
stakeholders and genero| aspects of the indus’rry.
Furthermore, as the aim was to do a user-centred
exp|oro’rion it was necessary fo find an ino|us’rry insider fo get
proper|y introduced to other sources in the indus’rry. This was
not a difficult task, as soon as the contact was established a

series of interviews took p|oce.

To have a holistic view of the indus’rry it was necessary fo
hear the opinions of mu|’rip|e actors hoving different roles in
the ino|us+ry. This user research phose lasted four weeks and
qualitative methods were applied (Bjgrner, 2015).
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The research was deepened ioy direct interaction with
indus’rry actors, expioro’rory research and desk onoiysis of the
factors. Below is a list of activities' (Figure 3) covered in this
pnose con’rriiou’ring to the bank of i<now|edge of the design
process. Full documentation of the interviews can be found in

Appendix 1- 6.

I A valid remork, fo//owing the last cnonges in the Europeon po/icy regctrd—
ing General Data Profection the names of the participants are hidden since consent
agreement was not signed upon the inferview.
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METHOD DESCRIPTION

Ex pert interview 1

Expert Interview 2

Ex pert Interview 3

Expert Interview 4

Expert Interview 5

Expert Interview 6

Desktop research

Explorative research

Naval Architect, Marine
Consultant /Surveyor

FORCE - Head of depor’rmen’r,
Troining & Certification

DANCERT - CEO, Denmark

Seon(orer, Chief Engineer

OSM Crew Monagemen+,

Director

Si\ip owner

Online research to understand
services and indus’rry standards.

Mopping user actions, questions
and pains to understand the
actual experience of the services
and gain an overview of what

can be improved.

Figure 3. Reasearch activities



T HE CONTEXT

Chapter 2. |

The Danish maritime sector is one of the coun’rry's most important export sectors and a

major supp|ier of jobs. With an estimated 90 percent of the country's trade Jrrounsporred

via seq, a high level of efficiency and precision is indispenscb|e for its performonce

(Danmarks Statistik, n.d.).

International and national organization such as the International Marine Organization
(IMO) and the Danish Maritime Au’rhori’ry (DMA) ensure comp|ionce of the norms and
regu|c+ions in the indus’rry. Momy operations onboard the ships must follow a written
procedure and a proper certificate shall follow. From technical spechcico’rion on engine,
fuel and sr\ip maintenance to crew and scnce’ry emergency procedures, the number of

certificates exceeds one hundred (International Maritime Organization, 2017).

Tr\rough the interview with the Ship owner (Appendix 4, Expert interview Ship owner) it

was found that most sr\ips carry a folder containing the most important 20-30 certificates,

usuou”y called "Certificate Folder” (Photo 1).

Photo 1. Sequence showing the Certificate Folder
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Crew members follow a similar procedure, Jr|’1ey are also required to carry a folder with
their up—’ro—dq’re personc| certificates and credentials while on du’ry (Photo 2).

This form of hondhng documentation in the traditional poper—based form is very common
all over the world and this is moin|y due to the fact that the certificates work as proof of
cornp|iomce and therefore a certificate is often the on|y method to demonstrate comp|ionce
to a third party. Some regions of the globe such as Asia-Pacific, Eastern Europe and The
Middle East are more rigid when handling originals whereas in the Western and Central
Europe and in the Nordic countries electronic certificates are gaining popu|qri’ry (Appendix
2, Expert interview Force, Denmark).

In addition to the environmental waste, the hassle of carrying and sonceguording the
documentation there is the aspect of qu’rhen’rici’ry. As a rule, poper—bcsed certificates must
be origino|s and in case H’rey are in electronic form Jrhey must contain a Jrrdcking number
and an electronic signature serving as a method of authentication of the issuer and
contents of the certificate.

Scanned copies where Jrrdcedbih’ry is difficult to verh(y and the content is easy to modhcy
are not allowed. In case of suspicion Surveyors and Flag States controllers might prolong
the inspection of the ship until the ourhen’rici’ry of the certificate is confirmed (Appendix 1,

Expert interview marine consultant).
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Photo 2. Sequence showing the seafarers folder
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Moreover, aspects such as the expiration nature the certificates
and the pdri'ici lack of overview from the i<eeper can harm the
costs and increase collateral ciomoges for the ship. For instance,
the onboorciing impedirnen’r of a crewmember because his
medical certificate is expired can retain the snip in the port,

20 /130

which will consequen’riy raise transportation costs and deioy
delivery of the cargo to its final destination (Appendix 4,
Exper+ interview Seafarer, Chief Engineer).

W hat makes pcper—bosed certificate authentic?

After +oi<ing a deeper look ot different certificates, it was
concluded that there is not a standardized form or rigid
i'empioi‘e for a confection of such a document. As illustrated
in pno’ro 3, certificates defer in content and s’ryie occording
to the issuer. However, there is a common denominator in
all such as name and company |ogo, issue and expiry date,
archive number, company stamp, and signature of the
company's representative.

According to independeni‘ consultant “..to prove authentic
the certificate must contain the expedi’ror’s stamp and

the originai signature has to be ciecriy si’iown"(Appenciix
1, Expert interview marine consultant). However, these
attributes do not ensure fraud avoidance. W hen honoiiing
to poper—bosed certificates there is oiwoys a risk of content
alteration. Surveyors handle with extra care prints of

scanned originois.



FORMAT DIFFERENCES
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ORIGINAL DIGITAL CERTIFICATE ELECTRONIC CERTIFICATE ELECTRONIC SIGNATURE
Paper-based containing issuers Certificate in digi+a| format (e.g. Certificate issued in electronic Data in electronic form attached
signature and stamp. PDF) without an electronic sig- format and containing an elec- to an electronic certificate to

nature. Prints of this format can tronic signature. serve as a method of authenti-
often be seen as a momentary cation of the issuer and contents
rep|acemen+ for origina|s. of the certificate.

This type of format do not com-
p|y because it does not meet the
requirements set by IMO.

Figure 4. Format differences

Format differences common in the Nordic countries, and perhops has to do with
At this point it is important to make a clear definition of the the high level of trust that characterizes this region (Hopkin
format differences of the certificates (See figure 4). & Rodriguez-Pose, 2007).

Throughou’r the interviews it was found that maritime A|’r|'10ugl'1 the scanned PDF doesn't comp|y with

stakeholders often use a print of scanned copy (Digi’ro| the electronic certificate standards defined by IMO
certificate) as a rep|ocemen’r for origino| (Appendix 2, (International Maritime Organization, 2016) these formats
Expert interview Force, Denmark). This behavior is more are s|igh+|y more occep+eo|.
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| still get goosebumps when | have to check an unknown
scanned copy because | have no possibilify to check the
aufl‘nenficify of the certificate and | am left with two options
- either simply trust the content of what is shown to me or
to initiate a very time consuming procedure of cnasing a
proof of aufl’lenficify" (Independen‘l' consultant - Appendix I,

Expert interview marine consultant).

Origino| certificates are sent via post and it can take weeks
until it reaches the ship depending on the geogrophiccﬂ trade.
They go from the issuer to the ship owner and from there to
the next destination of the ship. This slows down the ship's
operation, and therefore ships and operators are |il<e|y to ask
for a scanned copy via mail to keep operations running until
the origino| poper-bosed arrives. The scanned copy is usuo”y
an insecure PDF Formod', which is not in comp|ionce.

As an answer to this situation IMO has issued a guide|ine
on how electronic certificates should be prepdred in order
to rep|oce the “old-fashioned” poper-based certificates
(International Maritime Organization, 2016). Furthermore,
the Danish flag state (DMA) has directly encouraged the
indus+ry to enhance the use of electronic certificates (see

also The Law section below) and in fact DMA has 0|reody

started to make use of electronic certificates.
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The desld'op research shows that the great maijority of the
certificate issuers in Denmark issue two format, a Digital PDF
(insecure and not in comp|ionce) and an Origino| paper-
based. Recent initiatives point to the utilization of software
for ddding “a sort of” digi+0| signature (e.g. Symantec
Software) to the cerfificate. Unfor’run0+e|y, this initiatives
proof ineffective when the certificate gefts prin+ed, as the
pcper-bosed format has no form to authenticate the digi+o|
signature’s validity.

The electronic certificate, on the other hand, has proven fo
be a good alternative to the poper-bosed. As |ong as the
nature of the format is respec+ed, ships and operators can
receive the certificate righ’r away and without compromising
its oufhenficii‘y.

However, the indus’rry's dependence on poper-bdsed
certificates is still very higl’\. Ships and operators have a
strong preference for print. Electronic certificates end up
prin+ed, but these have the odvon’roge of a printing footnote
with a reference ID to an authentication por’rc1| where
interested parties can validate its ou’rnen’rici’ry.

Pdper-bosed certificates |oy default have a high risk of

content alteration. “..we know that doubtful cases are related



to poper-loosed, therefore the more digi’ra|izo+ion the better.
However, we still issue origin0||s because our customers insist

on hoving them’ (Appendix 2, ExpeH' interview Dancert,
Denmark).

The ship's co-dependence to pdper-bosed certificates is

a weak link on the system. Furthermore, without a way
of verifying the vc1|ic|i+y of the print there is no way to
counteract content alterations. This fact underlines the
vu|nerobi|i+y of the paper-bosed certificates and the risk for
fraud in the ino|us+ry.

The law
In the battle against fraud, the indusfry s+rugg|es to find

a common ground between paper-based copy and o|igi’r0|
format. Certificates issuers look for new ways to authenticate
and preserve the content of the certificates ’rhrough better
use of +echno|ogy. The International Maritime Orgonizaﬁon,
on the other hand, aims, to address this issue by promoting
the use of electronic certificates and has set a standard
requirement for it (Figure 5).

23 /130

IMO'S GUIDELINES

Features
4.1 Administrations that use electronic certificates should
ensure that these certificates have the following features:

1. \/o|idi+y and consistency with the format and content
required by the relevant international convention or in-

strument, as opp|icob|e,

9. Protected from edits, modifications or revisions other
than those authorized by the issuer or the Administra-

tion.

3. A unique +rocl<ing number used for verification as

defined in porogrcphs 3.5 and 3.6

4. A prin+ob|e and visible symbo| that confirms the

source of issuance.

Figure 5. IMO’s guidelines for electronic certificates




However, some experts argue that law is not expiici+
enougiﬁ in relation to the authentication process of the digii‘oi
certificate or a print copy of an originoi (Appendix 1, Expert

interview marine consultant).

In a usual scenario, the surveyor takes for gron’red the
ou’rhen’riciiy of the certificate once he is presen’red with
an originoi. In the case of being preseni‘ed with a print
version of an electronic certificate, he checks its vciidi’ry on
the Internet validation pori'ci. However, in case of being
preseni‘ed with a scanned copy of an originoi, there is no
form of authentication unless the issuer is contacted.

According to the marine consultant, the authentication of
the certificate is Jrruiy valid once the su rveyor can compare
the certificate he is preseni‘ed with the originoi (Appendix 1,

Expert interview marine consultant).

Inspections and authentication

Inspections i‘ioppen usuoiiy unannounced, the usual
frequency for Fidg State inspection is once a year, unless the
Si’iip has proved deficient; then it requires reguior foiiow-up
from part of the maritime aui'i'iorii'y.
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Port state controls, on the other hand, can iioppen any time
at any port of the giobe and Jri’iey can check aspects related
to cargo, crew, Si’]ip condition etc.

The experi‘s' interviews provided insigiﬁi‘s about the different
process of i'iondiing pqper-bdsed certificates. These insigh’rs
are illustrated in the user journeys shown in Figure 6 &7.
interaction design, and the emerging field of service design.
MSD enables in’regro’red deveiopmen+ of service oﬁcerings at
three hierarchical levels: (a

As shown in the line of perceived emotion all actors
involved in the process co-depend to originoi pcper-bosed to
compie’re their operations. W hile the seafarer tends to find

a temporary alternative by presenting a copy of an originoi,
the surveyor is forced to call the issuer or accept a certificate
that doesn't meet the indusi‘ry requirement.

On the other hand, the certificate issuer lacks an effective
‘after service’. Meaning there is not organized procedure
for deoiing with enquires after the certification is compiei‘ed.
Therefore, Jri'iey see this as a burden and extra task on their
workload.
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Stakeholders Mop

In order to have a clear
uno|ers+c1no|ing of the actors,
their associations and

roles within the maritime
value chain (Stickdorn

& Schneider, 2015) the
stakeholders’ map was
created.

The map (Figure 8) should
to be read from the center
out with the ship presen+ed
as the focus and the different
actors posi+ioned cccording



to the character of their re|o’rionship and Frequency of
interactions. The actors closer to the center have a stronger
bond to the snip and are the parties with greater co-
dependence. This is the case of the port and the su rveyor.

Subordinate stakeholders are featured in the second ring.
These have a supportive role; the re|o’rionship is quite
stable, but Jr|'1ey don't have a direct influence on the doi|y
operations. Insurances companies are in this category.

The third ring illustrates the service supp|iers with the

least frequency of interaction. In Denmark there are

around twenty authorized companies Fi’r’ring under this
categorization. Tney must be Gpproved by the snip's Class
(Appendix 9&10). Certificate issuers are in this category;
Jrhey are the furthest from the center because their
interaction can fluctuate occording to the degree of necessity
for this service. For instance, when the snip needs to renew
its fire sofei‘y, it needs an authorized certification company
to assist with the equipment check. This operation is required
once a year and unless of specic|| circumstances.
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Benchmark of existing services

The benchmorking-choﬁ (Figure 9) he|ps to get an
overview of the quo|i+y of the service delivered by the
certification companies in Denmark. The insigl’ﬁ's goined from
the desk’rop research and the experts’ interviews are the
premises of this evaluation.

The companies are measu red based on tow criteria: the type
of certificate that +|'1ey issue and the characteristic of their
after service (Personal or automated). The chart lists as first
the companies with the best pencormonce.

The companies chosen to benchmark are a diverse
representation of certification companies in Denmark. They
are well known service provider and a poin+ of reference in

the maritime: DNV GL (classification compony), DMA (ﬂag
state), DANCERT, and FORCE.

DNV GL is the |eoding company hcnd|ing electronic
certificates. The company has eliminated poper-bosed from
its process and has set this as its standard procedure for the
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Figure 9. Benchmark of exish'ng services



national and international water. Their website offers a user-
frienc”y authentication service where it is possib|e to see a
copy of the certificate.

In case of print, DNV GL certificates include a Jrrocking

ID and a QR code reFerring to the website validator. The
company offers a variety of certification in mu|+ip|e countries;
their authentication por+0| covers on|y there own certificates

using block chain Jrec|'mo|ogy.

DMA ranks in second p|oce mdin|y because Jrhey don't offer
a femporary access code. An indicator, however, that migh’r
be considered less relevant since their authentication por’ro|

is open source, and certificates are available for search by
+rocl<ing ID or IMO No.

Force and Dancert are middle-sized companies with a less
advanced automation process. The expert interviews showed
that both companies use Microsoft Word for creating the
certificate, which after dpproved and signed, follows the
traditional postage procedure (Appendix 2, Expert interview
Force, Denmark).

29 /130

Their most recent efforts point to the use of programs that
generates a cligi’ro| signature. These types of certificates are
close to being electronic certificate but since Jrl'mey dont meet
the rest of the IMO'’s requirements this thesis categorized
them still as cligi+0|| certificates. However, it is a valid remark
that shows the pursuing need of these companies for an

automation reform.

The after services for both companies are at a similar stage.
Dancert up|ooo|s the PDF's to MarED, which is a Europeon
marine equipment database. Interested parties can require
access to MarED and check the certificates from there.
Unfor+una’re|y not all the certificates are available and these
parties must contact the company instead.

FORCE, on the other hand, offers persono| authentication as
an after service and it has few certificates accessible via their
web services.

Both companies are vulnerable to content modification since
their certificates lack of protfection and counterpart.



User Research

To obtain in-dep’rh know|eo|ge of the maritime actors during
this discovery phorse of the prob|em context, exp|oro+ory
research (Faugier & Sargeant, 1997; Penrod, Preston, Cain,
& Starks, 2003), more precise|y the method of expert

interview, was used (Bjorner, 2015).

The expert interview method is an effective method for
s’rudying peop|e; it allows researchers to understand the main
actor’s points of view, declared needs and Jrhough’rs (Bjerner,
2015). This required preparation and research; first it was
considered which companies would be relevant and whom
and which depor’rmen+s would be more suitable to talk

to. Secono”y came the p|cmning of the interviews, defining
the goa|, the questions and jugg|ing the calendars of the
participants.

Once the interviews took p|0ce aspects such as tone of
voice and manners were also corefu”y considered. Would
it run in an interrogation setting where there is a rigio|

flow of ques’rions and answers, or would it run in a more
conversational manner where there is a gap for elaboration
and |eorning of the meaning? The second scenario felt
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Photo 4. Sequence showmg the engine room and the ship mast

most natural and proveo| more comfortable for both parties.
Because it allowed the exchonge of ideas without the

pressure OF loeing emomo’red.

The documentation process is also an important aspect of the
research. With the use of Jrec|'mo|ogy, it is easy fo record the
conversations, but not all experts were interested in |oeing
recorded and one must respect their position. The majority
of the interviews in this research are documented as stories

hoving a descrip’rive narrative with an empo’rhic cpprooch to

the experts (Leonard, 201).



Moreover, visiting the expert's Workp|oces offered great
0dvon+dge for exp|oring tacit |<now|ec|ge. The curious
observer could gain a better impression of the physico|
environment in which they operate (Miiller, 2010) such
as the work dyncmic, the volume of documents, the
re|a’rions|'1ip and emotions attached to the work +hey
perform.

This form of exp|oro’rory research does not aim to be
representative (David & Sutton, 2011). The purpose is to
gain an exp|oro+ive know|ec|ge of the indus+ry actors with
emphosis in unders’rancling. Through this process, specific
aspect of their cho”enges arose and new indus+ry insigh’rs
were also go+hered by |ool<ing at their interactions (Trischler

& Scott, 2016).

Working with none representative somp|e of the indus+ry
migh’r appear as not getting enough data to create a
cohesive design. Therefore, it was important to s’rreng’rhen
the collaboration with the experts to have quo|i+o+ive input
and establish a return point of reference during the o|esign
process. This was the case of the marine expert and surveyor
(/\ppenclix 1, Exper+ interview marine consu|+on+) who
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became the main point of contact in the inclus’rry and his
suggestions added great value to this project.

This ground of mutual collaboration invo|ving co-clesign
activities and common |eorning, orgonico”y shifted the
design process from a user-as-a-subject perspective to a
participatory arena where it was possib|e to design with the
user rather than for the user (Sanders & Stappers, 2008).
These opproocl’\es did not conflict in design process, on the
contrary, it was seen an additional |oyer of experience,

posi’rive|y con+ribu+ing to the exp|oro’rory research and future
directions of this thesis.

The exp|or0+ory research revealed three different aspects:
The actor’s expectation the actor’s interaction, and their
unclers+0no|ing of qu+hen’rici’ry.

No.l Experts’ expectations of their wor|<p|c|ce and context
Expectations are formed by persono| vision of the
Wor|<p|0ce and tasks and reinforced by company po|icies
and procedures. Expectations can be very different from
actor to actor, rooted to individual goo|s and roles. However,
the research showed a common interest: produc’rivi’ry and
effectiveness.
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Photo 4. PMS software

Whether it is a ship operator, a seafarer, a service provider
or an inspector, Jrhey all ogreed on the fact that Jrhey expect
progress on their doi|y activities and smooth operations. T|’1ey
all hope to have more time for the tasks that reo”y require
attention rather than spending energy on bureaucratic

assignments.

Certificates are among the poperwork tasks that every
seafarer must do occosiono”y no matter his role onboard

the ship. To facilitate poperwork operations, it was found

that s|’1ips use a Planned Maintenance System (PMS) that

32 /130

among other functions supports the collection of certificates
and provio|es a comprehensive certification status overview

based on colors (Photo 6).

The ship's management, meaning captain and the chief
engineer mos’r|y use this program. Onshore the operator

and the owner use it. The program allows manual up|ocrc| of
the s|’1ip certificates and crew certificates. As shown in phoi‘o
4 it manages and |<eeps track of all certificates and their
expiro’rion/renewo| dates.

A|+|ﬁoug|'1 the system offers great support with keeping an

overview, it has some limitations.

[+ clisp|0|ys what the user up|ooo|s
I+ doesn't differentiate between copies and origin0|s
For security reason the access is limited to management on|y

These kinds of management systems are a step towards
fulfillment of the indus’rry's needs and expectations. It is
valid to remark that crH'hough it |'1e|ps with the overview,
it does not eliminate the print and manual drchiving of the
certificates —|e0ving the coclependence to paper and the
authentication issues unresolved.



No.2 Actor’s interaction

One of the focus points from the Danish governmeni‘ls
initiatives for 2025 is to [..] reduce the amount of
administrative burdens when ca”ing at EU por‘l's"

(Erhvervsministeriet, 2018).

To understand the burden, it was necessary to understand
how harmonious the interaction was among maritime
stakeholders. With the interviews it was intended to expiore
these needs as well as the nature of these reio’rionships.

W hen +0|i<ing to the si1ip owner it was found that operators
and ports have a superficioi reioi'ionsi']ip. Every port has its
own requiremen+ for i’\dndiing Ship Repori‘, which is done |oy
the ship before arriving to the harbor. Siﬂp Repori‘ usuoiiy
holds information about the ship, the crew and the cargo.

‘It is usua”y the same information just asked in different

ways’ (Appendix 6, Expert interview Si1ip owner).

The lack of an operci'ionoi infrastructure for s|'1ip reporting in
Europe creates friction in the si]ip-pori' reioi‘ionship increasing
the burden for the ship that must provide reiterative

information.
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Su rveyor and Port control, on the other hand, have a
formal reio’rionship to the Si‘\ip; ihey must ensure that the
s|'1ip compiies with the law. Their interaction is mereiy
specioiized and both parties feel uncomfortable because of
the inquisii‘orioi nature of the contact (Appendix 1, Expert

interview marine consultant).

Certificate issuers hold a business-tech reio’rionship with the
Si’]ip and the crew. Componies such as FORCE, oﬂ:ering a
diverse range of test services for maritime, come onboard
the ship for sompiing a material or a broken part. Once

the testing is compie’red and the certificate is issued, the
company still offers authentication in case of need, otherwise
the confact is neoriy null ofter service (Appendix 2, Expert
interview Force, Denmori().

No.3. Au’ri‘\en’rici’ry meaning and proci‘icoi opprocciw
Throughou’r the interviews specicri focus was put on
undersi‘onding the point of view of the different experts
towards the cuiheniicii‘y of the certificates, the level of
importance given to electronic versus the pdper-bosed, and
how aware +i'1ey were about the difference between a
digii‘oi certificate and an electronic certificate.



Certificate issuers have a big interest in hoving their
documentation free of falsification and p|ogiorism.
Throughou’r the interviews it was found that in recent years
extra efforts have been put on cybersecuri+y. And there
seems to be a positive interest from part of management
towards solutions that preserve the au’rhen’rici’ry of certificates

(/\ppenclix 2, Expert interview Force, Denmark).

According to the experts, the majority of the fraudulent
cases seen recen’r|y are linked to pdper-bosed, therefore

+hey would like to eradicate the poper-bosed but it is

still @ question of necessity since s|’1ips and operators

require certificates in this p0r+icu|c|r format. Under these
circumstances, certificate issuers re|y on the stamps and the
signatures for qu’rhen’ricoﬂng origino|-poper-bosed certificates

(/\ppenclix 2, Expert interview Dancert, Denmark).

The interviews showed that certificate issuers ensure
qu’rhenﬁcii‘y and +roceobi|i+y on the electronic format by
using an electronic signature and encrypting the certificate’s
content. The effectiveness of the electronic format |0|ys on its
electronic nature; printing an electronic certificate jeopdrclizes

its ou’rhen’rici’ry. To prevent this, few issuers (e.g. DNVGL
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and DMA) have added a footnote to the print referring to
an authentication service.

Since regu|or post takes a |ong time to reach the ship
scanned PDF's (digi’ro| copies) are used as a rep|ocemen+
for origino|s. A|+|'10ug|'1 a momentary solution, this behavior
creates misconception on the factual differences between
electronic and digi+o| format mis|eoo|ing the crewmembers to
assign less relevant the format.

"W hat matters to me is to have a tangible proof of
comp/iance to show to the surveyor, | would rather have
a copy than having nof/‘ring to show” (Appendix 4 Expert

interview chief engineer).

Surveyors, on the other hand, are cha”enged when hondhng
pcper-bosecl copies. There is a s|ig|’1+ Jreno|ency of accepting
this format under pecu|i0r circumstances (Appendix 1, Exper’r

interview marine consultant).



SUMMARY O F FINDINGSS

Chapter 2 |

The Discovery Phase was insighhcu| process that allowed
exp|or0’rion of valuable Imow|ec|ge in the areas of law data,
Jrechno|ogy, actors’ pains and behaviors. To successfu”y
proceed with the Define Phase, the most essential insigh’rs are
summarized in the fo”owing section.

Paper-based

. Seafarers must carry their seafarer’s book onboard the
ship and be aware of expiration and renewals.

2. Ships carry a physico| folder confoining all the ship
documentation, cargo and crew information. A similar
folder exists also in digi+c| form.

3. Poper-bosed certificates must be origin0||s; Jrhey are
usuo”y sent by post and take a |ong time to reach the
ships.

4. Doubtful cases are usuo”y linked to poper-bosed
certificates.

5. The need for pcper-loosecl certificates and the gener0|
poperwork slow down doi|y operations.
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Behavior

1.

Since postage takes |ong time, scanned copies of origino|s
are frequenHy used, 0|+hough Jrhey are not in comp|ionce
with the inclusfry's requirements.

PMS systems are used the s|’1ip management and to
managing expir0+ion/renewo| date of certificates.

There is a |oig codependence to pdper-bose certificates.
Scanned copies, as well as electronic certificates end up
prin’red, for the purpose of better overview and easy
access.

Certificate issuers know the burden and risk of honc”ing
poper-bdsed, but Jrl’ley still issue it because their customers
(maritime actors) require it.

Recent efforts of certificates issuers point to the |oig interest
for an automation reform.

Seafarers are pr0c+ico| peop|e. They like to spencl time on
tasks that req”y require attention rather spending energy
on bureaucratic assignments.

Ship reporting before entering a European port is a
burden for the ship.



Authentication

. There is no way to authenticate a pdper-bosed copy
unless it’s compored with the origin0|. Origino| paper-
based can still be altered.

2. Electronic certificate is an alternative to poper-bosed. To
comp|y the electronic certificate must contain a +rocl<ing
ID and a digital signature and the content must be
pro’rec’red from ecli’ring.

3. The organizations DMA and DNV GL are at the front
of authentication service.

4. |tis necessary to see another origino| certificate to

compare and validate its legitimacy. DMA and DNV GL
offer this service fhrough the internet.

Consequences

. The lack of predic’robih’ry in the authentication process and
poor |T infrastructure is a real showstopper for inspectors
and operators.

2. Itis expensive for the s|’1ip and uncomfortable for the
inspector hcving to deal with a doubtful documentation.
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3. Failure to comp|y with certificates requirement can result
in retention of the s|’1ip in port or onboqrcling denial of
the seafarer.

Oppor+uni+ies

. The need for improving the after service experience is a
goocl starting point for a new service solution.

2. A p|01'Form that authenticates certificates from different
service supp|iers would be very beneficial and well
received in the indus+ry.



DEFINE

Chapter 3|

37/130 Photo 15. Define phase



T HE C ONTEXT Synthesizing the findings

/\iming for a concrete direction in the clesign process all

Chapter 2 | insights from the Discovery phase were tackled through

the lenses of opportunity. Several methods were utilized:

‘Defining the coordinates” (Co-creation worksho alue

The Define phose channels prob|ems and oppor’runi’ries d ) - ( P), Y

_ — _ Constellation Experience, Empathy Maps, Personas and

towards actionable tasks. This is done by go’rherlng and _ ]

_ L . . Design Brief.
ono|yzmg all Fmdmgs from the previous phose. The final

outcome is summarized in the Design Brief (Design Council,

2017).

The participatory workshop reinforced the
collaboration(Sanders & Stappers, 2008) with the industry
expert and the unders’rcnding the prob|em. It involved
interactive exercises of c|us’rering and interpretation.
Furthermore, the Value constellation brought a systemic
view of the existing service offering and the aided defining
the focus area for further development. (Patricio et al, 2011)
intferaction design, and the emerging field of service clesign.
MSD enables integrated development of service offerings at
three hierarchical levels: (a

Photo 5. Sequence c/ocumenfing the Workshop The overo“ premise of emphqsizing WiH’] the user was
present a|ong the creation of the Empo’rhy Mops and
Personas. These methods proved to be of great value for
defining the needs and expectation of indus’rry actors and

stakeholders (Muller, 2010).
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Workshop ‘Defining the coordinates’

To foment expert involvement on the design process
(Sanders & Stappers, 2008) and define a direction of the
design cho”enge a WOI’I(Sl’iOp was orgonized. The worksi'iop
was a participatory exercise with the indus’rry expert whose
feedback and ideas were very much oppreci0+ed.

“Deicining the coordinates” is an o||egory to navigation. As in
shipping it is important to define the navigation coordinates
to avoid deviation. The wor|<s|’10p aimed to define the course
of the design process Jrciking into consideration all the Findings
of the previous pi’ioise.

The Wori(si'iop was inspired on two IDEO’s methods
‘Download your |eonings" and "Find Theme” which are
a well-known proci‘ices for orgonizing a |orge group of

information into concrete ideas (‘Find Themes” IDEO, 2018;
IDEO, 2018).

First, the expert was briefed about the aim of the exercises
and the activities. The first part involved the c|us+ering of the
Findings. He was presen+ed with a big po|| of iindings written

on s’rici<y notes. We were supposed to take turns on reoding
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the notes, then agree or disagree and elaborate on W|’1y,

and come up with an overall theme of each finding (IDEO,
2018).

As we observed and discussed the impiico’rions of the

Findings, several clusters emerged. Horving a real indus’rry
actor as participant, allowed additional clarifications and
aided staying relevant to the maritime setting (Photo 5).

The second part of the Wori(shop involved the identification
of key themes by moking sense of the know|edge we had
so far. We looked for patterns and pieces of information
that could be connected. The purpose of patterns recognition
was to ideni‘iicy opportunities for poi'en’rioi solutions ("Find

Themes” IDEO, 2018).

The c|us+ering session resulted in eigh+ themes, grouping
issues and opportunities. Ti‘irough the onor|ysis it was found
that some themes could be merge. Therefore i'i’iey were
rearrangement and syni‘hesized them again conciuding ina

list of six key themes (Fig 10).



Seafarer’s behavior

Seafarers’ dont want the hassle of waiting for the origino|,
carrying the physico| certificates or worrying about
expirations and renewals. Though o|igi’r0| certificates are not
in comp|ionce Jrhey would rather show them than hoving

no’rhing to show.

Opero+ors and Sl’\ips behavior

Ships and operators tend to make use of scanned paper-
based copies as a rep|ocemen+ of origin0|s. This behavior
blurs the meaning of these formats.

Prin’ring and orchiving is very normal behavior. This

enhomces ’rheir COCIQPQI’]CIQI’]CQ to poper—bqse.

Inspector’s behavior

Vo|io|o+ing either p|’1ysic0||y or o|igi’r0||y represents a cho”enge
for inspectors. It is very uncomfortable to have to stop a ship
without hcving sufficient evidence of fraud. The +endency is

to accept scanned pqper—bosed copies.

Certificate Issuers Behavior

Certificate issuers know the burden and risk of hono”ing
poper-bosed; still Jrhey are faced with the demand for
origino|s in the ino|us+ry. They are on a search for Jrechno|ogy

and better automation of their services.
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Maritime and DigH‘tho’rion

The Danish po|i+ico| settings envision the maritime segment
as a future digi+o| hub. This is a favorable environment for
the digi+o|iza+ion to foster breck’rhrough the silos attitude and
the attachment to poper-bosed. Companies such as DMA
and DNVGL can be seen as influencer of the indus+ry. Since
+hey o|reody operate with electronic certificates this can be
seen as the starting point the pqper|ess era.

Smart Certification

Techno|ogy and automation can be a key to value creation
and persono|izec| experience. It can be a powencu| alias for
fraud avoidance, transparency, and authentication. The
coclepenc]ence to poper-bosed certificates will perl‘uops need
a slow transition. However, the fact that electronic certificates
are o|reoc|y in used offers a great odvon’rage.

This participatory Workshop (Sanders & Stappers,

2008) had numerous benefits, it boosted involvement, it
encou rdged the debate of ideas, it created awareness of
o|esign cho”enges, and it allowed know|edge shoring among
participants -an aspect very much dpprecio+ed when
Working alone.
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They six themes served the formulation of a new prob|em
and defined the course of the clesign process. [t was evident
that the new solution should benefit the most offected
parties: The ship, the inspector and the certificate issuer.
Furthermore, the main issue was the indus’rry codepenclence
to the poper-bdsed certificate and the lack of authentication
alternatives. Therefore it was clear to us that the direction
should be towards exp|oring new ways of using Jrechno|ogy
for smart certification.

New Problem Formulation
In the Discovery Phase of the clesign process, the initial
prob|em formulation was defined as follows:

How can the maritime indusi‘ry reduce the pain related to
the hcndhng of pcper-bcsecl certificates?

W hich allowed the in-depfh exp|or0’rion of the maritime
setting in connection to poper-bosed operations.

The Define Phase imp|ieo| converging Jrhinking +|'1roughou+
the selection, evaluation and redefining of the Findings. The
themes, which emerged from “Defining the coordinates”



worl(sl‘rop, directed the course of the design process
towards smart certification and authentication. The Findings
indicated that there are different opprooches to certificates’
ou’rhen’ricier and different circumstances can blur the
meaning of what is s’ripu|o’red by law.

Furthermore, it was concluded that the process of verifying
and vo|ido+ing the certificates is inoperative without re|ying
on +ecr1no|ogy. Based on the research, it was concluded that
authentication is defined by two components: The inalterable
nature of the certificate and the +roceobi|i+y of the certificate.

So far, the process was focused on shor’rcomings and
consequences of operating procedure in the maritime.
However, since the ship and the operator aren't in control
of issued certificates, the focus is now addressed to the third-
party supp|iers, more precise|y, the certificate issuers.

This remark doesn't disregord the maritime actors it

rather converges and empo’rlﬁizes in the need of better
synchronizo’rion between the issuers of the certificate and
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the user of the certificates. Therefore, both groups were
interesting groups of peop|e to focus on when designing a

service solution.

The new prob|em formulation is therefore defined as:
How can +echno|ogy be utilized on service that facilitates

smart certification in maritime?

Value Constellation Experience

As discussed previous|y, o|+|’10ug|‘1 the operator, the ship
and the surveyor are the parties with |oigger needs of
authentication, +hey have limited influence on the actudl
issuing of the certificate. Therefore, it was important to
emphosize the role of the certificate issuer and his service-
offerings within the constellation of service providers to
define the value H‘rey deliver to the maritime actors.

The first level of the Multilevel Service Design model
(Patricio et al, 2011)interaction design, and the emerging
field of service design. MSD enables in+egro’red deve|opmen’r
of service oﬁcerings at three hierarchical levels: (a offers an
effective way of decomposing the service-oﬁcerings, eno|o|ing
new unders’rondings by enhoncing the institution value
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Figure 11. Value constellation experience of the Seafarer and the surveyor
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CERTIFICATION COMPANY SERVICE VALUE CONSTELLATION EXPERIENCE

=® \ g Q o\ B
87) k) A =

_________________________________

‘Ill
—

= v
RECEIVES PLANS LAB TEST / REPORTING CERTIFICATE IS POST
PETITION INSPECTION ONBOARD ISSUED AND DELAYED
INSPECTION SENT VIA POST
\/

________________________________

AFTER SERVICE EXPERIENCE

)/ &°
Bz =

SCANNED COPY CUSTOMER
IS SENT SUPPORT (PHONE
OR EMAIL)

MAIN FOCUS

________________________________________________________________

Figure 12. Value constellation experience of the certification company
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preposition, and seeing in what
way the service—oﬁcering could

meoningfu”y evolve for the actors’

benefit.

Figures 11t and 12 shows the
decomposi’rion of the actors’
activities, reveo|ing po+en’rio| areas
for improvement. The bigges’r
issues from the s|’1ip's point of view
are the certificate format, postage
time and orchiving. W hile the
surveyor's pains are the certificate’s
content, the format and the way
of authentication. This makes the
reception and authentication of
the certificate the focus area in the

OC'I'OI’S’ experience.

Figure 13 illustrates six values
identified as relevant for the
maritime actors. These are
information, certification programs,
testing, inspections, reporting, and
certification. The gropl']ic shows
the actors value constellation

invo|ving not on|y the "issuing

CUSTOMER VALUE CONSTELLATION EXPERIENCE
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of the certificate” but also other associated activities such
as information and reporting. Moreover, it illustrates the
maritime stakeholders c|e|ivering similar oﬁcerings.

The big p|oyers in the indus+ry are aiming fo minimize
the maritime prob|ems described +|’1roug|'10u’r the customer
experience (Figure 13) by using electronic certificates.

This format improves the postage time and minimizes the
risk of modification and fraud. However, it doesn't eliminate
the pain of the Surveyor who must “nock at the door” of
each maritime service supp|ier to authenticate the ship's
certificate nor does it eliminate the ship's pain of printing

and orchiving to have a Jrongi|o|e grasp of the documentation.

Electronic certificates improve the actors experience,
however the total effectiveness of this solution can on|y be
experienced if the users treat it for what it is - an electronic
format. The moment the certificate is prin+ec| this solution
decreases effectiveness.

Drowing out the value constellation reinforced the direction
of this project towards c|igi+o|izc|+ion, and it high|ig|’1+eo| the

areas for service innovation. When comparing the service-
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offerings of the certificate issuer in the context of the value
network it became clear that new solutions should target the
areas of archiving and authentication (Figure 13).

These areas will be discussed in-dep’rh in the Deve|op
chop’rer where +|'1ey will be used as the primary goo| when
concept developing the service solution.

Empathizing with the actors

The method of empo+hy mapping by Osterwalder &
Pigneur (2010) helped structuring the findings from the
user research as the first step towards the creation of
personas (Osterwalder & Pigneur, 2010).The tool offers an
opportunity to reflect one’s own perception Jrhroughou’r a
multidimensional process determined by eigh’r aspects: hear,

think, feel, see, say, do, pain, and gain (See Figure 14-16).

App|ying users omo|ysis in an empd’rlﬁic process is a powerfu|
tool to unfold differences between what is said and what is

felt: key aspects to be used in the representation of the final
y asp p
persona (Miiller, 2010).



EMPATHY MAP OF THE CERTIFICATE ISSUER

°
SEE

THINKING & FEEL

Some regions of the world have bigger attached to paper-
based certification than others e.g. Asia, Middle East and

Africa.

Poper-bosed cerfificates are more ris|r<y of falsification.
Doubftful cases are usuo”y linked to paper.

A solution that simp|ifies the paper pro|o|emc|’ric and aids
authentication would be very appreciate in the indushry.

E'I . .
o ﬁ‘j 9
| D ~ d
SAY AND DO HEAR
Companies like DNV GL and DMA are in the front head of

Issuers have a big interest on +ec|fmo|ogy that preserve
automation of certificates.

the certificates’ ou+hen’rici’ry (e.g. electronic signatu res).
Nevertheless, origino|s are still issued because there is a
demand and use for this format in the maritime.

The more o|igi’r0|izo’rion the safe we will be.

PAIN GAIN

Less comp|exi’ry and better collaboration with indus+ry

Having to deal with dci|y authentication enquiries is a hassle.
stakeholder |c1ys on automating pcper—bosed certificates.

/:igure 14. Empcﬂ%y map of the cerfificate issuer
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EMPATHY MAP OF THE SEAFARER

THINKING & FEEL

Poper-bosed certificates have o|wc1ys existed and mush
probob|y stays that way.
Woi’ring for origino| and c|eo|ing with expiration dates is a

hoss|e; pI’OCﬁCO' +CISl(S are preFerred over poperwork.

SAY AND DO

The late arrival of the certificates to the ship causes a lot of
prob|ems in the o|c1i|y operations.

Mistakes or domoges on the poper—loosed certificate also
cause loig difficulties on the ship.

It is preferob|e to have as scanned copy than no+hing at all
to show in case of inspection.

PAIN

Hoving to wait for origino|s and then hoving to do all the
manual work that paper imp|ies is a real burden for the ship

and the crew.

O

SEE

Poper-bosed format is still the preferred format; in the
ship every’rhing is prini’ecl and keep it at hand in case of

inspection.

~
A
HEAR

New procedures and regu|o+ions (e.g. environment and
sofe’ry) increase the yeor|y nr of certifications.

Recruitment in maritime is o|reoo|y using automated systems
for hondhng certifications.
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GAIN

Less comp|exi+y and better collaboration with indus+ry
stakeholder |oys on automating poper-bosed certificates.

/:igure I5. Empoﬂ%y map of the seafarer



EMPATHY MAP OF THE MARINE SURVEYR

THINKING & FEEL

It is very cho”enging to authenticate poper-bosed cerfificates
wither a copy or an origino| without hoving a reference to
compare it with. The retention of the ship in port without
hoving enough evidence is unoccep+ob|e. To perform a
proper audit it is important to have an overview of the ship,

crew and cargo, however this is not o|woys possib|e.

SAY AND DO

The Law does not support scanned poper—bosed certificates.
The indus+ry is in need of better-automated forms for
honc{hng certifications.

A sing|e authentication source would be very beneficial for
all maritime stakeholders.

PAIN

Not hoving a sustainable form of authentication is a rea

issue.
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O

SEE

Few certificates are easy to authenticate, it is a burden
hoving to go to mu|+ip|e websites to authenticate certificates.
Print copies are becoming ”goocJ enough” +|'1ey are used as a

rep|c|cemen+ for originc1| paper copies.

~
A
HEAR

Mony seafarers don't see the difference between o|igi’r0| and
electronic certificates, as they both are PDF formats.

The inodequo’re processes linked to poper—bosed cerfificates
often aoffect ship's doi|y operations.

Ships are dissatisfied with the way that issuers, ports etc.
handle certificates.

GAIN

Less comp|exi+y and better collaboration with indus+ry
stakeholder |oys on automating poper-based certificates.

Figure 16. Empofhy map of the surveyor



Personas

The empo’riﬁic maps were used as |<ey components for
creating the final Personas (Figures 17-20). This method is

a well-known proc’rice for mcking effective design decision,
as both visual and verbal representation of a Persona

aid maintaining the focus on the user perspective when
designing the service. Pruitt & Grudin (2003) argue that the
actual purpose of the method is not the persona descrip+ion,
but the obiii’ry to imagine the service/produc+ -a very

proc’ricoi mode of oppiying the method when designing the
service (Pruitt & Grudin, 2003).

According to Lene Nielsen (2012) the main feature of a
persona description is "..that you do not look at the entire
person, but use the area of focus or domain you are
wori<ing within as a lens to i’iigi‘]iigi’i‘i‘ the relevant attitudes
and the specific context associated with the area of work
(Nielsen, 2012). Therefore, the objective was to go beyond
demogrdpiﬁic descripi‘ion and stepping into user por+icu|qri+ies
si'rongiy connected to the maritime scene. Criteria such as IT
proiiciency, likelihood to paper, and the icrequency nondiing
certificates are a reminder of the needs to target in the
future service.

50 /130

Furthermore, the use of si'oryi'eiiing in the descripi‘ion neips
empiﬁosizing with the future user of the service and keeps
the attention on what reoiiy matters. The icoiiowing section
goes info further details.
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— Feet Owner/ Opercd'or
T Lives in Nord of Sj?e”oncl

Karsten, 62 years
with his wife

In his younger years Karsten was a Ship Cop’roin, nowodcys
he has a small fleet of three cargo ships. Karsten works

onshore, mos’r|y dOiI’]g mondgemen’r OHCI poperwork.

Each of his ships sails with their respective documentation,
which Karsten also l(eeps a copy of at his office. He uses
a PMS program to l(eep track on the expiration dates. The
average number of certificates for a ship is around 20,
H’ley all have different duration, some are to be renewed

onnuo”y, others every third or fourth year.

Karsten is a conservative seafarer who follows the printing
procedure as the indus’rry expects. Hondhng origino| is a
hassle for Karsten, who must wait for the regu|or post-
de|ivery and be extra careful to send it to the ship's next

destination.

Kors’ren WOUlCI We|come new cu’romized Forms O'F |’]OI’1C”iﬂg

certificates if it would mean the total involvement of all
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certificate issuers towards the elimination of poper—bosed
certificates. A|’r|qough there are a few certification companies
that have chosen this opprocch, the great majority still
handles poper—bosed certificates.

Cu rren’r|y, to avoid mu|+ip|e forms of storing the certificates
and hcving to go back and forward between poper—bosed
and o|igi’r0||, he sticks to the traditional printing and Fi|ing

process.
IT skills
Beginer Confident Super User
Format preference
Paper-based Electronic Cerfificate
Frequency of use of certificates
Seldom Once in a while Regulary
How relevant is the authenticity in relation to the circuntance
o0 .\/.

/o\,o\ \o/.\ e wN —

~ —_— °
Perceived
emotion Necessary Expendable Compulsory Urgent
Flow of W ating Post Momentary Unannounced Original
actions for original Delayed solution [nspection arrives

(Scanned PDF)

Issuer sends

email

Figure 17. Persona, The ship owner



THE SEAFARER

Jesper, 42 years
- Chief Engineer
3 Live in Odense with his wife
and 2 children

Jesper s Chief Engineer with an extensive carrier po’rh at
sea. Tr\roughou’r his work life as a seafarer, Jesper has col-
lected a |oig number of certificates and accreditations. Every
time he goes on board a ship Jesper he must remember to

carry a thick file with his work-life documentation.

Since the ino|us’rry is cons’ronﬂy odjus’ring to new settings
and procedures, Jesper attends numerous training courses
yeor|y. For each course attended, he receives a certificate.
Jesper attends these courses g|oo||y since he likes his profes-
sion, o|+|'10ugh sometimes he thinks it is a bit of repetition of
what he 0||rec10|y knew.

Jesper works in the engine room and uses a PMS to l<eep
track of engine maintenances task and Jrrorcking certificate
expiry. Every time the engine needs a new certification, an
external inspection is performed, and Jesper must wait for

the new certificate to arrive by post.
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His ship is an oil tanker sailing through Somali waters; since
there is a high risk of piracy in that area all authorities have
a strong focus on operations and documentation. To mini-
mize risks, the ship must comp|y with the rules and follow
a strict procedure. Usuo”y, he ends up osking for a scanned
copy to the supp|ier, to be used momen’rori|y until the orig-

inal arrives.

IT skills

Beginer Confident Super User

Format preference

Electronic Certificate

Paper-based

Frequency of use of certificates

Seldom Once in a while Regulary
How relevant is the authenticity in relation to the circuntance

AN ~ °® D

0 N Y wN -

- _ °
Perceived
emotion Necessary Expendable Compulsory Urgent
Flow of Wating Post Momentary Unannounced Original
actions for original De|oyed solution Inspection arrives

(Scanned PDF)

Issuer sends

email
Figure 18. Persono/ The seoforer



THE INSPECTOR

Seren, 52 years
Master Mariner
Lives in Copenhogen with his

wife

Seren has been performing inspec’rion for more than 20
years. Throughou’r his career he has o|eve|oped “an eye for
attention to detail’, especic”y when it comes to the content

of the documentation and expiry of certificates.

Seren works as an independen’r consultant; sometimes on
behalf of insurance companies, other times on behalf of the
Operc+or. He has in-o|ep+|'1 unders’ronding of the maritime

regu|0|’rions in a proc’rico| sense.

Seren is aware of the indus’rry prerequisite for origino|s, SO
once he is faced with a scanned copy, he must question its
ou’rhen’rici’ry. Seren knows a few certificates issuers that have
a authentication p|o1’Form - these are the least prob|em0|’ric

certificates.

In case of doubHul documentation Seren must turn to

experience since there is no immediate form of authentication
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for these certificates. In worst-case scenario he must take
the uncomfortable decision of hoving to retain the ship on

port.

Genero”y, Seren spends too much time |ooking at the
certification rather than using quou|i’ry time with surveying

the ship.

IT skills
k
Beginer Confident Super User
Format preference
i

Electronic Certificate

Paper-based

Frequency of use of certificates

Seldom Once in a while Regulary
How relevant is the aui‘henﬁcii‘y in relation to the circuntance
o
o 0
AN e -
0
oo
Perceived _ =
emotion Necessary Compulsory Urgent
Flow of  Preparing for Limited Onboard  Vessel retention  Authentication
actions inspection vessel's info inspection on port comp|e+ed

Scanned PDF

Figure 19. Persona, The surveyor



CERTIFICATE ISSUER

Jens, 44 years
Office worker at a

certification company

Jens receives and handles certification petitions, organizes
the testing exercises, and keeps the contact with the ship in
case of scheduled inspection. Once the Jres’ring/inspec’rion is
comp|e’reo|, Jens issues the certificate and carries on with the

orchiving and pos’ro| moi|ing of the certificates.

Jens often receives calls and emails from all over the world
with enquiries for certificate authentication. It's very stress-
ful hoving to deal with office tasks and external queries. He
usuc”y allocates 1-2 hours during his doy for this task.

Jens would very much like to handle on|y electronic formats
because it is time efficient and client frieno”y. However, as
the ships insist on hoving poper-bosed origino|s, she has no

alternative than to deal with it poper-bosed.

His Wor|<p|oce, on the other hand, is in+roo|ucing new ini-
tiatives for improving the qu0||i’ry of the scanned PDF fre-

quen’r|y sent to the ships as momentary solution when the
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post is o|e|oyeo|. Usuo”y this format is vulnerable to modifi-
cations, and it is also hard to trace the source of issue.

The new initiatives comprehend content encryption pro-
grams. This is a fine alternative to ensure ou+hen’rici’ry as
|ong as the nature of the format is respec’red. However, the
moment the certificate is prin’red, it loses these quo|i’ries, and
it becomes a copy considered equivalent to a scanned PDF.

IT skills

Beginer Confident Super User

Format preference

Electronic Certificate

Paper-based

Frequency of use of certificates

Seldom Once in a while Regulary
|npac’r of ustormer expectation on Maria's ddy performance
(X J v O\/O
oo Uu (U o0 ~
Perceived ~~ ° -
emotion Usual Compulsory Necessary ~ Urgent
Flow of Receive Plan [ssue Send Post Send Certificate
actions petition inspection certifcate certification de|oyed scanned  validation
via post certificate  via phone
or mail

Figure 20. Persona, The certificate issuer



D ESI GN B RIEF

Chapter 3|

At this point in the process it felt very natural to converge all
re-defined aspects in a syn’rhesized form to serve as point of
reference for future decision-making. The Design Brief offers
a short and concrete way to represent the go+hereo| insigh’rs
(Design Council, 2017). It frames the problem to be solved

with a po+en’ric| solution, the end users of such solution and

their behavior, as well as the overall goo| of a future service

(Figure 21).

The intention of the Design Brief was to be used as a
reference guide for the Deve|op phcse, a tool guicling the
concept deve|opmen+ towards the real issue and its solution.
The Deve|op phose describes the brainstorm session and the
different adjustments done to the chosen concept until the
final service is reqcly for imp|emen’ro+ion.
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Furthermore, this phase exp|oins the service and it's
components and reflection on the co-creation activities
with the indus’rry expert who is also a po+en’rio| user of the

service.

Details of imp|emen’ro’rion will be discussed in the De|ivery

and final phcse.
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THE GOAL

To offer an alterna-
tive to poper—bosed
certificates. To build
a service that fa-
cilitates smart cer-
tification and easy

of

certificates for mar-

authentication

itime.

The main focus certificate can be
should be in authenticated.
Authentication.

- /L Y,

The formats of the

certificates

MAIN MESSAGE

won't

matter as |ong as

Figure 21. Design brief
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B RAINSTORMING

|

Cl‘\dpi‘er 4

The broins+orming session was hosted as participatory
(Sanders & Stappers, 2008) activity where the ino|us+ry
expect was invited. The goo| was to come up with concrete
ideas for potential service solution. The Design Brief and
Personas and Customer Value Constellation where prin’recl
and used as key references for the discussion.

The Design Brief and Personas aided keeping the focus on
the goal of the project and the users need. Special attention
was put on better user experience in the “after service” at
the certificate issuer and a reliable source of authentication

for maritime actors.

The Value constellation experience aided (Fig 7) exploring
the authentication issue and other activities associated with
the issuing of the certificate, such as signature and stamp
content protection, moi|ing and orchiving. These tools
enabled us to see vulnerable aspects of the users activities,
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enriched the brdins+orming and aided the discussion on new

alternatives.

Throughou’r the brainstorm, each suggestion was discussed,
sketched (Photo 1-3) and written down on a blank piece

of paper. The goo| was not to define a pencec’r solution but
to generate as many ideas as possib|e, in a discussion that
embraced creativity and “’rhinking out side the box."

Four points wropped the brainstorm: Simp|ici’ry and easy
usobi|i+y, Reveal a new form of hono”ing poper-bcsed
certification, A p|0|1'Form with data driven targeting certificate
issuers, ships and surveyors and Smart utilization of new

Jrechno|ogy. They are further exp|oineo| below:

Simp|ici+y and easy usobi|i’ry
Since the target group is peop|e with different IT levels and

heovy workload the solution should embrace simp|ici’ry.



Reveal a new form of homc”ing poper-bosed certification
The research showed that paper-based certificates are still
a very important part of maritime. Therefore, we aimed to
think of alternatives that minimize the imperative need of
origino| Vs. Copy.

A p|o+Form with data driven targeting certificate issuers,
ships and surveyors

The research showed poor interaction between maritime
stakeholders. The "After Service” offered by the certification
companies also needed extra attention. Therefore, we
Jrhough’r a dynomic data driven p|0hcorm as a po’ren+i0|
solution.

Smart utilization of new +echno|ogy

Techno|ogy shopes the life of every stakeholder; it facilitates
work and improves security. The brainstorm incorporq+ed
digi’rahza’rion and automation as the best alternatives to

paper. The success examp|e O'F DN\/ GI_ Oﬂd DMA were

sources of inspiration.
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A o|ep|oymen+ exercise followed the brains’rorming session.
This time, we evaluated each scenario by exp|aining the Pros
and Cons and added a dot to the concept we considered
had the biggesf po’ren’rioﬂ (Photo 6).

Some ideas were merged with other ideas and some
were disregdrded. After several rounds two main concepts

emerged.
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Photo 6. Sequence o’ocumenﬁng the brainstorm session



Figure 22. Concept 1, The digital hub.
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The Digital Hub
The Digi+o| Hub visualized in Figure 22 would be a service,

which eliminates pdper-bosed certification |oy enob|ing
issuing, acquiring and authentication of certifications in a
sing|e p|0|1'Form. This will be possi|o|e |oy the using blockchain
Jrecl'1r1o|ogy and would require all actors to be connected to a

o|igi’rou| chain.

This concept would work as a hub, an interconnected-
shcred-dc’ro-sys+em that allows the exchonge of data in

a safe and transparent form. It should be accessed via

the Internet, o||owing different access levels occording to

the user's rank and purpose. For instance, in the case of a
Cdp‘l'dih viewing the ship documentation, he has total control
of the ship information and he gives consent fo what and

who sees this documentation.



In contrast, a surveyor, when performing inspection, with
the consent of the qu+qin, he will be able to fetch and view
ship's certificates.

Since the certification issuer is also connected to the hub,
authentication is not a pro|o|em, any |onger. Once the
certificate is issued e|ec’rronicc1||y in the chain any sulosequen’r
alteration to the certificate will be recorded. This way the
content of a certificate viewed in the hub corresponds to
the content as when it was issued (or o|’rerno’rive|y, any
alterations will appear unombiguous|y).

Pros of the digital hub

o |t will ensure a high degree of trustworthiness of the
certificates.

o |t will eliminate the need for the ship to carry origino|
poper-bosed certificates.

« It will be very user friendly.
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Cons of the digi’ro| hub

Success of the concept requires participation of all certificate
issuers, every certificate issuer must be connected to the hub.
Considering many certificate issuers are small entities it must
be expec+eo| that many would not like hassle of connecting
and in turn rejects to deliver to the maritime indus’rry.

The concept suits best to countries with full internet coverage
and high level of Jrechno|ogicc:|| o|eve|opmen’r.

The concept does not meet the guio|e|ines on electronic

certificates set out by IMO as of +odoy.



AUTHENTICATION
PLATFORM

iirms

Figure 23. Concept 2, The authentication p/of{orm,
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eDocs, the authentication p|0|1'Form.

The scenario visualized in figure 23 would be a service
embrqcing poper-bosed certificates |oy oo|o|ing (to each
certificate) a Foci|i+y to authenticate the certificate at hand.
Furthermore, the solution enables easy and instant share
obi|i+y of certificates.

This service would be a cloud-based solution enob|ing the
creation of electronic certificates. An auto generoﬁ'ed Jrrqcking
number would be attached to each certificate, which would
facilitate the search and viewing (authentication) when
|inking to a web-based module.

Photo 7. Dummy cerfificate High//ghﬂng the ID frocking number



This concept takes into consideration the g|obo| maritime
setting and the fact that the ino|us+ry is not enfire|y reody
for the elimination of origino| certificates. In this scenario, the
issuer will still be able to send an origin0| via regulor post

(if this should be required) but due to the immediate effect
of eDocs the ship won't have to suffer from the time o|e|0|y

inconvenience.

Moreover, the fact that an inspector would be able to
compare the content of a pdper-bosed certificate at hand
against a o|igi1'c1| presentation (regorc”ess if origin0|| or not)
would ensure authentication and in turn eliminate the need
for the s|’1ip to carry origino| pqper-bdsed certificates.

Pros of the authentication p|01'Form

o |t will ensure a high degree of trustworthiness of the
certificates.

o |t will eliminate the need for the ship to carry origino|
poper-bosed certificates.

o |t will be very user-{rienc“y.

« |t follows the guicle|ines on electronic certificates set out

by IMO.
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Cons of the eDoc authentication p|cd'Form

The big cha”enge for this concept lies on the backend
architecture. It requires a robust data infrastructure to secure
a user-Frienc”y interface at the certificate issuers and at he
same time a high degree of security.

I+ is fundamental the certificate issuers |ouy the idea and
are Wi||ing to speno| a certain (small) extra cost to each
certificate.

Qutcome

All-in-all we found the eDoc authentication p|0hcorm the
most attractive transition towards digi+q|izc+ion of certificates
in the maritime setting. Since the Internet makes possible

to check the certifications even for those countries with less
+ec|'mo|ogico| advances.

Furthermore we considered a great future po’ren+io| for
growfh |c1ying on the collection of the certificates data. With
time this solution could offer a |O|rger range of services to the

maritime.



PROTOTYPING

Chapter 4 |

The session reflects the process and benefits of rdpio|
profotyping. After o|ecio|ing on the most suitable concept for

maritime several pro’ro’ryping exercises were pencormed.

“Tes’ring the initial oppeo| and actual usage of a po’ren’ricﬂ
new proo|uc’r by simu|c’ring its core experience with the

smallest possib|e investment of time and money."(Sovoio,

2011)

The method of profotyping is used to illustrate the service
concept and get “hands on” a Jrc1|r1gilc>|e idea from where
to draw decisions (Houde & Hill, C, 1997).This is a quick
and easy way to illustrate ideas. This practice requires few
resources mos+|y paper and pen. The aim was not to have

a very refine proclud since this requires a big budge’r over
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months or years of work but, more like a “work in progress"
a sketch that facilitates discussions about po’ren’ri0| issues and
por’ricu|ori+ies of the service to be design (Photo 8).

Some author like Savoia (2011) refers to this quick
visualization of sketches and wireframes as “pretotyping”. He
suggests it as the first step to determine if "it's the right thing
to build.” Once there is a solid concept, then it is time to
move from pretotyping to prototyping (Savoia, 2011).

Fo”owing these princip|es, a series of wireframes were
created i||us+ro+ing the in’rerphose of the solution (Photo

11). When presented to the industry expert new aspects of
the service were brough’r up. Then it was necessary to add
comp|emen’rory elements or adjust the wireframe with more

a %
e~ ~ FOR

exp|ono’rory information. We found it easier to scan, print
and cut copies of the exiting work and then insert them back
with the new features in a black page.

Designing eDocs Service Sys+em

The service system map suggested by Patricio (2011) was
used to support the concept c|eve|oprnen+ and reflect on the
por+icu|ori+ies of the service infrastructure. Since the service
concept has a strong IT base it was important to define what
kind of +ec|‘1no|ogy would suit best each interaction. This
required deeper investigation on data encryption and Cloud
computing -cer’roin|y a necessary step in order to have a

mature service so|u+ion.

ﬂ‘ A ety sienad
P svhaes o

[y o e g

Photo 8. Sequence documenting prototyping
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The matrix shown in Figure 24 horizorﬁ'o”y clisp|ays the
service journey. The vertical sections show the bocks’roge
core component corresponcling to each interaction.

The service system map offers a simp|e overview of both
the {ron’r-s’roge and bock-s’rage of the service. eDocs solution
is a response to better user experience in the “after service”
(Figu re / customer experience) at the certificate issuer and a
reliable source of authentication for maritime actors.

The matrix shows that the new service offered via the
Internet reduces the burden of hoving to spencl hours on
customer support or doys waiting for the poper-bosed
certificate.

The feedback of the indus+ry expert was very relevant on
this process. The core components were defined collaborative
as we exp|oreo| the service Jrouchpoin’r in-clep’rh. The final
concept was o|eve|oped and exp|oreo| on the basis of the

Deve|op plﬁase, aiming to fulfill the guide|ines of the clesign
brief.

After acquiring solid insighi‘s with the user Jrhrougl’m
profotyping, the final idea is presen+ec| in the fo”owing

section.
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SERVICE SYSTEM ARCHITECTURE
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/:igure 24. Service system architecture
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Platform Canvas

To gain a better unders’ronding of the channels, services,
and tools comcorming eDocs the p|ohcorm canvas was used
(Choudory, Parker, & A|ys’rne, 2015). The starting point
was the checklist sugges+ed by the authors at the end of the
c|’10p+er. Answering the questions aided with the definition
of the content of each bui|o|ing block in the p|01'Form (See
Figure 25).

The canvas defines producers, consumers, and the p|c|hcorm
i’rsehc, mcking an emphosis on “value exchongecl" Jrl’mrough
the p|ohcorm. In the process the functionalities of the three
modules eDocs client, eDocs Cloud, and eDocs authentication

por+o| are exp|ainec|.

The tool did not on|y structure all the components that the
eDocs solution depends on, it also ospirecl the reflection
about factual meaning the “value exchange”. The platform
canvas is defined by the authors “..as the infrastructure on
which value is created and exchonged." (Cl’\oudory et al,
2015). This underlines the importance of the definition of
the value exchonged on the p|01‘Form which in eDocs case is
authentication.
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PLATFORM CANVAS

CHANNELS +
PRODUCER

Certification Companies eDocs client opp|ico+ion

eDocs ClOUdS

Asymmetric Encryption

Website

Internet connection

ACCESS CONTROL

VALUE

Authentication of

maritime certificates

CHANNELS +
FILTERS

eDocs Web-portal
filters according
to the inputted ID
tracking nr to displays
the corresponding

CONSUMERS

Primory: The ship and
the operator
Secondory: The
surveyor and any other

cerfificate comp|ionce institutions.

/\
N
N

CREATION
Content creation (eDocs integrated App)
Control Pannel (eDocs Client)
e-Signature set up (eDocs Client)

Ro|e—bosed access co n+ro|

(eDocs Clouds)

CURATION &
OPTIMIZATION

Control Pannel (eDocs Client)
File Management (eDocs Clouds)
Search and Display (eDocs Web Portal)

CONSUMPTION

Filtered data
Moi‘ching c1|gori+|'1ms

Disp|c1y cerfificates as issued

PLATFORM
Tools:  Services:
eDocs Client:  Facilitate content creation and control
eDocs Cloud:  File management and storage
eDocs Portal:  Enables authentication of maritime certificates
Phone Facilitate access to eDocs Portal via QR code scanner

CURRENCY

Data is the primary currency. Moreover, the user’s loyalty can also be
considered a currency.

CAPTURE

The invariable nature of the certificates created within the p|ci‘Form and the

authentication service.

Figure 25. eDocs Platform Canvas
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PR OVE O F CONCETPT

PHASE 3 /4

Ci‘\dpi‘er 4 |

Prove of concept

The service concept presen’red so far would be a service
embrocing poper-ioorsed certificates by Odding (to each
certificate) a iociiii'y to authenticate the certificate at hand.
This is a done +i1ini<ing of the strong bond of the indusi‘ry to
poper-bosed format. The service solution aims to provide a
smooth transition to digi’roi. By “embrocing poper-bosed" is
meant that in case the maritime actor would like to i<eep the
documentation in nardcopy the aspect of Origindi won't be
a hassle.

At this stage of the design process it was necessary receive
feedback. To evoke reflections on the service solution a Prove
of concept exercises was held. The activity involved the
participation of real certificate issuer, the head of certification

at FORCE.
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Prints of the |ow-1cide|i+y mockups and the rest the gropi’iics
expicining the concept were shown striving fo receive an
honest feedback and a critical point of view on the concept.

The overall aim of the service solution was understood
however mu|+ip|e aspects of the service concept needed
further expionci‘ion. The experi"s generoi opinion was that
the service lack of a narrative describing how the service
i‘ieiped the users occompiisiqing their gooi.

This feedback was i’iigi’\iy opprecia’red and was the main
reason behind the creation of user Journeys (Delivery
phase). Furthermore, The Prove of concept exercise
nighiignied financial aspects that so far were not reoiiy
considered in concrete. Who would be the one paying for
the service? What would be a reusable price? Would it
be offered on a mon’ri‘iiy membership or one i'ime-yeor-
poymen’r? A discussion wor’ri'iy of naving, considering that
the expert had actual insigiw’r on prices and real decision
power regcrding if this idea would be some’rning wor’rny to
prioritize on his year budgei.



T HE SERVICE

Chapter + |

The core value of the service concept is to
preserve the Gu’rl'\enﬁci’ry of the maritime
certificates. The process involves the active
participation of the certificate issuer as
content creators, the service provio|er, with a
Fcci|i’rc+ing role, and the maritime actors as

passive participants.

This section aims to describe the service's

components in detail, starting with the

g L 00

concept exp|oineo|. It continues with name,

the service provider, users, choice of

p|c1‘Forms, and low Fio|e|i’ry mockups of the
in’rerphose. The service concept descripﬁon
concludes with the service's functionalities,

use of Jrechno|ogy and data.
Photo. 9 eDocs Solution
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@ Setting up eDocs Client

AQOUIAOCON

Photo 10. Docs Client

eDocs Client

eDocs is a cloud computing solutions that delivers trust

and control whenever a certificates is created, signed and
validated because it provides easy authentication via a web-
based por+a|. It ensures that the certificate issued Jrhrough
the piohcorm is both secure and Jrrus’rwor’ri'iy. Ensuring data
protection and regu|o+ory comp|ionce +nrougn encryption,
i<ey management, and privi|egeo| user control.
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The solution comprehending three modules: eDocs Client,
eDocs Cloud, and eDocs Authentication Portal. The solution
offers an easy and secure way to authenticate maritime
certificates.

eDocs Client facilitates the creation of electronic certificate. It
allows safe storage with eDocs Cloud services from where
maritime actors can access it via the Internet at eDocs
Authentication por’roi.

eDocs Client is a Paas/SaaS solution to be installed at

the certificate issuer’'s machines (the client). The solution
integrates with client’s qpp|icor+ions such as Microsoft Office
etc. eDocs Client generates an encryption key, sign and
time stamp the certificates and embeds a +r0c|<ing ID so the
recipients can authenticate the certificate in a secure and
auditable way.

Furthermore, eDocs client ensures the safety upload of the
certificates to the cloud by using asymmetric encryption. This
way even when the external entries manage access to the
cloud won't be able exp|oi’r sensitive information.



eDocs Cloud

eDocs Cloud scnce|y storages the encryp’red certificates in a
(C] hybrid cloud environment. The |’1y|orio| cloud is a composi’rion

Welc: Docs Cloud
ity of two or more clouds (private and public) that remain

(B Rlad>

distinct entities but are bound Jroge’rher. This por’ricu|or type
of cloud environment enables privi|ege users (on|y from

A S O A GO the client's side) to perform the work safely while enabling

opproved users (maritime users) fo just view por’ricu|or
information. This cloud attribute is known as role-based

access.

Photo 1. eDocs Cloud service

/73 /130



eDocs Authentication por’ro|
Web-based validation por’ro| where privi|ege users can check
the vo|io|i+y and ou’rhen’rici’ry of a certificate by entfering the

eDocs authentication service

VY certificate’s Jrrcickmg ID.

Valid Certificate

The service is a pub|ic domain www.trust.edocs.com and it

also uses asymmetric encryption to protect the data pu||eo|

FI’OI’Y] 'H’]e ClOUCI service.

Photo 12. eDocs Authentication Portal
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eDocs

Photo 13. eDocs logo

The name

eDocs is taken from the abbreviation of electronic documents.
It was ’rhough’r as fine shortcut that describes the core value
of the service. The dots at each ends of the "¢ represent

the journey of the certificate to be authenticated. The web

service www.trust.edocs.com also denotes authentication.
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Service provider

The service provider would be an independent IT company,
with in-depfh |<now|ec|ge of cloud computing, integrations
and data infrastructure. The service supp|ier must perrcorm

a neutral role in the maritime setting, and therefore it is

not seen as an existing |T supp|ier. Responsibihi‘y is shared
regarding data protfection and maintenance.

USGrS

Certificate issuers

The certificate issuers are the most important users of the
service, since Jrhey are the authorized party for certifications.
They are the content creators and privi|eged user of the

system (See Figure 27).

However, within the organization there will be ossigned
different roles and access privi|ege in order to maintain a
counterpart system aiming to increase security (e.g. admin,
editor and just viewer).



Maritime actors

The secondary users of the service are maritime actors (see
figure 27) with the crpproveo| credentials: S|’1ip, Opercr’ror,
and Surveyor. By this is meant that in the authentication
web por+o|, these users have access o specific certificates
on|y. In other words, +|ney will be able to view those
certificates for which +|'1ey have the ID Jrrorcking number.

This aspect seeks to preserve the comciden’riorh’ry of the s|’1ip's
information -a very common practice in +oc|oy's context.

Choice of p|oH:orms

Mobile Smori‘pl’\one or Tablet for quick OR scanning

A QR is an easy way to link to the certificate and ovoiding
misspelling the long tracking ID. Users can use any mobile
device QR scanner (smor’rpl’\one or tablet) to link o www.
trust.edocs.com/certificateid and view the certificate in
quesfion. This way, the dilemma of “origin0| or copy" is
removed. Since the service shows the cerfificate as it was
issued inc|uc|ing its vcr|idi+y, it is easy fo compare with the
physiccr| print.
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The web authentication service is +|'10ug|'1+ to have a
responsive design interface eorsi|y odjusﬂng any device's size.

Nowocloys, most mobile devices come with a scanner. This
is ideal for goocl user experience since no installation or
extra action it is required from the users to authenticate the

certificates.

Laptop or Desk’rop Computer

eDocs Client is tailored for certification companies and
internet access is required. With eDocs Cloud, certificates
issuer can ecrsi|y create the electronic certificate and store it
in the eDocs Cloud solution. From where privi|ege users can
access cloud files and settings via |og in. Since this kind of
user activities requires bigger capacity a Laptop or Desk’rop
Compu’rer is the primary choice of p|oH:orm.



Use of Jrecimoiogy

The i'ecimoiogy is a backbone to the eDocs service.
Throughou’r the brainstorm session we discussed mui’ripie
functionalities that had to be impiemeni‘eci with the suitable
Jrecimoiogy. We had an idea of what would enable our
solution to be executed in the best possibie way, but it
required many hours of ciesidop research and a chat with an
IT engineer to grasp the technological aspect of the service
functionalities.

This was a ci'ioliienging exercise mos’riy because the
boci(s’rage processes are compiex and linked to the field

of Human Interaction Design. But in order not to end up

in what Carroll (2000) calls the dilemma of “technical
imowieoige |0ci<ing technical design" a cieeper ondiysis of the
Jrecimoiogy available was made.

Carroll (2000) states that ..the current state of technology
deveiopmen’r makes some solutions impossibie and

others irresistible: On the one hand, ciesigners cannot use
i'ecimoiogy that does not yet exist, i'i‘iough their work often
drives +eci1no|ogy cieveiopmen+ toward possiioiii’ries that are

nearly within reach. (Carroll, 2000)
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Carroll's statement is a ioyci reflection of the journey
+i1rougi1 Jreci*moiogy aimed to understand if eDocs service
functionalities where possibie to impiemeni‘.

The Foiiowing table (Figure 26) aims to expicin the Pros and
Cons of the chosen Jreci’moiogy as an eye-opener for better
service possibiii’ries and user experience.



HNON

Cloud computing

Minimize up—fronf
It infrastructure
costs

App|ico’rions up
and running faster
Mobih’ry, full-time
cccessibi|i’ry, man-
cgeobih’ry and less
maintenance
Enables T teams
rapidly adjust
resources to meet
ﬂud‘ucd‘ing and
unpredic’rob|e de-

mond

Hybrid cloud

Organization pays
for extra compute
resources on|y
when +|'1ey are
needed

Enables data
centers to create
an in-house IT
infrastructure that
supports average
workload

Privilege users can
Jrr<:msp<:1ren’r|y de-
p|oy and scale ap-
p|icc|’rions without
know|edge of the

c|och's horclwcre

QR--

Scalable
Low cost

Well-known tech-

nology
Easy to implement

Quick redirects
to desired URL
(Lyne, 2009)

Digi’ra| Sing

Helps security
opp|y time stamps
to documents.
These time stamps
deliver high—os—
surance integrity
to digi’rcﬂ records
and can support
a wide variety of
opp|icc|1'ions, for
instance |ong—+erm
archives.

Asymme+ric

Enc ryption

Transparent en-
cryption for files,
databases and
containers. /\clding
extra security to
the data storage
on the cloud.

Key management
as a service Privi-
leged user access
control.

Visibility of com-
pliance (DGPR)

Cloud key

management

Unify and central-
ize encryption |<ey
management.
Maximize security
and comp|icmces
|oy storing the |<ey
seporo’re|y from
the profecfed data.
User's full control
Since it is the
certificates issuers
and not the ser-
vice provider who
owns the encryp-
tions and keys

Secu rity threat
-Comphonce man-
dates

- More data to

protect

Secu rity threat
Comp|ionce man-
dates

More data to pro-
tect

QR Scanner is
needed
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Growing number
of cpp|ico’rion
and devices using
encryption pro-
liferates oclding
extra comp|exi+y,
increases cost and
raise the risk of
hackers.

Growing number
of app|icoﬁon
and devices using
encryption pro-
liferates odding
extra comp|exi’ry,
increases cost and
raise the risk of
hackers.

Figure 26. Pros and Cons of the technology

Unmanaged keys
could lead to un-
pro’rec’recl dataq,
which would result
in the unp|cmnec|
downtime of vital

services.




Service Infrastructure

The service system map (Figure 27) aims to exp|oin
grdphico”y the data and access flow as well as the roles of
the existing network of actors. (Patricio et al, 2011)interaction
design, and the emerging field of service clesign. MSD
enables in’regro+ed deve|opmen+ of service oﬁcerings at three
hierarchical levels: (o

eDocs performs under the premises of data security and
trust. Therefore, the core component of the service is
Asymmetric encryption and Cloud key management ("(53)
Asymme+ric encrypﬂon - Simp|y exp|oinec| - YouTube,u nc|)
It is precise|y the high level of assurance of this Jrechno|ogy
that delivers the authentication factor.

The hybrid cloud environment is exposed to anyone who
knows the location. The cloud storage encryp’red data

that can on|y be decryp+ed by the party with the righ’r
credentials (privo+e l(ey). In an asymmetric environment
both the issuer and the viewer have exchonged private

|<eys. The extra secu rity |ays on this exclﬁonge. This two-level
authentication factor makes sure that the data is secured and

controlled |oy the rigl’ﬁ' user.
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W hen the certificate is stored on the cloud and pu||ec| from
the cloud via the h++p an asymmetric encryption pro’roco| is
|oeing performed. If the party does not have the righ’r key,
migh’r access the website but not the data from the cloud.
Because the data storage in the cloud it is also encryp+ed

if the hybrid cloud is hacked the data is i||egi|o|e and

pu rpose|ess.



SERVICE INFRASTRUCTURE MAP

Certificate Issuer

PRIVILEGED
USER

O

Seofq rer

APPROVED
USERS

f E ncryp’red &

Control
Allow/Block
Encryp+ /
Decryp+
eDocs Client i
f Clear Text

A||ow/Decryp+

cccorcling to

u key

eDocs i .

Authentication
Portal

f Clear Text

&

-
eDocs Cloud Server

APPLICATION

USER
DATABASE = ﬂ

Encryp+ed
STORAGE

FILE SYSTEMS

SERVER

eDocs ADMIN

Service Provider

/:/'gure 97. eDocs service infrastructure map

DATA AND ACCESS FLOW

/\cyme’rric encription
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Interface mockups

The |ow-1cic|e|i+y mockups presen’red in Figure 28, describe the
service interface and the different step that the users should
take quoughou’r the service experience. To aid the reader
Jrhrough grophico| narrative numbers and descrip’rions are

added.
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INTERFACE JOURNEY OF EDOCS CLIENT

@ Setting up eDocs Client

Install eDocs Client

Dummy Certificate

AogOU0ACON -0 O LFEAG-0O-L]

Mockup 1. eDocs Client installation window Mockup 2. Three steps installation. Users Mockup 3. eDocs Clients integration with
credential and certificates standard details are Microsoft Word.

set up here.

Digital sign

e

eDoc completed

A OO LG O]T]

Mockup 4. Creation of the electronic Mockup 5. Comp|e’rion message. “Send it to a
certificate. Digi’ro| signature and ID nr are friend” function o|isp|oy. Cloud |ogin is also an
added and the content gets encryp’red. option from this window.
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INTERFACE JOURNEY OF EDOCS CLOUD & EDOCS AUTHENTICATION PORTAL

eDocs Cloud

Ao OoEACOH

Mockup 1. Admin access |ogin to
eDocs Cloud

Dummy Certificate

Mockup 1. QR Scan function in used

‘Welcome to eDocs Cloud Q Search

<iﬁ‘qﬂ>

A0 O-F-AS-0O-F] = A0 O EAGOL]

Mockup 2. eDocs ClOUCI menu MOCl( up 3 QDOCS C|oud S@OI’Cl’T

service function

eDocs authentication service

v

Valid Certificate

Mockup 2. Authentication function in used Mockup 3. Certificate disp|oy
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SUBCONCLUSION

Chapter + |

The Deve|op phcse proved to be a useful co-creation
experience. The brainstorm and the prototyping session aided
concretizing the core component of the service solution.
Working collaborative with an indus+ry expert and future
user of the service he|peo| to keep the focus on the user’s
perspective.

Moreover, since the service solution was very | T-oriented”
the research on technical infrastructure was essential for
the o|eve|opmen’r of the service infrastructure. The Prove

of concept exercise higHigHed associations in the service's
narrative that needed to be improved and financial aspects
that so far were not reo”y considered in concrete.



DELIVERY

Chapter s |

85/130 Photo 17. De//'very phose



I MPLEMENTATI ON

Chapter 5 |

The De|ivery phase considers the business and technical
aspects of eDocs, as well as stakeholders” involvement and
their motivations. Moreover, exomp|es of service opp|ica’rions
and functionalities will be represen’red in the users scenarios
and the service |o|ue|orin+. This phase concludes Jrc:king an
overall look of the business, internal opero+iono| and financia

elements in the Business model canvas.
The tools, used o|uring this phose, aim to enhance

imp|emen’ro+ion aspects so that eDocs can be materialized

into a real funcfioning service.
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Stakeholders Map

The stakeholders involved

in the service and their

associations are illustrated

in the Figure 29 (Stickdorn

& Schneider, 2015). eDocs
is found in the center of the
grdphic for it is the service
provider. The certification
company controls overall
activities related to the issuing
of electronic certificates. They
hold a strong bond and a

business re|o’rionship to eDocs.

Middle-sized and |oig
certification companies can
enjoy full benefit for yeor|y
membership of DKK 15000.
An oppeo|ing strategy to

for small-sized certification

EDOCS STAKEHOLDERS MAP
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Figure 29. eDocs stakeholders map
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companies can be to offer them a specio| deal where Jrhey
only pay when they use the service (DKK 2 per electronic
certificate). Theses ﬁgures were discussed and on0|yzed with

the head of certifications of FORCE when doing The Prove

of concept.

The ship crew, the surveyors and other authorities enjoy the
benefit of electronic certificates and authentication service
that certificate issuer supp|y Jrhrougl’m eDocs free of chorge.

eDocs smooth the communication and so|ic|i1cy the
re|a’rionship between the certification company and the
maritime stakeholders. All the necessary certification for the
course of the maritime operations can be found in eDocs
authentication por+o|. The data flow disp|0|ys the different
access roles. While the certificate issuer can input and
output from eDocs p|ohcorm the rest of the stakeholder are
limited to input the ID Jrrocking number and output the
corresponding certificate.
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Motivation Matrix

An cmo|ysis of the different interest that move stakeholders
around the service is framed in the Motivation Matrix
(Morelli & Tollestrup, 2009). Special consideration was put
in this matrix since the o|ignmen’r of expectations is essential
for the accomplishment of the service (Figure 30).

The matrix shows the different value that the different
actors bring to each other and the service. This is an
effective way to look at the overall benefits of the service
and a point of reference to have in mind when +c||<ing to

po’ren+io| stakeholders (Andy Polaine, Lovlie, & Reason,
2013)



MOTIVATION MATRIX

Service provider

Service provider

Electronic certificates
creation.
Authentication
Security & fraud

avoidance.

Certification company

The ship

Profit

Data input

Main interaction

ncreases AWO reness

on QDOCS services

Certification company

Secure cloud service

Decrease the need of aofter

The ship

An alternative to paper
based certificates. A
service that facilitates

smart certification & easy

Su rveyor

Opera’ror

Remove the risk of fraud

Remove the hassle around
in the documentation.

origino1|.
Smooth transition to
Remote certificate check digital.
authentication. o7 .
) Authentication service.
Inprove operations
Electronic certificates
Automated ofter service

Faster de|ivery

Better customer support

Automated service

Trustwo r+r1y cerfificates

Faster certification
de|ivery.
Tranparency on the

process

Behavioral data

Loyalty to the eDocs

service support

|mprovec| service

Fast facilitation and
inprove presentation of

the certificates

Easier communication
Better re|o+ionsl’1ip
Effective operation

More proFH‘

| ncreases AWO reness on

service

eDocs
Behavioral data

Fast facilitation of the
Better support certificates
i " Faster delivery of Better control over the
service suppo cerfificates fleet
Opera+or

service support

DECI’QGS@ Jrhe I’1€€Cl O]c GH’QI’

Decrease the need of aofter

performcnce
Opﬁmized time of
inspection

Accurate results

Loer Cost
Effective operation

Figure 30. eDocs Motivation matrix



User Scenarios

"...Iow-fidelify sketches accompanied by the narrative of the
key path scenario, you can richly portray how a proposed
design solution I’re/ps personas accomplisl-: their goa/s."

(Cooper, Reimann, & Cronin, 2007)

A visual representation of the service experience can be
found in the user scenarios (Figure 31 &32). Here the
narrative focuses on the user’s tasks and the system's
performonce.

Fo”owing up on the feedback received in the proof of
concept (Define phqse). This representation method was
used to bring an easier unders’ronding of eDocs solution to
the reader. If hoving used this tool before it would have
he|pec| the expert to quicHy grasp the proc+ico| opp|ic0+ions
of the service in the life of the peop|e affected |oy it.
Unfor+uno+e|y, the visualized scenarios were created aofter
the |:>roo1c of concept, moking it a |ec|rning experience in the
design process.
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USER SCENARIO OF THE SEAFARER

Ay

\\ ///
\\\ //

~ _—

REQUEST
CERTIFICATION

Jensper noticed that the ship is soon
in need of a new fire equipment
certificate. He calls the certification
company and request the service.

THE SHIP IS IN
COMPLIANCE

After mcd'ching both certificates
the inspection is comp|e+ed and
the ship is recdy to continue to it's

destination

TESTING PROGRAM
TAKES PLACE
The certification company
proceeds with the equipment
check and case report.

EDOCS AUTHENTICATION
PORTAL

He notices is a copy so he uses the ID
nr to search for the originc| at eDocs

authentication por+c1|.

JESPER RECEIVES
THE EDOCS
After a few day Jesper

receive the eDoc via email

UNANNOUNCED
INSPECTION

A few dcys later a surveyor comes
onboard to check the fire equipment
and asks for the corresponding

certification.

// \
/ : \\

o]

/

N

JESPER PRINTS &
ARCHIVES

He attaches the new
certificate to the ship's file
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Figure 31. Seafarers new user scenario




USER SCENARIO OF THE CERTIFICATE ISSUER

/ , &
»

5
. ) -/

RECEIVES
SERVICE REQUEST

Jens receives a new petition for fire

equipment inspection. He schedules the

test and informs the ship.

A VIEW OF PREVIEWS
CERTIFICATES

eDocs disp|ays previews certificates

CREATES THE EDOCS

Once the test report is comp|e+ed
he uses Microsoft Word to create
the certificate and eDocs to sing

and encrypt the content.

.

_~

LSS

CLOUD SEARCH

Jend accesses eDocs c|oud secrch 'FUI’IC'HOI’I

and find the ship folder.

ISSUES THE EDOCS @
In just a few seconds the \

electronic certificate is

reqdy.
SENDS ITTO
o THE SHIP
/ \ Jens sends the eDoc via the
/ \ shcring function
. : -
\\\\ ///,

VIEWS HISTORY OF
THE SHIP

Jens would like to see previews
certificates. He |ogs in to eDocs Cloud
to find the ships folder.
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Figure 31. Certificate issuer new user scenario



B|ueprin+

To offer an overview of the different phoses, Jroucl’\poin’rs,
and interactions of each actor as well as the information
flow cluring the service, the service b|ueprin+ was o|eve|opec|

(Stickdorn & Schneider, 2015). Figure 33 shows the final

version of the eDocs service solution.

The pre-service part takes us Jrhrough eDocs Client one-time
installation steps and shows the needs of the seafarer to
make initial contact. The current service phose starts when
the certificate issuer organizes the test and later on creates,
signs and encrypts the certificate with eDocs facilities. Finally,
the after service comprehends, the authentication experience
via eDocs authentication por+o|.

The service b|ueprin’r is a remarkable tool to visualize the
service idea. In the last encounter (prior thesis delivery) with
the indus+ry expert, the tool was used (omong others) as a
reference point and summary of our collaboration. A few
remarks were made mos’r|y related to eDocs Cloud but the
genero| feedback was very sc’risfying.
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BLUEPRINT GUIDE

@ Beginning of process

|:| Action

A qufing point

0 User decision

@ End O'F process




SERVICE BLUEPRINT
BEFORE DURING THE SERVICES
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Figure 32. service blueprint



EDOCS CLIENT -

EXPERIENCE DURING THE SERVICES

1%

EDOCS AUTHENTICATION PORTAL - AFTER SERVICE EXPERIENCE
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Figure 32. service blueprint



EDOCS BUSINESS MODEL CANVAS

KEY
PARTNERS

- Certification
companies

- Outsourced

services

- Supp|iers

- Customer service

KEY VALUE
ACTIVITIES PREPOSITION

- SaaS/Paa$S - Remove the

hassle around
origino|.

- Server's - Smooth transition
maintainace and to digi+o|.
optimitation
- Authentication
KEY service.

RESOURCES

- eDocs platform

- Cloud
Compu+ing

expertice

- Server capacity

CUSTOMER
RELATION

|mpersono|,

subsc ription based

CHANNELS

- eDocs Client

- eDocs Cloud

- eDocs
Authentication
por+o|

CUTOMER
SEGMENT

Testing and
inspection
companies acting
as supp|iers of the
ship owner.

COST STRUCTURE

Know|edgeob|e staff, morkeﬁng, IT infrastructure

Figure 33. eDocs busines model canvas

REVENUE STREAMS

SCIOS/POOS so|u+ion ofFerecl as:
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Flat rate (DKK 15000 year subscription)
Pay when used subscripﬂon (DKK 2 per issued certificate.

Business Model Canvas

To comp|e+e this phose the
Business Model Canvas delivers
additional considerations for
imp|emen’ro’rion. By decomposing
the service concept info business
processes the model exp|ores the
value proposition, suppor’recl by
a number of parameters and
characteristics (like customer
re|o’rions, pricing mode|, sourcing
strategic por’rnership and
app|ied distribution channels)
(Osterwalder & Pigneur, 2010).
Some of these parameters

had o|reoc|y been discussed
Jr|f1roughou+ the service clesign
process, such as channels and
key activities but, +hroug|f1 this
tool, Jrhey are onc|yzed with a
business perspective.



Nielsen and Lund (2014) outline, "A business model is a
sustainable way of c|oing business’, and sustainable in their
case is a propensity fo survive and thus also the cbi|i+y to

stay competitive (C. Nielsen & Lund, 2014).

In the model, the market po+en+ic| of eDocs is enhanced in
the value proposition. As the research shows there is a big
need for a solution that eliminates the hassle of carrying
origino| pcper-bosed in the maritime. Another positive
attribute is the moc|u|c|ri+y (Kamauff, 2011) of the solution,
once in function eDocs could be eosi|y od0p+ed to other
industries Focing the poper-bdsed issues.

eDocs provider will incur in initial expenses related to the
cost structure of the business. However, once there is a gooc|
foundation (in a time frame of 2 years opproximo’re|y) the
eDocs solution should become a sustainable model. Though,
at first, the priority should be in market penetration; the
more companies involved the better business prospect and
consequenHy better service for maritime.

In addition to a robust IT infrastructure, morkeﬁng efforts
are essential for eDocs profitability. Selling eDocs solution to
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the certification companies will imp|y creating awareness of
the value that eDocs adds to their workflow and the impact
that this will have on their customers.

Price differentiation could be part of the strategy. It is
essential for the business that companies prioritize the
benefits over the cost. Specic”y small-sized companies would
be more |il<e|y to by eDocs solution if this does not represent
a buclge’r constrain.

Furthermore we considered a great future po’ren+io| for
growfh |aying on the collection of the certificates data. With
time this solution could offer a |orger range of services to the

maritime.



C AS E CONCLUSION

PHASE 4 /4

Ci‘lqpi'er 5 |

TO conciucie 'i'i’ie case, a summary O'F 'i'i1€ dQSigI’] process Wlii

be discussed.

Througii a transparent research process, it was confirmed
the need for oiigi’roiizo’rion and automation of the poperwork
process in the maritime incius’rry. The onoiysis of the actors’
value constellation experience uncovered the actors’ pain
(experience factors that required improvemen’r) linked to the

i’icnoiiing of origindi poper-boseoi cer’rifico’res, which are:

1. Co-oiepenoience to originoi poper-bdseoi certificates
(Seafarer’s value constellation)

2. Manual certification check can't be hundred percent
accurate (Surveyor's value constellation)

3. Authentication of certificates is persondiizeci and time-

consuming (Certificate issuer’s value constellation)

These experience factors were represen’reoi in the context of
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the si\ip's value network, to ioien’rify existing service oficerings
(that could po’ren’rioiiy solve the issues of the inoius’rry) or
gaps for new service oppor’runi’ries. This dnoiysis concluded
that oi’rhougii there were companies oﬁcering an alternative
to the poper-iodseoi Jriiey did not fulfill the entire need of the
inoiuerry. W hich drew the oiesign process toward a solution

targeting a cohesive source of authentication.

When designing the service system at first, the aim was to
eliminate pdper-bdseci but from empoiiﬁizing with the actors
it was understood that the co-ciepencience to poper-boseoi

had it roots on:

. The inoius’rry requirement (the law)
2. Need to proioe compiionce in case of inspec’rion

3. Quick access to the certification



Therefore when broins+orming on the po+en+io| solution it
was decided to embrace the paper format by Focusing on
the ouH’menﬁcH‘y fact. Meoning that if the element of fraud
was removed from the issue, carrying the poper-bosed
certificate would be a secondory issue.

W hen designing the service encounter the aim was to stay
true the actor’s need. AH‘hough the target was the maritime
actors the process showed that it was essential to involve the
issuer of the certificate first as the p|oy a key role in the new
solution and represen+ed the authorized source of the issue.

99 /130



REFLECTI ONS

Master thesis | CHAPTER 6

The poseo| research question of this thesis was: "How can the
practice of service design contribute to the improvement of

opero’riono| performonce in the Danish maritime indus’rry?”

This section will discuss this question in relation to the

o|eve|opmen’r of the case and the experience gain Jrhrough it.

Patricio's Multilevel Service Design me’rhodo|ogy proof to
be an effective lens from which to look at operations. In this
thesis's case, the systemic opprooch and the decomposi’rion
of the different poperwork operations allowed the

exp|orc’rion of po’ren’riq| factors of chonge.

Opero’rionoﬂ management and a systemic opprooch to
services can be seen as two sides of the same coin. While
managing operations focus on the "what’, the systemic
opprooch assists on the "how”. Through this thesis, it was
ocknow|ec|geo| that the definition of each |eve|/componen’r
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enable designers to understand and empo’rhized with peop|e,
and process, and thus, create more cohesive solutions that

increase eﬁciciency and enhances user experience (Po’rrl'cio et

al, 20M).

The exp|oro’rive research emphosized in unolers’rdnding and
did not aim to be representative (David & Sutton, 2011).
Working with none representative somp|e of the indus’rry
was risky since it migh’r appear as not getting enough data

to create a cohesive clesign.

However, the strong collaboration with the marine surveyor
(who became the main point of contact in the indus’rry)
added greo’r value when defining which companies,
depor’rmen’rs, proFessions etc. would be most suitable for

the research. The result was meeting four very copob|e and
cooperative insiders of the indus’rry; amongst them a director

of (perhops) the bigges’r certification company in Denmark



and a surveyor who is expert in both issuing- and control of
certificates. This empowered the research on the gofhering of

quc|i+a+ive insighfs rather than quantitative insigl’ﬁ's (Bjerner,
2015).

The genero| emphoﬁc dpprooch embedded in the
collaboration with the inc|us+ry actors was essential to break
Jrhrough the barriers of a conservative field, marked by
officialdom and procedure (Leonard, 201).

The co-design activities, on the other hand, orgonico”y
shifted the o|esign process from a user-as-a-subject
perspective to a participatory arena where it was possib|e
to o|esign with the user rather than for the user (Sanders

& Stappers, 2008). This made positive contributions to the
exp|ord’rory research and put the o|esign focus on the actor’s
need.
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Having exp|oineo| the different opproaches and methods
con’rribu’ring to the o|eve|opmen+ of this thesis case. It can be
concluded that the Service Design practices can be a great
way to add a new vision to the operation perFormonce in
the maritime H‘1roug|’1:

1. A systemic decomposiﬁon of the operation
Q. Quo|i’ry focus in a exp|ora+ive research

3. Emphoﬁc opprooch to the clesign process

Moreover, this project can be understood as an attempt to
bring a service design perspec’rive to an engineering field
where very often Func’rionoh’ry oversees experience.
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Name: Seren
Compony: Marine

Title: Owner of inspection and consui’ring company
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A PPENDIX 1

CHAPTER 6

Date: Augus’r to December 2018

General information

lnterview 1 |

Seren is an ino|epeno|en’r consultant with more that 20 year
of experience in the indus’rry. Educated as a Naval Architect
and a post groo|e and proc+ico| experience as Master Marine
Seren is able to understand the inclus’rry from mu|+ip|e
perspec’rives: engineer, regu|0|’rion, economic, environment,
crew and cargo. Seren has being important source for the

o|eve|opmen’r of this research.

Goal of the Interview
The aim is to understand Seren’s role and work chc”enges.
Furthermore, to understand the indus’rry's settings from the

arena O]c surveyor.

Role

Seren work as independen’r consultant and among the
services he offers, his provides is inspec’rion or audit
performomce. Occosiono”y, he acts representing the insurance
companies or he is working on behalf the Operator. Either
way his main role is to ensure comp|ionce and check that the
vessels have the proper documentation. He also assists with

domoges control and engineering calculations if needed.

The procedure and chc”enges

Seren has an inspection checklist prior visit and once he is on
board he must follow the check procedure, which involves
the proc’rico| inspection and the documentation check. Seren
faces mu|’rip|e cho”enges when hono”ing the documentation
since part of the documentation is on p|'1ysic0|| form and part
is digi’ro|. He must check the certificates are up-’ro-do’re, the
content meets the requirements and that Jrhey are origin0||
(the stamp and the signatures must be clear) but often he is

presen’red on|y a sconned copy.

Seren still gets goosebumps when he has to check an
unknown scanned copy because he has no possibi|i’ry to
check the authentication of the certificate and he simp|y has
to trust the content of what he is presen’recl.

Sometime on rare occasions he faces a situation of hoving
to insist on hcving a certain (-copy of) a certificate
authenticated. This is time consuming and may result

in retaining the s|’1ip until the authentication has been

comp|e’red.
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He would like to avoid this situation for the benefits of A PPENDIX 2
all parties involved but the lack of predic+obi|i+y and IT

infrastructure is a real showstopper. Interview 2 | CHAPTER 6

However, a certificate issued by DNV GL or Danish F|og Expert Interview

State is easier because they have facilitated what they Name: Niels

call "Electronically Issued Certificates” where it is possible Title: Managing Director

to check the content of a certificate presented on board Company: FORCE Certification
against the original content when it was issued (via an online Date: 10 to 15 October 2018

authentication chi|i+y).
Goal: Understand the service value constellation and io|en+i1(y
Jrouc|f1|ooir1‘rs. Get a Fee|ing of how is the re|o’rions|'1ip with
Maritime and the ofter services if any. Secure a contact for
a second round of question.

Q: Could you take me H’lrough your service journey?
(Ex. 1st contact until the certificate is issued)?

A: The journey varies occording to the test and the
industry but if | have to talk in general terms | would say
that we start with a Test Program that is sort of a checklist
procedure of what we want to test. Then we pencorm

the test and all the info is recorded in a Test Report (this
can take some time) Once the test report is revised and
cccep’red |oy the expert occording to the standards we
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issue a certificate. (Module B Certificate) meaning that the
produc+ fulfills the requirement.

Now let's take the excrmp|e of a life raft we could have
performed a Module B check and issue a certificate for this
por+icu|or artifact but we must make sure that the artifact

is produced dccording to the standard of the first test.
Therefore, we follow a second check (Module E, F and G)
that takes p|ace at the manufacture and it can take weeks of
observation and |obor0+ory test. Depending of the result we
issue another certificate comcirming the produd‘ion meets the
standard requirements.

In the case of marine equipment (MarED directive) as we
send electronic certificate to our customer we must also

up|oc|d the certificate in a Pdf format to MarED website
were 3rd por+ies can find then if needed.

We perForm test all year around, as new produc+ and part
are cons’ronHy produced. We have a very s’reody flow of
returning customers since our tests are standard required on

yea r|y basis.

Q Client Contact and aofter Services?

A: Our company is listed by DANAK as one of the

certified companies to perform material/ produc’rion and
equipment test so for many of our clients DANAK is the

reference point.

Then we have our own website that elaborate on our
services and contact information and in case is needed
persono| contact we have our secretary that can redirect our
clients to the rigl‘ﬁ' deparfmeni‘.

Q: 2nd Parties Contact
How often do you receive independen+ call from 2nd parties
interested on vo|idcr’ring your services?

A: Yes, occosionc”y we receive parties interested in
vc||ido+ing specific reports or |oboro+ory result. T|’1ey are
usuo||y from Easter Europe, Middle East and Asia. China for
exomp|e, prefers as much signatures and stamps as possib|e
not because +|’1ey don't understand the concept of digi+o|
signature but because it is perhcps a cultural Jrhing.

Q: Do you see a need for stronger security with digi+o|
certificates? How do you handle them?
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A: Well our archives are indexed and secured proper|y
and our c|igi+0|| signature system is secure. So the risk of
malware propagation is low.

Besides, a copy of our Marine Equipmen+ Certificates can be

found ot Mored.org the EU Commission Database.
Q: Do you have electronic signature or manual signo’rure?

A: Yes, we have a program that assist us generating

digi’ro| signature for every PDF issued by us (TOKEN/
SYMANTEC)

Q: IT and systems: What kinds of software do you for

the confection of the certificate?

A: We use Microsoft word for fi”ing the form and once

is reody we export it as a PDF format.

Q: WhO'i' dare your CIOIly pOiI’]S? DO You see any WQOI(

links in the process?

A: The concept of digi+o| signature is a safe way to
validate a document and if it would become a g|obd|
phenomenc it would make Jr|‘1ings easier. |nspec’rors or

interested parties from all over the world should be ob|y to
verhcy certification.

| believe, the more digi+o|ized a certificate is the less risk of
being fake. What we see often is paper format circu|o+ing in
different offices this is where the weak link is.

Q: Touchpoini‘s: Your client’s jou rney. How is the contact
initiated?

A: 1. Online DANAK website

2. FORCE website

3. In person at the Workshop for testing

4. Post / Email for certificate and test results.
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A PPENDIX 3

Interview 3 | CHAPTER 6

Company: DANCERT

Name: J@rgen

Title: CEQO, Dancert Certification

Date: 10/10/18

Q: Services: Could you take me Jrhrough your service

jou rney? (Ex. 1st contact until the certificate is issued)

A: We mos’r|y do proo|uc’r testing for |oui|ding, fdc’rory
produc+ion control but yes we have a small service line

for the shipping indus’rry. We accredited by DANAK.
Dancert A/S offers various types of certifications. These
can be divided brood|y into Product Certification and
Sys’rem Certification. Product certification can be with or
without produc’r CE mcrking. Sys+em Certification is about
management systems and produc’rion control systems

(FPC). Combinations are possib|e for certain certificates.

For a producﬂon site:

produc’rion control system > audit p|cm> procluc’rion done>
send to the |obor0’rory dccoding to the standards the hold
produc’rion is done on site >yes /NOt and action p|on

> audit report, standard who is por+icipo+ed conclusion
maintain the certificate>

Q: Client Contact and ofter Services:
A: E mail, Post, Calls

Q: Second Parties Contact: How often do you receive
independerﬁ' call from 2nd parties interested on vc1|io|o+ing
your services?

A: Yes, sometimes we receive calls from clients interested
in know about specific test. However we show the certified
companies, procluc’rs and persons on our website Jroge’rher
with the certificates since our certificates are digifo”y sign
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and restricted against ecli’ring it is a very easy to validate our

services.

Q: Do you see @ need for stronger security with digi+o|
certificates that can |'1e|p you to minimize coun’rerfeiﬁng and

ensure comp|ionce?

A: Not reo”y. In our certificates we spechcy that the

PDF document is on|y valid if o|igi+0||y signed by Dancert
A/S and +|’1ey are secure. However, we can't control what
peop|e do with a print version of the document but since it is
accessible on our site | think is easy to compare print copies.
We could benefit from a smarter way to avoid copies, but
it is not a priority for us since we can o|w0ys offer persono|
contact in case of suspicion.

Q: Toucl‘mpoinfs. Client's journey: How is the contact
initiated?

A: We are in the list of accredited companies at
DANAK's website and since we are a dcugh’rer company of
The Danish technological Institute we receive

a lot of traffic from them.

The fist contact is by email or phone and then once all is

prepare we proceed to do the testing at our WOFl(SI’]Op and
|oboro’rory.

Once the result is rec1c|y we call the clients and send an
email with the certificate.

Q: Do you have electronic signature or manual signo’rure?

A: Yes, my signature is found in all the certificates. | also
have a code for my cligi’ro| signature.

Q: IT and systems. Do you have a system comcigured
spechcico”y for internal operq’rions? Specify name and
function.

A: We use Microsoft Word for creating the certificates
and Adobe Pro DC to restrict edi+ing and digi+o||y sign the
certificate. Our website collects all the certification by each

company, person OHCI pI’OCIUC'I' - anyone is ob|e to dOWI’]lOOCI
it.

Q: From scale of 1-10 how much manual work is
involved in the service you provide?

A: For |oger companies 1-10 test an report can take
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about 2 weeks and there is of course manual work involved.
lssuing the certificate is por+|y manual and por’r|y automated
and it is quickly done what takes time is the actual testing an
reporting.

Q: WhO'i' are your CIOIly pOiI’]S? DO You see any WQOI(

links in the process?

A:

are required because perl‘rops new exper’rise is needed and it

Well it is c|’10||enging when new type of certificates

is resource and time consuming. But | would not call it a pain
it is more like a new process for us.

| think the electronic certificates are quite effective, the week
link can be on the prin+eo| version because we cannot ensure

ou’rhen’riciry of a hordcopy.

We know that doubtful cases are related to poper-bosed,
therefore the more c|igi+o|izc|+ion the better. However, we still
issue origino|s because our customers insist on hoving them.

Q:
market? |f you could improve the service how would you do
it?

How do you see the future of your services in the
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However, certifiers in this business are of course |ool<ing for

| think there will o|wcrys be a need for certification.

new ways of gain market share. |mproving securi+y and
transparency on the procedures moy|oe a way to get more
customers. | would be skep’ric about digi+a|izo+ion as the on|y
way because our processes are quite comp|ex.



A PPENDIX 4

Interview 4 | CHAPTER 6

Exper’r interview - Seafarer

Company: Tanker Ship Owner
Name: Jesper

Title: Chief Engineer

Date: 10 & 18 October 2018

General Info
Jesper is Chef Engineer on tankers with several years of

experience. He works two months at sea two months off

o|u’ry.

Goal of the interview
The aim is to know his ro|e, procedures and cho”enges
and the impact of hard copies on the performonce of his

opero’rions as l(ey member O]c ’rhe Sl’]ipIS crew.

Bockground
Jesper's workp|oce is the engine room his is o|eo|ing with

|ubricon’rs, fuel and Jrc:tking care of engine performonce

among other tasks. There are a lot of procedures invo|ving
his operations. For excmp|e for the engine to work the oil
had to be at a certain temperature therefore there is a
machine which main function is to heat the oil. Lubricants
improve the life cyc|e of the machineries and increase

performcmce.

The engine prqc+ico| tasks are recorded on a Planned
Maintenance System (PMS) where Jesper has an overview
of tasks related to engine maintenance and performonce.
The PMS also collects a digi’ra| copy of engine certificates

and an overview of expiry dates.

The origino| pcrper-loosecl certificates most also be within
his reach. In case of post o|e|oys he must get a PDF copy
forehand in order to show prove of comp|ionce in case of
inspections.

"What matters to me is to have a tangible proof of
comp|ionce to show to the surveyor, | would rather have a
copy than hoving no+hing to show.”
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Cl’\c:i”enges and Pains pdf-copy of the certificate.

Lubricants for excmp|e, must comp|y with precise indusrry
standards and a respective certificate must back it up.

This procedure is neither time or cost efficient.
Failure to comp|y with certificates requirement may

Without the proper documentation the vessel is in princip|e result in the retention of the s|’1ip in port.

not allowed to sail.

The case of the lubricant documentation is a real chc”enge
for Jesper that have to wait for the originol copy to arrive.
This brings lots of extra hassle to monitor and Fo”ow-up on
the de|ivery of origino|s.

Moreover, he exp|dins that he has to be very penden+ to the
expiry date of his certifications. For instance, in one occasion
he was denied boording because his Medical Certificate
was expired. This incident increased transportation costs and
de|oy on the cargo de|ivery since the operator had to find a
temporary rep|0cemen’r.

Ou’rpu’r

. Engine Certificates are normo”y handled in origino|
paper versions.

. Interim period from a required test or control is
performed and paper certificate is issued until it is received
on board is covered by an advance e-mail with a scanned
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Interview 5 | CHAPTER 6

Company: OSM Crew Management, Norway
Name: Tue

Title: CEO

Date: June 2018

Q: W hat does the future seafarer’s emp|oymen’r
re|o’rionship look like? (eg ship emp|oyee freelancer,

permonen’r emp|oyee O]C a shlpplng company or O'|'|’1€I’)

A: Get emp|oyees and other workers on flexible contracts.

Q: Do you, as a S|'1ip Recruitement company, need a
sing|e combined sys’rem where you can eosi|y validate
and ensure comp|ionce of emp|oyees and crew with the

requirements of the ship and governmen’r?

AZ YGS

Q: DO YOou see a need 'FOF eoch secncorer to hOVQ ’rheir

own app access, W|’1€r€ +I’1€y can co||ec+ an overview O]c

certificates and documents, soi|ing time, etc. and where Jr|'1ey

can document quo|hcico’rions, experiences and courses?

AZ Yes

Q: Is a system for oo|o|ing / registering certificates and
documents by: 1 the individual seafarers 2 third party as an

automated service required?

AZ Yes

Q: Is a system that is comcigured spechcico”y for your

bu siness neecls neeclecl?

AZ Yes

Q: Do you offer courses where it may be necessary to
issue a secure digi’ro| certificate?
A: Do you register paper certificates (for the crew) that

have been previous|y issued in your sys’rem?

AZ Yes
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Q: Should registration of crew certificates be manual or
automated?

A: Automated

Q: Do you need a system where a Port State Controls,
Port /\u’rhori’ry or Auditor can check and approve crew
certificates in advance / from land, Jrhereby reducing

the |c1+ency? Both digi’r0| and paper certificates that are

regis’rered?
A: Yes

Q: Do you want a p|od'Form where freelancer profi|es
and new emp|oyees can eosi|y be added / removed to your
compony's C-Log profi|e upon contracting / termination?

A: Yes

Q: Should the master have the righ’r to validate and
manage the system from the ship? (eg make crew list for
port, add / dismiss crew, see validation, correct imcormo’rion)
Or should this be reserved for monqgemen’r?

A: The master must have righi‘s to the sys+em.'

Q: Do you want a closed system that can be in+egrc’reo|
with existing internal systems via API access, where data is
stored on: |n+erno||y on its own cloud or remo+e|y on third
party cloud solution?

A: Preferably on our own cloud.

Q: Do you see @ need for stronger security with digi+o|
crew certificates that can he|p you to minimize coun’rerfei’ring
and ensure comp|icmce?

A: Yes

General comment from Tue:

There is no need for yet another supp|ier of crew / staff

T systems, as there are 0|rec|dy many on the market. On
the other hand, there is a need for an c1pp|ico+ion that can
comp|emen+ the existing systems fo validate the certificates.
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Interview 6 | CHAPTER 6

Company: Ship owner

Name: Karsten

Title: CEO

Date: 20 September2018

General Info

Karsten has a fleet of two ships. The ships are fit for
different types of cargoes and mos+|y transporting within
Scandinavian destinations. Karsten manages the onshore
operations. He takes care of cargo- and crew management,
maintenance, supp|y of stores & provision required for each
vessel incl. management of all the documentation.

Goal of the interview
To understand his work process, how he handles the
certificates and suggestions for improvement.

Work Process

He has files for each ship containing official documentation

- each ship has about 25 pcs to 30pcs of official certificates.
Besides the +ongib|e folder, he has a digi+o| folder where he
also keeps certificates digi+o||y and he also end up printing
for better overview. His PMS system helps him keep track
of expiration dates. He argues that he often receive scanned
copies of an origin0| via e-mail because of post c|e|oy.

Cho”enges and Pains

1) The lack of an operoﬁono| infrastructure for ship reporting
in Europe creates friction in the ship-porf re|0’rionship
increasing the burden for the sr\ip that must provide

reiterative information.

Every port has its own requirement for hcmc”ing Ship report,
which is done |oy the ship before arriving to the harbor. Ship
Repor+ usuc”y holds information about the ship, the crew
and the cargo.

It is usuo”y the same information just asked in different
ways’
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2) The biggesi‘ issue for him is the authentication of the
poper-bosed-copies of certificates. Because of the post c|e|ay
inconveniences he is force to use scanned PDFs until the
origino| arrives. Since these certificates do not comp|y with
the indus’rry requirements it is 0|W0ys a concern for him to
show prove of the situation to the surveyor.

Q: Could you describe a po+en’rio| scenario for

improvemerﬁ'?

A: Perhops it could be an authentication system to
validate poper-bcsed copies. It would be nice if it could
be accessible from central |og in instead of hoving mu|+ip|e
systems and websites.

He referred to DNV GL for inspiroﬁon concerning
authentication services. On his opinion DNV GL and the
Danish Flag State have come with genius system for
checking the authentication of the certificates. Furthermore,
because sometimes he is reques+e<:| to forward sensitive
documentation he also wished some sort of Foci|i’ry that
allows granting temporary access to interested parties.
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FIRE CONTROL EQUIPMENT SERVICE
ZAKEAD USLUG POZARNICZYCH
ROMAN CAP & WALDEMAR CAP
72602 SWINOUISCIE BARLICKIEGO 23
tel/fnx +4% 91 321 6300 e-mail: zarcksc@wppl

POLAND
BY SZCWTBA20151119123252

BY SZCOTBAZOISTTI9I2I12R
UM 06/ U/SZEC/14

Certificate No: 01 /S/ 2018

Certificate of inspection

Ship's name

Place of service: Stczecin

» ALBA ROUSING ™ data 2018-01-05

We hereby certify that equipment specified below has heen inspected and recharged.

1. Fire protection system Clean Agent type / Novec 140 Kg. / Engine room /

2. Dry powder fire extinguisher | 6 kg ABC | 20 pes
3. Dry powder fire extinguisher | 2 kg ABC/ 1 pe
4. O fire extinguisher | 2 kg B/ 5 pes
5. Air breathing appararus / 1800 ltr. ( 2 pes
£ Spare air cvlinders /6 1. 300 bar / 4 pes
7. Escape air breathing apparatus [ type 15 MIN/ 1 pe
8 Poriable foam set { foam applicator, 2 x 201 Sthamex 3% F-15 ) 1 pe
8. Medical oxygen cylinders 9 pes

Date of recharging are indicated on the frame of every cylinder

ZANLAD USLUG POkAHEIGZYEr‘ 5.0
Cap &

P&
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Cert  Compay:

1 Cralnx

2 Rostock Port Health Aatharity
1 Hydor

4 Lapaay international

5 RAX Poland

& Styrel==n for Patenisikkerhed
T Srahlmesmn Servee

B Lykiesforskrmpsiorinsndet
I "Elmratoey™

10 Vg

11 Vg

1t Weilladh

13 7amek

Al these certifuaies must be renewed every year
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Fr many of the services the servire suppier must be apgeved by "the ship's o
Here & =ken friom the INVGL database of apgaroesd companies eparding e, edio B e bats.

Fre eqpepenent:

Di-Brandieknik V/Hemwi k G Moriensen DeEfimark  Himkere
Aurtwamnica Fire and Security AJS Denmark  Hvidowre
Survitew Safety Sohations Poland Sp. 7oo Denmark  Eshjerp
Lokek ASS Denmark  Sanderbarg
Danfoss Samn AJS Denmark  Ddense C
Vikiny Life-Saving Boquipmest A5 Denmark Eshjerp W
Skandinavisk Brandieknik AJS Denmark  Ddense 5
Semon Mariteme ASS Denmark Eshijerp
Fadiin:

Furnuno Darwnark ASS Denmark  Hvisdowre
Sand Imtemational ASS Denmark Fredlevikshann
Nawtesam A5 Denmark  Swerudborp
Lindgro AFS Denmark Eshijerp
Telerautic Denmark  Fredevica
ESRAN MARINESERVICE ApS Denmark  Hedelweene
Hans Buch AJS Denmark  Albertsharud
Polarts Bectrmnes AJS Denmark Aalbvwp S
Polarts Bectmns AJSS Denmark  Axalbaowg 5@
Ll ol =it

CRALDG AJS Denmark  Freslevikshanm

Hytek AJS Denmark  Sindal
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‘Blessed are the weak: for fhey
shall be conforted’

Mattew 5:3
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