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Chapter 1

Introduction

Technology has thrived and has continued to develop and expand at an extremely
accelerated pace. This process has facilitated the proliferation of new services
which find their way in numerous aspects in our daily lives. The growth of the
Internet has made the world very interconnected which has granted the service
providers with the opportunity to reach a vast customer base, constituted by in-
dividuals from all around the globe and to be able to do that in a fast and efficient
manner. Different service industries, such as healthcare, banking, entertainment
and many others have been made accessible without the need to request the
users to leave their homes.

In order to use the services they would like, the users need to register as a
customer to the respective providers. During this process of registration, the
user has to provide some type of information which is, in turn, used by the ser-
vice provider in order to deliver a better individually customized experience. In
the past, some of the types of information would not even be stored anywhere or
it would have been written on a piece of paper placed away in a folder in some
dusty cabinet. However, with the technological advancement these types of data
are stored in rich databases with different fields containing a wide spectrum of
personal information. A larger problem is arising from the combination of the
aforementioned processes. The more services made available, the more oppor-
tunities the users have, but they have to go through the same sign up process of
each of them individually which in turn results in losing transparency of the data
they have provided. In other words, consumers are trading their data in order to
obtain access to different benefits and services.

The provision of the data all over the Internet means that the consumers can-
not keep track of what data they have provided to the different services and what
it used for. Recently there have been a lot of cybersecurity and privacy issues
covered by the medias which has increased the awareness of the general popu-
lation of online users and has resulted in the emergence of trust issues between
customers and service providers. This brings about a new challenge which needs
to be tackled. The trust gap between the consumers and the providers needs to
be bridged and the handling of personal information made more manageable.
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1.1 Background & Motivation

With the new technologies emerging and all of the numerous possibilities that
are being opened to humanity new problems arise.

1.1.1 Identity & Trust

Before we dive deeper into digital identity, it is important to first define what
does the term identity actually exemplifies. The french philosopher Paul Ricoeur
defines identity as a notion which is associated with two different aspects. The
first one being Idem, which is the latin word for sameness[1]l. This facet of iden-
tity deals with characteristics that never change. In other words, identity are the
set of features that persist through time and will keep an entity the same[1]]. The
second aspect defined by the philosopher is Ipse, which is translated from latin
to selfhood|[1]]. This aspect of identity is associated with attributes and charac-
teristics which are resilient to change throughout time. I.e. it is constituted by
features that make someone unique among a set of others[1].

The philosophical aspects of identity are rather complex and sometimes hard
to grasp. There are also other definitions related to the term identity. Chadwick
defines digital identity as A set of characteristics or attributes that can uniquely
identify and distinguish one entity from another in a given context.[2]]. From both
definitions we can derive that an identity is a concept which represents an entity
through features that either make that entity unique or that persist through time.
From this we can conclude that identity allows us to better know other entities
we are interacting with. By gaining this knowledge we can easily separate the
good from the bad, which in turn allows us to establish a foundation on which we
can build trust[3].

The term trust is defined as a firm belief in the truth or ability of someone or
something to perform a task in a reliable matter, in a specific context[4]]. Trust
is an essential aspect and it is the "glue" that holds our society together. If there
was no trust, there would be no cooperation between parties, trade and com-
merce would not be possible and governments would not rule[3].

In figure [I.1]an illustration of the different contextual situations an individual
might find themselves in are shown. Each of the different situations are con-
cerned with different attributes which are disclosed by that individual. Each of
the smaller ellipses are the different partial identities which the individual uses
to represents themselves to other parties[5]. All of these partial identities make
up the complete identity of that same individual[/5].

In our daily lives identity is established through presenting different attributes.
There are two distinct cases between which we need to differentiate. An exam-
ple of the first case is an individual stating that their favorite ice cream flavor is
chocolate. This can be seen as a claim|[3]]. The individual is claiming that choco-
late is their favorite flavor. These types of claims bear no consequences and can
be self-asserted[3]]. However, lets take the situation that the same individual goes
to a car dealership and would like to lease a new car, for which they would have
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Figure 1.1: Contextual-specific partial identities

to make monthly payments. In this situation they cannot simply claim that they
would be able to make the payments. They need an assertion. An assertion is
a confident and forceful statement of fact or belief [[6]. This assertion needs to
be provided by an authority which is trusted by both the potential buyer and the
salesman. In this case the most reputable entity would be a bank. The individ-
ual can go to a bank and request that they issue a statement, based on some
attributes that he has presented to them, which proves that he is able to pay the
necessary monthly amount for the car he would like to buy. This assertion then
needs to be put on a transportable medium. Requirements which are related to
the medium include that it has to be resilient to falsification and it has to explic-
itly state who the issuer is. Furthermore, it should also distinctly present the
object of the assertion. In our case this could be a statement printed on a paper
which is signed and stamped by the bank to prove its authenticity.

Based on above real-life example a complete identity consists of following ele-
ments:

Attributes Descriptive elements of the related identity.

Claims An attribute which have been claimed to be true towards another entity.

Asserted Claims A claim which has been asserted true by a trusted issuer.

Partial Identities A subset of attributes and claims, not containing the com-
plete identity.

Digital Identity

With technological advancements, the Internet has evolved beyond being a digi-
tal environment filled with static content. Additionally, it provides many different
services to its consumers[7]. However, the internet was built without an identity
layer[[6]. This flaw is depicted by a very popular cartoon created by Peter Steiner,
and published in The New Yorker in 1993[8]. The single comic strip features two
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dogs, one of which is sitting at a desk in front of a computer and is speaking to
the second dog, saying - "On the Internet, nobody knows you’re a dog."[8] The
cartoon illustrates the problem that on the Internet an individual can be whoever
they would like to be. In contrast, when we take the same situation, in the con-
text of the physical world, individuals usually have knowledge of who are they
interacting with. Another definition of the problem is presented by Kim Cameron
in [|6]] -"The internet was built without a way to know who and what you are con-
necting to".

Kim Cameron suggests that an identity should be based on claims. The iden-
tity architect defines the term digital identity as "a set of claims made by one dig-
ital subject about itself or another digital subject"[[6]l. He further defines claim
is "an assertion of the truth of something, typically one which is disputed or in
doubt"[[6]. The same parts which are relevant for physical identity are relevant
for the digital identity as well. However, some challenges which are not present
in the physical world are present in the digital.

Identity in the digital realm can be established by providing a claim, however,
the aspect of being always in doubt implies that there are some cases in which
further verification of a specific claim might be necessary[3[l. In other words, an
assertion by a trusted party needs to be provided, analogically to the physical
world example with the car purchase. I.e. there needs to be a party which is
as reputable as the bank, that is able to assert a digital claim. These assertions
need to be packaged in a secure format, equivalent to an envelope in the physical
world. This format has to allow the receiving party of the claim to validate the
issuer of the assertion and also its subject.[3]].

Furthermore, it is important to specify the types of data which are conveyed
with these claims. Kim Cameron states that the claims might convey personally
identifying information — name, address, date of birth[6]]. However, it is impor-
tant to define the term personally identifying information and what are its im-
plications. Additionally, what are the rights does the owner of such information
have. E.g. the owner might not always want to be identified,

According to a recommendation by NIST the general term which constitutes
the different types of information disclosed by the user to the service providers
they use, including the user’s name, electronic and physical address, is PII[9].
The definition of PII given by NIST is any information about an individual main-
tained by an agency, including (1) any information that can be used to distinguish
or trace an individual’s identity, such as name, social security number, date and
place of birth, mother’s maiden name, or bio-metric records; and (2) any other in-
formation that is linked or linkable to an individual, such as medical, educational,
financial, and employment information". The phrase to distinguish an individual
is associated with the process of identifying a specific entity through the use of
their personal information. The term trace refers to the process of performing a
series of actions which can then allow the process to be able to make definitive
conclusions on the specific individual’s status or activities[9].
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GDPR (General Data Protection Regulation) describes and addresses PII, how-
ever they have coined the term by using a different naming convention - personal
datal10]]. The definition of personal data is - any data that directly or indirectly
relates to an identified or identifiable natural person.[10]], further presented in
section [3.1.1] Furthermore, the term identifiable natural person represents an
individual who can be identified directly or indirectly in reference to an identifier.
Such identifiers include name, location, and other factors that are closely related
to the physical, psychological, cultural, social and economic identities[10]. Fur-
thermore, the regulation defines two primary categories which both fall under
the term personal data - common and sensitive[[10]]. The terms which fall into
the latter category are the different factors such as racial or ethnic origin, politi-
cal opinions, religious or philosophical beliefs and others[[10].

1.1.2 Management of Digital Identity

Before introducing the different flows which are associated with the process of
managing a digital identity, a definition of the different actors which participate
in the flows described in the latter parts of this subsection is presented[11]:

The User A person who uses an information system and its resources for any
purpose.

The Identity Provider A service entity which creates, maintains and manages
identity information for users and provides user authentication on behalf of
other service providers.

The Service Provider A system entity that decides whether or not to take an
action based on information provided by another system entity - e.g. an
Identity Provider.

So from the above identified digital identity and what it contains, how does
individuals manage it in to days world? There is two main ways individuals dis-
tribute their identity to services providers online - also dictated by the needs of
the service provider. In the first case the individual communicate solely with the
service provider and the conveying of claims is happening explicitly between the
two entities[11]].

The second case is when the SP needs some claims to be asserted by a trusted
issuer. Introducing the need of providing assertions by a trusted party means that
there is a third entity that is involved in the flow when a user is interacting with
a service provider - An Identity Provider. In figure[I.2]the flow of information be-
tween the three primary actors are illustrated. First there need to be established
a relationship between Identity Provider(IdP) and Relying Party(RP). When the
User initially interacts with the RP (1), the RP will specify IdPs which it trusts to
assert claims. The User will then go to one of the IdPs - one the User trusts - and
ask for asserted claims for the RP, (2). After receiving the asserted claims, the
User will take these to the SP, (3).
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Figure 1.2: Current Identity Management Flow.

Furthermore, Kim Cameron, Microsoft’s Identity Architect, defined the Laws
of Identity[[6]. These laws need to be complied with in order for an identity
management system to be deemed good:

People should be in control of how the disclosing of personal information is
done, similarly to the physical world.

The amount of information which is being disclosed should be sufficient
for the purpose it is released for and the entities which are receiving it
should be only the ones who need it. Furthermore, additional details and
information should not be kept for a longer period than necessary.

The user should be given a choice of terms and conditions over who pro-
vides their identity information

It should not be possible to link up all of the aspects which describe how is
an individual behaving on the Internet.

The different devices and technologies which are utilized should offer the
same kind of identity controls to the user.

The system should incorporate mechanisms which ease the process of human-
machine communication.

Users are able to experience a consistent experience throughout different
contexts of use.

The absence of the identity layer on the Internet has made it necessary for
service providers to find their own solutions to how will their users be identified.
These solutions included the users filling in forms with personal information and
other attributes such as name, date of birth, address and so forth. The com-
bination of these attributes can then be used to identify each of the individual
consumers of the service providers. However, this process resulted in every indi-
vidual creating a multitude of identities which are scattered around the Internet
for various services, all pointing to the same entity. For the users, the manage-
ment of these scattered identities is extremely challenging.
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1.1.3 Privacy Issues

The following section presents an introduction to the term identity and its differ-
ent concepts and definitions. Furthermore, we will present the various aspects
when it comes to dealing with identity in the digital realm.

There were also certain drawbacks to the aforementioned model. Most of
them are related to conflicts with the laws of identity, defined by Kim Cameronl[6].
The most crucial aspect that they breach is privacy. We have defined the term
identity and have outlined that it is essential to building trust. However, there
is another concept which is closely related to identity - privacy. The definition
of the term privacy that we are going to refer to in the context of this report is
Privacy of a physical entity is the result of negotiating and enforcing when, how,
to what extent, and in what context which of its data is disclosed to whom[12].

In the last decade different events revolving around privacy have occurred,
which dramatically changed the situation regarding the awareness of the general
public. One of the most notable events is the revelations of the former govern-
ment contractor - Edward Snowden[1 3], which made people all around the globe
conscious that consumers of services need to concern themselves with how their
data is being handled and is it used for only the intended purposes for which they
have provided it initially.

From the revelations made by Edward Snowden it was obvious to that there
was no user consent and control. The services did not comply with the require-
ments of minimal disclosure for a constrained use. The spectrum of information
that was collected by services was so wide that some people might ask why did
the parties involved need all of this data. Furthermore, some of the actors that
were in the middle of these occurrences were unknown until the very last minute
which is, again, going against one of the laws suggested by Kim Cameron - Jus-
tifiable Parties. Furthermore, the systems did not consider the use of Directed
Identities law which would reduce linkability. In other words the information
and identifiers should be used in such a way that there would be no possibility
to distinguish a specific entity based on a set of attributes or a partial identity.
However, the way they did it was actually the opposite - the design choices made
favored linkability. Furthermore, there was overexposure of data. This meant
that everytime the user went to an IdP that entity could register the different Re-
lying Parties that the individual is interacting with. Moreover, the RP usually gets
too much information which can pose additional privacy risks associated with the
identity of the user[14].

Other problems which did not subside include phishing - in the case when
users are being unable to differentiate or are being lied to about the genuine of
a website this resulted in them authorizing a malicious service access to their
attributes. Additionally, a type of credential harvesting attack which is executed
on a larger scale is pharming - this includes redirecting the traffic of a website to
another fake cite. This allowed criminals to perform identity theft[15]].



Chapter 1. Introduction 8

Furthermore, user tracking, which is done through cookies, logs and primar-
ily the smart devices they use, has proved to be a great breach of privacy. An
investigation done on the different applications used on both Apple Smartphones
and Android Phones shows that out of a total of 101 popular mobile applications
tested 56 of them transmitted data to unknown parties without the user being
notified or agreeing to this data transaction[16[]]. These findings unveil how much
other parties actually intrude our privacy. Another recent event which occurred
was the Facebook scandal[]17]. This showed us that the personal data of the in-
dividuals has become a currency for the bigger corporations. However, these
events have not gone unnoticed by the public and people are becoming more
aware of what is happening around them. Different statistical studies have been
conducted which support this statement. One of them showed that people are
concerned about their privacy, however, they are not knowledgeable enough in
order to do anything about it[18]. Another study carried out in the US shows
that 96 percent of internet users in the US fear an attack on their privacy and
personal attributes by hackers[19].

1.1.4 Challenges and Issues

From above the following is considered problems and challenges regarding the
current models of individuals managing their digital identity:

Disclosure of Information The current models have limited support for the
user to choose the exact claims given to service providers. This relates
to both how many claims is need as well as the information in the claim.
E.g. if the SP need to know if the user is over 18, they do not need to know
the exact birthday.

Validity of Claims As the use of Social IdPs are very popular, the validity of their
asserted claims can be questioned. E.g. creating an account on Facebook,
one can enter whatever name, mail, etc. they want.

Linkability With a centralized IdP the user are able to be linked between differ-
ent service providers using the same IdP. Multiple SPs can correlate on the
IdP unique identifier and construct a more complete identity of their users.

Scattered Identities Instead of the individual having a complete identity, the
user have multiple scattered identities. This presents a big problem in man-
aging all these identities and the attributes in them. Resulting in SPs having
having old data and the individuals not having a single place for updating
their attributes.

IdP knowing too much Due to the IdP asserting to claims for multiple SPs they
will know which services the user is consuming.

Missing Support for Partial Identities Following the example of the physical
world where the user can represent themselves in a different manner de-
pending on the context, this aspect has not been reflected in the digital
world.
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No Consent Management Current models do not provide the user with con-
sent management, meaning they have no chance of knowing who has their.
This also means that the possibility of revoking consents is limited.

These current challenges and issues are regarded as contradicting Kim Cameron’s
Laws of Identity, which means the current IdM systems are failing.

The year 2018 marks an important objective for data privacy and security
in EU countries. In May, the General Data Protection Regulation becomes active
and this will change the way people share their personal data across the web[10].
In addition, the different participating organizations, such as IIW[20]], have been
working on changing the way identity management is done and there appears to
be a light at the end of the tunnel - that light is called Self-sovereign identity.

1.1.5 Self-Sovereign Identity

As the digital identity has evolved through time and complication with managing
them, a new concept called Self-Sovereign Identity(SSI) has emerged. The term
is not necessarily new, but the definition and importance of it is current. As
one of the first mentions of the concept and proposed definition, was done by
Christopher Allen, Co-author of TLS Security Standard, in blog post. In this post
he describe the evolution of digital identity and propose this term[21]].

"Self-sovereign identity is the next step beyond user-centric identity,
and that means it begins at the same place - The user must be central
to the administration of identity." - C. Allen[21]]

When looking at the evolution of identity, C. Allen stated that the time for self-
sovereign identity is now. He defines the concept by stating ten principles:

Existence Users must have an independent existence

Control Users must control their identities

Access Users must have access to their own data

Transparency Systems and algorithms must be transparent.

Persistence Identities must be long-lived

Portability Information and services about identity must be transportable
Interoperability Identities should be as widely usable as possible
Consent Users must agree to the use of their identity

Minimization Disclosure of claims must be minimized

Protection The rights of users must be protected.

The post concludes by stating that these principles and definition should be
looked at as starting point for discussion. Together with Shannon Appelcline,
C. Allan constructed below definition for a Rebooting the Web Of TrustE] design
workshop back in the fall 2017:

1See section m
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Self-sovereign identity is centered on a person, free from dependence
on any corporation, organization, or nation-state.[22]]

The SSI concept targets identity providers and mangers. It introduces a set of
goals or ideals that should be achieved by the new-coming identity management
systems.

The question that comes to mind, following this discussion, is how would an
Identity management provider (system) follow and implement these goals. With
the complexion of digital identity, the challenges of trust and the defined new
objectives, how do we create the next generation of identity that can benefit the
general public? These were the major question that this report investigates. In
the following section we introduce concrete problem field that defines the scope,
research and direction of this paper.

The regulation also defines an identifiable natural person as one who can bei-
dentified directly or indirectly in particular in reference to an identifier. Examples
of identifiers would be name, location, identification number. Also, other factors
related to health, bio-metrics, cultural and social identity can identify a person
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1.2 Problem Description

In this section we will present the problem field and problem definition of the
paper. This is based on the challenges defined in the preceeding section, as well
as principles of self-sovereign identity(SSI). As a general problem formulation
that defines the research objective, we propose:

How can individuals manage their digital identity via a modern
identity management solution that utilizes the core principles
of SSI and ensures that user rights are protected as specified in
the GDPR?

This research question is divided into smaller sub-questions, which are pre-
sented below. Each of these sub-problems/questions identifies key area that
builds to the general problem formulation. Answering them contributes to the
solution of the main research question and enables us to gain more elaborate
insight into the challenges and problems that need to be addressed:

1. What architecture/ecosystem can enable the independent existence and
persistence of a digital identity?
An identity management solution or provider is rarely a single standalone
unit. Usually, it is part of a bigger architecture or ecosystem that enables
specific flow or functionality. We have presented, thus far, how the cur-
rent model works and by asking this question we aim at investigating what
relevant research and ideas are developed that could enable an ecosystem
where an identity solution can be build to achieve the SSI principles.

2. "How can we enable the user to have control over the management of their
identities and minimize the disclosure of claims?"
A core part of any identity management solution is the actual structure,
storage and overall life-cycle of the data that is processed. Answering this
question will help us understand what requirements have to be met in order
to structure, store and provide the user’s identity data.

3. How can the user provide asserted claims in a well-defined way to service
providers?
Another important aspect of data provision is its data-structure. In order for
computers to exchange data and enable services, a machine-readable for-
mat and structure has to be established so that user agents can seamlessly
transmit data to requesting parties. The answer of this research question
should give us more insight into how to transmit, form and validate identity
transactions between the different parties. For example, how technically
would the user data be provided to interested service providers?

4. What are the privileges granted to the individual by GDPR and how can
these be facilitated by the identity management system?
As GDPR is being introduced, the dynamic between a consumer(user) and
a service provider is being changed. Service providers now have to support
newly given rights to the user and more explicit consent flow. The answer
of this question aims at establishing necessary rights and requirements that
the service provider needs to support in regards to the user. The relevance
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to the identity management system, comes from the idea that users would
use the identity management solution to interact with the service provider.
For example, user uses the identity management system to create and pro-
vide identity data to a specific service.

After introducing the problem field, we now have to scope the project. In the
following section we present the scope and delimitation, chosen for the research.
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1.3 Scope & Delimitation

In order to efficiently be able to answer the aforementioned questions and com-
plete the objectives different delimitations need to be defined.

1.3.1 Scope

1.

Only partial requirements and implementation will be made, so that proof-
of-concept can be established

. The identity management solution will be analyzed in accordance with spec-

ified scenarios

. The identity management solution will consider the transaction of identity

data between a Service provider and a User. Any additional cases of inter-
action will be omitted.

4. No user involvement will be present during the development cycle.

1.3.2 Delimitation

1.

Due to time restrictions a full-scale implementation of the system will not
be possible.

. Some of the standards discussed will only be reviewed, but not imple-

mented.

It is assumed that internet connectivity is always available so no reasearch
and discussion on how will the system.

. Due to the scope of prototype, we employ platform specific frameworks and

programming languages that we are familiar with.
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1.4 Reader’s Guidelines

The report is constituted by a total of 8 chapters. The first chapter sets the scene
with an introduction to how identity and trust are established and what are the
associated problems with the employed model. Furthermore, a proposed emerg-
ing concept which solves all of the problems is presented which is used as a build
up to the problem formulation addressed in the report.

The second chapter presents the methodological structure and approach which
was taken when dealing with the problem at hand. It specifies how has the re-
quirement elicitation is done and the development approach followed and the
different tools. It is important to state that the structure presented in this sec-
tion does not follow the structure presented with the methodological process.

The third chapter reviews the associated literature which needs to be taken
into consideration. This includes information about the General Data Protection
Regulation and all of the current drafts, and their respective authors, of differ-
ent specifications which are necessary to enable us to achieve the SSI concept.
Furthermore it presents the current market products which have either been de-
veloped or are a work-in-progress which are yet to establish themselves.

The forth chapter encapsulates the analytical process executed with all of the
different aspects which need to be considered in order to be able to complete the
different principles defined by the SSI concept and also other implications, e.g.
the implications associated with the GDPR.

The fifth chapter presents the design process of the proposed solution to the
stated problem formulation.

Furhtremore, the sixth chapter describes the development process and the
implmentation steps that we have gone through in order to create a proof-of-
concept of the proposed system.

Chapter seven discusses the different challenges and aspects which have not
been considered in-depth throughout the project.

Finally, chapter eight concludes the report. It presents a discussion which
encapsulates how well have we answered the defined problem formulation and
its associated supplementary questions.
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Chapter 2

Methodology

As a limited time project, the result is not to have a complete system imple-
mented. The main focus is on the requirements for such an identity management
system and how it can solve some of the current shortcomings of IdMs presented
earlier in the background, section|1.1

Note that this project is being developed as a generic product, as the software
specification is solely controlled by the authors of this report[23]]. This means
the requirements for the system design are not identified in cooperation with a
customer.

For these needs, the engineering spiral by I. Sommerville [23]], presented in
figure [2.1] could be a good fit. This spiral illustrates and describes how the
process of collecting and identifying requirements can be facilitated. The use of
such spiral model accommodates requirements at different levels of detail[]23]].
This fits together with an agile development process which can be used during
the prototyping phase. For this project the spiral is divided into two initial main
phases, which should not be seen as linear. These phases are illustrated in the
figure with two colors dividing the spiral - Red and Blue. The model allows for
iteration, which means that we will use iterative process, moving around the
spiral. Note, the last part of the spiral - "Reviews" would include a customer
reviewing defined requirements, we will omit this part since it falls outside of
our scope.
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Requirements
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Feasibility
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Document

Figure 2.1: Requirement engineering process|[23]] with two main
phases.

The red colored "first" phase is referenced as the research and requirement
elicitation process. This is to establish general business knowledge of the area
this project concerns and specify the user requirements for such a solution. Hav-
ing some basic user requirements defined, this project will move into the "sec-
ond" phase. Note that the wording ’first’ and ’second’ referencing the phases is
in quotations, since it can loop, e.g. "first" phase the becomes third and so on.
The second phase is where developing is happening, and this project will try to
follow a more elaborate agile developing process to further identify requirements
whilst building a product.

2.1 Research & Requirement Elicitation

The ‘Business Requirement Specification’ and ’Feasibility Study’ are the begin-
ning of this initial phase of the project. Here the focus is on gather knowledge
and understanding of the high level "business" - domain knowledge - and look at
the state-of-the-art. This is doing research on the basic idea of what the imag-
ined system should be able to do. By looking into each of the research questions,
presented in section [I.2] current solutions, technologies, standards and other,
relevant work will be evaluated. For this part of the phase desktop/secondary
research will be done. Mainly collecting and evaluating relevant material which
can help answer the research questions.
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Once establishing what is feasible, the ‘User Requirement Elicitation’ can be-
gin, which should conclude in an initial 'User requirement specification’. The
basis of the elicitation will be based on user scenarios describing the use of the
imagined system, combined with the material researched earlier. The involve-
ment of potential users is deliberately kept out, since the benefits in this initial
phase are low. These scenarios would also assist in scoping the functionality of
the system. Additional rounds in the spiral could result in additional scenarios.

2.2 Development

As the second phase of the spiral includes prototyping and specifying the System
Requirement, this project will use an agile development process to assist. The ini-
tially identified user scenarios and requirements will be used as a starting point,
but as the spiral progresses they could be subjected to changes. To facilitate the
agile process will use a mixture of concepts from various methods [[23]:

« Initial architectural design of the system, containing the main components.
* Design, implementation and testing is intertwine.

* Simple design, meaning design is done when needed and to a minimum. IL.e.
no complete or extensive design, since are very much subject to change,
based on implementation.

¢ Small releases and incremental planning. Meaning useful functionality is
delivered more often and therefore could help identify further requirements.

2.2.1 Use of UML

As a toolbox to assist in the development of the software UML is used. Unified
Modeling Language consists of a standard way of constructing diagrams to help
in the process of developing and documenting[24]]. In this report especially se-
quence and class diagrams will be used at different levels of the process. Use
case diagrams will also be used to help map the functionality provided by the
actors.
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Chapter 3

Research

The following sections will provide insight and description of the different con-
cepts and already existing solutions which need to be reviewed. This is done so
that the different objectives, previously stated in section[I.2] can be achieved. By
reviewing the different solutions and exploring the concepts applied within the
area of our project we will be able to identify the different problems and solu-
tions, relevant to the problem statement. The chapter is divided into three parts.
The first part introduces GDPR and organization that work in the field of SSI and
identity management. These organizations also produce a variety of projects,
most relevant of which are presented as a follow up in the second section of this
chapter. Finally, we review state-of-the-art solutions that employ SSI principles
and provide identity solutions similar to the problem statement.

3.1 General Data Protection Regulation

The processing of personal attributes and data concerning users are going to be
regulated by the EU General Data Protection Regulation (GDPR)[10]] as of 25th of
May 2018. This means the service providers will need to meet certain restrictions
and requirements presented in the GDPR, when handling such personal data. In
regards to the problem statement, we have to examine what exactly GDPR is,
what rights does it introduce for the user and what the service providers need to
consider.

In this section relevant material within the regulation is presented in regards
to help answer research sub-question 4| presented in section (1.2

3.1.1 GDPR Definitions

The following list defines the entities that GDPR identifies when personal data
transactions occur.

Personal data Any data that directly or indirectly relates to an identified or
identifiable natural person (data subject).

Controller The entity which alone or in unity with others establish the purpose
and means of the processing of a data subject’s personal data.

Processor An entity which processes personal data on behalf of the controller -
could be the same entity as the controller.

Consent A consent of the data subject, is a freely given, specific and unambigu-
ous statement of how his/hers data should be processed.
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3.1.2 Obligations for Entities

The above listed controller and processor have certain general obligations, which
are described in chapter 4, section 1 of the GDPR[10]l. Below some of these are
presented.

Controller

The controller has the primary responsibility of insuring that the processing is
happening in compliance to the GDPR. The controller has to make sure that all
of the requirements for storing, protecting, exporting and transmitting personal
data are met. Furthermore, the controller is to enforce data-protection by design
and by default. The controller, in practice, is usually any service provider that re-
quires personal data. In some cases, a controller could send data for processing
to another controller. When such instances are present, the two controllers need
to establish clear responsibilities and rights in regards to the processing of data.
Overall, if an entity is assuming the role of a controller, it has to make sure that
all of the processing is in compliance with GDPR [10].

In addition to that, the controller can provide data to processors. In the case
of a controller wants to appoint a processor, an agreement has to be made that
ensures the privacy and lawfulness of the processing. This means all processing
must implement appropriate technical or organizational measures to ensure the
protection of the rights of the data subject. The appointed processor must not,
without the knowledge and authorization of the controller with another proces-
sor. Finally, the appointment of a processor shall be done in form of a binding
written agreement, which states that the processor have certain responsibilities.
These must as a minimum include stipulations specified in Article 28(3).

Processor

As already stated, a processor is appointed by a controller, and he is to follow the
instructions established mutual agreement agreement. If the processor should
fail to comply, i.e. act on their own, the GDPR specifies that "the processor shall
be considered to be a controller in respect of that processing" [[10].

Consent

As the definition of a consent outlined above implies, a consent is a description or
agreement between a controller and a data subject of how the controller may pro-
cess data relating to the data subject. Article 7 of GDPR declares four Conditions
for Consent:

e The controller must be able to demonstrate that the data subject has given
consent

e The request for consent shall be presented in a clear and unambiguous
manner

¢ Withdrawal of a consent by the data subject must be possible
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¢ The performance of the contract is not conditional on the data subject given
consent.

When developing an identity management system, it is important to consider
the GDPR since the identity management system could be viewed as a controller
(depending on the use case), which would result in additional requirements. Fur-
thermore, the identity management is an enabler for the user when he provides
data to services, hence the identity management must be able to support the new
user rights e.g. the right to be forgotten. This is one of the most relevant parts
that GDPR outlines for our problem definition.

3.1.3 GDPR Data Subject Rights

As part of the problem statement, we set as an objective to find what privileges
the GDPR defines for users and try to outline and provide them as part of a
solution to the problem. As explained in the GDPR regulation [|[10] there are
several rights defined:

e The right to be informed.

* The right of access.

¢ The right to rectification.

e The right to erasure.

* The right to restrict processing.

» The right to data portability.

* The right to object.

* Rights in relation to automated decision making and profiling.

We will not consider supporting all of the listed rights, but will instead try and
analyze those who are relevant to the data and identity - The right to rectifica-
tion; The right to erasure and The right to be informed. These are the core rights
that we view as most important. They reflect the right of the user to have privacy
and also remove unwanted trails.

In the analysis we will elaborate on them, as we will explore how can they be
supported within the context of SSI and identity provisioning.

3.2 Relevant Work

After presenting GDPR, in this section we introduce the relevant entities - founda-
tions, government bodies and working groups working in the area of identity and
data privacy. The activities of these entities are relevant to our aim of developing
SSI identity management solution.
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3.2.1 Rebooting Web Of Trust

This is a workshop that takes is upon itself to reboot the web-of-trust concept
in the context of self-sovereign identity networks[25]]. The workshop deals with
various technical and conceptual problems of how to enable web-of-trust identity
systems. The relevant projects to the problem at hand are[26]:

¢ Decentralized Identifiers (DIDs)
* Decentralized Public Key Infrastructure (DPKI)
¢« JSON-LD

These projects are enablers of trust in decentralized networks. We will later
dive deeper into what exactly they do, but it is important to note that they were
developed with the idea and principles of SSI, hence they are deemed relevant.

3.2.2 Kantara Initiative

Kantara is a global non-profit organization that strives to give control of the data
back to the users[27]l. They are the people behind the User Managed Access[28]]
and the GDPR-ready Consent Receipt specification. The working group behind
the GDPR-ready Consent Receipt specification is the Consent & Information Shar-
ing Work Group and they aim at changing the way users consent to data dis-
closure. With the GDPR in place, the consent receipt standard can be used to
standardize a consent format that is GDPR compliant.

3.2.3 Decentralized Identity Foundation (DIF)

The Decentralized Identity Foundation is constituted by a variety of working
groups that aim to resolve issues in regards to decentralized identity[[29]]. One
of the most notable is called "Identifiers, Names, and Discovery" which has as
an objective developing papers, protocols and standards that would allow the ex-
change, look up and publishing of unique identifiers for peers who participate in
the network. Another important working group is "Storage & Compute". They
focus on the storage and management of personal data so that the identity owner
retains maximum control. You can view their objective as building a decentral-
ized identity ecosystem. One of DIF’s most notable projects which are relevant
to the project is the Universal Resolver[29]. Another project on which the organi-
zation is working on that is relevant for the report is DIF Identity Hub[29]. Both
concepts are reviewed later in sections[3.3.2] and [3.3.3| respectively.

3.2.4 World Wide Web Consortium

W3C is a an organization made of different actors which has the task of synchro-
nizing and developing web standards[About W3C, |30]]. One of the most notable
project that is being developed by them is called Web Authentication API[31].
Web Auth API enables a new user-friendlier way of authenticating consumers in
the web ecosystem. For more details please refer to
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3.3 Relevant Tech & Standards

This section will present technologies, standards and specification produced by
entities presented in previous section. The technologies and standards presented
here will elaborate more how SSI principles can be facilitated. We will also intro-
duce the concept of decentralized networks which are later described in section

B.4.2

3.3.1 Decentralized Identifier

Decentralized identifiers are a key concept in the SSI solutions and emerging
frameworks like Sovrin, Veres One and Uport. These DID represents, as their
name suggests, decentralized unique identifiers and their publishing, reading,
updating and revoking is done via a Decentralized Public Key Infrastructure or
DPKI. In PKI, certificates are issued by trusted third-parties and are used as form
of identity proof. In DPKI there are no trusted third-parties (hence decentralized)
and instead of certificates, it relies on unique global identifier strings called DIDs
for short. DID is a draft specification defined by W3C [|32] and it is a key-value
entry of an identifier (DID) and a document (DDO) containing meta-data about
the DID.

Listing 3.1: Example of DID Document [32]]

-~

"@context": "https://w3id.org/did/v1",
"id": "did:example:123456789%9abcdefghi”,
"publicKey": [{
"id": "did:example:123456789abcdefghi#keys-1",
"type": "RsaVerificationKey2018",
"owner": "did:example:123456789abcdefghi”,
"publicKeyPem": "----- BEGIN PUBLIC KEY...END PUBLIC KEY----- .
H,
"authentication": [{
// this key can be used to authenticate as DID ...9938
"type": "RsaSignatureAuthentication2018",
"publicKey": "did:example:123456789abcdefghi#keys-1"
3,
"service": [{
"type": "ExampleService",
"serviceEndpoint": "https://example.com/endpoint/8377464"

}

In listing the example of a basic schema is presented of how a DID record
could look like [32]]. Usually these key-value pairs would be written on a de-
centralized database (ledger) and can be used by peers. The DDO contains a
mandatory element "@context" which has to be the same for every DID in the en-
vironment. It structures the data in a recognizable way and allows for better de-
velopment of machine-to-machine communication. The next important key-value
pair to notice is the "publicKey". This key specifies the public key of the owner
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of the DID [32]. This is very similar to the way certificates contain public keys
of their respective owners. The "authentication" field is optional but it contains
public keys that can be used as proof of ownership if additional authentication
is required. Finally, the "serviceEndpoint" is a web address where a requesting
peer can communicate with the DID owner.

On a more general note, every DID has a public-private cryptographic key
pair [32]]. The ownership of a DID is proven by cryptographic algorithms that
relies on a secret private keys, which only the owner of the DID has. Thus, in
order to ensure trust and reliability, the DID owners need to protect their private
keys. Furthermore, the DID specification also supports revocation and recovery
of keys which is very useful in case of security and trust compromise.

DID method specification

DIDs are designed to be used in decentralized networks as identifiers and as such
they have to be published, changed, queried or deleted. Since different networks
implement the specification, there will be, in theory, different implementations
of the CRUD operations regarding the DID. These implementations are called
method specifications [[32]]. At minimum the method specification must be able
to define the following attributes:

The DID method name.

The ABNF structure of the method-specific identifier.
* How the method-specific identifier is generated or derived.

* How the CRUD operations are performed on a DID and DID document:

This format is essential for every network. The DID method name defines
the namespace of the network while the ABNF specifies a structured language
for bidirectional communication protocol. In addition, the specification need to
define how can unique DIDs can be created and what format is supported in the
CRUD operation requests.

3.3.2 Universal Resolver

This relates to the solutions/networks presented in section The identity
foundation have defined the standard for the universal resolver. The aim was to
develop a software unit which takes a valid DID as input and resolve it to a DDO.
Universal resolver is specifically developed to work for decentralized identifiers
and it can work with multiple different networks[33]]. It solves the problem, es-
tablished in the previous section [3.3.1} of different networks having different
method specifications.
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Figure 3.1: DIF’s Universal resolver for DID.[|33]

As seen in [3.7] the universal resolver can have different drivers for each net-
work and use them to apply different CRUD operations[33]l. The most important
note is that this resolver can be used as a service by other clients to enable the
use of decentralized networks without the need for the clients to directly consider
network specific requirements. The Universal Resolver directly enables data for-
mats like Verifiable credentials and protocols like DIF’s Hub protocol [|33] which
are later discussed in this chapter.

Overall, with the development of more and more Self-Sovereign Identity net-
works and services using decentralized identifiers, the universal resolve becomes
more and more potent.

3.3.3 DIF Identity Hub

Much of the data of the users nowadays resides in the cloud. However, there
is a need to make it more secured, highly available and put under the absolute
control of its respective owner. This has brought the need for an interoperable
protocol, which allows easy management of digital identity credentials, recovery
and management of cryptographic keys. The Identity Hub is a potential solution
to all of these problems [34].

An Identity Hub is a concept developed by the Decentralized Identity Foun-
dation[29]. It is important to state that the Identity Hub is a work in progress
which is subject to change, in other words some of the requirements which will
be stated in the latter parts of this section may be changed at the time of reading.

The requirements stated in the introductory paragraph of this section com-
prise a small fraction of the total requirements elicited so far by DIF. The idea
behind the hubs is to be central tools which allow the users to securely store
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their data on them and have control over with whom it is shared [34]l. DIF de-
fines each hub as a data store, owned and signed by an identity, which can be
made accessible by using a globally recognized API format. The following re-
quirements have been listed so far[34]:

* One DID to Many Hub Instances - This requirement revolves around
the idea that a single identity owner may have one or multiple instances of
an Identity Hub and all of their instances must be addressable through a
URI mechanism which is linked to the individual’s identifier. The different
instances have to sync states.

* Syncing data between Hubs - Different hub instances, belonging to the
same identity owner, must be able to seamlessly sync data. At the time of
this project a protocol which would suffice the needs for this functionality to
be made possible is still in the phases of definition and selection, however,
DIF states that it should be relatively easy to have this range of capabilities
implemented on top of any NoSQL datastore.

¢ Hub data serialization and export - The data contained in the hubs
should be easily serializable. The goal of this requirement is to allow the
consumer to maintain full control over their data by giving them the free-
dom to migrate whenever they want.

Another requirement is that each hub needs to have a well-known endpoint,
which will allow different web servers to interact with these Identity Hubs. Fol-
lowing the URI specification[35]l, DIF states that a path to the different hubs
should abide the following format :root/.identity [34]. In the root will represent
the path to the specific Hub. Furthermore, it is important that the different links
which are representing a path to an identity owner’s specific attributes do not
depend on a specific hub instance. In order to achieve that DIF presents the fol-
lowing URI scheme hub://did:foo:123abc/ . By utilizing this schema it will allow
services to look up the different instances of an entity’s hubs via that entity’s DID
and then access the hubs via the specific Service Endpoints which are contained
in the identifier itself, as reviewed in section [3.3.1] (DDOs).

Furthermore, the draft of the specifications state that the process of authen-
ticating different requests will follow the DIF/W3C DID Authentication scheme
[34]]. Additionally, DIF defines some specifications which apply for each respec-
tive Identity Hub’s API, allowing a higher level of security and privacy to be
maintained, which are also requirements set by the self-sovereign identity con-
cept, as discussed in section Moreover, the specifications outline a set of
interfaces, the idea behind which is to make the common interactions concern-
ing an individual’s digital identity easier. Another important aspect which needs
to be stated is that the format of the request URLs which are made towards a
target’s Identity Hub will not follow a REST-based schema, due to having differ-
ent types of data presented under the form of strings the request URL[34]]. The
schema for requests is one which allows encapsulation of the requested objects
which provides the necessary protection against different third party observers.
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The schema used for structuring the data,as presented in the examples below,
within the identity hub is specified by Schema.org. Furthermore, each Identity
Hub has a profile object which describes the owner of the specific hub.

An example is given of a request format message, the type of which is about
the profile of a specific entity owner.

Listing 3.2: Example of a request to the Identity Hub[34]

1 {
2 iss: 'did:foo:123abc’,
3 aud: 'did:bar:456def’,
4 "@type’: 'Profile/Request’
5 }
And the respective response to the aforementioned request which is defined
using the Person schema, defined by Schema.org.
Listing 3.3: Example of an Identity Hub’s response of arequest[34]]
1A
2 "@type’: 'Profile/Response’,
3 response: {
4 requestHash: HASH_OF_REQUEST
5 },
6 payload: [{
7 "@context": "http://schema.org",
8 "@type": "Person",
9 "name": "The Dude",
10 "description": "That'’s just, like, your opinion, man.",
11 "website": [
12 {
13 "@type": "WebSite",
14 "url": "http://www.thedudelovesbowling.com/"
15 }
16 15
17 "address": {
18 "@type": "PostalAddress",
19 "streetAddress": "5227 Santa Monica Boulevard",
20 "addressLocality": "Los Angeles",
21 "addressRegion": "CA"
22 }
23}
24 }

However, it is important to note that DIF gives developers a degree of free-
dom in terms of a data schema selection by stating that the profile object should
use any schema and object that will best depict the entity owning the hub.

The Identity Hub is a concept which extends the idea of a fungible cloud that
will empower the user to navigate and steer their digital identity in a way closer
to true Self-sovereign identity.
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3.3.4 Linked Data, JSON-LD & Schemas

The term Linked Data, was coined by Sir Tim Berners-Lee in the year 2006[36],
and the idea behind it is to create standards-based interpretable data access
multiple documents and domains. It enables an application to begin at a Linked
Data object and follow links within to other Linked Data.

JSON-LD

JSON-LD, which stands for JSON for Linked Data, is a lightweight syntax to pro-
duce Linked Data in JSON[37]. Compatible with JSON, it introduces minimal
changes and can be used as a way to "disambiguate keys shared among different
JSON documents by mapping them to IRIs via a context"[37]]. This mean a with
JSON-LD the properties in a JSON object can have a contextual meaning. In the
example below a simple JSON-LD with inline context definition is listed.

Listing 3.4: Example of JSON-LD with inline context definition[37].

{
"@context": {
“name": "http://schema.org/name",
"image": {
"@id": "http://schema.org/image",
"@type": "@id"
b
"homepage": {
"@id": "http://schema.org/url",
"@type": "@id"
}
H
“name": "Manu Sporny",
"homepage": "http://manu.sporny.org/",
"image": "http://manu.sporny.org/images/manu.png"
}

In above example the 'name’, ’homepage’ and ’‘image’ is put into context of
schema.org’s definition. Meaning, the reader (human or machine) of this JSON-
LD will know what these property means. This could be useful when communi-
cation between two entities happens for the first time. This could be between
service provider(SP) and user, where the SP defines some required information
from user - i.e. specific claims.

Schemas

As above example, using JSON-LD can be used for conveying the context of a
JSON object. But when two entities are communicating and one of them dictate
a context, it would be nice if the other had knowledge about that context. E.g.
the sender can dictate the context of a message, but if the receiver does not
know that context, the message will not make sense. So it would be beneficial if
the context specified in a JSON-LD would be something must readers would un-
derstand. This is where a common defined schema is needed to explain certain
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contexts.

Example of a popular schema is Schema.org, with founding members such as
Google, Microsoft, etc.[|38] Schema.org is a "..collaborative, community activity
with a mission to create, maintain, and promote schemas for structured data
on the Internet"[|38]. As simple example of the use of the Schema.org Person
schemaE] in a JSON-LD is shown below.

Listing 3.5: Example of the use of Schema.org in a JSON-LD docu-
ment[38].

"@context": "http://schema.org",
"@type": "Person",
“name": "George Bush",
"disambiguatingDescription": "41st President of the United States"
"children": {
"@type": "Person",
"name": "George W. Bush",
"disambiguatingDescription": "43rd President of the United
States™

3.3.5 Decentralized PKI

The Rebooting Web of Trust organization has proposed a concept named Decen-
tralized Public Key Infrastructure. However, in order to understand why there is
a need to introduce the decentralized aspect, a definition of PKI needs to be done.

Communications and interactions happening in the digital domain are se-
cured through the successful and safe exchange of public keys. The sender uses
a recipient’s public key to encrypt the necessary information, so that the recipi-
ent can decrypt the sent information by using the corresponding private key[39].
However, there is a missing element in this schematic. There is an absence of a
mechanism to establish trust and proof of identity. This is the type of problems
that the Public Key Infrastructure solves[|40]. PKI involves the use of certifi-
cates and trusted third parties. PKI consists of different software and hardware
components which allow such trusted third parties to validate the integrity and
ownership of these public keys[41].

In a white paper provided by Rebooting the Web Of Trust organization they
introduce the concept of DPKI. Furthermore, they go on to state that this decen-
tralized approach aims to resolve the issues which have "plagued" the traditional
PKI[42].

Identities belong to the entities they represent. [42]

lSee|http://schema.org/Person.
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One of the problems which is outlined in [[42] is that there is a single point of
failure in the traditional PKI. An example they provide is a web hosting company
which does the key management for all of their clients and save it in their own
repository. This poses a potential security risk, because that repository if com-
promised can result in breaking the security of the websites whose keys are in
that storage. Another problem associated with the traditional approach is that
fraudulent certificates. Because there is a limited numbers of Certificate Authori-
ties, CA for short, if a case occurs that such an authority is compromised it would
allow for seamless Man-in-the-Middle attack[42].

However, the group of authors behind the white paper also suggest that when
thinking about how to solve these problems PKI should not be abandoned, but
rather it should be decentralized. Hence, the term Decentralized Public Key In-
frastructure. By decentralizing the traditional model trust is diffused around all
of the participated entities, which results in no third party can compromise the
integrity of the system[42]l. The decentralization of DPKI is based on key-value
data stores, such as blockchains and other technologies. Another party involved
is the - validators, which have the responsibility of ensuring the integrity and
responsability of the decentralized ledger[42]]. We will discuss in greater detail
what blockchain and distribute ledgers are in section [3.3.9] For now, you can
imagine them as publicly available databases that are "owned" and managed by
more than one entity, hence the term decentralized.

3.3.6 Verifiable Credential

Verifiable credential is an extension of the idea of claims, presented in section
[I.1] When presented with any claims, the receiver might need to have some
third-party validating them in order to "trust" their origin. This references back
to the idea of claim-based approach where anyone can make claims regarding
his identity or others but also can provide trusted attestations,assertions, which
serve as higher level of proof. In an effort to standardize this concept of claims
on the Web, the W3C Verifiable Claims Working Group(VCWG) have published
a 'First Public Working Draft’ on this topic - with the intention of it becoming a
W3C Recommendation [43]].

In short a verifiable claim is a claim which can not be tampered with and
which authorship can be cryptographically verified[43]l. The ecosystem of such a
verifiable claim can be seen on figure [3.2] which shows the roles within.
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Figure 3.2: The roles and information flow of the Verifiable Cre-
dential entities [43].

On this figure the holder is going to be the one initiating the process of getting
a claim verified by an issuer. The verifiable claim needs to be associated with an
identifier at an identifier registry for it to be valid (an example of identifier is the
DID). Once the ownership of the identifier is verified, the issuer can associate
a claim to that identifier and return it to the holder [43]]. The issuer will put a
signature within the claim, making it a verified claim. The specification does not
define a specific signing method to use, so this is left as a design choice. Once
in possession of the verified claim, the holder can present this to an inspector-
verifier who can validate the signature and thereby trust the claim.

Verifiable credential model

To model this concept, the issuer constructs a verifiable presentation that repre-
sents the verifiable claims for the holder. To do so, the first step is to construct
an array of claims.

ageOver 21

Figure 3.3: Claim structure [43]]

In figure [3.3|the claim is shown [43]l. It can be viewed as a key-value pair that
states something about a subject (holder).
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Figure 5 The basic components of a verifiable credential.

Figure 3.4: Verifiable credential structure [[43]]

After the claims have been identified, they are "packaged" with an identifier,
signed and represented as a verifiable credential [43]l. This verifiable credential
can now be given to the holder and he can present it to any requesting party. The
requesting party can present the credential to a verifier, who only needs to trust
the issuer. The verifier then just checks the signatures. If the verifier does not
know the public key to check the signature, he can use the identifier to "look it
up" at the identity registry. This structure is shown in figure [3:4]

Verifiable Presentation model

If a holder needs to provide verifiable credentials from different issuers, he can
combine them into a structure called Verifiable Profile [43]]. This structure can
contain an array of Verifiable Credentials and could be used to give flexibility to
the user when he decides how to structure his identity data for a given requesting

party.
/ Verifiable Presentation \

Presentation Identifier
Verifiable Credential ||
Counter Signature ||

2 ~/

Figure 6 The basic components of a verifiable presentation.

Figure 3.5: Verifiable presentation structure [[43]]
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In the structure is shown where similar to the presentation structure
contains an identifier and a signature. Note that the specification is work in
progress, which means that changes may be present at the time of reading this
project. Since writing it, the Verifiable Presentation was introduced to replace
Verifiable Profile. If you encounter the term "Verifiable Profile" you can view it as
the same thing as Verifiable Presentation.

Example

You can see an example of how a verifiable claim can be represented in machine-
readable format:

Listing 3.6: Verifiable Credential Example[43]]

—

"id": "http://example.gov/credentials/3732",
"type": ["Credential", "ProofOfAgeCredential"],
"issuer": "https://dmv.example.gov",
"issued": "2010-01-01",
"claim": {
"id": "did:example:ebfeblf712ebc6flc276el2ec21",
"ageOver": 21
"
"proof": {
"type": "RsaSignature2018",
"created": "2017-06-18T21:19:10Z",
"creator": "https://example.com/jdoe/keys/1",
"nonce": "cOaelc8e-c7e7-469f-b252-86e6a0e7387e",
"signatureValue": "BavEl10/I1zpYw8XNilbgVg/sCne0O4Jugez8RwDg/+
MCRVpjOboDoe4SxxKjkCOvKiCHGDvc4krqi6Z1lnoUfqzxGfmatCuFibcClwps
PRAW+gGsutPTLzvueMWmFhwYmfIFpbBu95t501+rSLHIEuujM/+PXr9Cky6Ed
+W3JT24="

}

This example is in JSON, but it stated that the specification is meant to be
language independent, which also means the signature could differ. This specifi-
cation essentially describes the data model and have sections discussing privacy
considerations - such as signature-based correlation, storage providers and data
mining, etc. Notice that proof contains all the information that is required to use
this structure as verifiable credential.

Furthermore, more thorough description of roles and use-cases is provided
in a "W3C Working Group Note’ also published by VCWG. In this note details of
flow, user tasks, roles, etc. are described [44].

While the specification was developed to be used by any identifiers, the Ver-
ifiable Credential ecosystem is especially useful in networks and system which
rely on DIDs for identifiers. DIDs contain public-private key pairs which are ideal
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for cryptographically signing credentials and maintaining trust. With the devel-
opment of resolvers and SSI solutions [3.4.2] Verifiable Credentials are a nice way
of structuring and distributing identity data that needs attestation.

3.3.7 Web Authentication API

Web Authentication API is a new standard that defines a concept of password-
less authentication on the web. Based on the idea of public-key credentials, it
provides authentication of different identities to Relaying parties [45]].

Web Auth. API consists of several important key terms. The identity own-
er/user is the one who interacts with a Relaying party. A Relaying party is the
web service that provides functionality. An authenticator is a client application
that acts as a middle man, which authenticates users without revealing the actual
credentials to the RP. The authenticator registers and authenticates credentials
by establishing a specific protocol for each action.

There are two general use-cases that are included in the flow of Web Auth.
API- registration and authentication.

Registration The user visits a web site and opts to register. The site finds avail-
able authenticator and connects to it. The authenticator then prompts the
user to create registration by putting his PIN or biometrics on his phone.
When this is done successfully, the authenticator generates attestation and
public-key credential and sends it to the web site.

Authentication The user now has a credential for the web site and decides to
log in. The web site finds available authenticator, connects to it and waits.
The authenticator prompts the user to choose an identity and enter PIN or
biometrics to confirm authentication. Once done successfully, the authenti-
cator sends a message to the web site and the user is now authenticated.

These basic use cases show the benefits of using such approach. There is no
necessity for the user to remember any passwords or username-password com-
binations. He just has to operate via an authenticator UI and provide PIN or
biometrics and he can easily authenticate to any service on the web. Further-
more, it decouples the credential provisioning and management from services,
which enables the user to have more control.

Web Auth API can be used as an authentication protocol for an identity man-
agement systems that follows SSI principles. The password-less approach and
the authenticator generated credentials, decouple the authentication process
from the service provider and empowers the user.

3.3.8 Consent Receipt

Consent receipt is an emerging concept that tries to implement the principles
of consent information of the GDPR. The Kantara Initiative have developed this
standard to be used between consumers and services when personal data is being
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provided[46]l. In this specification the CISWG suggests a structured way of con-
structing a receipt for such a consent. The recommendation mainly uses termi-
nology and definitions as presented in ISO/IEC29100:2011 "InformationTechnology-
Securitytechniques-PrivacyFramework"[47]]. Nevertheless, it stays consistent
with terms used in the GDPR. E.g. the term PII Principal is used, which cor-
responds to data subject in GDPR, as defined in section [3.1.1] The overall data
structure of this receipt, which is proposed to use JSON formatting, can be seen
in figure Furthremore, an example of how does a CR look like in JSON format

is presented in Appendix [C]

Consent Receipt piiController

N onBehalf
version
j isdiction org
Juris tTi t < contact
consen -IMS amp address
collectionMethod N

email

consentReceiptID

N phone
publicKey
language
by 4
piiControllers &— purpose
policyUrl service consentType
services %4 rooacs & pur ategory 4
sensitive purp piiCategory ¢ — |
spiCat primaryPurpose

termination
4

Figure 3.6: Consent Receipt data structure([|46].

In the recommendation the consent receipt consists of three elements, each
with multiple JSON fields as in figure [3.6] (with names and types). These elements
are as follows:

Consent Receipt Transaction Fields This element consists of administrative
fields, which are used as meta-data, describing the consent receipt. These
fields include language in which the consent was obtained, timestamp of
when consent when given, public key of the controller and others.

Consent Transaction Parties Fields Here the information regarding the par-
ties involved in the consent described. Such as, PII Principal identifier,
controller data and a link to privacy policy of the controller.

Data, Collection, and Use Fields In the third element the fields regarding the
services used, represented with the services field. Furthermore, the differ-
ent personal information categories, piiCategory. Additionally, the different
attributes which are required, the PII and its sensitivity are also included.

The other fields which are not mentioned are just strings that are filled in by
the service providers. In addition, the workings of this standard could be seen in
Sovrin’s concept. If consumer and service both have signed copies of a consent
receipt they can use it as a proof of consent and retain legal rights in the event
of dispute.

On a general note, GDPR does not specify a specific standard implementation
of consent. However, using a standard as the one proposed by Kantara Initiative
can help increase coherence and interoperability between many consumers and
service providers.
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3.3.9 Distributed Ledger Technology & Blockchain

Note, the following section does not present in specific details how exactly do
distributed ledgers and blockchain technically operate and work. This is beyond
the scope of this project. People use the terms interchangeably, however, that
is not always the case and this section will present why[48]l. Furthermore it is
important to understand why they are related to SSI and what their use entails
for identity management software that wish to interact with a system using them.

In general, a distributed ledger is a general term used to describe a public
database where each party, or a selected bunch, have the same copy of it and
each party can make updates to the ledger, thus maintaining a global database
where there is not a single node owning the actual database since it is shared[49]].
Blockchain is a particular version of DLT where the security, integrity and vali-
dation of the transactions added is done in a specific way - chaining blocks of
datall50].

As showcased so far in this report distributed ledgers can assist in facilitat-
ing a self-sovereign identity, as presented in section[3.4.2] Blockchain has almost
become synonymous with SSI, however it is important to distinguish them as sep-
arate concepts that do not necessarily intertwine. From the section DLT-enabled
solutions [3.4.2] an example can be drawn of how trust and public database of
identifiers can be implemented with blockchain. In that scenario, the blockchain
concept is used to establish a database for identities and trust. The data once
inserted to the blockchain can not be altered or changed. This could be very
useful when two parties are trying to communicate and they need to resolve or
provide unique identifiers that both understand. For example, in Sovrin, DIDs
are saved on the ledger and whenever two peers want to know where to com-
municate, they exchange their DIDs, which are then looked up on the ledger and
from there they are resolved to specific endpoints for exchange. This is similar to
how certificates work in PKI where a certificate identifies the identity of a party,
but in a more decentralized way since the ledger is not owned by a single entity,
whereas certificates are issued by root authorities.

This could be particularly useful, since we can use this ledger to save, revoke
and maintain identifiers. The analogy in PKI terms would be that each peer (user
or service) has certificates. Furthermore, according to Sovrin, DIDs should be
inexpensive and they set it as a design goal that for each transaction of identity
data, new DID is generated on both sides and exchanged - pairwise identifiers.
The use of pairwise identifiers provides unlinkability in the ledger domain since
a service provider would have unique DID for each user and would not be able
to use it in other domains to try and correlate the owner of that DID or any other
data he may have provided to other domain. Since the ledger is decentralized,
the identifiers registered there would not be owned by a single organization, but
will be owned instead, by the data owners that created/published them. This re-
sembles closely the idea of SSI and it is also why many of the emerging concepts
rely on distributed ledgers.
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3.4 State-of-the-art

In this section we introduce commercial solutions which follow partially the SSI
principles. Part of these solutions are not an implementation of a complete SSI
ecosystem, but instead they are implementing only some of the principles. We
denote these products with the term "Non-DLT Enabled solutions". This is done
to distinguish them from concepts and solutions which are more closely aligned
to the SSI. Solutions which fall into the latter category will be denoted as "DLT-
Enabled solutions". The "DLT" abbreviation stands for "Distributed Ledger Tech-
nology" and relates to the new idea of using DLT and blockchain to achieve SSI.
Essentially, instead of having an organization storing and maintaining the identi-
ties, we can use distributed ledgers which are more decentralized. The projects
and specification presented in the previous section [3.2] are all referenced here
and essential, in order to understand the presented concepts.

3.4.1 Non-DLT Enabled Solutions

In this section the current solutions regarding identity management in a "tradi-
tional" sense is presented. By traditional is meant an IdP which assist in providing
users identity to other service providers, not using a distributed ledger. These
solutions showcase a way of implementing the core of SSI into the currently ex-
isting model of trust.

DigiMe

One of the more popular solutions is digi.me. The product supports both mobile
and desktop versions. The initial idea embedded into the solution was to be a
social media back up. However ,it has evolved throughout the years and now
it allows users to gather all of their personal information from different sources
scattered around the web in a single repository [[51]. The way that their system is
structured is such that it does not handle any of the information of its users. From
there on the users can share their information with different service providers.

In other words, the product is a platform which grants the user the ability to
take control of managing their own personal data and who has access to it, and
under what conditions. Furthermore, this way of placing the data on its respec-
tive owners premises is empowering the users and at the same time can increase
the quality of the services they receive due to the common base on which the
data is structured.

The way the system works is when a user wants to register on the platform
they are prompted to select in what repository would they like to have their per-
sonal data to be stored. At the moment of this review the only two possible
options are Dropbox and Google Drive, however, the creators of the solution are
promising more to come. Once the choice of repository has been made the user
is prompted to select from where do they want their data to be gathered. At this
specific point in time, the user is presented with a list of the different possible
data sources, which include the popular social media platforms such as Facebook,
Twitter and Instagram [52]]. Other options on the list consist of sources from
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which other types of data, besides social, can be extracted - financial and health.
Which comes from institutions that have a mutual agreement with digi.me. Some
of the more popular companies are Fitbit, Spotify, VISA, Master Card [52]]. Once
the user have gone through all of the aforementioned steps, the gathered data
is encrypted on the selected user’s device or storage and can be accessed only
through a set of credentials explicitly set by the user - a username and password
of their own choice [53]].

Another aspect which the developers of the system pride themselves with is
that digi.me does not touch any of the users data. It lays down an architecture
which connects their users’ private information spread across domains and allow
different search and processing functions to be performed on it. Additionally, by
synthesizing their data in a single repository users can then selectively deliver it
to other service providers and also get information about what value do they get
out of it by doing so. Furthermore, the users are able to see what the company to
which they have provided information will get out of it, what type of processing
they will do with it and what will the users receive in return for this exchange.
Accordingly with the GDPR, discussed in section the service provider also
has to give an explanation of what type of data they will retain, if any, and why.
Additionally, they have to specifically specify if the service provider supports the
"Right to be forgotten" [51]].

Furthermore, digi.me is one of the two companies, alongside iWelcome, that
have launched the Kantara Initiative Consent Management Work Group [54]. The
relevance of this group will later be explained as consent management is impor-
tant part of achieving SSI.

Chekk

Chekk is the second solution, which falls into the non-DLT enabled category, that
we have reviewed. Developed by Chekk Limited, the platform allows better man-
agement of personal data both for users and businesses. The Chekk product
platform comes in two versions - a web platform, for the businesses, and a mo-
bile app for the individual users. The Chekk mobile application acts as a mobile
data wallet which allows users to control what data they share. The web portal
is used by businesses to make requests and for better interaction with their cus-
tomers.

A user can download the mobile app, which at the time of reviewing it is
only available on the app store for iOS devices, there is no Android version. Af-
terwards they need to register and input their personal information, which is
denoted as a Full profile within the context of the application. Afterwards the
user can create other profiles containing context-specific information, meaning
they can select data from their main profile to be put into this specific context-
dependent profile and additionally add more information. In the context of the
system these situational profiles are known as cards - examples are a card con-
taining relevant information about travelling, about banking and so forth.[55]
The user is able to interact with businesses which support the Chekk platform.
Additionally, they can chat with them if any exchange of information is needed.
Furthermore the user can receive alerts, news, statements, different offers and
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even rewards by businesses when sharing data with them [55]. Once the users
have input all of their data into their wallet, it is encrypted at a user and data
level, meaning the data is encrypted with a key only the users knows and the
data itself is also hashed.
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Figure 3.7: Chekk User Application

When a business would like to exchange data with its customers via Chekk,
the company offers a web portal that eases the communication between its users
and themselves - allowing the business to share different news, send messages
and access the latest up-to-date data of its customers[55]]. Another functionality
of the web portal is that the specific business can "grant" a role to their employ-
ees to their specific Chekk app which instead of acting as a personal data wallet
to each staff member, the app can be used as a medium to allow communication
between those staff members - e.g. relationship managers or sales department,
to interact with the customers. Additionally, Chekk provides a set of APIs which
allows businesses to perform data requests [Businesses, 55]. An example of the
graphical interface of the business version of the application is shown in[3.8]
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Figure 3.8: Chekk.me Dashboard Manager for Businesses
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While these solutions empower their users, they still have their limits. For
example, Chekk allows users to distribute data to selected parties, i.e. services,
but the only way for this to happen is if the services also use the Chekk platform.
These prerequisites create a closed environment. Digi.Me has a similar problem.
Both solutions empower the user, but instead of acting as an agent for the user
identities they are brokers. This means that in order for anyone to make use of
their functionalities, they have to become part of their ecosystem. This is also
the major issue that is solved by the DLT enabled solutions.

3.4.2 DLI-Enabled Solutions

Solutions presented in the following sections make use of distributed ledger and
blockchain technologies to enable the concept of Self-Sovereign Identity to the
users. Note that unlike the non-DLT enabled solutions, these are products that
are still under development and are yet to be completed or tested in the real
world. The presented description of them is based on different documentations
and recommendations which provide a proof-of-concept explanation. While the
Non-DLT solutions are commercial products, the introduced DLT enabled solu-
tions are more close kin to an ecosystem or a network which supports the con-
cept of Self-Sovereing Identity. Futhrermore, these solutions can showcase how
the shortcomings of Non-DLT solutions can be solved.

Sovrin

Sovrin is an open source project governed by the Sovrin foundation group. Sovrin
defines a framework for building decentralized identity network with trust using
blockchain and public ledgers technology [56]. In general, the concept enables
users to achieve a Self-Sovereign Identity. In other words, the platform allow
them to directly control the creation, provisioning and revocation of their identi-
ties.

How does Sovrin work?
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In figure [3.9] a virtual representation of how conceptually the Sovrin frame-
work works is illustrated. At the bottom of the figure next to the Sovrin logo, the
public Sovrin ledger is represented. Ledgers can be seen as databases and pub-
lic ledgers as publicly readable databases. The ledger itself can be accessed by
anyone and is used to keep global, immutable evidence of "identity records". In
the figure, different types of records have been depicted in the form of a legend.
It is important to clarify that no personal information is stored there [[57].

In the middle of the figure, the actor Jane and her identity storage are illus-
trated. There she keeps her own and other services’ identifiers. In addition she
can store there her own identity claims, proofs, consent receipts and others [57].
This can be viewed as a private ledger to which only Jane has access to. Note,
that for each entity different identifiers and keys are generated. This provides
protection for Jane’s identity across platforms since the identifier that the bank
has can not be linked to her identity by the government or any other external
entity. The identifiers are based on the DID standard.

Next to the identifiers, different claims are shown. The claims colored in
yellow are asserted by Jane and the ones colored in blue are asserted by other
entities. When Jane wants to connect to new service and provide claims she can
use the already existing ones. The important point here is that if the service re-
quires that she is over 18 and it would only trust the a government entity, Jane
can provide this claim signed by the government and meet the trust requirements
[57]. Of course, sometimes information is too sensitive to share. For cases like
this, Sovrin facilitates zero-knowledge proofs [56]]. For example, if the aforemen-
tioned service wants to just confirm that Jane is over 18 and does not care about
her specific age, Jane can create a proof request saying "I am over 18". This
request is then sent to the government, which validates and signs it, and then
present the proof to the service [57]. The service can then validate the signature.

In addition to this, for each claim exchange between Jane and a service, a
consent receipt is issued and written to the public ledger. This allows for proof
of consent if such is desired.
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The framework provides a powerful way for any individual user to control
identity provisioning and removes the problem of "scattered identities" across
the web, discussed earlier in section [1.7]

Sovrin in-depth

One of the key issues that Sovrin has to solve is trust. In nowadays web, trust
is established in centralized form where trusted third-parties (certificate author-
ities) issue certificates which are trusted by vendors and clients across the net-
work. Certificates act as identifiers and provide a form of identity authentication.

In Sovrin, the trust is build upon several core principles[58]:

* Independence and Self-governance - the identity owner has complete and
irrefutable ownership of their Sovrin identity.

e Guardianship - allows for identity owners to outsource control to a trusted
party, which can be referred to as a guardian. For example, elderly people
can delegate rights to their children to have control over their identity.

» Diffuse trust - trust is shared among participants and is not given to a single
entity.

e Web of trust - where nodes with specific duties shall not be selected hier-
archically, but with peer-to-peer connections (this will become more clear
later)

» Security, Privacy , Diversity by design and others

Using the aforementioned principles as an underpinning, the Sovrin founda-
tion has created a framework where a public ledger will contain unique identifiers
for every identity. These identifiers are in the form of DID and are designed in a
specific structure:

Figure 3.10: Sovrin identity structure [58]
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Figure illustrates the structure of identities. The Sovrin entity can be ei-
ther a "thing" as in IoT or it can be an identity owner, either private or corporate
[58]]l. Each entity can create multiple Sovrin identities which are an analogy to
partial identities. For example, a person is an entity but can have a Sovrin iden-
tity when he works as an employee, another one as a husband and so on. Each
of these identities can have multiple identifiers and each identifier corresponds
to a record on the ledger [58]. At first glance this may seem counter-intuitive
but there is a very important concept here. Whenever an entity establishes con-
nection to other entity, both of them create new DIDs for the specific connection
[56[. This means that a single identity owner can use the same Sovrin identity to
communicate to one or more services or other peers. Each connection to a peer
requires a new identifier, hence a Sovrin identity can have multiple DIDs. Fur-
thermore, when creating a new DID it is not possible to trace their ownership to
a single entity. This prevents cross-context identification. For example, if a user
has provided two DIDs - one to service "A" and one to service "B", if service "A"
takes the DID that has been given to it and takes it to a bank (which is service "B"
in that context), service "A" will not be able to correlate the DID it has received
to the DID the bank has, even though both of them are owned by the same user.

Note here, identity records and DIDs are stored on the public ledger, while
entity information is stored on the private ledger, which corresponds to Jane’s
identity wallet from the example in figure This raises the question of who is
responsible for registering DIDs to the ledger? In Sovrin there are special nodes
on the network called Stewards [58]]. These entities have the responsibility to
assure the validity of different identity transactions and what is written to the
ledger. In addition there are Trust anchors which are organizations or individ-
uals who have show sufficient public evidence about their trustworthiness and
accountability that fulfills a level of trust. Whenever a new individual wants to
register to the network, his first-time provisioning has to be done through a Trust
anchor [56[]. The Trust anchor sends a request to the Steward to register a new
DID. The DID can be either be blinded or a verinym [[58]. A blinded DID can
either be an anonym or a pseudonym. This means that the actual DID cannot
be directly correlated to a legal or real identity. This ensures protection of the
privacy of peers. However, in cases in which an assertion to a real identity, either
a legal or an individual, is required, a verinym is created. A verinym is signed
by a Trust anchor and can directly or indirectly identify the owner of the DID. It
is important to note that when a new DID is registered it is defined as a blinded
type. This means that the verinyms are not the default option. However, they are
important for the Trust anchors in case of legal requirements.

So far we have identified how new identities are registered and used, but how
is the user going to create and manage them? According to Sovrin each new
DID has to relate to its own endpoint where peer-to-peer communication can be
established. If a Sovrin identity has many DIDs, all of which have the same end-
point, then the concept of privacy and unlinkability can be compromised, since
multiple DIDs can be linked together. This type of scenario should be used by
public organizations which want to expose their public identities.
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To allow users to interface with the network, Sovrin has defined a Sovrin
client component and Sovrin Agents [58]. If the user wants to directly inter-
act with the ledger, he can use a software that runs a Sovrin client component
and connect to the network. However, if he wants to allocate more power to his
client, he can use an agency which runs an agent on their behalf, interacting
with the network [[58]. Some of the pros of agents are higher availability, easier
maintenance of data, arguably higher security and less user involvement. How-
ever, the drawbacks are one more entity that has to be trusted and possible loss
of privacy control. For example, a cloud agent can be configured with specific
endpoints and it can communicate with requesting services without involving the
user, since these processes could be delegated to a server. But if the user prefers
own client running locally on his mobile phone, then whenever a request comes
from a service, he has to be able to ensure availability of his device to the net-
work and also be involved in the process. Furthermore, this opens the possibility
of tracking and mapping DIDs to internet addresses (if the user resides exclu-
sively on single network). In the cloud agent, the client identity is protected by
the agent, since requesting parties communicate with agents and not clients di-
rectly.

You can view the agent as a Sovrin client with more power which can act in
some use cases on behalf of the user and provide certain abstraction for the user
on the network.

In general, Sovrin can be viewed as an ecosystem that enables the facilitation
of SSI. It provide the conceptual framework necessary to create identity manage-
ment systems that want to comply with SSI principles.

Evernym

Evernym is another company which is a founding member and developer of the
self-sovereign identity with verifiable claims concept[59]. Additionally the cre-
ators of the platform are the same people who are the founders the Sovrin net-
work, described in section [3.4.2] They provide different solutions which allow
people to not only rent their digital identity, but actually own it. They provide
different solutions for each type of customers, either is it an individual or a whole
enterprise.

The version of their solution which is targeted at individual users will review
is Connect.me. At the time of the review the product is still in Beta phase[60].
The product is a mobile application which the individual user downloads to their
phone and allows users to get different credentials specific to the context of their
use.
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Figure 3.11: ConnectMe credential views.

An example of the functionality the application provides is the user can have
his boarding pass and password verified by the airport authorities automatically
without even them taking out the phone out of their pocket[60]]. Another use case
is the user can apply for a mortgage and have all of their information accurately
and securely disclosed. Additionally, the product provides the option of alerting
the users when suspicious transactions are about to be executed and can block
them entirely[[60]. The creators of the solution do not own any of the individual’s
information and they state that the data is strongly secured with elliptic curve

cryptography[[60].

The Veres One Project

Another project under development which is categorized as DLT-enabled solution
is The Veres One Project ("Veres One")[61]]. Their vision is very similar to that
of Sovrin - to enable individuals of establishing full control over their data and
whom they share it with. Veres One has a three layer architecture:

Decentralized Identifiers DIDs is the fundamental standard that will enable
self-administered identifiers - for device, person or organization.

Verifiable Credentials This layer is about storing and controlling one’s digital
credentials. Being passport, driver license and other third-party issued cre-
dentials.
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Decentralized Identity Management The actual software application, to en-
able managing to who and which credentials should be shared under which
circumstances - including a digital wallet.

At the time of writing, it is stated that the goal of Veres One is to provide the
decentralized identifier layer. For this they have built a fit-for-purpose blockchain,
which they claim is more cost-efficient and privacy enhancing compared to other
blockchains used for identity management. It is a public and permission-less
blockchain (accessible by the public), which means everybody can run a node
and provide computational/storage resources to the network. I.e. validate blocks
appended on the blockchain. There is going to be an initial fee for creating a DID,
which at this point is set to around 1$. Beside nodes the Veres One Network will
consist of maintainers who maintain and update the Veres One software, board
of governors which is responsible of the governance[61]] and finally accelerators
which enable users to create DIDs fast and efficient. This ecosystem can be seen

on figure [3.12]
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Figure 3.12: Veres One ecosystem [61]]

The specification also defines how the nodes on the network must provide
endpoints for accessing DID Documents. It also presents how creating and up-
dating of DIDs should happen.

It should be noted the the Veres One Project is very much under development
and is said to be production ready of June 2018[62].

uPort

uPort is a standard and a platofrm that has been developed to provide identity
layer for decentralized networks. Furthermore, uPort defines a standard of proto-
cols to build the identity layer and has been implemented to work with Etherium
network. uPort allows developers which create dApps, which stands for decen-
tralized Applications, to offer their consumers an improved privacy. I.e. uPort is a
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privacy preserving identity system for Ethereum dApps[63]]. The solution follows
several principles[63]:

Store User Data Off-Chain to Combat Permanence uPort defines that user
data should be stored in an off-chain manner. This is due to the fact that
the blockchain is both public and permanent[63[]l. uPort suggest that user
data should be stored on a user-managed vault, or a private Identity Hub,
or both[63]]. Furthermore, each user is offered a backup service, named
Caleuche, which in essence is allowing the users to upload their symmetrically-
encrypted identity data to a server. This is used as a fallback mechanisms in
case the user loses their smartphone and would like to restore their identity
data, however, if the want they can opt out of the option and not use it[63]].

Create new user accounts for each dApp uPort promotes the idea that the users
should use different dApp-specific accounts on its identity system[63]]. This
would allow the users to eliminate the correlation factor which originates
from the use of the blockchain. By having this safeguard it, called multi-
identity architecture, it would make it much more difficult for malicious
actors to track an individual user by just analyzing the blockchain[63]].

Additionally, uPort contains its own implementation of DIDs and provides a
way to use uPort identifiers across different Etherium networks. Their imple-
mentation of the DID is called Multi-Network Identifier([|64]. The adjective Multi-
Network is derived from that the uPort identifier works with multiple ethereum
blockchains[[64]. Furthermore, in the specifications it is stated that this type of
identifier can have its use be extended to other networks which are even non-
blockchain[65].

3.4.3 Summary

To conclude this section, we are going to point out several important take-away
points. The first is that in a truly self-sovereign system the user must have full
control over his data, as shown in "Digi.me". The idea of outsourcing the data
storage to the user’s preference is very interesting and very important. This is a
desirable functionality for any client software that deals with user identities and
data. Second, both "Connect.me" and "Chekk" suggest of using a base identity
as a generator for "cards" or other sub-identities. This a useful way of disclosing
only what is necessary from one’s identity to requesting parties. Third, "Chekk",
introduces the idea of providing consumer data to services. While their imple-
mentation is designed with the idea of "Chekk" being a broker, this idea could
be taken into the dimension of decentralized systems and create brokers who
only acts as a bridge between the client and service and be more privacy-friendly
towards the user. Finally, Sovrin, Veres One and Uport provide the fundamental
backbone of a truly SSI system. Understanding how this backbone works and
what standards and mechanisms are involved allows us to identify possible use
cases and try and build a better identity management solution that could utilize
the benefits of it.
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3.5 Conclusion

To conclude this chapter we will summarize important points that will be used
further in the analysis and design to answer the problem statement.

We looked into state-of-the-art products and how and why they were cre-
ated. With the emerging concept of SSI and its integration into Distributed
Ledger technology, different organizations have begun collaborating and devel-
oping standards that can provide the user with full control over his identity pro-
visioning. In regards to the problem formulation at hand, we can see the Identity
management tool as a software that interacts with such distributed networks like
Sovrin, Veres one and Uport is a possible concept that should be explored further.
We have examined important protocols and standards that provide the ability for
anyone to register, operate, distribute and control identifiers and identities.

To develop a truly SSI identity management solution, we take the presented
concepts, ideas and protocols as a stepping stone that will be used in the analysis
to design and create an agent that can be used as an answer to the problem for-
mulation. It is important to understand that this chapter servers as an inspiration
and a starting point that allows us to understand what are the current trends and
how other groups of people see the future of Self-Sovereign Identity.

In the following chapter we will analyze in greater detail the information
stated here and will reflect it back to the problem definition in order to come to
some specific requirements that should outline a potential solution to our prob-
lem.
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Chapter 4

Analysis

In this chapter we will reflect on the problem definition and the sub-problems
identified in section [I.2] The process stars with introducing the definition of
what we consider a decentralized identity management solution. Afterwards we
define three scenarios that were used as a root starting point for the analysis. To
improve the process, we opt for UML diagrams and investigate in detail each of
the scenarios. The outcome of the analysis is a core requirements and specifi-
cation list that identifies requirements that need to be met, in order to create a
DIdMS that supports the scenarios.

4.1 Decentralized Identity Management System

As form of introduction to the analysis, we will present the concept of a decentral-
ized identity management solution. The term is based on the research chapter
of this project. There are core assumptions and constraints that are taken into
consideration and they will be expanded upon.

From section[3.4.2] we have seen the development of new SSI ecosystems that
are dependent on DLT and Blockchain. The workings and operation of these sys-
tems is still work in progress, but as specified in Sovrin, section there will
be a need for user agents and client software that would interact with the ledger
and serve as a bridge between the user and the network. From the perspec-
tive of an identity management solution, such networks are enablers. What the
Sovrin people call an Agent is a kin, in terms of functionality, to what an identity
management solution system should be able to do. With that said, we view the
development of an identity management solution as part of these new SSI ecosys-
tems and will consider it in such context in the coming sections of the analysis.
The main reason for this choice is that these networks strongly support the SSI
principles, defined in section[I.1.5] which are part of our objectives when finding
a solution to the problem statement. To reference that we use it in that con-
text we will refer to the identity management solution as DIdMS - Decentralized
Identity Management System. Note, that the DIAMS, should not be constricted
to using only a specific network, instead it is considered to interact with different
DLT-enabled SSI networks and provide seamless interaction with them from the
user perspective.

Based on the above introduction of a DIAMS and material presented in the
research chapter[3] the context of the imagined DIAMS can be seen in figure 4.1
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The system is put into context in terms of the terminators and interactions with
them.

IDENTITY IDENTITY

NETWORKS OWNER

SSi
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Create identifier Attributes

User data +
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Store data

SERVICE IDENTITY

PROVIDERS DIRECTORY

Figure 4.1: Context diagram of the DIdMS.

Identity Owner This is a natural person who wants to manage his SSI(s) and
its attributes in a single place. The platform will enable this, by being the
broker between the entities needed for that.

Service Providers (SP) These will be services who provide services to the iden-
tity owners and may need their identity (or some part of it) to provide a
service. This can be both private and public/governmental organizations,
as long as they provide some sort of service to the user. E.g. Netflix pro-
viding movie streaming, universities providing diplomas, government pro-
viding driver licenses, etc. The DIAMS will need to be able to provide the
necessary identity to the SP, defined by the user. This is similar to the idea
of Chekk, section [3.4.1] but in a more decentralized network. This also
references back to our scope of facilitating user-service identity exchange.

Identity Directory A directory in which the user’s actual identity (attributes,
claims, general data, etc.) is stored. This storage should happen on the
user’s specified option, e.g. storing on Google Drive, Dropbox or local de-
vice. The platform will need to be able to read and write to the directory.
This is similar to Digi.me [3.4.T] and their way of empowering the user by
letting him decide where to store his data.

Identity Networks These are the networks and ecosystems described by the
DLT-enabled SSI section in the research[3.4.2] As these networks are based
on DID and the use of cryptography keys, the DIdMS must facilitate these
interactions on behalf of the user.

Having an identity management solution working on top of DLI-enabled net-
works provides a solution to our sub-problem [I] The introduction of public
ledgers and DIDs as part of the DLT-enabled ecosystem, means that many of
the SSI principles are met. The user has control over his identifiers, he is not de-
pendent on other entities and he is in full control over the distribution, provision
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and creation of them.

Due to the workings of DLT-enabled SSI networks, a core part of the DIdMS
is the management of DIDs. In addition to that, the interaction between a service
and a consumer constitutes additional requirements that need to be addressed.
In the following sections we will outline some of these core business require-
ments for the DIAMS.

4.1.1 Support of Multiple DID Networks

The solutions presented in section [3.4.2] are networks and ecosystems trying to
facilitate more complete SSI management. However, they differentiate in how
they establish trust in their networks. For example, Sovrin is permissioned (only
certain participants maintain the ledger), while the other two are permissions-
less (everybody contributed to the maintenance of the ledger). Other differences
could be found in the way they define the interaction with the network. Overall,
we can see that on top of supporting DIDs and other core feature, each network
has its own interface requirements.

In order to follow two of the SSI principles interoperability and existence, the
DIdMS should be able to support multiple networks. In other words, the user
should not be constrained to using only Sovrin or only Veres One. He should be
able to use any supported system he likes. Depending on the network, the DIdAMS
would have differently defined role. In terms of Sovrin framework the DIdMS
would be an Agent and in Veres One it is a facilitator on the decentralized identity
management layer. Nonetheless, it is necessary for the DIAMS to support the
requirements for any role that the DIdMS would take within these frameworks.
In figure [4.2] the DIAMS is depicted acting as a unified interface towards the
identity owner, being able to operate on multiple networks.

Identity Networks

Decentralized Identity
Management System

Identity
Owner

Figure 4.2: A DIdMS supporting multiple identity networks.

Here you will see the identity owner using the DIdMS as a single point of in-
teraction, but still being able to operate on multiple networks. This will enable
the the identity owner to generate identities on any required identity network.
No matter where the identity owner is, the generation of a DID, it will happen
the same way for him. This idea of supporting multiple networks is already being
investigated and work have proposed tools to assist, identity hub(section [3.3.3)
and universal resolver(section [3.3.2).
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4.1.2 Providing Identity to Service Providers

A main functionality of an any IdP is to provide the identity of a user to a service
provider(SP). The content of such an identity and the role of IdP are presented
in section [I.I] As a modern DIdMS, this functionality must also be supported.
In that regard there are three main areas considered essential for a DIAMS, de-
scribed below.

Assertions & Verifiable Claims

One of the major changes introduced by the use of DLT-enabled SSI networks
is that the DIAMS does not (necessarily) provide assertions, as it would be in
the usual IdP framework. As an underlying goal of the identity networks the
assertions or verifiable claims can be issued by any identity on the network. This
means that the verifier will decide weather it trusts the issuer(s). Therefore
is seems essential that the DIdMS must assist the identity owner to get issued
correct verifiable claims needed by the verifier/SP. This translates to the concept
of claim aggregation that Sovrin proposes[3.4.2]

Collection and publishing user data

As part of identity data transaction, the user needs to collect his data, "package
it" and send it to the service provider. Instead of this happening in the domain
of the service provider, the DIAMS could facilitate this interaction. This could
improve the user experience since he will be able to reference his existing data
and use it when creating new data transactions. In addition, this allows the user
to manage more easily each relationship he has with the service providers. Once
the data is gathered and ready for the service provider, the DIdAMS must also be
able to send this data or notify the service provider where it can be queried.

Up-to-date attribute values

Another functionality of providing identity owners data to SPs, should be to en-
sure that data is always up-to-date. And furthermore provide a single place for
the identity owner to update such data. Since the DIdMS enables the collection
and publishing of the data, it must be also responsible to updated it. The updated
data can then be requested from the DIdMS when service providers need it.

4.1.3 Consent Management

Due to the scope of consumer-service interaction, the DIdMS must also enable
support for consent management. As part of the identity transactions, consent
management has to be supported in the form of presenting consent from the ser-
vice provider to the user. The user then has to accept the consent and only then
can the transaction take place. The DIdMS must facilitate these actions within
its domain and also store different consents that the user has given to the service
providers. This enables accountability on both parties and servers as evidence
that necessary consent is given where it is legally required.
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So far we have introduced a basic conceptual model for a DIdMS. The discus-
sion, presented in this section, outlines general considerations that are part of
the development of a DIdAMS. These considerations are also translated into sce-
narios presented in the following section. As a solution to our problem statement,
we consider the approach of identifying requirements for DIdMS. As DLT-enabled
networks already support SSI, the development of DIAMS that interacts with such
networks is seen as a missing step towards adoption of complete Self-sovereign
identity.

4.2 User scenarios & Use Cases

In this section the DIAMS is described in relation to user scenarios and use cases.
By reading this section, you should have better understanding of what function-
ality a DIAMS will provide to the identity owner.

4.2.1 Scenarios

It is impossible to capture all of the required scenarios that a DIAMS should
support. In this section we will present only scenarios that are seen as relevant
and most important in regards to the problem field. In order to reference the
DIdMS in the scenarios, we use the term didmssolution.com.

Scenario: 1 (Registration)

Jane wants her identity in a single place. Jane decides to try out didmssolu-
tion.com, a DIdMS to manage her identity, which she has heard about from a
close friend. Jane picks up her phone and downloads the app. She presses create
account and the creation process begins. Jane first have to agree to the terms and
service agreement, before proceeding. She is then prompted where she would
like to store her data - my personal device/ Google Drive/ Dropbox or some other
cloud storage service. She decides to use her Google Drive, which means she is
prompted to give didmssolution.com access to her Google Drive storage. After
selecting storage she opts how to she wants to authenticate towards didmsso-
lution.com and enters a username and password. After this she has the option
to enter some basic information about herself. She sees it is possible to import
some attributes from Facebook and decides to do so. From Facebook she can get
her name and birthday, but she enters her address manually. After that she has
successfully registered at didmssolution.com and can now log in.

Scenario: 2 (Request service)

Jane has created her account in didmssolution.com and now decides to try it
out. She loves watching movies so she goes to a popular streaming platform -
Netflix.com. She applies for registration and gets informed of Netflix’s DID to use
for providing her identity. Taking that DID, Jane goes to didmssolution.com and
selects to register a new service provider. Prompted to input the SP’s DID, Jane
have copied Netflix’s DID and now pastes that to the input box. Proceeding, she
is now shown a consent specifying what information Netflix needs, as well as how
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they will process and handle her data. Accepting this, Jane has to select which
of her defined attributes she wants to provide to Netflix. She then is prompted
to choose one of her existing identities. After selecting her base identity, Jane is
then redirected back to Netflix where her registration is finalized. Jane can now
fully use the movie streaming service with the identity data she just provided.

Scenario: 3 (Manage identity)

After awhile of using didmssolution.com, Jane now has multiple attributes defined
and has registered multiple service providers using didmssolution.com. Jane is
moving to new address which means she needs to update her address for all of
her service providers which use it for shipping. She goes to didmssolution.com
and goes to see all of her defined identities. She selects to change her attribute
regarding her address in her base identity and inputs the new address. She is
prompted to confirm and the system then updates all other identities (given to SP)
that are generated or used by that base identity. After the update is completed
Jane navigates to the section regarding her current SPs and the relationships
with them. She decides that in addition to the update she would no longer like
the use Netflix.com as a service. She presses a button to revoke the consent for
the SP, breaking the relationship with Netflix. In the process she has the option
of requesting to be forgotten, which she opts for. The DIAMS informs Netflix.com
and updates the state. Jane has now successfully updated her identity address
and revoked consent for identity transaction to Netflix.com

4.2.2 Use Cases

Use cases are an UML tool that allows us to present how core functionalities
could be facilitated in the domain of the system. To get a better understanding
of the functionality of the platform, use case diagrams have been constructed.
These are primarily based on the scenarios presented in section[4.2.1]

Select identity
directory
<<include>>
Import
Registration Define attribute.

<<extend>>

v
Enter attributes
<<include>>

Select
authentication
scheme

Identity Owner

Figure 4.3: Use case diagram of Registration

The first use case diagram seen on figure [4.3| depicts identified use cases
based on scenario one presented in section The actor Identity owner per-
forms use case Registration which is dependent (includes) two others. The actor
must Select identity directory to specify where his data should be stored. Here
the possibility of different directories is presented and one is chosen. Possibili-
ties of storing on an Internet connected device or in various cloud providers are
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assumed. In addition to this the actor selects authentication scheme, since pref-
erence towards authentication and security could vary from user to user.

Before finishing the Registration, the identity owner has to complete Define
attributes. Here attributes are able to be defined and their value can either be
imported from a third party (as was the case with Jane importing data from Face-
book) or entered manually. In other words, the actor could import his identity
data from an existing IdP or manually enter it. The option of importing data
create a better user experience and reduces the time of registration. Also, the
definition of attributes or claims is part of the registration, because the DIAMS
can not be used if the user has not provided any identity data.

<<include>>

Register new ]
eg SS?D e <|nc|ude>>

<<include>>

Create identifier

Figure 4.4: Use case diagram of Registering a new service
provider.

Identity Owner

After initial registration and authentication, the use cases presented in figure
[4.4] are now accessible to the identity owner. The figure shows the use cases re-
lating to scenario two in section@ Here Register new service provider(SP) is
performed, which is initiated by the identity owner providing a DID for which SP
he wants to register. With the DID of the SP the DDO is assumed to be resolved
and available, containing data necessary for presenting a consent and construct-
ing SP specific identity. The reasoning for this comes from the idea of having the
collection and management of the relationship done through the DIdMS. This use
case includes the identity owner Evaluating consent before accepting and finally
Creating identifier for that specific SP.

hoose identity’
network
<<include>>
. . Define attribute
Create identifier
<<extend>> A s
Identity Owner <<include>> @
Enter attributes
A

ake verifiable
claim

Figure 4.5: Use case diagram of Creating new identifier.

Import
attributes
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In figure the use case Create identifier is presented. The identity owner
could Choose identity network for which network he wants to create the identi-
fier or DID. A default could be set, but an option of selecting one or more desired
network(s) must be possible. For this identifier (in the form of DID) there will be
associated certain claims which could come from the identity data provided from
the Registration use case. The structure of this claims could be in the form of
verifiable claim. This format enables verification and data integrity to be applied.
In addition, depending on the claim request, the user may already posses the
claim value or he may have to enter it for the first time. For this purpose, the
extension Define attribute is added to show that when a request for an identity
comes from a service, the user can either import existing values or enter them
manually. On a more general note, the extension enables the user to construct
more flexible and varied identities by using signed claims from third-parties. This
is a process that is also discussed in Sovrin, section [3.4.2] and is important for
providing higher levels of assertions.

O
Authenticate <<include>>
DID

Service provider

Figure 4.6: Use case diagram of a service provider requesting an
identity.

When the identity is created with its associated claims, it should be then ac-
cessible to the service provider. In figure we have depicted the use case for
such functionality. In order for the actor to get the identity data, he must first
authenticate as a valid requesting party. Due to the nature of DID and DDQO, this
can easily be achieved since when registering the identity in the previous use
case, the user also supplies the service provider’s DID. From this follows that
authentication can be proven using the service provider’s public key.

Change
attribute

S(_ee SF‘. <extend>>—{ Revoke consent
relationships

<<extend>>
Request to
Export data be forgotten

Figure 4.7: Use case diagram of managing identity.

Identity Owner

In figure optional use cases are presented which are in relation to man-
agement of identities. Once the provisioning and registration are done, the actor
should also be able to change existing identity data. This is reflected by scenario
3 from section [4.2.1] Furthermore, with the GDPR being implemented, service
providers must be able to recognize when a user is revoking consent. Since the
actor is interacting with he SP through the DIdMS, the system must enable this
type of communication. By extension of this, comes the use case of Request to
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be forgotten which is also defined by the GDPR. Finally, the user may want to
migrate to another DIAMS and in order to support this, the Export data use case
is shown.

With the establishment of the major functionalities in regards to the DIAMS,
we will now try and elaborate how the identity structuring should be done.

4.3 Attribute & Data Management

In the following section an analysis of research question 2] stated in section[I.2]
will be presented. With the discussion in this section we aim at outlining a good
structure for designing and storing identities in the DIdMS.

4.3.1 Attribute Collection

The first aspect which needs to be considered is the process of gathering the user
data. More specifically, how will this data be gathered and from what sources
should the user be able to import it.

As presented in section [I.1]in the current model the user has different digi-
tal identities, depending on the context and application of their use. These are
referred to as scattered identities. Each of these identities contains different
information which is dependent on the context in which the specific application
or service is working in. Hence we need to find a way through which we can
aggregate all of the user data into one place.

Reviewing the approach the creators of Digi.me took, presented in section
[3.4.1] where they allow the user to select the different applications from which
they would like their information to be gathered from, we derive that it would
be beneficial for the DIdMS to be able to support similar way of aggregating
data. This will allow the consumers of the DIdMS to have flexibility of choice and
would allow them to gather their scattered identities in one single repository.
Furthermore, one of the primary options which need to be provided, following
Digi.me’s example is social media platforms. A study conducted on privacy also
shows that people disclose a lot of information on social networking sites which
makes them one of the richest repositories of personal data [66]]. Additionally, it
is important to extend the scope of applications beyond that of just allowing the
user to select different social medias - such as Facebook, Instagram and Twitter.
They should be able to add other types of information. An instance is healthcare
data which could include knowledge of current and past injuries, illnesses and
other related information regarding their well being. Another possibility is to
allow them to add financial information - such as active bank accounts, current
balance, spendings, etc. Furthermore, another alternative sources of information
could be different IoT and Smart Home appliances the user has already installed
and connected to an IoT hub[67]]. An example of that could be the user having a
NEST Thermostat[68]], from which preferences about the temperature he resides
in can be gathered. Moreover, the user can also connect different devices and
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information related to their physical activity - such as FitBit device[[69] or Apple
Watchl[70].

Another approach which can be taken, if the user would not like to spec-
ify the different applications from which they would like their information to be
gathered, is to have them manually input the data. This idea was inspired by
the way Chekk does the gathering of their data, described in section [3.4.1] They
prompt the user to manually input some of the information. This could prove to
be useful since some users might not have completely up-to-date data in some
of their fragmented identity profiles, or purely out of personal preference they
would feel more comfortable to go through the process of entering their own
personal information.

Summarizing the aforementioned processes, the system should be able to
provide the user with the freedom to select the data sources from which he would
like to have his data gathered from or what part of the information fields included
in their user profile they would like to fill in manually, and further authorize our
solution to be able to extract and accumulate all of the information.

4.3.2 Data Structuring

Once the user has explicitly selected the different data sources or has manually
input their personal information and it has been gathered in one place the next
logical step is analyzing determining how it is going to be structured and what a
user profile, in the context of our system would look like.

In order to be able to define this common architectural pattern of the profile
we first need to define the goals and objectives that we would to achieve. From
sections and [3.3]the following objectives have been identified.

Accommodate user data From the possibility of importing and providing data
form different sources we can observe that a lot of information is going to
be gathered in one place and the different fields in the profile need to be di-
verse enough so that they can accommodate all of the incoming information.
This also brings about the need to define a scheme with a wide-spectrum of
properties which can be mapped against the personal information.

Incorporate context Another aspect which was identified is that the different
fragmented identities scattered across the web depend on the context of
their use, as stated in section [I.I] This has shown us that depending on
the context of the application the user can have different preferences. An
analogy would be making two different playlists on Spotify depending on
the different situations throughout the day - in most cases they would have
different preferences in terms of music genre when commuting or driving
to work and when going out for a run in the park. This generates the need
to grant the user the ability to define different preferences depending on
the context. I.e. the system should allow the user to generate partial
identities, which they can later use to present themselves in a manner
of their liking. A simpler option which could be employed is to have the
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service provider which the user is interacting with can convey the context in
some form which can then be recognized by our system and if the user has
some specific attributes corresponding to that context they can be invoked,
otherwise a generic set of preferences will be sent back.

Dynamic bundle creation Another goal which needs to be made possible is to
have the profile structured in a way that allows claims to be dynamically
generated depending on the data requested by the service that the user is
interacting with.

Increase data quality The final objective of the profile structuring is to increase
the data quality delivered. Derived from the research in section [3.3] struc-
turing the data in a specific way which not only fulfills the aforementioned
objective, but also is kept updated will allow the services to receive a higher
quality data which should return an improvement of the quality of the ser-
vices they deliver back to the consumer.

Based on the previously analyzed objectives it is important to specify how are
they going to be achieved, more specifically what type of format and schema
would best fit them. There are two primary aspects which need to be reviewed
- one is the hierarchical structure of the user profile information and the second
one is the schema that is going to be used when defining the format of the data
inside that profile.

In figure [£.8| the hierarchy making up the user profile is depicted in the form
of a tree. The different nodes are presented in different colors, which differen-
tiates between three primary types (tiers) of nodes. It is important to state that
this structure is elicited in order to see what will the point-of-view for the user be
when interacting with the system. This tree-like structure can be adopted when
explaining how will the user overview his complete identity and how will the dif-
ferent identities be provided to services. The main root node, colored in dark,
is the part of the profile which will contain all of the information regarding the
user. The second tier of nodes consists of different contextual profiles, which in
essence are derivatives of the main root, meaning they are presented as a small
subset of the different parameters included in that main node with the possibility
of each parameter having a different value which depends on the context of their
use. Finally the third type of nodes, colored in orange, represent the different
service profiles, which are derived from their parent node.
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Figure 4.8: User Profile Hierarchy

The primary root of the tree has to contain information which relatively or
almost never changes plus additional default fields, which will be further defined
by the schema that will be adopted in the system. From this prime profile dif-
ferent preferences can be derived and a service-specific identity can be created.
An illustration of this case is the main root of the tree being connected to node
with name Service #5, containing preferences bundled directly from that main
profile. Another possibility is having the different contextual-dependent profiles
which are noted with names Context #1 and Context #2 respectively. These
elements contain information fields which may also be included in the primary
profile, however, they will have different values. It is evident that the former
node is split further into two separate children - Context #1.1 and Context #1.2.
An analogy to this case could be having John Doe’s details represented in his
main node and the two children of that node - Context #1 and Context #2 rep-
resent two different profile extensions which depict his preferences in different
situations of his lifestyle. The former node could be represented as John’s Gen-
eral profile and the latter one could be represented as John’s Work Profile. In
this context, the first child would contain John’s private e-mail and home phone
number, whereas the latter child will contain John’s work email address and his
work phone number. The further split of the Every Day John profile is regarding
additional contextual specifications. The child with label Context #1.1 could be
a profile containing information and preferences when John is at home, whereas
the second child, Context #1.2, could represent again some type of individual-
specific information, but in the context of John being on Vacation. Again each
of these profiles contain some parameters that depend on context, which are de-
rived from their parents. And each of them can then be parents themselves to
different services.

In the context of our system it would make very little sense to try and define
our own data schema. This is due to the fact that if we opt for that choice it would
bring in additional requirements to the service providers which would like to in-
teract with our system. The wiser choice would be to select one of the available
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schemes which all already in use in the digital world because that would allow
our solution to be more compliant and interoperable with a wider spectrum of
services.

After identifying the potential data sources from which the user can gather
their personal information, and discussing how should these resources be struc-
tured the next step is to review what are the different possibilities in terms of
where should the user’s data be stored.

4.3.3 Identity Directory

In our problem formulation we have stated that one of the most important aspects
of our system is following SSI principles in regards to control and management
of user data. In the context of our report we will coin the term Identity Directory,
IdD for short. The IdD can be viewed as an enabler to the Self-Sovereign Iden-
tity core principles since it gives the user choice of storage, which in turn gives
them more control over their identity, while removing such requirement from the
DIdMS. This also creates a decentralization on a small scale and increases the
protection of user identity data, because it is not gathered at a centralized stor-
age.

The IdD is an abstract term which is referred to the storage element in which
the user’s identity data is placed. There are fundamental aspects which need to
be reviewed before being able to elicit requirements and specify where should
the user’s identity data reside in the context of the DIdMS. It is important to
note that if the data should reside on a server which is explicitly managed by the
DIAMS it would result in taking away some of the control of the user. Further-
more, this would result in specific GDPR implications which the system should
comply with. If we select to provide a type of Storage-as-a-Service this would put
us at the category of Controller, specified by the GDPR, and would introduce fur-
ther liabilities which need to be taken into consideration. Having in mind that our
objective is to empower the user as much as possible and place the complete con-
trol in their hands the option which could provide these aspects is to have them
select a storage which is managed by them. This is also confirmed by observing
some of the solutions which we have reviewed. For example, Digi.me and Chekk
both put the data at the control of their user. Additionally, Digi.me allows the
user flexibility in terms where this data would be stored at. Following their ex-
ample, it would be a more sensible choice for us to provide the user with the same
functionality. However, it is important to elicit requirements for this storage as
well in order to make sure that the user’s identity data will not be put in jeopardy.

Some requirements for the Identity Directory can directly be derived from the
Identity Hub concept requirements, provided by DIF in section[3.3.3] It would be
beneficial to take DIF’s specifications into consideration because the define the
Identity Hub as a protocol which facilitates easy management of digital identity
and all of its related aspects. Furthermore, this remote repository must be able
to facilitate secure storage with secure transmission of the identity data.
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Another critical aspect which needs to be considered if the system would
need to access the user’s data under any conditions. If such cases need to
be fascilitated the DIAMS needs to strictly follow the General Data Protection
Reglulation’s implications, such as that before any access to data is granted the
user must have given explicit consent and authorized the system. Furthermore,
our system is seen as running on the web, which means that the storage has to
also support transmission via web protocols, specifically HTTPS. A specific pur-
pose for accessing the user’s identity data could be to provide it to other Service
Providers.

If the DIAMS adopts for this tactic, it would become an aggregate of data and
would enable the user to interact with other peers on the network, without taking
the additional responsibilities of storage. In addition to that, Digi.me also have
established a mechanism for protecting the user data from the storage service
by encrypting all of the data on the client side before it is send to the storage.
This could be a good design choice that increases protection and security and if
chosen as part of the DIAMS. However, if that is the case, the respective require-
ments for key-generation, management and encryption have to be considered.

Another requirement which needs to be regard is the need for facilitating
seamless synchronization and data portability. This means that the DIdMS should
fascilitate the synchronization of data if the user has it in multiple places. Fur-
thermore, it should allow for easy export of the identity data in the case that the
user would like to migrate to another identity provider or would like to take out
his data of the DIdMS.

4.4 Establish Relationship with Service Provider

After identifying the data structure and storage, we now focus on how to facili-
tate the relationship between a user and a service within the DIAMS. As already
stated, in sections[4.1.2]and [4.T1.3]the DIdMS must be able to create service data
bundles, publish them and also support consent management. In addition, there
are also requirements reflected by the sub-problem [4] that have to be addressed.
As seen from section the DIdAMS must support two major user rights - to
revoke consent and to be forgotten. In this section we will analyze how can the
DIdMS facilitate all of this.

Once the identity owner is registered to the DIAMS, he can start using it
to provide his identity to SPs. In the scenarios an example with the popular
streaming platform Netflix is given. As briefly mentioned in section [£.1.1] the
DIdMS must support multiple identity networks and must be able to work with
DID method specifications for each one. This means that the DIAMS will be
able to resolve a DID to its corresponding DDO, regardless of the network. As
described in section [3.3.1]the DDO of a DID can contain endpoints and other in-
formation relevant for communication between peers and we can utiliza this to
our advantage.
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The overall flow of establishing this relationship between identity owner and
SP is shown on figure [£.9] Some of the specific steps within are further discussed
in following subsections. As depicted the identity owner will initiate by visiting a
service provider’s website. The SP will provide their DID to the identity owner,
(1), and the identity owner will provide this to the DIAMS, (2). This tells the
DIdMS that a relationship is wanted with this DID. To get the DDO of that DID -
the information needed for communication with the SP - the DIdMS will go the
related identity network and fetch it, (3). Having the appropriate information
regarding the SP provided in the DDO, the DIAMS will now query the SP, (4), for
what data it needs from the identity owner and what consent should be signed
by the identity owner. Knowing the SP’s required data and consent, the DIAMS
will present this to the identity owner, (5). If the user accepts the SP’s consent
receipt and provide the required attributes, the DIdMS will generate a new DID,
(6), for the identity owner. Upon finishing the publication of DID and associated
DDO, the DIAMS will provide the new DID to the identity owner, which should
be used for that new SP, (7). The identity owner will now take that new DID
to the SP, (8), essentially saying "this is my identity for you". Getting the DID,
the SP will need to make sure that the one providing it is in fact controlling
that DID. Fetching the DDO of the DID, (9), the SP will have the information
needed for authenticating the DID at the endpoint specified by the DDO. Via the
endpoint in the DDO, the SP will go to the DIAMS (the endpoint is protected and
managed by the DIAMS), (10), to get a challenge signed by the identity owner.
After this process, the relationship between SP and identity owner is considered
established.

Service

Ernae Identity Owner

Identity Network

Figure 4.9: High level flow of identity owner registering a service
provider.

Service Provider Exclusive DID

The DID specification, section [3.3.1] discusses a privacy issue regarding the risk
of correlation with the identifiers. The problem is that if the user creates unique
DID of a service provider and then gives the same one to another service provider,
the two providers could collude to link this DID to the Identity owner. This could
compromise the privacy of the user, which is undesirable. To tackle this issue, the
DIdMS should by default protect the identity owner’s privacy by creating unique
DIDs for each SP relationship. This creates the process of linking the DIDs to the
same Identity owner a lot harder and strengthens the privacy. As part of the DID
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there is also a partial (service) identity created. Hence, by creating a new DID
for a SP, the identity owner essential creates a new partial identity.

4.4.1 Get Service Provider DID

As described above the relationship between identity owner and SP is also a re-
lationship between two DIDs. The DIdMS will need to know the SP’s DID and
associated DDO to establish the relationship - this is step (1) and (2) in figure
[£.9] In the scenarios it is expressed that Jane goes to Netflix and is redirected
back to the DIAMS. In practice, this might not be so practical. The DIdMS could
be one of the many available for identity owners, thus Netflix can not be expected
to reference every single DIdAMS and hold an available address for redirection.

In order to initiate the sequence of registration, the identity owner needs an
available, valid DID of Netflix. Since the DIdMS is network agnostic, the DID
could be specified on any network - Sovrin, uPort, Veres One, etc. The obstacle
that rises form this is how does Jane "bring" the DID of Netflix to her DIAMS, so
that the process can begin? The "bringing" can happen, for example, in one of
two ways:

Manual copy/paste Jane will simple copy a DID provided on Netflix’s website
and go to her DIdMS and paste it in when required.

Browser plugin detects DID Jane will have a browser extension installed, de-
veloped by her DIAMS, to automatically detect a DID on a visited website.
This extension can then provide the functionality, upon Jane’s initiative, of
starting the registration flow and "bringing" the SP’s DID to the DIdMS.

The later is preferred since it is considered to be done in a more user-friendly
and seem-less way where Jane does not have to manually be involved. Once this
is established, Jane should be able to immediately continue with the other steps
as specified. The DIAMS now knows to which DID Jane wants to create a rela-
tionship. It should be noted that the DIdMS should not know or care to whom the
DID belongs, i.e. that Jane is using Netflix.

4.4.2 Service provider’s DDO

Having the DID of the SP, the DIdMS will need further information regarding
the SP to complete step (3), (4) and (5) in figure @} Associated to the DID is
DDO which is stored at the Identity network. According to the DID specification
there are some minimum requirements for what should be included into the DDO
schema, section One of those required properties is 'service’ which refer
to service endpoints. In this property, endpoints can be specified for further
interaction with the owning entity. For the DIdMS to facilitate the relationship
between user and a service provider, this DDO of the SP needs to have not only
the endpoint for communication but additional ones that provide access to other
necessary information.
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Endpoint specification

As minimal disclosure of information is wanted, relating to both GDPR and SSI
principles, the SP must provide a list of what is required, in terms of user claims.
Since the DIAMS is external to the domain of the SP, the service provider could
include additional endpoint that could provide specification for such data. Fur-
thermore, the GDPR specifies rights that have to be supported by every service
that utilizes personal data. One way providing this functionality is to have the
user enter the domain of the SP and have the process done there. However, if
the DIAMS is to support this type of requests on behalf of the user, the SP has
to provide a way for external parties to make these requests. A convenient so-
lution is to create two additional endpoints that allow third-parties to request
these rights on behalf of the user. The last thing we have to consider from the
SP is the consent description. As part of the flow in figure 4.9} the DIdMS has
to present in a readable way the consent that the service provider has defined.
Again, by using the DDO specification, the service could define another endpoint
where this could be facilitated.

To summarize this you can see listing below. This serves as an example of
how using DDO specification we can facilitate the requirements for user-service
relationship within the DIAMS.

{
"service": [
{
"type": "ExampleService",
"serviceEndpoint": "https://example.com/endpoint/8377464"
}
{
"type": "consentFormSpec",
"serviceEndpoint": "https://example.com/endpoint/consent"
19
{
"type": "revokeConsent",
"serviceEndpoint":
"https://example.com/endpoint/revokeconsent”
},
{
"type": "requestToBeForgotten",
"serviceEndpoint": "https://example.com/endpoint/forgetme"
},
{
"type": '"credentialsSpec",
"serviceEndpoint":
"https://example.com/endpoint/credentialsSpec"
}
H
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Listing 4.1: Example of a service endpoints in the DDO of a service
provider.

In the listing, the "type" defines the endpoint’s specific type and the "ser-
viceEndpoint" specifies a link where relevant data can be gathered. Of course,
this is only one way of doing it, but since DID’s specification allows such flexibil-
ity, we consider it to be a viable solution that is both easier to implement on the
service provider’s and on the DIAMS’ sides.

4.4.3 Prove DID Ownership and Control

As final steps in establishing relationship is for the identity owner to prove that
he owns/controls the provided DID - steps (9) and (10) in figure The DID
specification, see section[3.3.7} do specify how authentication information can be
included in the DDO. Furthermore, the term DID Auth has been introduced in
rebooting the web of trust workshops regarding "..."proving control over a DID"
in one way or another."[71]]l. There are various methods to do this proving. One
of the more flexible one is using a challenge/response method. An example here
is to have a 'DID Auth service’ endpoint specified in the DDO of the user’s DID,
where the SP can send a challenge. The identity owner should then create a
response to this challenge, by making a cryptographic signature with the DID’s
associated private key. This means the DIdMS will need to be able to redirect
such a challenge/response flow to the identity owner. While this type of authen-
tication is a design choice, making use of the already existing key-pairs from the
DID’s is a solution that reduces overhead and makes the system easier to main-
tain.

4.5 Consent management

As the scope of the DIAMS is user-service communication, one of the most im-
portant aspects is consent. Consent is important because it informs the user and
gives legal accountability to both parties.

In the following section we will extend the discussion, which begun in sec-
tion [4.1.3] regarding user consent. We will review and explains the different
elements which need to be considered in the context of consent management
and DIAMS. The discussion also reflects research question [4] which is aims at
identifying GDPR privileges and requirements.

4.5.1 Consent Structure of Service Provider

We have discussed in both sections and that the DIdMS should be able
to retrieve and deliver the consent of the respective service provider. Consent is
a conceptual term. A consent can be implemented in a myriad of ways and usually
service providers are tasked with that. Before the GDPR, the service providers
could just include a long list of description of their service and user rights and
then prompt users to just accept or leave. However, from May 25, 2018 changes
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have to be made. The service providers have to consider how they process user
data and distinguish between data necessary for core functionality and data pro-
cessed for additional gains. For example, if Netflix wants to collect my address,
but that unit of information is not relevant to their core service, then Netflix has
to explicitly create a consent which can not be "take it or leave it". This empow-
ers the user, because the service provider can no longer say "you either accept
what I am doing with your data or leave". Furthermore, there are specific fields
and information that has to be included in the new consents. All of this bring the
question "how would the new consent look like in practice?".

Kantara Initiavie have created a data structure that tries to solve this question
- Consent receipt, section [3.3.8] Consent receipt is specifically created to be a
compliant format with GDPR that can be used by service providers. In addition to
that, it provides in a human-readable way the core processes and the information
that the user needs to approve.

In regards to consent receipt and their usage in DLT-enabled networks, the
consent receipt can be viewed as an evidence that a transaction of personal infor-
mation has occurred. Whenever a such a receipt is issued, the involved parties,
both provider of the information and its receiver, must digitally sign it. The signa-
ture is usually generated by hashing the consent receipt data. Once both entities
have signed it, each party must store securely their copy in order to prove that
the aforementioned transaction has occurred, if required. Consent receipts are
legally binding and they are an important aspect of insuring one’s rights in these
DLT-enabled networks. As referenced in section [3.3.8] a consent is an abstract
term and has been developed into a specific standard by The Kantara Initiative.
The standard specifies a structured way of documenting consent transaction and
it takes into account the implications of GDPR on transactions which involve per-
sonal information. However, it does not present a way in which the right to be
forgotten can be facilitated, or any additional functionalities that might be nec-
essary if special conditions occur. For example, if the user changes his mobile
phone and other contact data, the service might require him to inform them in
a reasonable span of time of the change if the relevance of that information is
critical to adequately delivering the services the user has signed up for. All of
these special cases have not been reflected in the current form of the consent
receipt standard.

Another possible data structure, which can be used as a substitute and could
solve some of the aforementioned problems is link contract. It is a specification
which is developed by XDI Technical Committee, part of the OASIS organiza-
tion[72]]. Linked contract is a concept that builds on the idea of smart-contracts.
It gives the ability of parties to define specific conditions and respective proto-
cols that need to happen in the event of these conditions. Linked contract also
gives more flexibility of defining rights and responsibilities between to parties,
while consent receipt is more constrained. Since, linked contract is not defined
yet to the extend consent receipt is, we can not really compare the viability of
it. If the concept is proven to work, it could be a more suitable choice as means
of expressing consent between service and user. However, at the time of writing
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this paper, we consider consent receipt as a more viable option that can be used
to represent the consent.

We have already mentioned that we have to consider how are we going to
provide the right of the user to be forgotten in section While the consent
receipt reflects the why and how the user’s data is going to be used, services
also have to consider how can they provide a functionality that enables the user
to request his data to be deleted and removed. In the DLT-enabled networks, a
user can deny access to his data by revoking his DID, which has been given to a
service. However, he can not ensure that the service provider has not stored the
data, which was retrieved by them once the relationship was established. This is
an issue which needs to be taken into consideration when analyzing how will the
user executes a request to be forgotten.

A solution to this problem is to rely that each service specifies independently
how this process can happen. This can be done by asking each service provider
to include an endpoint as part of the service DDO schema, illustrated in listing
[4.T)in section 4.4] This would allow agents acting on behalf of the user to make
such requests and would enable better user-experience since the user would only
have to access his DIdP and manage this process from there, instead of visiting
each service and following their custom processes. Additionally, by saving a le-
gitimate copy of each individual consent receipt of a specific identity owner, it
would allow an them to have an easy overview and the ability to inspect the re-
ceipts corresponding to all service providers to which they have given consent.

Consent Receipt Format and Flow

Back to the "consentFormSpec", we have to evaluate what type of information is
going to be specified there. First of all it is important to establish what are the
necessary steps and preconditions for a service provider to issue a consent re-
ceipt to a user. A process of generating a consent receipt which will be delivered
to a user will be done when the specific user is not registered to the service. If
that is the case the following steps will be executed:

1. User connects to a service
2. The service needs to generate a consent to use the user’s data.
3. The service calls its respective consent management server

4. The consent management server create a new consent form for the user
and returns it back

5. The service presents the consent form and prompts the user to accept or
deny it.

6. The user accepts the consent form and a consent receipt is issued and
stored in the consent management server

This consent flow was created in the context of currently operating web ser-
vices which rely on PKI and do not yet support DLT-enabled infrastructure.



Chapter 4. Analysis 68

In order to facilitate this process for services in more decentralized networks,
they should provide the structure of their consent receipt at the endpoint which is
denoted "type": "consentFormSpec" as presented in the listing in section
The structure could be JSON format that includes key-value pairs of data.
The "key" side should be the same as specified in the consent receipts standard
by The Kantara Initiative[406].

4.5.2 Revocation of Consent

While consent receipt can be used to prove a consent transaction and establish
boundaries and terms of data usage, the DIdMS needs to also support the case
where an identity owner is no longer in need of a service and wants to revoke
their specific consent. This means that a process which allows consent revocation
needs to exist and be supported by both DIdMS and the Service Providers.

The current standard of consent receipt[46] supports "Revoke consent URL"
and "PolicyURL". The "PolicyURL" field is a link that points to a document that
specifies how the process is going to be conducted and what appropriate actions
need to be taken. Each service will implement their own functionality of consent
revocation, depending on how they store, manage and maintain consent receipts.
However, following one of the problems elicited in the former parts of this sec-
tion - the service provider needs to be notified in a timely fashion that an identity
owner no longer would like to share their data and would therefore like to revoke
their consent. From the point of view of the DIdAMS, the service should provide
an endpoint which can be queried to initiate the process of revocation. The result
of this call should also be provided back to the DIdMS so that the system can suc-
cessfully convey the result of the consent revocation of the request to the identity
owner. This is an essence the use of the "revokeConsent" endpoint, showcased in

section [4.4.2]

It is important to note, that a revoked consent receipt does not mean that
it will be completely deleted. It could simply be flagged as invalid or inactive.
The reason for that could be that a user would like to stop to use the service
for an uncertain amount of time, but later on decide to go back to it and when
they make that decision The process has to be done seamlessly from the identity
owner’s point of view. They should easily be able to read the revocation policy
and then request revocation through the DIdMS.

4.5.3 Request to be Forgotten

Another problem which was outlined earlier was that the "Right to be forgotten"
should be supported. The service provider must also support a way which en-
ables the user to request all of their data to be deleted, as stated in the GDPR.
The solution to the issue can be seen as an extension to the consent revocation
flow, because the user would have to ask their consent to be revoked, meaning
they would like to stop sharing their data and afterwards they would tell the ser-
vice provder to delete all of the records of his data.

We have already examined that this is an important aspect of the client-server
relationship and as a way of supporting it we have suggested that the service
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should expose an endpoint for that functionality as showcased in section [4.4.2

Now that we have examined what the DIdMS must facilitate as requirements
between the service provider and the user, the next step is to analyze how the
actual identity transaction will be structured.

4.6 Claim Management and Structure

As part of the research question 3] we need to identify how can we transfer and
create claims. The claims need to support attestation in the form of signatures
that can be validated. These claims are the core identity data that constitutes an
identity transaction between a service provider and a user.

4.6.1 Dynamic Credential Creation

As the SP will have to define which attributes it needs from the identity owner,
the DIAMS must be able to handle this process. We already explained that an
endpoint can be used for this purpose, section[4.4.2] In figure 4.10]|the imagined
process of dynamically creating credentials is illustrated. Entities are named
according to the convention used in section [3.3.6] verifiable credentials. The
DIdMS/holder will fetch the credential specification from the SP/verifer given
the endpoint specified in the DDO. When looking at the credential specification,
the DIAMS should look at the identity owner’s defined attributes to try and match.
If this matching can not happen automatically, the DIdAMS must prompt the iden-
tity owner to match or provide a value. If the SP has specified that some of the
credentials must be signed by certain issuer(s), the DIAMS will need to go to
that issuer to get a valid verifiable credential. The DIdMS should redirect the
identity owner to the correct issuer, while specifying which credential(s) must be
signed. Upon possible authenticating the identity owner, the issuer will return a
verifiable credential to the DIdMS.



Chapter 4. Analysis 70

mm

DID of SPAverifier ! _ X
; P g Request credential spec

1
1
1
1
1
1
1
gl
-
l Manual matching

1

Prompt for manual matching Auto match :

1

__________ - - _> 1

1 1 1

: ! Credential to be signed Generate :
_— il credentials

1 Authentication 1

<----=---- > 1

1 i . 1

. Vgnf_lagle_cr_ed_en_tla_l > .

1 1 1

1 Confirm credentials made for SP 1

|< """"" T=-=~======== 1

1 1

]

1

1

I

1

Figure 4.10: Sequence diagram of dynamically creating creden-
tials.

While the dynamic generation of signed claims is showcased as part of provid-
ing identity data to a service provider (verifier), it is possible to request verifiable
credentials as an independent flow.

4.6.2 Verifiable Credential Process

From our research, we can see that a good data structure that enables the trans-
mission of cryptographycally signed claims is the Verifiable credential[3.3.6]

To support the process of getting verifiable credentials from an issuer, as
presented in section [3.3.6] in a DLT-enabled ecosystem some issues have to be
addressed. Since a new DID is created for each relationship with SP, this means
that a new verifiable credential has to be created as well. Verifiable credentials
rely on using public-private key cryptography and each new DID will have unique
pair of keys. Hence, there will be one-to-one relationship between DID - Verifi-
able credential - Service provider. However, Verifiable credentials are made out
of claims. Claims are usually more persistent and don’t change over time that
much. Whenever a new service registration process is started, the DIdMS uses
the claims to dynamically generate verifiable credential for that relationship.

Another aspect of the asserted claims is trust. The specification regarding
verifiable credential described in section [3.3.6] presents a one-way trust model
where the verifier has to trust the issuer. This means that the verifier will have
to be able to communicate to the holder which issuer it trusts. If the holder
does not hold a verifiable credential from a trusted issuer, it must go get one. An
example of this is that Netflix would like credit card information, validated by the
user’s bank. The DIAMS must recognize when such assertions are required and
also be able to know where to go in order to provide a way for the user to obtain
them. Some issues rises for this specific process of getting the right verifiable
credentials from certain issuers.
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* One issue is that the issuer must then have a defined way of providing such
a verifiable credential - more specifically regarding the communication be-
tween DIdMS/holder and issuer. This could be defined endpoints, which
could be present in the issuer’s DID/DDO. Since it is machine to machine
communication the verifier will also need to make sure that the issuer will
support the attribute which it requires. E.g. the verifier, specifying a re-
quired attribute called 'ageOver18’, will need to know that the issuer(s)
know what that attribute means and are able create a verifiable credential
for that.

e Another issue is, it can not be assumed that the subject (user) has a rela-
tionship with any of the verifier’s trusted issuer(s). Depending on the nature
of the issuer, authentication by the subject could be necessary for issuer to
issue a verifiable credential. Furthermore, the subject needs to trust the
issuer, that it will not provide false credentials.

There is a differentiation in how the identity networks can establish trust
between issuer and verifier. This means the exact process is not quite clear, but
it must be assumed that cross-identity network supports the discovery of issuers
via DID.

4.6.3 Match Between Requested Claims and Existing Identity

When a SP dictate which credentials are needed in the credential specification,
values for these have to be specified in one way or the other. The identity owner
will need to construct claims matching the SP dictated credentials, which could
happen automatically or manually.

Automatically matching

To enable automatically matching of the required attributes to the identity owner’s
defined attributes, a common context or schema must be used. Some obstacles
of automating this matching could be:

e Attribute names could be spelled different. E.g. SP dictates an attribute
called ‘'name’, but identity owner has one called 'Name’.

e The same attribute could reference two different objects. E.g. identity
owner has defined an attribute called ’size’ which is his shoe size, but a SP
needs a ’size’ attribute, referring to pants size.

To overcome these obstacles and provide automatically matching of attributes,
the use of JSON-LD and Schema.org could be implemented With the SP
specifying a context for its required attributes, the DIdMS will be able to check
if the identity owner has any attributes defined within same context.

Manually Matching

If the above process of automatically linking a required attribute to an identity
owner is not possible, the user will have to manually match the missing claims.



Chapter 4. Analysis 72

%®}S(pkssuer)+ c\:":gl:nt;::l S(skowner)—> Pr:esgfrllat:llieon E(pksp)—>

Figure 4.11: Expected process of creating the identity for a SP.

Since the user will probably be able to understand the context of which the re-
quired attribute is in, a drag-and-drop feature could support him linking his own
defined attribute. If a fitting attribute has not been defined by the user and it also
needs attestation from trusted third-parties he can use dynamic claim generation.

4.7 Providing Identity To Service Provider

The following section will analyze the process of how the identity provider re-
trieves the user’s identity data once the user has authorized it. The preceding
sections analyzed the process of establishing the relationship between identity
owner and SP. Once established the SP will need to retrieve the identity owner’s
partial identity - created specifically for that SP. Described in section [3.3.3] the
proposed Identity Hub is a concept of how this can be done. The concept of the
Identity Hub defines a single place to manage and store the DID related identity.

Following the requirements elicited in the DIF Identity Hub document[34],
we can derive that the newly created identity will be in the user-specific Identity
hub. Furthermore, in section we state that each user will have their own
Identity hub. This implies the aspect of high availability. This should also reflect
the DDO of the new DID, which must contain an endpoint to that Identity Hub
for discovery purposes. The Verifiable Presentation(VP) containing the claims for
the specific SP is located in the Identity Hub. This VP can be cryptographically
verified, since it is signed with the private key of the identity owner’s DID. The
DIdMS or anybody else can not break the entegrity of the VP. But as the VP
was created for a specific audience, a SP, nobody else than the SP should be
able to read the VP - not even the DIAMS. As a resonse to that, the VP can
further encrypted using the public key of the SP. The idea of what exactly is
provided to the SP is depicted on figure[4.11] On this figure the process of signing
is denoted as S(< keyusedforsigning >) and the process of encrypting as E(<
keyused forencryption >). The keys are denoted as pk for bulic key and sk for
secret/private key.

After creating the partial identity - the SP identity - it has to be put in a Iden-
tity Hub. The DIAMS must publish the required endpoints for that Identity Hub.
Due to the requirement of high availability it would make very little sense to have
this at a user-managed device, because it is highly probable that the device might
not be online or available when a SP would like to initiate an identity informa-
tion transaction. Therefore the DIAMS must take this responsibility and be able
to generate the endpoints where the data will be accessed by the SP. In addi-
tion, when the endpoint is live, it has to be protected, which means the Identity
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Hub must be configured accordingly. This ensures that only the appropriate ser-
vice provider can gain access to the identity data (partial identity) stored at the
endpoint. Furthermore, the logging of the SPs requests can be logged for audit
purposes and give the identity owner a overview of the usage.

4.8 Managing the Key-chain

The term key-chain refers to the storage, in the form of bundle, of the private
keys which are related to DIDs. In other words, the key-chain is the structure
where private key of various DIDs are stored and protected. This relationship is
depicted on figure [£.12] where the private keys are shown as the controlling both
the associated DID containing related public key and the identity profiles in the
identity directory. This relationship is shown since we already established one-to-
one relationship between DID(user), Verifiable credential (service identity) and
Service provider (DID).

privK,

privK,, ,'

Identity
Owner

]
1
1
1 Identity Networks
1
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\

Figure 4.12: Use of identity owner’s private keys in a wallet.

This key-chain will essentially control the complete identity of the identity
owner and is regarded as very personal. The key-chain is separate and owned
entirely by the owner. The owner of the key-chain, owns the private keys which
in turn translates to owning the DIDs. You can also see this reflected in figure
[£.12] In regards to the DIAMS, the user will have to be able to use the key-chain
functionality and storage while operating within the domain of the DIdMS.

4.8.1 Purpose of the Keys in the Chain

To better analyze where and how the key-chain should be stored and managed,
the exact use of the keys within the DIdMS have to be established. Figure [£.12]
shows an overall relationship with the identities and DIDs, but it does not present
a complete picture. The keys are also used to provide functions such as proving
control of DID, enable managing the DID, authentication between peers (DIDs),
etc. Beside controlling the DID, a private key will also be used in the signing of
service identities and verifiable credentials. This means when creating a specific
identity for a SP, the DID associated private key will be used as proof that the
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owner of the DID has constructed it and not somebody else.

Due to the mentioned use cases and the importance of managing correctly
the private keys, the access to it by other than the identity owner should be
minimized.

4.8.2 Storing of the Key-Chain

In general the DIAMS might need to have access to the key-chain to provide the
functionality required. The main question regarding the key-chain is to which
extend the DIAMS should have access to it and where is should be stored. In
table [4.1] this is discussed in relation to server and device - device being a user
controlled device and server could be DIdMS server or an Identity Directory.

Server
Yes No
.g Yes \/ X
>
8 No X B

Table 4.1: Storage of the Key-chain within the DIdMS.

Within the context of this discussion, the Device is a user control and poss-
esed device - phone, personal computer etc. The Server is an abstract entity that
resides outside of the user control. It can be a cloud storage, identity directory
or backend server of the DIdMS.

Looking at the table, the important take-away is that if we store the key-chain
only on the device, the user will be the only one who has access, but he will also
be the one bearing the risk of loss. If the device is broken or lost, all of the
private keys stored in the key-chain will be gone. This means that one accident
could lead to complete loss of identities and DIDs which is unacceptable. On the
other hand if it is stored entirely on the server side somewhere, then user has
almost no control. In addition, the server has to be protected and if something
goes wrong, many DIDs could be compromised due to their centralization at the
server. As a remedy to this problem, we propose storing the key-chain on both the
device and the serve. However, the server copy should be stored in an encrypted
form and should be decryptable by a secret only known the owner of the key-
chain. By doing this we create a back-up of the user’s key-chain, without risking
compromization if the server copy is stolen or hacked.

4.9 Authentication Protocol

As part of the use case the user has to select and authentication mechanism.

Selecting an appropriate authentication protocol is relevant in couple of re-
gards. First, user experience is crucial and conventional email/password solu-
tions have proved to have their weaknesses. Second, the authentication schema
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entails requirements regarding the storage and manipulation of data. For exam-
ple, if password is used as token of proof for an account, then the system must
be able to store registered passwords and link them to an account. For these
purposes, we investigate how can we achieve user authentication to the DIAMS
that is more user-friendly and also requires less capabilities for protection.

As described in Web Authentication API is a new standard that builds
on the concept of password-less experience, by providing authentication protocol
to web services and users. In this standard, the user relies on an authenticator to
store and mange his credentials. The authenticator in turn validates and attests
credentials to the requesting services by involving the user to provide biometric,
PIN or other challenge.

4.9.1 Accessibility in DIAMS

An important benefit of using a DIAMS is that it could be completely device ag-
nostic. This means that the user can use the DIAMS service from any device or
computer as long as he can present valid credentials for his account. The em-
ployment of a standard like Web Auth API promotes such behavior and reduces
the authentication capabilities for the service providers.

In order to employ it to the DIAMS, the user needs to posses an authentica-
tor. An authenticator can be either working on the device as a software or it
could be on a separate hardware device like a phone. Usually the authenticator
is supported by a client platform that enables the connection between authen-
ticator and service. The approach of Web Auth API is more user-centric where
the authentication decision is no longer done by the service, but it is outsourced
to a trusted device. The service only stores a public-key credential. While au-
thentication to the DIAMS is not part of the core functionality that it provides,
the discussion in this section identifies Web Auth API protocol as a good candi-
date that could support better user experience and less protection capabilities
considerations for the DIdMS.

4.10 GDPR Considerations

As already mentioned in section [3.1.1] GDPR is a regulation that aims at improv-
ing the handling of personal data in the European Union. This means that every
company within that jurisdiction has to be compliant and needs to address how,
why and where it stores personal data. This means greater overhead, costs and
overall resources have to be devoted to this problem.

In regards to the DIAMS the goal is to empower the user and his identity
control, which inevitably includes personal data, thus we have to consider how
exactly the GDPR is reflected.

We have seen form DigiMe that it is possible to construct a platform
(system) where you are GDPR compliant and don’t necessary have access to per-
sonal data. By access we mean that the platform itself can not get the personal
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data (independently), store it and use it. They have done this by using encryp-
tion, minimal disclosure and "bulky" client-side.

Extending this concept, one of the interesting approaches is the idea of stor-
ing user’s encrypted identity data on a chosen repository such as Google drive,
Dropbox or other. This was also the major reason for us to introduce the term
Identiy directory. Digi.me has created a concept that avoids GDPR regulations
and we view this as a desirable approach as well.

In regards to how they actually do this, they employ encryption when storing
the data. The encryption key is generated dynamically from user input, which
means that Digi.me does not store keys. Hence, even if Digi.me had access to the
data in the repository, they could not read it since they don’t have the key. Well,
then the question that may come from this is: if Digi.me provides the function
for encryption, how is that they do not know the key? The answer of this ques-
tion is that they just do all of the logic on the user’s device. Every encryption,
decryption or any processing is done entirely on the client side, in this case the
user’s phone. Once the processing is completed the key is dropped. By doing
all of this, they avoid having to deal with GDPR, because technically speaking all
of the processing of personal data is done on the user side and Digi.me does not
use it in any other way. They have achieved the goal to be able to say that even if
their system is compromized, user’s data is not.

Reflecting this concept, we can extrapolate an important requirement. The
DIdMS solution must not store any personal data in its database or backend. It
should do all the relevant processing on the client side, in order to avoid GDPR
implications. The question of how to achieve this goal is a design solution, there-
fore we will again revisit this question in the design section and discuss it there.

If we manage to achieve what Digi.me have done, the DIdAMS may not even
have to consider any capabilities required by the GDPR. This would be beneficial
for both the user, since he will retain full control over the storage and viewing of
his data, and the DIAMS, since it will not need to implement the added cost and
overhead of GDPR.

In regards to the privileges and rights provided by the GDPR, we have al-
ready discussed in detail how they can be enabled. The implementation of the
endpoints, as specified in section [4.4.2] are seen as viable solution that could be
implemented.

4.11 Requirements

In this section the requirements identified up until the end of this project is pre-
sented. It should not be considered as a finite list of requirements for a DIAMS. As
mentioned in section [2] if further development would have happened further re-
quirements would have been identified. For the time being, these requirements
have been identified based on the analysis chapter. The key words "MUST",
"MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD
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NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and "OPTIONAL"
in this section are to be interpreted as described in "Key words for use in RFCs
to Indicate Requirement Levels"[73].

Since it is primarily the core functionalities of the DIdMS which have analyzed
so far, most of the requirements are viewed as a must. In addition, the require-

ments are broken into functional and non-functional. Functional requirements
are denoted by "FR" and non-functional are denoted by "NFR".

4.11.1 Functional Requirements

Table 4.2: Table of the functional requirements

No. Requirement Section
FR1 The identity owner should be able to define attributes | 4.3.1

by retrieving data from his Facebook, Twitter or Google

account.
FR2 The identity owner may be able to define attributes by | 4.3.1

retrieving data from a user-specified sources - bank, hos-
pital, IoT devices.

FR3 The identity owner must be able to save all data gener-
ated with the DIdMS in his Google Drive protected by a
self defined secret.

=
.
W

FR4 The identity owner must be able to construct identities | |4.3.2
which hold attributes defined by the identity owner.

FR5 The identity owner must be able to share the same at- m
tribute between multiple identities.

FR6 The identity owner must be able to have an overview of H
all his identity transactions with service providers.

FR7 The identity owner must be able to inspect all consent H
receipts given for service providers through the DIdMS.

FR8 The identity owner must be able to revoke a consent re- | |4.5.2
ceipt given for a service provider.

FR9 A service provider must be able retrieve an identity lﬂl
owner’s identity at an unique endpoint.

FR10 The identity owner must be able to prove control and | (4.4.3

ownership of a DID towards a service provider.

FR11 Upon an identity owner registers a service provider, the
system must be able to present the consent in an human
readable format.

i
o
—_

FR12 The user must be able to authenticate to the system by lﬁl
providing a username and password.

FR13 The user may be able to authenticate to the system by H
using an authenticate as described WebAuth.

FR14 The user should be able to request assertions from any | |4.6.2

issuer which have published their DID on an identity net-
work.
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4.11.2 Non-functional Requirements

After defining the functional requirements, the non-functional are elicited in table
[4.3] The different requirements which fall into this category are related to oper-
ations that would allow the system to facilitate the specific behavior explained in
the table containing the functional requirements.

Table 4.3: Table of the non-functional requirements

No. Requirement Section

NFR1 The system must be able to publish new DIDs on an H
identity owner specified network on behalf of the
identity owner.

NFR2 The system should be able to support the necessary M
authorization protocol for Facebook, Twitter and Google
to access protected resources of the identity owner.

NFR3 The system must be able to perform symmetric M‘
encryption of the identity owners data.

NFR4 The system must be able to generate a key for M
symmetric encryption based on a secret entered by the
identity owner.

NFR5 The system must be able to support a hierarchical 4.3.2
structure of identities, enabling one identity to inherit
one or more attribute values from another identity.

NFR6 The system must log all queries coming from the a lﬂl
service provider requesting identities.

NFR7 The system must by default generate a new identity for | 4.3.2
an identity owner for each service provider relationship. |217I|

NFR8 The system must be able to resolve and validate a H
consent receipt delivered from service providers.

NFR9 The system must be able to notify a service provider M
upon an identity owners revocation of their consent.

NFRI10 The system must be able to dynamically generate lﬂl
unique endpoints for identity owners DIDs.

NFR11 The system must be able to authenticate an authorized H
service provider requesting an identity at an endpoint.

NFR12 The system must be able to notify an identity owner of 4.4.3
the necessity to prove ownership of a DID.

NFR13 The system must be able to cryptographically sign and M
validate data using private/public key pairs.

NFR14 The system may be able to support Web Auth API H
specification as authentication method for the identity
owner.

NFR15 The system must be able to resolve a DID to a DDO. |4.4|
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4.12 Conclusion of Analysis

In this chapter we have examined different solutions to our research problems.
We started by identifying that in order to answer our problem formulation we
have to create a Decentralized Identity Management System. The system is
based on the emerging DLT-enable network which utilize the concept of ledgers
and blockchain to create public register that can contain unique identifiers for
identities. By basing the DIdMS on these networks we enable the user to have
more complete SSI and also create the necessity for the DIAMS to facilitate user-
to-service provider interactions that would usually take place at the SP’s domain.
With the employment of scenarios and use cases we identified the core of these
interactions. We also identified how to facilitate GDPR requirements and make
sure that the DIAMS follows the GDPR while at the same time preserving user’s
privacy. Building on that, we found a suitable way to structure user’s identity
and specified a flow that facilitates the provisioning of it to service providers.
As product of this analysis we outlined key requirements for the development of
the DIAMS and in the next chapter we will continue our discussion. We will take
some of the requirements and try to develop a DIAMS system that can facilitate
the scenarios and user cases we have established.
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Chapter 5

Design

This chapter will present the design done for this project, according to the devel-
opment of a prototype and meeting the requirements established in the analysis.
First the overall system architecture will be illustrated assisted with sequence
diagrams depicting the interactions between the entities in architecture. The se-
quence diagrams showcase different core functionalities which are described in
the analysis. As an iterative/spiral approach is taken, see section [2.2] the design
presented here should not be seen as final. The goal is not to have a complete
design in place, before moving on to implementation, but design the core use
cases and scenarios that have been established so far. This chapter represents
our contribution as to how we imagine the development of a DIdAMS.

5.1 System Architecture

On figure the overall system architecture of a DIAMS is shown, which is a
client-server architecture. The server will handle all interactions with the Iden-
tity networks and Service Provider, whilst the Client will interact with the Iden-
tity Owner and Identity directory. This architecture could imply the main part
of the business logic is done server side and keeping the client rather small -
handling the presentation logic. Mainly due to requirement section4.11] a client
with more capability is needed and more of the business logic will happen on the
client. Both the clients and SPs will communicate with the server by well defined
web APIs.
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Figure 5.1: Overall System Architecture

This system architecture is based on the context diagram we presented in
figure [£.I] The server is depicted as an abstract entity, in practice it could be
consisting of one or multiple machines or entities. Since for this project we
are focusing initially on a prototype and proof-of-concept, the complexity of the
server/backend is intentionally kept low.

In regards to actual functionalities, we presented in the GDPR section [£.10|
in Analysis that we would like to avoid storing personal data on the server. We
would like to have a heavy client that processes and deals with personal data,
thus we opt for segregating the usage only at the user’s side. This is the stepping
stone for our design of the interaction between entities, depicted at figure [5.1]
Any personal data that might be processed by the DIdMS should only be kept at
the client side. Thus, the Identity directory is connected only to the Clients. The
overal domain of the DIdMS can be divided in two parts - Frontend and Backend.
Frontend includes the Clients, while Backend consists of an application serve
that exposes both private and public APIs.

However, if we want to process personal data only on the Clients but also
want to have the endpoints (containing identity data) at the Backend Server, how
can we do that? The answer is encryption. We will go in further details in section
[5.2] explaining how we achieve the distribution of identity data, without having to
expose such at the Backend side.

5.1.1 Domain Model

Domain model is a term that describes how the different entities within the con-
text of the DIdAMS are interconnected with each other. The Domain model is
broad and it is not divided into Backend and Frontend. Its goal is to explain the
hierarchy of dependency, in order to outline a skeleton structure for the system.
The model can be seen in figure [5.2] This domain model diagram is done using
UML class diagram notation, including aggregation/composition associations and
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generalization. The classes included should not be considered to be implemen-
tation classes since implementation class diagrams may differ. This diagrams is
kept abstract. For detailed class diagrams please refer to

PrivateKey
% !
1 -
KeyChain 1 ConsentReciept
IdentityOwnerDID
1 1
1 : 1
1 IdentityOwner ' SPRelationship
IdentityDirectory 1 0.*
1
1 1 1
1 1
0. 1 ServiceProviderDID
Baseldentity Contextldentity _—
VerifiablePresentation
\ / ) 1
Identity 1
VerifiableCredential
1.x
1
1.* 1.*

Attribute|

Figure 5.2: Abstract Domain Model of the DIdMS.

Identities

Following the analysis section[4.3.2]an Identity Owner will have exactly one Base
Identity, but up to many Context Identities. The Base Identity is also a Context
Identity but is considered as a root. In the figure the Identity class is an
abstract class that contains only the skeleton of what constitutes an Identity. It
contains the schema or claim structure that is used by any other Identity. Every
contextual identity and Base Identity extends it.

Identity Owner

The Identity Owner is a class that depicts the user. The user can have only one
identity directory selected for storage and this is show by the Identity Directory
class. In addition, the identity owner also has one Key Chain class. This class
holds his cryptographic keys. As part of the DID specification, crytpo keys are
required, which means that they have to be reflected as a data structure. This
is also seen in the figure, where a Identity Owner DID class corresponds to one
Private Key.
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SP Relationship

Within the DIdMS domain an identity owner can have multiple Service Provider
Relationships. When creating a new relationship a service provider’s unique DID
must be provided for the identity owner. A service provider relationship is then
defined by an Identity Owner DID, Service Provider DID, Consent Receipt and
a Verifiable Presentation. The verifiable presentation as described in [3.3.6] is
unique for each SP relationship. And the content of these verifiable profiles is
co-defined by the SP.

Verifiable Presentation

The Verifiable Presentation can be viewed as the actual data structure that con-
tains the partial identity, as explained in section [4.3.2] Looking at figure we
can see the hierarchy that follows the creation of a Verifiable Presentation. First,
notice that an Attribute is part of the Identity and also the Claim class. This
means that Identity will contain attributes but when we want to create partial
identities from its children, these attributes are converted to Claim structure.
Having defined the claims for the partial identity, they are then transformed into
a Verifiable Credential as specified in section[3.3.6] Having established verifiable
credentials, a Verifiable Presentation is created that aggregates them. This data
structure represents the identity data provided from the identity owner to the
service provider.

5.2 Privacy & Security Choices

One of the objectives of the DIAMS is to protect the privacy of the identity owner.
This section presents how the DIAMS will make sure the privacy of the identity
owner and the security of his data is protected. We will also elaborate how we
achieve the objective of not storing personal data while at the same time exposing
such at protected endpoints.

Decentralized storing of user data. An user specified identity directory (ini-
tially supported is Google Drive) will store all his identity related data. This
will make sure that if the DIdMS server gets compromised, non of the user’s
identity and data will not be compromised.

Pairwise unique DID. To avoid correlation issues the DIAMS will generate unique
DIDs for each service provider the identity owner establish a relationship
with, discussed in section [4.4]

Minimize unencrypted data on server. The server should have limited, if pos-
sible avoid, access to unencrypted identity data or even handling of it.

5.2.1 Identity Data Encryption

The data stored in the identity directory is considered confidential and private
for the identity owner. This is why the DIAMS should assist the user in encrypt-
ing all data put there - using a symmetric-key algorithm, like AES. Since the user
must have access to the data from various clients, a client/device unique key can
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not be used. This means the user will need to be able to generate a key from
each client used, based on some secret only the user knows. This is depicted on
sequence diagram [5.4]regarding log in, where the user will enter a master secret
and the client will decrypt - step 7 and 8 the data from the Identity directory. To
generate the key for symmetric-key algorithm a key derivation function can be
used - keyed hash function or maybe better Argon2[74].

The encryption of the data stored at the identity directory protects the identity
of the user if his identity directory is breached. Since the decryption is only
available at the client software of the DIAMS, the data is completely protected
from leaks and other threats at the storage domain.

5.2.2 Verifiable Presentation Encryption

Providing the verifiable presentation(VP) to the SP is happening by the SP query-
ing the DIAMS public web API. Since the VP is considered confidential to the
identity owner and SP, the DIdMS server should not have a plain text version
stored. For this the DPKI nature of the identity networks can be used, utiliz-
ing the public key associated to the DID of the SP. The VP specification already
specify how signing and keeping integrity of the VP can happen, but a further en-
cryption of the VP can be provided to ensure the confidentiality. This can be done
by using a freshly generated symmetric-key algorithm to encrypt the VP, and then
use the public key of the SP to encrypt that symmetric key with an asymmetric-
key algorithm. Upon receiving the encrypted VP and encrypted symmetric key,
the SP can decrypt the key and then decrypt the VP. Note, the symmetric key
generated here is different than the one in the identity directory.

By using this strategy we ensure that only the service provider can decrypt
the data stored at the endpoint. Furthermore, the DIAMS only stores cypher text
which means that even if attacked occur, no losses of privacy can take place. In
addition, the storage of cipher text also means that GDPR is not enforced and the
backend server does not have to consider additional capabilities.

By employing the encrpytion strategy at the identity directory and endpoint,
we can see that at no point the backend of the DIAMS processes or stores per-
sonal data. We also ensure that only the user and the service provider can see
the respective identity data in plain text.

Backup

Since the DIdAMS will not know the value of the master secret (it is known only by
the user) for deriving the key used for encrypting user’s data, the DIdMS will not
be able to help if the user forgets this master secret. The problem is that once
the data is encrypted at the drive, the DIAMS relies on the user to provide the
correct master secret in order to generate the key. If the master sercret is lost or
forgotten, the data at the endpoint will never be decrypted.

In addition, the identity directory could also be corrupted and the data on it
destroyed. To avoid these issuers a backup is required and this backup must be
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encrypted with something else than master secret defined by the user. A solu-
tion to this can be to have the user register a trusted device on which to store a
backup. This backup can then be encrypted with a device unique key, which the
user essentially knows nothing about. This also reflect the analysis presented in
section [4.8|regarding the storing and access to the key-chain.

In section [4.8] we discussed the key-chain storage and argued that it is a good
idea to have a back-up stored somewhere of it. In this section we build on top of
this and suggest that in addition to the key-chain we can add the user’s identity
data. The key-chain plus the identity data constitutes the complete profile that
user has within the DIdMS. By having the backup being encrypted by a device
secret, rather than a user selected one, allows the user to recover his identity if
he forgets or losses the master secret. This also means that DIdMS must be able
to recognize registered devices that are provided to specific user profile, in order
to begin the process of restoration.

5.3 Sequence Diagrams

In this section we will present specific use cases with their appropriate Sequence
diagrams. The use cases were chosen in accordance with the design and the ob-
jectives of the report.

We reference the following requirements in the sequence diagrams: FRI]
FR3| FR4, FR7], FR8|, FRY FRIT] FRI2) NFRI] NFR2, NFR3] NFRA NFRS, NFR7]
NFR8, NFR9, NFRL3} NFRLS
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Figure 5.3: Client Registration Flow
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The process illustrated in figure begins by the user initiating a registra-
tion flow, denoted with (1). The client presents a (2) Registration form, which
is comprised of several steps. The first step requires the user to input a simple
username and password combination. Then the system executes action (3) which
involves sending a POST request to the DIAMS. Afterwards the user is presented
with a list of potential Identity Directory options from which they have to select
one. Once they have selected a specific identity directory they are redirected to
the specific platform where they have to authorize the application client to be
able to save their identity there. The result from the action is that the client ob-
tains an access token. Then the client makes another POST request, indicated as
(6), to the server where the IdD field of the specific user is updated. Once the
authorization is complete the user creates a root folder in the previously selected
IdD. In this folder their identity will be stored, as discussed in section[4.3.3] The
next step in the registration process is denoted with number (8) Prompt BP. This
indicates that the user is prompted to select the different sources for importing
his identity, analyzed in section[4.3.2] The user is then redirected to the specified
sources where they have to authorize the client to be able to retrieve their data.
This data is then aggregated and their complete identity is constructed. Once
action (10), is complete the data is returned to the client and is presented to the
user for a final overview - action (11). If the user is satisfied with the gathered
information they can approve it which will trigger action (12) that encrypts the
identity that was aggregated and once the process is completed the generated
cyphertext is saved to the previously selected folder in the IdD. The user is then
informed that the process has been successful.

The sequence diagram in figure reflects the process of the user authenti-
cating to the client. The following diagram is associated with requirement FRI2]

[1]Enters credentials

[2JGET foken . .

>

[4]Redirect .
T

>
5]Authentication 1
- . _[Butentation e >
[6]SSI folder

Figure 5.4: Login sequence

The flow is initiated when the user opens the client applicaton and is prompted
to enter his credentials, denoted as (1). Once the credentials have been entered
a GET request is sent to the backend of the DIdMS, which checks if the creden-
tials are valid and if they are it sends back a response. Afterwards the user is
redirected to the identity directory from where the client application retrieves the
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folder which contains the identity stored in ciphertext. The user is then prompted
to enter the master secret, action (7), which then results in decrypting the iden-
tity. Finally, the home screen is showed to the user and the client is ready for use.
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Figure 5.5: Sequence diagram of registering a new service
provider.

In figure [5.5|we have displayed the sequence of registering a new partial iden-
tity for a service provider in the DIdMS. To start this sequence, the user must
have already registered to the DIAMS and also have logged in. The sequence
begins with the DID of the service provider (denoted as DIDsp) being provided
to the client application. The application then generates a new DID pair for the
user and requests the Server to resolve the DIDsp (4,5). The serve resolves the
DIDsp to a DDO (6,7) and also queries to see the attribute specification that the
SP requires [8,9]. All of this is then returned to the client, where the consent
is presented for approval (11,12). The Client checks if all of the requested at-
tributes can be matched by an existing schema (13) and if there is a miss-match,
the form prompts the user to enter manually the missing information. Note, that
the auto-matching is started after a user accepts the consent and also selects an
Identity context. The matching is then done in relation to the chosen identity con-
text. Once the form is filled in and valid, a verifiable credential is generated and
presented as a summary of what will be included as data to the Service provider.
The verifiable credential is then put into a verifiable presentation, which in term
is included in a bundle. Check[5.4.T|for more clarification. The client then gener-
ates a private symmetric key, encrypts the bundle with it and then encrypts the
new key with the public key of the Service Provider. The encrypted key and data
are then sent to the Server (16). The Server takes the newly generated DID of
the user (from (4)) and publishes it to the Identity Network. When this is done,
the endpoint of that DID is generated and the encrypted data is included there.
The user can now take his new DID and give it to the Service Provider who can
then resolve it to the fresh endpoint and request the data. Note, only the Ser-
vice provider can decrypt the data since the key for decryption of the Bundle is
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encrypted with the Service Provider’s public key. By doing this, we ensure that
even though the Serve stores the bundle data at the endpoint, it can not access
it in plain text.
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Figure 5.6: Consent Revocation Flow

In figure [5.6] the process of a user revoking their consent is illustrated. The
flow depicted in the figure is described earlier in section [4.2.T} and relates to the
use cases elicited in figure 4.7}

The initial step (1), and a requirement in order to be able to initiate the pro-
cess is the user has to be logged in. Afterwards the user can request to view
all of their consent receipts which is possible due to the fact that when estab-
lishing a new relationship the user saves a copy of the corresponding consent
receipt, as stated in section That way the system can return all of the con-
sent receipts sorted by service provider. This will allow better overview when
inspecting those receipts. The user can then select one of those specific CRs,
denoted with action (3). This action returns detailed information of the selected
CR along with potential options. The user can then select the option to revoke
the specific consent, designated with (4). Additionally, as discussed in section
[£.5] the user must be granted the option to select whether they would like to only
revoke their consent or also execute the right to be forgotten. In the context of
this flow we assume that the user would like to both revoke consent and request
all the data associated with them to be deleted. The Right to be Forgotten option
is abbreviated as RF in the figure. Once all of these actions have been executed,
the client sends (5) the DID,, which is the identifier that corresponds to the spe-
cific SP relationship, discussed in section [£.4] Afterwards the DIAMS feeds the
DID;, corresponding to the specific service, in the DID Resolver, as discussed
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in sections [4.1.7] and 4.4l The DID resolver is then used to retrieve the DDO
that belongs to the DID;, so that the DIAMS can obtain the endpoints, discussed
in section [4.4] Once the process of resolving the DDO of the service provider is
complete the DIAMS can initiate action (7) which sends a request to the specified
endpoint that the user would like to have their consent revoked. Upon receiving
an acknowledgement that the request is successful, the system queries another
request, this time to the endpoint specified for Request to be Forgotten and that
way it informs the SP that the user would also like to have all associated data
to be permanently deleted. Again the system will await for a success response.
Afterwards, once the service has acknowledged that all of the requests have been
completed successfully the DIdMS invalidates the DID,. Once that operation is
successful the endpoint corresponding to that DID is also invalidated. The rea-
soning behind the sequence of the aforementioned operations is that we would
like to avoid any unnecessary inconveniences that a potential failure could cause.
An potential problem could be to first invalidate the endpoint and then try to in-
validate the DID on the Identity Network. If there is a case where the operation
to render the DID invalid fails and a service provider decides to reach for the user
data at the endpoint and that endpoint has been invalidated earlier that would
cause conflicts. After the endpoint has been invalidated the user is given a confir-
mation that the operations associated with revoking the consent are successful,
the partial identity associated with the specific DID,, is also deleted, action (11).
Afterwards when the user decides to conclude his session with the client he is
asked to input their secret which is then used to encrypt(13) the new data. By
new data we mean his complete identity in which the previously deleted partial
service-specific identity is not present. Then the encrypted bundle is sent to the
user-specific identity directory and the process is complete.
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Figure 5.7: Sequence diagram of creating verifiable credential.

In figure [5.7] we have depicted how a user can generate verifiable credential
from a specific Issuer whenever such is required by a Service provider. This flow
is part of the provisioning of identity to Service provider, showcased in[5.5] After
the auto-matching is done in [5.5] the user is presented a form to confirm and
fill in missing claims. At this point he can initiate the flow depicted at It
starts by selecting an issuer and a claim that the user wants to create a verifiable
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credential for (1,2). The client then makes a request to the server to resolve and
tell it where to find that Issuer (3,4,5,6). Once resolved, the client redirects the
user to the endpoint of the Issuer where the user has to undergo authentication
or other relevant actions specified by the Issuer (8). After the interaction, the
Issuer returns a verifiable credential to the client (9), the form is updated (10)
and the sequence is done.
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Figure 5.8: Sequence diagram of changing the value of an at-
tribute.

Another important sequence from the perspective of the user is updating or
changing his contextual identities. In figure [5.8] we have depicted the process.
As a prerequisite the user has to be logged in (1). He then selects to edit a
contextual Identity (2). A form is presented and the user can select the specific
value from the contextual identity and change it to a desired new (3,4). Since
the contextual Identity can be used in partial (service) identities , the partial
identities have to be updated as well (53). Updating these partial identities means
that the corresponding endpoints at which they reside have to receive an update
with the new cyphertext value. The system then generates a new symmetric key.
Encrypts the data, encrypts the key with the public key of the service for which
the partial identity was created (6) and sends the new Bundle to the Server
(7,8). In addition, the data has to be also updated at the Identity directory. For
that purpose the user is prompted to enter his secret (9). From the secret, the
symmetric key for the drive is created and the new data is encrypted and saved
(10).

5.4 Frontend

In the Frontend section we will dive deeper into two major sequences. On the
mobile device we will display the registration process to our system and in the
web section we will investigate the registration of a service within out system.
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5.4.1 Class Diagram

As part of the Frontend design, we will present in this section a Class diagram
that showcases the domain model of the application. Figure [5.9|reflects the pro-
visioning of identity to a service provider and is only developed in that scope. The
class diagram extends the the domain model presented earlier in figure This
class diagram showcases the major model classes that are needed, in order for
the client to provide the processes described in the sequence diagrams.
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==

+ verifiable_profile: VerifiablePresentation

+ attribute: string
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Figure 5.9: Class model
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+ data_controller: {
+ address: string
+ company: address
+ contact: string
+ email: string
+ on_behalf: boglean
+ phone: string

+ iss: string

+ jurisdiction: string
+ moc: string

+ notice: string

+ policy_uri: string

4

sub: string

+ purpese: string []

+

scopes: string []

+

sensitive: string [1
sharing: {
+ party_name: string
+ purpose: string

+ sharing: string [1

4

+timestamp: Date

—

In order to structure the use case of provisioning identity, we start of with the
central entity - the User. The user has one Key Chain which is a data structure
that stores the ctpyogrpahic keys of his DIDs. The Key Chain also exposes some
public API that supports signing and verifying signatures. This promotes encap-
sulation and centralizes the cryptography operations into a single structure. In
addition, we also have an AES Encryption Service that facilitates the encryption
of the data that is going to be stored at the Identity directory. The reason for
this functionality being outsourced is that Key Chain is part of the data bundle
that is going to be encrypted and saved at the drive. AES Encrpytion Service also
supports generating private key from password.
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Having discussed the cryptography part, we now turn to how the identity and
contextual sub-identities will be constructed. As seen in figure a user can
have one or many Identities. Each Identity has its own name and a schema that
describes the structure of attributes that are associated with that identity. In our
case we have chosen the Person schema. This is the Contextual Identity structure
as described in the analysis, section [4.3.2] Note that the root Identity structure
is abstract, hence we do not display it here. Is implicitly part of each contextual
identity.

Once the Identities are established, we have to now facilitate the different
partial-identities that the user creates for service providers. We start from the
Claim structure. Using the Identity schema, claims are created. Once the claims
are created, the structure of verifiable credential is generated to encapsulate
them and add proof. The proof support integrity and is part of the verifiable cre-
dential standard that support validation of origin. Once the Verifiable Credential
is done, it is put into a verifiable presentation that could contain multiple verifi-
able credentials. This the service identity structure from section [4.3.2] In order
however, to put the data at the endpoint and enable its use by service providers,
we introduce the structure of Bundle. Bundles are stored at endpoints, encrypted
and they are the glue between the user and the service provider. A user can have
multiple bundles. In addition, the bundle includes the consent receipt for the
service provider, since a bundle is generated uniquely for him.

5.4.2 User Interface Design

The following section will present the design of the user interface. We have
selected to present the frontend design of the DIdMS in the form of web and
phone client. The phone client will represent the registration sequence while the
web client will showcase the provisioning of service identity.

Phone

The first platform which is presented is the smartphone application running on
the Android OS. The following mock ups of a mobile screen will illustrate what
will the user see when they are registering to the DIdAMS. All of the actions are in
consideration with the flow depicted in figure A complete illustration of the
created mock ups and further documentation of the individual iterations over the
development process of the application are in appendix [B]
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Figure 5.10: Login Screen and System Information

The initial screen that the user will see is going to be is the Login Screen,
displayed in figure From this point since the individual is not a registered
user yet, they have two possible options from this screen. The first option is to
press the REGISTER button which will redirect them to the registration form, il-
lustrated in figure However, they are also able to click on the Who are we?
button which results in them being transferred to another screen which gives a
description of what does the DIAMS give them.

200 41200 4 200
= DIdMS = DIdMS = DIdMS

X Please select your desired
Enter your credentials Identity Directory G Google Drive
23 oo sl
% r
‘ G Google Drive Selected ‘
DIAMS would ik to access resources - "Lorem
ipsum dolo it amet”
m Accept  Decline
| E— [

Figure 5.11: Registration Form and IdD Authorization

Once the user are redirected the registration form screen they are prompted
to enter a simple username password credentials. After they complete this task
they are redirected to the next step which they have to fulfill - select their Iden-
tity Directory. The user is presented with a list of the available options which
can be used as their IdD. Furthermore, there is a small hint button under the in-
structions label which says What is this?. If pressed, the user will be presented a
dialog box which will give an explanation of what the Identity directory is and all
of the necessary information. An example of how this action looks is again pre-
sented in the appendix. In the mock-up, two options are displayed - Google Drive
and Dropbox. In this case the user selects to use Google Drive. This redirects
him to a screen which displays him information that the DIdAMS client would like
to be authorized. This is necessary so that the client can automatically create the
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folder which is needed to be used as a container for the users digital identity.

4 200 4 200
= DIdMS = DIdMS

Please select Data Sources:
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Figure 5.12: Data Source Selection

Once the user completes the authorization procedure they are redirected to
yet another screen with options. However, the options this time are about select-
ing the Data Source from which they would like to gather their data. The user
is presented with a list of options, in the figure The available options are
the social platforms Facebook, Twitter and Google Plus. The sequence of actions
they should do is similar to the previously explained order. Again, for clarification
purposes, the user can click on the What is this? hint button which will present
them with the necessary information about the data sources which are listed. Af-
ter they have been introduced to the Data Sources they have to select one from
which the data that will construct their digital is going to be gathered.

In this case the user clicks on the Facebook platform which then redirects
him to the Facebook site where he is prompted with a dialog window. Through
this window the user is notified that the DIAMS client would like to access his
resources on the social platform. Once they have authorized the client all of their
data is gathered, it is presented to the user in a structured manner for them to
review and potentially edit if necessary. This is illustrated in figure If the
users are satisfied with the constructed digital identity they can press the CON-
FIRM button which triggers the encryption of the information, by deriving the
key used for the algorithm from their password, as specified in section[5.2] After
this action has finished the ciphertext is put in the previously selected folder on
the Identity Directory of the user.
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Figure 5.13: Identity presentation

The user is presented with the final screen,illustrated in figure [5.13], which
signifies that the registration flow has concluded and now they can use the mobile
application.

Web APP

The following section presents the interface mocking of an application that fa-
cilitates the frontend of the DIdAMS in the context of a browser. The design is
specifically tailored to scenario 2 [4.2.1]and showcases the process of registering
new identity for a service provider using the DIAMS.
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Log in form

USGF‘V\QW\G Username

Password Password

Figure 5.14: Log in screen

In accordance with the sequence of registering a service, we first have to
provide a log in interface. The user enters his username and password in the
form, presented in figure [5.14] Once logged in the user is redirected to the
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home screen. But, before redirection, the web app queries the encrypted identity
data stored at the identity repository and decrypts it. Once the decryption is
successful, the user can continue using the application. The reason for doing this
is that the actual identity data is stored at the identity directory. Note, since the
user already entered his password for authentication, we use it to generate the
private key to decrypt the data.
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Figure 5.15: Home screen

In figure [5.15| we present the home. The home screen is just a generic rep-
resentation of the initial state that the user receives after he is logged in. Once
there, the user navigates to the "Register" navigation he begins the process of
creating new verifiable profile.
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Figure 5.16: Register service home screen

As seen in figure [5.16] to begin the registration, the DID of the service has to
be provided. Note, that for showcase purposes we have designed it with a form
where the user enters manually the DID. In practice, this part should be auto-
mated and done in a more user-friendly way. The user should not be prompted to
enter the value of the service DID, instead, there should be a script that does that
for him. However, we want to clearly show the beginning and the input required
to register a service, thus we have made it more explicit.
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Figure 5.17: Register service Step 1

When register is hit, the web application generated a request to the backend
server and sends the value entered by the user. The backend resolves the DID to
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a DDO and from the DDO it takes the consent receipt specification and returns
it to the web client. Note, that the backend, also sends the claims with the
corresponding assertion levels that are required to create verifiable profile for
the service. This data is also extracted from he service’s DDO.

The web client then takes the consent, process it to be displayed clearly to
the user and prompts him to accept or deny, presented in figure [5.17] Note, if
the DID entered is for some reason invalid, the sequence will be aborted and the
user would be returned back to the home screen.
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Figure 5.18: Register service Step 2

During step 2, shown in figure the web client represents all of the users
available identities. The identities will share common schema for defining at-
tributes, but each of them could have unique or same values. For example, the
three identities could be "BASIC", "WORK", "HOBBY" where each of them will
have an attribute email, but in "BASIC" it is "mypersonal@mail.com", in "WORK"
it is "mywork@mail.com" and in "HOBBY" it is again "mypersonal@mail.com".
This type of distinction gives the user an option when deciding what identity
should be provided to the specific service. Note, that this choice serves more as
a template and could be customized even more in step 3.
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Figure 5.19: Register service Step 3

In figure [5.19] a summary of the new verifiable profile is displayed. Before
showing this Ul element, the web app automatically extracts the attributes from
the chosen identity, matches is to what the service provider requires and if some
attributes are missing form the identity, they are created as empty values and
prompted for the user to "EDIT" them. The web app automatically checks if all
of the values are valid. In addition to this, even automatched claims could be
altered. For example, "calim 2" could have been matched to "value 2" which is
self-signed by the user. But the user decides that he would like to enter a different
value or select one from different identity. He can enter or chose any other value
as long as it passes the validation check. Note, the validation may require claims
with third-party signatures which is also supported by the web application.
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Figure 5.20: Register service Step 4

Once the user is satisfied with his new verifiable profile (data given to the
serivce), the web app process it to create a new verifiable profile, adds it to a
bundle and sends the bundle to the Backend server. When the Backend server
confirms the request, the web app finally updates the identity data of the user
by adding the new verifiable profile and prompt his password to encrypt it. Once
encrypted the web app connects to the user’s identity directory and stores it.
This finalizes the process and the user is shown the final screen, presented in

figure

5.5 Backend

As mentioned in section the complexity of the backend is kept low for the
developing of the prototype. This means a monolithic approach is taken at this
time, but a production version of this could include micro-services and/or other
structure required. The design presented in this section will focus on the main
functionality of the backend - user management, required APIs and identity net-
work interaction.

The more extensive documentation of the APIs can be found in appendix [A]
which is the one used for implementation.

5.5.1 Private Web API

As way of communication between the DIAMS’ server and client, an internal and
private API is used. This API will provide endpoints for DIAMS specific function-
ality - user authentication and DID/DDO management. Managing of the DID re-
lated identity should be happening through the Identity HUB, which is explained
in section Some of the endpoints related to the identity hub can be pro-
tected by the DIAMS’ private API, so only requests by registered users will be
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handled. The private API is essentially defined by endpoints which only regis-
tered identity owner’s can use.

The endpoints of the private API should only be accessed by authorized and
authenticated users. Since users should not enter user-name and password for
each request to the API, a token based authentication approach using JSON Web
Tokens(JWT)[75] is chosen. To get a valid access token, valid credentials have to
be provided at the access token endpoint. The JWT of type JWS will be signed
using a symmetric-key algorithm, meaning the DIdAMS server will be able to sign
and validate the signature. In the payload of the JWT, the DIAMS user can be
defined - e.i. system specific id. By providing the JWT on following requests to
necessary endpoints, the API will be able authenticate and identify the user.

Beside the HTTP status codes, some error codes can be defined so that the
clients are able to do the right action upon a non 200 HTTP response from the
API. This can include showing appropriate message to the user or other appro-
priate action. For the endpoints documented and implemented for the prototype
and time of writing can be seen in appendix [Al The more interesting endpoints
are presented below:

Creating an Identity (and Hub)

At the endpoint POST /identity the clients will be able to inform the server, that
the identity owner wants to create a new identity for a specific SP. Since the
server will know nothing about the identity owners DIDs and keys, the genera-
tion of the new DID is happening on the client. This also means that the server
will need all information required for publishing the DID - this can vary depend-
ing on the network, but as a minimum the generated DID and associated public
key is needed. After publishing the DID, the server will essentially create an
identity hub for that new identity. Following the identity hub recommendation
and the URL path convention, this will mean generation of a new endpoint called
/.identity/:new did .

5.5.2 Identity Hub

With the identity hub recommendation, the Decentralized Identity Foundation
(DIF) try to standardize the sharing if identity related to a DID - see section[3.3.3]
As seen above when an identity owner created a partial identity for a SP, a new
hub instance is created. This new identity hub is located at /identity/:new did

and should support the functionality proposed by the recommendation. The DIF
recommendation is at the moment not very mature and do contradict itself on
some areas. But some interfaces for the Hub is introduced, and interesting for
the current state of this project is:

Profile Is the primary descriptor object of the owning identity and what is refer-
enced in this report as an partial identity. It is also proposed that this object
could use the Schema.org Person schema.



S U s W N

Chapter 5. Design 102

i
1

1 DIDU . ] ]
1
[1]Resolve DID 1

1
[2]DID-Auth Challenge
[]

! 1 [3]Push Notification
P [4] Pron:lpt for action

1

1

1

1

1

1

1

1

< 1

I_ ________ Accepts _ _ _ _ __ _ s :

1 1

1 1

1 1

1 1

1 1

1 1
1
1

[5]Generate
response

Response
..... PONSE L -y

Figure 5.21: Sequence diagram of the DID-Auth challange/re-
sponse.

Permission Containing the access control JSON document containing Capabili-
tySpecifications. Each capability describing permissions for a certain DID,
and what this DID should be able to on identity hub.

The above interfaces should enable the identity owner to have a partial iden-
tity and control the SP access to it. All authentication for the requests to the
identity hub should be using the DIF/W3C DID Auth schemes, which have been
presented.

5.5.3 Public Web API

Beside the API endpoints regarding the identity hub, the DIAMS is required to
present another one towards the SPs - at the moment. This specific endpoint
is for enabling the identity owner of to prove ownership of a DID. The current
endpoint POST /didauthchallange/did:sov:1234abcd is intended for a SP to post
a challenge which then has to be signed by the user. Since the signing can happen
with a private key, the server will need to contact the trusted device of the user
and prompt for action. This sequence can be seen in figure [5.2T] which happens
after the sequence of register service provider shown in figure [5.5

When the DIAMS have created a new DID for the user, this DID will be pro-
vided to the service provider. Upon getting the DID the SP will resolve it and get
the associated DDO (1). In the DDO there will be a service endpoint looking like:

Listing 5.1: Example of DID Challenge endpoint

"service": [

L

"id": "did:sov:1234abcd",
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"type": "DidAuthService",
"serviceEndpoint": "https://didms.com/didauthchallenge/did:
sov:1234abcd"

I

}

Having the right service endpoint the SP can send a challenge by making a POST
request to the endpoint, (2). Two formats of the challenge is proposed using
JWT or Verifiable Credentiall71]]. After receiving the challenge, the server will
notify the client, (3), which could prompt the user for action, (4). The private
key for corresponding DID is needed for signing and creating the response, (5).
Sending the response back to the server, the server will pass it on to the ser-
vice provider (6) - a callback URL can be present in the initial challenge. Upon
a valid response the service provider can provide the requried service to the user.

This sequence is a way for the SP to confirm that the DID that the user has
just provided is indeed the one that represents his identity at the hub. This
challenge/response eliminates the possibility of a user providing a DID which is
not generated or owned by himself.
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Chapter 6

Implementation

This chapter will present how the prototype of the DIdMS is developed based
on the design in chapter [5] We have implemented only two of the sequence
diagrams, presented in section [5.3] As a phone app, we have developed the Reg-
istration sequence. As a web app, we have developed the Identity provisioning
to SP sequence. Both of these implementations rely on the same backend. The
backend implements part of the requirements from the private API but it also
mocks-up requests and responses from other external entities.

6.1 Mobile Application

The following section will present the implementation of the DIAMS mobile ap-
plication client. The structure of the section will follow sequence diagram It
is important to note that the implementation is done exclusively on Android, in
Java programming language.

0 & %4 R 100% A 8:32 0 & %4 R 100% 0 8:32

Please enter your
D|d MS credentials

m

WHO ARE WE?

Figure 6.1: DIdMS Home Screen and Registration Form

Once the user fills in the form and the input information is checked. This
includes seeing if the username has not been taken by anybody else, checking if
both passwords match and if all the conditions are complete a call to the DIAMS’s
endpoint is done which contains the user information so that the individual can be
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registered in the database. Following the documentation specified in Appendix
[A] we can see that if the request returns an error code 10 it means that the
username already exists.

6.1.1 Registering in the DIdMS

The user is presented with a registration form which has the following fields,
shown in figure [6.1] The application provides the necessary feedback in the form
of an error message. If the POST request to the server is successful the user
proceeds to the Identity Directory selection screen.

6.1.2 Identity Directory Selection

Once the user is at the Identity directory screen he is presented with a list of
possible selections, as shown in screenshot The only option made available
for the prototype is Google Drive.

Select IdD
WHATIS THIS?

z} Dropbox

Figure 6.2: Select Identity Directory screen

Google Drive Authorization

In the prototype in order to achieve the functionality of interacting with Google
Drive the client will utilize the Google Drive Android API. Afterwards the client
needs to be registered in the Google Developers Console in order to create the
necessary credentials to facilitate the authorization flow.

Once the client registration is complete the credentials are put in the applica-
tion’s manifest. Once the user taps on the Google Drive Field the authorization
flow is initiated where the user is presented with a dialog window in which it is
stated that they need to authorize the client to have read/write access to their
Google Drive.

The user then has to press to press accept to conclude the authorization pro-
cess. Now the prototype can create the folder in which the user’s identity will be
stored.
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Figure 6.3: Select Data Source screen

Creating root folder

The creation of the identity directory is relatively straightforward, the application
uses the builder by the Google Drive API, we specify a root folder which will be
later used to store the user’s identity. The name of the folder is specified as
Identity Directory.

6.1.3 Data Source Selection

Once the user have authorized the client and their identity folder has been cre-
ated, they are presented with the list of potential data sources. However, the
only implemented option for this prototype is using Facebook as a data source.

Facebook Authorization

When the user clicks on the Facebook option in the list they need to again, sim-
ilarly to Google Drive, authorize the client. If they have not logged in Facebook
a window will pop up which will require them to input their credentials, once
the authentication is successful, another window is shown which asks the user to
authorize DIdMS application.

Data retrieval

After the authorization phase is successful, the necessary user data is pulled from
Facebook by using the Facebook Graph API. The data is retrieved in JSON format
and is then deserialized before presented to the user. Once that is finished the
user’s data is going to be presented so that the user can confirm that everything
is correct.

6.1.4 Saving DIAMS Data

Finally, upon pressing the Confirm button, the data is serialized in JSON format
again and is encrypted using AES-256, the key of which is going to be derived
from the already input secret by the user upon the first screen of registration.
The encrypted data is saved as a file in the already created Identity directory
folder in the user’s Google Drive and is also saved to the mobile phone, again as
cipher text in order to have it as backup.
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6.2 Web Application

To implement scenario 2 (provision of identity to SP) we have opted for a web
application. To build the application we have chosen a popular JavaScript frame-
work - Angular 5. In order to showcase the design choices and flow we will omit
showing actual code snippets. We have provided screenshots of the application
with the console open so that the reader can follow what is happening "under the
hood".

6.2.1 Home Ccreen and Login

When the application is opened, the first screen that the user sees is the home
view, presented in figure [6.4] In order to use the application, he then has to log
in. The user navigates to the log in section by clicking the "Log in" button in the
navigation bar.

Maibg A5 Easy paymentayste:  + Netix W Master W ProectCTEs W Java Ml jobs S YourProjcts - Shar Online Courses - A Outiook Web App [ 8 Google Docs 1~ Hoperino /home— @ S3ManagementCc. lamon Acer Aspre

Decentralized IdP ~ Login ~ Home My profii jce

Home

Contrary to popular belief, Lorem Ipsum is not simply random text. It has roots in a piece of classical Latin iterature from 45 BC, making it over 2000
years oid. Richard McClintock, a Latin professor at Hampden-Syaney College in Virginia, looked up one of the more obscure Latin words, consectetur,
orem Ipsum comes

from a Lorem Ipsum passage, and going through the cites of the word in erature, discovered the undoubtable
from sections 1.10.32 and 1.10.33 of "de Finibus Bonorum et Maloru” (Tt nes of Good and Evi) by Cicero, wilt C. T
treatise on the theory of ethics, very popular during the Renaissance. The first line of Lorem Ipsum, "Lorem ipsur dolor sit amet..", comes from a fine in
section 1.10.32. The standard chunk of Lorem Ipsum used since the 15005 is reproduced below for those interested. Sections 110,32 and 1.10.33 fiom
“de Finibus Bonorum et Malorum* by Cicero are aiso reproduced in their exact original form, accompanied by English versions from the 1914 translation
by H Racknam

O G e

Figure 6.4: Home screen
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Sign in

to continue to Decentralized Identity Provide

Figure 6.5: Log in screem

In figure [6.5]you can see a simple form of log in. As specified by the sequence
of data provisioning [5.5] user’s profile data is stored encrypted in his identity
directory. After successfully providing his log in credentials, the application
prompts the user to provide access to his Google Drive (identity directory). The
provisioning requires the user to authenticate and authorize the DIdMS. Once
this is done, the application uses the access token to Google Drive and requests
his identity data. As seen in the console in figure [6.6] the data is received as
a JSON object and it contains the key "data": —encrypted identity—-. The app
uses the password that user entered for log in in order to generate the key for
decryption.

In addition, you can see in figure [6.7]the message that was returned from the
backend of the DIdMS containing the access token for the DIdMS.
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Figure 6.7: Log in screen 3

At this point, the user is logged in the DIdMS and his Google account. The
application has two access token respectively and can now begin the sequence of
identity provisioning.

6.2.2 Register Identity for Service Provider

In figure [6.8] the provisioning of service DID is depicted. This is the first step of
the sequence to register new service identity. The DID entered is not real, it is
just a string mock-up.
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Figure 6.9: Consent review screen

Once the users presses "Register"”, the app simulates a call to resolve the DID
to a DDO and then queries the endpoint "/spspec", specified by section[A.1.3] The
result is that the app receives a specification in the form of Consent receipt that
is displayed to the user, presented in figure[6.9] and also receives the claims that
the service wants. You can see both in the console, displayed in JSON format.
Notice the usage of "@Person" as a schema. This is used to resolve the requested
claims to existing ones that the user may already have.
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Figure 6.10: Context identity selection screen

Upon accepting the consent, the user is then prompted to select a contextual
identity that will be provided to the service, see figure[6.10} From the requested
claims we create a new service identity. We look from the chosen contextual iden-
tity if there is a match between what is already present (in the form of claims)
and what is requested. In our example the user is requested to provide "gen-
der" and "age". Since he selects to use his "Work Identity", we scan the "Work
Identity" to see if he has field which correspond to "gender" or "age". The result:
"Work Identity" does not contain a field with name "age" but it does have "gen-
der" which value is "male".
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Figure 6.11: Identity form screen

The application constructs this matching and presents a form to the user
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where the missing value of "age" has to be provided, see figure [6.11] By clicking
on the table, the value of age can be manually inserted, depicted in figure [6.12]
In our example, we enter "25" and then press publish to finalize the service iden-
tity creation, shown in figure [6.13]
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Figure 6.12: Identity form manual input screen
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Figure 6.13: Identity form completed screen

When "Publish" is pressed, the application automatically creates new claims
for "age" and "gender" and self-signes them. These claims are then put into a
verifiable credential which is put in a verifiable presentation. Afterwards the
"Bundle" is created, as specified by the design figure [6.14] The bundle is then
encrypted with a freshly made AES 256-bit key, inserted (the bundle) into a JWT
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and sent to the backend of the DIAMS where it will be put at the endpoint. In
addition to the bundle, the AES 256-bit key is also included, but it is encrypted
with the public key of the Service provider, depicted in the console in figure [6.15]
This concludes, the process and now the user can tell the service provider that
his identity is available for access. Note that when we resolved the SPs DID, we
simulate the derivation of the public key there.
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Figure 6.15: Final summary screen with JWT containing data for
the endpoint

In addition to this, we have also provided a view of how the data in the drive
looks. If it is encrypted it has the structure as seen in the console of figure [6.16]
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If decrypted it has the structure seen in the console of figure
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It is important to note that the implementation of the app is only partial.
We have successfully manged to connect to Google Drive, encrypt and store the
data there and later fetch and decrypt it. In terms of generating a verifiable
credential, we have used RSA signing and verification and have successfully im-
plemented it as well. The important part that is missing is the interaction with
the decentralized networks. This and also the service provider has been com-
pletely mocked-up by us, in order to demonstrate proof-of-concept. We also have
hard-coded a schema that defines the identities. To store the data at the drive,
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we have just create a big JSON structure that facilitates all of the user data. In
terms of DID key management, we have not implemented a Key chain structure,
but instead have used hard-coded secrets that are used to generate the keys.

6.3 Backend & Test Network

The prototype backend is developed in parallel with the frontend applications
described above, to provide the functionality needed. Implementing the RESTful
API was done in Python Flaskﬂ application with the help of an assisting library
called ’ﬂask-restful For storing necessary application data a MySQL database
is used. The implemented endpoints and functionality follow the documentation
in appendix [A]

To simulate the actual interaction with an identity network the Hyperleder
Indy Projeciﬂ which is an open source project regarding a DLT, purpose-built for
decentralized identity, is used. Sovrin is built on top of the Hyperledger Indy
codebase and it is possible to create a pool of nodes which use the Sovrin’s gov-
ernance and trust framework. For a proof-of-concept and prototype, a test pool of
nodes will be spawned with three entities publishing DIDs - the DIAMS, identity
owner and service provider.

Yhttp://flask.pocoo.org
2https://flask- restful.readthedocs.io/en/latest/
Shttps://github.com/hyperledger/indy- node#about - indy- node
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Chapter 7

Discussion & Reflections

This chapter will present some topics of discussion regarding areas which have
not been thoroughly investigated during the project. These can be areas, which
were mentioned during the project, but due to time and scope constraints could
not be included.

Throughout this chapter references to a talk and discussion between the au-
thors of the paper and Henrik Biering, CEO of Peercraft Aps and OpenID DK
Organizer, regarding SSI and identity in general will occurﬂ Furthermore, a pre-
sentation given by a Dr. Torsten Lodderstedt at the European Identity & Cloud
Conference 2018 titled "Is Blockchain the Silver Bullet for Identity'{] will also be
referenced.

7.1 Challenges with Blockchains for SSI

7.1.1 Governance of the Ledger

As a backbone of the proposed DIdAMS, we use DLT-enabled decentralized net-
works that facilitate SSI and its respective principles. Three of such solutions
were presented, all storing DIDs on their respectively ledgers. The one which
have been researched the most for this project, mainly due to available docu-
mentation, is Sovrin. It is also the only one of the three which is permissioned,
i.e. not everybody can become a node who can write to the ledger. This means a
selected few organizations have control over the ledger and essentially the iden-
tifiers on it. This is a reason some people may worry, since it could still create a
form of centralization a kin to oligopoly. But having a permissionless blockchain
is probably not the right way to go, since everybody can then contribute in val-
idating transactions on ledger. This means that if one person controls a large
amount of nodes, he could essentially dictate the current state of the blockchain.
Not to mention that trust problems may also be more difficult to solve.

"There is always a hinge somewhere.." - Henrik Biering talking
about blockchain identity .

This was also a concern Henrik raised when talking about Sovrin being backed
by Evernym, stating "..thats an additional thing why i am skeptical of Sovrin.".
He tells about how there seems to be hinge behind these blockchains for identity,

L Audio file can be found at "https://159.89.110.18/appendix_files/talk.m4a" - username:
‘reportReader’, password: ‘iamreadingthereport2018’.
2Presentation can be seen at https://youtu.be/mt6MMUIyM1s|
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and gives an example of IBM now becoming a Sovrin Steward.

7.1.2 Trust & Accountability

Sovrin has established a Sovrin Trust Framework which states the business, le-
gal, and technical terms that members of the Sovrin Network have to agree on.
It is the only one of the three presented DLT-enabled solutions, which had such
a Trust Framework. And exactly the issue of trust and how the network builds it
seems essential for the adoption of such a network. One of the basic ideas behind
DLT and blockchains is that you do not need to trust a sole entity, because the
trust is in the network as a whole. This could be a fair assessment in relation to
trusting the actual ledger and the truth about what is on it. I.e. transactions has
been validated correctly and there is non-repudiation. But since we are talking
about network used for identities, which means issuing of assertions as we have
presented, there is need for trust in a sole entity/identity on the network. On
the network with thousands of issuers, how can one figure out which issuer they
should trust to assert certain claims? Dr. T. Lodderstedt also touches upon this
when talking about the challenges for the relying parties(RP) in such identity net-
works. This challenge is from both the identity owner and RP perspective and he
asks the question: "In such a network how do i know which of the claim issuers
is really eligible to attest that i am Torsten ..., in a way that i can use that for
really regulated transactions". He gives examples for buying a prepaid sim card
and opening a bank account. For transactions which depend on jurisdiction and
legal frameworks, he does not see a working concept in the current state of the
SSI landscape.

Another related topic to trust is accountability, which Henrik Biering actually
states could be one of the main challenges to establish. He says "you do not (nec-
essarily) want trust, you want accountability"”. Accountability meaning if entity A
hurts entity B, then B can somehow hurt A. By this A is accountable for what he
is doing and others can see that entity A is "bad". In the context of accountability,
how would a SP hold an pseudo anonymous identity accountable for misuse of
its service? Or how does SP hold the issuer accountable if an asserted claim is
false?

7.2 Adoption of DID Networks

As presented the DIAMS is a system which through existing identity networks
manage identity owner’s data and identities. The focus of the project and report
is to utilize the identity networks for the relationship between two specific types
of identity owners - service providers and their consumers. This means for the
DIdMS to have an existence, at least these two types of identities have to be
present on the network. Furthermore, to facilitate assertions of claims an issuer
also has to be present. This is the old "chicken and egg" problem - without any
consumers why would the service providers join and without any SPs why would
consumers join? And if only consumer and SP are present and no issuers, limited
use-cases are available.
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7.2.1 Incentives for Service Providers

As seen throughout the report, it is proposed and assumed service providers
will present endpoints for various reasons. These endpoints are discover-able in
the DDO of the SP’s DID, and they have to be present for the proposed DIdMS
to function. So the main question that raises is why the SP would have these
endpoints implemented? Given they are even present with a DID on a network.
The case is the same for the issuers, which is required to have certain endpoints
for communication, when claims have to be dynamically asserted. There need to
be some incentive for the SP to do this. Mainly two reasons have been discussed:

Minimize Cost of GDPR Compliance By enabling the SP to query identities
and personal data by reference (ask each time it is needed), the SP do not
need to store it. Also, they will rely on the network and maybe a broker
such as a DIAMS, to handle the consent flow. This mean they will easily get
a valid consent and disputes between data subject and controller can be
handled by looking at the ledger.

Better Data Quality Another area which the SP could benefit from, is the qual-
ity and correctness of their users’ data. By always having the updated and
correct partial identity if their consumers, they should be able to provide
better service.

By either expanding the DIAMS functionality or by other means, the SPs and
issuers could also have a third party assisting their management of DIDs and
identity on the networks.

7.2.2 Governments & Identity Blockchains

Previously in this chapter, the discussion regarding the challenges of utilizing
a Blockchain for SSI was presented. Here the discussion was about the trust
framework and governance of the network and how there might be concerns in
how example Sovrin does it. This concern could prevent individuals and service
providers joining the network. For mitigating some of these concerns a more reg-
ulated and governed ledger could be established. The nature of all introduced
ledgers for identity management is that they do not require a central author-
ity. But as seen there is still a need for somebody to maintain and govern the
Blockchain.

That somebody could be multiple governments and/or other public organiza-
tion. In the Sovrin Trust Framework, the requirements for becoming a Steward
on the General Availability Networ are specified. The first category stated for
an entity to be eligible to become a Steward is:

"A governmental body or agency, or an entity predominantly owned
and controlled by the state, in a jurisdiction that is a member of the
United Nations, has observer status in the United Nations, or partici-
pates in a specialized agency of the United Nations."[58]

3The next generation network rolled out by Sovrin, which is proposed should be general for
everybody, and transactions on the ledger are permanent.
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This means that in the case of Sovrin the Stewards could be a mix of private
and public agencies, which in the end would probably be the best solution.

When discussing the possibility of an European or even global identity Blockchain,
governed and utilized by states, Henrik Beiring was skeptical. The context was
creating an alternative or substitute to national identification systems, e.g. Ne-
mID. To this Henrik response: "that would require development of standards.
And it would take very very long time..". For EU or even single states to develop
such an identity system, it would require extensive standardization.

Official Issuers

Another thing is the presence of official entity and/or governmental agencies on
the network, being able to act as issuers. As relying parties can not trust anybody
to assert claims, these agencies have to be present - banks, governments, hos-
pitals, universities, etc. Each entity could have their own identity on a network,
each implementing the necessary functionality for issuing Verifiable Credentials.
Dr. Torsten Lodderstedt touched upon a scenario like this, since there are 5500
banks in Europe alone. The issue becomes how to find the right bank, etc. An-
other solution could be the banks via a consortium would have an agent acting on
behalf of the banks on the network. This means one identity will be representing
the banks and being able to assert to claims. The relying parties will only need
to know about one and trust one issuer.
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Chapter 8

Conclusion

In this project we have presented some of the challenges and remedies of digi-
tal identity. With the development and adoption of online service providers, more
and more users have scattered identities across the Internet. The emerging social
networks have created threats to user’s privacy as they act as a huge repository
that often exposes too much personal data. Many organizations have tried to find
a solution that could improve the privacy of the users and give them more control
over their own data.

In this project we put forward a problem formulation that reflects these is-
sues:

How can individuals manage their digital identity via a modern
identity management solution that utilizes the core principles
of Self-Sovereign Identity and ensures that user rights are pro-
tected as specified in the GDPR?

This problem statement has several dimensions of research that were inves-
tigated. As a starting point we took the principles of Self-sovereign identity and
investigated organizations and projects that try and bring it to life. The popu-
larity of DLT and blockchain has translated to new frameworks and ecosystems
that utilize DIDs and DPKI to create a network where identities can be freely
exchanged. These solutions empower the user by giving him full control over his
identity provision without having him to rely on a single identity provider. As
part of these networks, the users would need an agent that would allow them
seamlessly to utilize the benefits of SSI. We coined the term Decentralized Iden-
tity Management System - DIdMS to differentiate this agent from the traditional
Identity Management Systems. We then took the idea of DIdMS and investigated
its use cases and functionality in the context of service-user interaction. Within
that context we looked into how claims and assertions can be managed and al-
low the creation of partial identities, how service providers can support defined
rights by regulations and how can the DIdMS contain, store and protect user’s
identities. On top of this the management of consents and protecting of the data
subjects rights according to GDPR was included as functionality of the DIdMS.
By investigating these research questions we aimed at answering the proposed
problem formulation.

The first supplementary question we defined was "What architecture/ecosys-
tem can enable the independent existence and persistence of a digital identity?".
The answer to this question were solutions like Sovrin, Veres One and uPort - all
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of which utilize distributed ledgers and propose ecosystems built around identity
purposed blockchains. These solutions and their networks all include the use of
Decentralzied Identifiers (DIDs). With this specification it is possible to create
persistent identifiers which are globally recognizable and discoverable. Their
creation and maintenance does not require a single central authority, but instead
can be shared among any number. Using DLT with DID as a backbone for identity
management means one can have an independent and long-lived existence.

Having solutions and ecosystems enabling the Self-sovereign identity and al-
lowing independent existence of the digital identities. However, if the identity
owner has no control over their identity and how it is managed, none of these as-
pects would matter. This is why the second question which is asked is "How can
we enable the user to have control over the management of their identities and
minimize the disclosure of claims?" The DID specification on the DLTs forms the
basis necessary for facilitating Decentralized PKI. DPKI enables the user to have
full control of his DIDs by being in possession of a related private keys. Another
aspect which allowed the identity owner to move further away from the conven-
tional centralized model was migrating all of their identity data to a vault which
is managed explicitly by them. Furthermore there is a necessity to allow the user
to be able to create as many partial identities as they want, mimicking the real
life examples. A tree-like architecture is proposed is able to accommodate all
of the potential partial identities the user would like to make by allowing them
a more fine-grained management of attributes. By facilitating this fine-grained
management the identity owner can explicitly define the different partial iden-
tities he would like to use to represent themselves in their digital interactions.
This will allow them to have better management and control over what types of
data is disclosed.

Establishing how should the structure of the identity and presenting how the
owner of the information can handle the creation of different partial identities,
the next step was defined by the third research question - "How can the user
provide asserted claims in a well-defined way to service providers?". It is essen-
tial to define how will the identity transactions will be done on the distributed
ledger networks. The use of these networks and DPKI means that any identity
on the ledger can become an issuer. This means that when requiring a set of
information from an identity owner, the requesting SP needs to provide a list of
issuers it trusts. A common ground for providing such claims with the necessary
level of trust required by the entities involved in a communication process can
be established through the use of W3C’s working draft for Verifiable Crededen-
tials. The draft specifies a way in which the different claims with their respective
assertions can be presented in a structured way. Furthermore, having the data
migrated into a user-managed vault brought about the need of defining a way
it will be made available to the service providers the specific user is interacting
with. This meant that there is a need to establish a way for the Service Provider
to be able to retrieve the identity data which is provided by the identity owner.
This is where the Identity Hub working draft is used. Taking the requirements
elicited in the draft we create the Identity Hub on a conceptual level in the con-
text of the DIAMS. Taking the requirement of high availability it was evident that
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a user-managed vault would not be the best option for providing these endpoints.
Therefore it is decided to allow the DIAMS to take on these responsibilities and
provide an encrypted bundle of identity information, explicitly overseen by its
owner, at an endpoint. This endpoint is then disclosed through a pair-wise DID’s
DDO to the SP it corresponds to. Thus we have defined how an identity owner
can provide their information to a service provider in a manner which they still
retain control over the information they are disclosing.

However, stating that the DIdMS will provide some of the user data which
means that it should follow any of the guidelines and implications associated
with the General Data Protection Regulation. Hence, we have formulated our
fourth research question - "What are the privileges granted to the individual by
GDPR and how can these be facilitated by the identity management system?".
In regards to GDPR the data subject/user has rights when it comes to service
providers using their data. We found that the DIAMS should provide consent man-
agement functionality, including conveying, accepting and revoking consents.
For this the Kantara Initiave specification Consent Receipt(CR), describing what
should be included in a consent, is selected. This CR can not be created by the
DIdMS, as it knows nothing about the SP, so the SP must provide a valid CR. For
this, another endpoint is proposed to be included in the DDO of the SP, which will
specify such a consent receipt. The DIdMS will obtain, resolve and present this
CR to the user. If the user decides to accept it and give consent to the SP, the
DIdMS will assist in the user signing it. Then this signed CR will be provided to
the SP. As a result both parties will have a copy. While these choices enabled the
interaction between a service provider and a user, the DIAMS itself had to also
be considered in regards to GDPR since it could be viewed as a service from the
perspective of the user. From the previous question it is stated that the user’s
identity data is stored in an identity directory. This choice meant that the DIdAMS
would not store any personal data. However, to enable the provisioning of partial
identities, which correspond to tier 3 nodes in the tree-like structure, we chose
to include the DIAMS as a part of the concept of Identity Hub. This allowed us to
define endpoints that contained the data that the service provider needs. Since
this data could be personal, a design choice was made of storing it encrypted at
the endpoint. By utilizing the specification of decentralized identifiers we created
a simple flow that stored the data at the endpoint encrypted and only allowed for
the service provider, which has been given consent to use it, to decrypt it.

To avoid dealing and managing personal data, we divided the DIdMS into
frontend and backend applications. The frontend is called a Client and is the
only place within the system where personal data is processed. This means that
any processing of personal data will happen exclusively on the user’s side. The
backend, on the other hand, facilitated the endpoints and Identity Hub concept.
By doing this separation, we protect the privacy of the user, while maintaining
the use cases specified from he scenarios. The design of the DIAMS was created
in order to facilitate the requirements from the scenarios. We did not develop a
complete design specification.
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In regards to our research questions we found that the decentralized net-
works are a good enabler of the self-sovereign identity. We identified key GDPR
rights that have to be supported and also found a reliable way of structuring and
transmitting identity data.

In regards to the general problem statement we identified a way for the user
to create and manage his identity in accordance with the SSI principles. How-
ever, the proposed solution is a proof-of-concept. It contains only partial func-
tionality and in practice a more extensive requirements and specification have
to be developed. In addition, all of the discussion and analysis is based on the
assumption that decentralized networks are a work-in-progress, and they have
not yet established themselves. In order to make the claim that we have suc-
cessfully answered the defined problem statement, we need to conduct practical
testing with real users and services. For the purposes and scope of this paper,
we conclude that we have only provided a theoretical answer that can be used as
the foundation for building a decentralized identity management system which
facilitates the communication with multiple distributed ledger networks in order
to enable a truly SSI identity.
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Appendix A

API Documentation

Base url: https://159.89.110.18/didmapi

A.1 Internal API

All communication must

A.1.1 General Response

Any non 200 HTTP response will contain the following in the body:
{

"error_code": number,
"error_message": string

}

The error code being a number for machine reading and the error message a
possible string which can be shown to the user.

General error codes

Error code | Description

0 Token invalid.

1 Request body did not include required data.

2 Request arguments must be present.

3 Access token must be provided in the Authoriza-

tion header.

A.1.2 Authentication

All endpoints below needs an access token, included in the 'Authorization’ header.
For all endpoints a 401 is returned if the access token is not provided or not valid.
This access token is provided at following endpoint, giving a user is registered.

GET /accessToken

Request arguments
As the salting needs to happen server side (same salt needs to be used),
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Param Value
name
username The username of the user wanting to log in.
password Associated password.
Response

In a successful request the response status code will be 200 with a body contain-
ing the access token which should be used for following interactions with the API
for that session.

{

"access_token": string

}

For all other responses following error codes can happen:
Error code | Description
11 Wrong username or password.

A.1.3 Endpoints
POST /user

This endpoint is for registering a user to the service. This endpoint should be
called from the client when a new user wants to be created within the system.
For obvious reasons this endpoint do not require an access token.

Request body
{
"username": string,
"password": string
}
Response

In a successful request the response status code will be 200 with a body contain-
ing the access token which should be used for following interactions with the API
for that session.

{

"access_token": string

}

Upon an unsuccessful request a 400 will be returned with following possible error
codes:

Error code | Description

10 Username already exists within the system.

30 Non valid value for identity directory type.
POST /me

Endpoint for updating users information. Currently supported update values are
available are shown below. Request body
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{

"identity directory_id": int
}
GET /me

Does not take any arguments.Returns the users information in the system.

Response body

"identity_directory_id": int

GET /spspec

Endpoint for getting a service providers specification of what credentials are

needed as well as consents reciepts needed to be signed.

Request
Param Value
name
didsp The DID of the service provider.
Response
{

"service_provider_spec": {

"sp_did_public_key": string,
"consent_reciepts": [
{},

1,
"credential_spec": [

{
"credential_name": string,
"description": string,
"trusted_issuers": [] or none
s




© 00 N O U W N

Appendix A. API Documentation 133

POST /identity

This endpoint is for a user wanting to publish a new identity which should be
made in to an endpoint for service providers.

Request body
{

"new_identity_jwt": base64jwt
}

The jwt is expected to include the following payload:

{
"user_did": string,
"did_public_key": string,
"did_service": string,
"sp_data": {
"aes_key": string,
"bundle": string
}
}

And must be signed using RSASHA256 with the key associated with the DID,
hence ’'did public key’.

Response
In a successful request the response status code will be 200 with a body contain-
ing the access token which should be used for following interactions with the API
for that session.

{

"access_token": string

}

Upon an unsuccessful request a 400 will be returned with following possible error

codes:
Error code | Description

40 DID already exists, and is therefor not valid.
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Mobile App Documentation

B.1 General Goals

The creation of the mobile application we shall allow the user to register in our
system. They will have to create an account, select the different sources of in-
formation that will be aggregated in their complete digital identity which is then
saved to a user-selected Identity Directory.

B.2 Platform

Android

B.3 UI/UX
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Appendix C

Consent Receipts

C.1 Kantara Initiative Consent Receipt Example

Listing C.1: Example of Consent Receipt; Generated in: http://
api.consentreceipt.org/

137

P

"jurisdiction": "US",
"moc": "Web Form",
"sub": "example@example.com",
"notice": "http://example.com/shortnotice",
"policy_uri": "http://example-service.com/privacy",
"data_controller": {
"contact": "Dave Controller",
"company": "Data Controller Inc.",
"address": "123 St., Place",
"email": "dave@datacontroller.com",
"phone": "00-123-341-2351",
"on_behalf": false
"
"purpose": [
[
"Servicel",
"personalized_experience",
"biographical”,
"social_contact"
]
1,
"sensitive": [
"official_identifiers"
1,
"sharing": {
"sharing": [
"biographical™
1,
"party_name": "3rd Party Name or/3rd Party Category",
"purpose": "personalized_experience"

I


http://api.consentreceipt.org/
http://api.consentreceipt.org/

34
35

36
37
38
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"scopes": "update data",

lljtill:

"e8e2563a4303ebclcdeb3481592ace2c6d3ab751109a440075a095f148

6f871177b101beedabbcf8c20a53896ef037fea99414bf911331f4744c91122
aeb6764e7",

"iat":

1SS ¢

"1528278571",
"http://www.consentreceipt.org/"
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