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Synopsis:

The demand for mobile data is ever increasing and is causing huge
stress on cellular networks. Upgrading the capacity of the cellular
network is an expensive and time consuming process, and the de-
mand does not seem to slow down. The idea is to offload mobile
cellular subscribers to the wired xXDSL connections. This project at-
tempts to design and implement an innovative and cheap solution
by utilising the spare capacity of the xDSL connections. Doing this
introduces four important issues: Network Integrity, Quality of Ser-
vice, Authentication, and User Identification.

Network Integrity

Network integrity is important to ensure the privacy of both the
xDSL subscriber and the mobile subscribers. This is achieved by
creating a separated WiFi instance for the mobile subscribers and
adding a series of strict firewall rules. Various vulnerability scans
have been performed to test the implementation, and they show no
signs of security issues.

Quality of Service

QoS is a necessity to ensure that the xDSL subscriber’s paid service
is not degraded by the implementation. Several QoS mechanisms
are implemented, and traffic identification for each network is ap-
plied through port translation. This enables Telenor to apply QoS
on their side of the network for downstream traffic. Measurement
results shows that upload QoS can not always be ensured in cases
where the wireless medium is congested. Download QoS should in
theory be ensured when QoS is applied on Telenors side, as long as
the bottleneck is on the xDSL link and not the wireless medium.
Authentication and User Identification

Only Telenor mobile subscribers must be able to connect to the new
WiFi instance, and the data of each individual user is required to be
logged according to the Danish laws of data retention. A RADIUS
server is implemented to authenticate and log subscriber informa-
tion. To log the correct data to the specific user, traffic identification
is applied through port translation. Various tests have been made to
make a proof of concept.
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Daniel Mandrup
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Conventions used in this project

The first time an acronym is used the whole word/words is written followed by the
abbreviation, for instance, Round Trip Time (RTT). Thereafter the abbreviation will be
solely used. A list of all the abbreviations can be found in the beginning of the report.

Throughout the report the references are based on the Harvard method with the
author’s last name in square brackets [ ]. The references will be placed at the locations
where they are referred to and a gathered list of the references can be found in the
Bibliography section in the last pages of the report where they are sorted according to
the author’s last name.

Figures, tables and equations are numbered according to which chapter they are
located in and the order in which they appear in the specific chapter e.g. the first table’s
number in chapter four is 4.1 and the second is 4.2 etc.




Relevant configuration guides, configuration commands, and code developed for
this project as well as other files can be found on the group web page: http://kom.
aau.dk/group/16gr1022/.

Several types of listings appear in the project that can be distinguished and should
be understood as follows:

Listings with a white background are used to show configuration commands is-
sued to the MediaAccess Gateway.

Listings with a gray background are used to show the settings of the MediaAc-
cess Gateway.

All types of MediaAccess Gateway listings will use the following color scheme:
— Menu in which the configuration is.

— Command Line Interface (CLI) command.
— message from the MediaAccess Gateway when a command is executed.

Listings with light blue background are used to show a result of nmap' scans.

Listings with light red background are used to show RADIUS server configu-
ration settings.

Listings with a light green background are used to show the content of RA-
DIUS server accounting messages.

[...] is used when a part of a listing has been omitted.

In nmap and RADIUS server listings different colors will occur to emphasize the
importance of a given output.

'nmap: is a tool to analyse vulnerabilities in networks. This could for example be by looking for open

TCP ports.
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ACRONYMS

Acronyms

AAA Authentication, Authorization, and Accounting
AC Access Category

ACS Auto Configuration Server

ADSL Asymmetric Digital Subscriber Line

AES Advanced Encryption Standard

AP Access Point

ARP Address Resolution Protocol

BNG Broadband Network Gateway

BRAS Broadband Remote Access Server

BSSID Basic Service Set Identifier

CAGR Compound Annual Growth Rate

CLI Command Line Interface

CPE Customer Premises Equipment

CTO Cellular Telecommunication Operator

DHCP Dynamic Host Configuration Protocol

DNS Domain Name System

DSL Digital Subscriber Line

DSLAM Digital Subscriber Line Access Multiplexer
EAP Extensible Authentication Protocol

EDCA Enhanced Distributed Channel Access




FAP Fair Access Policy

FTP File Transfer Protocol

ICMP Internet Control Message Protocol
IP Internet Protocol

ISP Internet Service Provider

LAN Local Area Network

MAC Media Access Control

MAG MediaAccess Gateway

NAPT Network Address and Port Translation
NFS Network File Server

NAS Network Access Server

NAT Network Address Translation
NetBIOS Network Basic Input Output System
OBC Onboard Controller

OS Operating System

PoP Point of Presence

PPP Point-to-Point

PPPoA Point-to-Point over ATM

PPPoE Point-to-Point over Ethernet

PSK Pre-Shared Key

QoS Quality of Service

RTT Round Trip Time

SDSL Symmetric Digital Subscriber Line
SSID Service Set Identifier

TCP Transmission Control Protocol
TKIP Temporal Key Integrity Protocol
ToS Type of Service

UDP User Datagram Protocol

VDSL Very-high-bit-rate Digital Subscriber Line




VID VLAN Identi er

VLAN Virtual Local Area Network
VoIP Voice over IP

VSA Vendor-Speci ¢ Attributes

WAN Wide Area Network

WEP Wired Equivalent Privacy
WLAN Wireless Local Area Network
WMM  Wi-Fi Multimedia

WPA Wi-Fi Protected Access

WPA2 Wi-Fi Protected Access version 2
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CHAPTER

ONE

INTRODUCTION

The demand for mobile data usage is ever increasing and is expected to be rapidly
increasing in the coming years [Cisco [2016]] [Ericson [2015a]] [Ericson [2015b]].
The increase is mainly due to mobile users who wish todrnected at all timewhen

the applications and services they are using are gaining more ground. The trend is that
some of these applications and services are relying heavily on high speed connections.
A few examples to mention are Facebook, that requirealaays-onservice, or on-
demand-video streaming services like Net ix, YouTube, and HBO GO. The Cellular
Telecommunication Operators (CTOs) are struggling to keep up with the pace, that are
currently threatening to overload the capacity of their cellular networks.

A summary made by Cisco [Cisco [2016]] shows that, during 2015, cellular traf c
grew 52 percent during 2015 in Western Europe and 71 percent in Central and Eastern
Europe, whereas Ericson [Ericson [2015a]] suggests that the growth was 45 percent
for all of Europé. The summaries made by Cisco and Ericson both estimate that smart
device$ represented around half of the total mobile devices being connected in 2015.
Both summaries agree that smart devices account for almost all mobile data traf c
because a smart device uses a far greater amount of data compared to a non-smart
device. On average a smart device generated 14 times more traf ¢ than a non-smart
device in 2015 [Cisco [2016]].

It is predicted that not only will mobile data usage increase rapidly in the com-
ing years, but the amount of mobile subscriptions will increase slightly every year as
well. This increase in the amount of subscriptions is going on while mobile subscribers
are also switching from non-smart devices to smart devices [Cisco [2016]] [Ericson

1t is chosen to only show data from Europe as some parts of the world/countries are currently imple-
menting and upgrading cellular networks at very rapid rates.

2A smart device is here de ned as a mobile device that have advanced multimedia/computing capabilities
with a minimum of 3G connectivity.
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Chapter 1. Introduction

[2015a]] [Ericson [2015b]]. Figure 1.1 shows the expected distribution of mobile sub-
scriptions between the years 2011 and 2021 for Europe. It shows that the amount of
mobile subscriptions will increase slightly while the amount of GSM/EDGE-only sub-
scriptions will fade to almost nothing in 2021. This means that a great deal of mobile
devices connected in 2021 will be smart devices and will account for roughly all of the
mobile data traf ¢, making the gap between traf ¢ generated by smart devices versus
non-smart devices extremely high.

Figure 1.1: The distribution of mobile subscriptions, in millions, in Europe between
2011 and 2021 [Ericson [2015a]].

The growth of both smart devices and non-GSM/EDGE subscriptions contributes
to a large growth in traf ¢ owing through the mobile network. Figure 1.2 illustrates
the expected growth in data traf c in the coming years. It is seen that data traf c, in
Europe, is expected to grow from a total 1.8 exabytes per month in 2015 to 13 exabytes
per month in 2021. One of the reasons for this growth is because of the introduction of
new applications and services using large amounts of data, while the development and
introduction of new cellular technologies also increases the possible speed for each
device. From the given Figures, it shows that the growth is 45 percent Compound
Annual Growth Rate (CAGR) between 2015 and 2021 meaning that the increase is
greater than Moore's latwwith a CAGR of 42.41 percent. In effect the amount of
mobile traf ¢ will increase faster than the increase of processing power, which leads to
various problems.

Some of the challenges that the CTOs are going through is the increasing amount

SMoore's Law refers to the doubling of processor, storage, and related computing capability every two
years. The CAGR for doubling every two years is 41.42 percent increase per year [Murtagh [2012]].
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Figure 1.2: The expected growth in monthly mobile data traf ¢, in Europe, from 2011
to 2021 [Ericson [2015a]].

of cellular users with an increasing demand for greater performance at any time. It
means that the CTOs need to invest in the development and introduction of new cel-
lular technologiebto gain additional cellular capacity, giving rise to an even greater
demand of performance by their mobile subscribers. The trend does not seem to be
slowing down with the introduction of new demands like the Internet of Things, an in-
crement in the amount of connections per device, and high resolution video-on-demand
streaming will be some of the main contributors to the extreme increase in the amount
of capacity required. Moreover the CTOs have limited or bad indoor-coverage due to
heavy signal fading ( 30-35dB), mainly due to the green building materials being
used. Another limiting factor is Shannon's Limit of maximum capacity based on the
signal-to-interference-and-noise-ratio and the modulation/coding scheme being used.
Shannon's Limit gives rise to the continuing development of new technologies or the
need for additional capacity increment by e.g. doing cell splitting and sectoring.

By doing cell splitting one can reduce the size of a cell, and thereby the transmitting
power, of each cell to get higher capacity because the channel reuse distance decreases.
By doing cell sectoring one can gain capacity by directing channels into speci ¢ sec-
tors of a cell [Sgrensen [2016]]. It is very bene cial to do cell splitting and sectoring
to increase cellular capacity, but they can be rather short term solutions since the de-
mand does not seem to stabilise anytime soon. Adding new cell-towers is extremely
expensive and at some point it becomes unpractical due to cell towers being very close
to each other. Another way to gain more capacity is to add femtocells which is a micro
cell-tower the size of a router for home/of ce purposes, connected directly through a

4Ericson might be ready to deliver 5G performance by 2020 [Eric Kornum [2016]]
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Chapter 1. Introduction

broadband connection. The disadvantage of femtocells is that one needs to be in very
close proximity to be connected and can only serve a very small range of users (4-16)
[Rouse [2013]] making the use of femtocells very expensive.

Alternatively, when experiencing bad coverage, some private costumers take the prob-
lem into their own hands and buy signal repeaters/boosters to gain additional signal
strength in remote areas. The issue with signal repeaters is that they might give the user
a better signal, but they introduce signal interference resulting in decreased capacity for
everyone within its proximity. This is why several countries, including Denmark, have
banned them. Failure to do so may result in heavy nes [Version2 [2014]].

During 2015 it was seen, on a global basis, that 50 percent of the total traf ¢ gen-
erated by mobile devices were of oaded to xed local WiFi or femtocell connections
[Cisco [2016]P. Cisco states that much of this of oad was done to private WiFi net-
works, paid by the broadband subscriber himself, because most data usage goes on
at the users home. An idea, to let even more traf c be of oaded to local WiFi con-
nections, is to let mobile subscribers connect to WiFi connections belonging to other
Digital Subscriber Line (DSL8 broadband subscribers if there is unused capacity on
the broadband connection. The idea seems rather long term as routers with WiFi ca-
pabilities are to be found in almost every household. Of oading mobile subscribers
to local WiFi connections is a cheap way to help solve part of the capacity issues ex-
perienced by CTOs while also solving the issues with bad indoor coverage. One of
the reasons why it can help solve the capacity issues is because fewer users might be
connected to the cellular network and seen from CTO's point of view, it is less expen-
sive to serve costumers through xDSL broadband connections compared to a cellular
connection.

The idea of of oading mobile subscribers to local WiFi connections is not new
and some companies have already put much research into the area; especially in The
US [Tofel [2013]] and Australia [Telstra [2016]]. YouSee, a Danish CTO and Internet
Service Provider (ISP), belonging to TDC, introduced the concept in the Customer
Premises Equipment (CPE) belonging to YouSee customers in the beginning of March
2014. Already at the end of March 2014 they had to shut down the project because
of security issues and users complaining about degraded performance on their xDSL
broadband connection [Sandal [2014]] that they pay forl The attempt was a failure
from both a commercial, technical and publicity perspective.

The purpose of this project, in cooperation with the CTO and ISP Telenor, is to
look into the possibility of implementing a sustainable solution than can of oad mobile
connections to local WiFi connections. Telenor has around 150.000 xDSL customers,
most of which have Telenor-owned xDSL routers with various capabilities. The next
chapter will present a system overview and a problem statement, leading to the system
requirements.

5By of oading it is meant that the user switches his traf ¢ usage from a cellular connection to a WiFi
connection [Cisco [2016]].

5The term xDSL will be used throughout the report asstlirdicates a wildcard that indicates any DSL
technology e.g. Asymmetric Digital Subscriber Line (ADSL), Symmetric Digital Subscriber Line (SDSL),
or Very-high-bit-rate Digital Subscriber Line (VDSL) to mention a few.
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CHAPTER

TWO

SYSTEM OVERVIEW

This chapter will provide an overview of how mobile subscribers can be of oaded to
local WiFi connections to deal with the issues presented in Chapter 1. The concept will
be described shortly and Section 2.1 will de ne the problem statement that will guide
the project. Section 2.2 will show a scenario of how the system will work in order to
give the reader an understanding of the system as a whole. Section 2.3 will present the
overall system requirements and a delimitation of the project.

The idea is to of oad mobile subscribers to local WiFi connections to protect the
cellular network from overloading, as well as improving indoor coverage. The project
will be done in cooperation with Telenor, that is not only a CTO, but also an ISP, which
means that Telenor has xDSL subscribers, each having a CPE providing a wired xDSL
connection to the Internkt Since the CPE has WiFi capabilities it can be used, not
only by the xDSL subscriber, but anyone who is within range of the signal. The idea
is to use the capabilities of the CPE to provide a free WiFi solution for Telenor mobile
subscribers. The extra gain is obtained by utilising any spare capacity on the xDSL
subscribers connection.

Of oading mobile subscribers to wired connections can help Telenor to manage the
ever increasing demand and provide better indoor coverage as a bonus. The solution is
not expected to solve the entire demand problem, but will work as a cheap and smart
solution to attempt to utilise already available infrastructure. One might think that the
task to create a free WiFi solution is relatively simple, as YouSee might have thought
(See Chapter 1)[Sandal [2014]], but there are several complications and challenges to
be met.

1The CPE distributed to Telenor xDSL subscribers is the Technicolor TG788vn v2 modem.
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Chapter 2. System Overview

2.1 Problem Statement

The goal is to design and implement a solution that will not, in any way, degrade the
performance of the xDSL subscribers connection with regards to Quality of Service
(QoS) or infringe the network integrity. The xXDSL subscriber is the one paying for
the connection, and it is only fair to say that the quality of that connection should not
be degraded, thus the connection must be in favor of the xDSL subscriber in every
case. From a business perspective, Telenor is in fact required to deliver the service
that the xDSL subscriber pays for. The network integrity is ensured by preventing
data from becoming lost, garbled or modi ed without consent. This also means that
Free WiFi users will not have access, in any way, to any of the xDSL subscribers
devices, network drives and services, or shared folders as well as administration of
the CPE itself. Besides protecting the network integrity from the perspective of the
XDSL subscriber, it must also be protected in favor of individual users of the Free WiFi
solution. This is to ensure that the network integrity, seen from the mobile subscriber,
remains intact, independent of the access medium used i.e. form WiFi or cellular. As
a business perspective, Telenor has some requirements regarding the solution: One is
that only Telenor mobile subscribers are allowed access to the Free WiFi network, no
extra software is required by the mobile subscriber, and that the activities of individual
mobile subscribers are uniquely identi able in terms of the data retention policies of
Denmark. Each ISP is required by law to log subscriber activities, which is e.g. traf c
and phone call information as well as information about geographical location.

The free WiFi solution takes basis in what is known as a hotspot solution, and from
now on it will be mentioned as so. The project will derive an extended analysis of the
issues and challenges mentioned above to answer the following problem statement:

"How can one design and implement a hotspot solution for Telenor
mobile subscribers on the Technicolor TG788vn v2 modem, that
guarantees no loss of QoS for the paying xDSL subscriber, ensures

network integrity, and follows the laws of data retention?"

Looking into the problem statement it can be separated into four categories:

.. for Telenor mobile subscribers
.. guarantees no loss of QoS for the paying xDSL subscriber

.. ensures network integrity.

A

.. follows the laws of data retention

By analysing the four categories it is possible to see that categories 1 and 4 rely
on the same setup seen from a network perspective i.e. user authentication and user
identi cation in the network. Category 2 relies on QoS, while category 3 is network
integrity seen from a local perspective i.e. separation of networks and/or users. The
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2.1. PROBLEM STATEMENT

four categories identi es three parts that will each be treated throughout the report. To
answer the problem statement and to accept the nal systemitis required that each part
is fully endorsed. The three parts are described as follows:

Part I: Network Integrity
Network integrity is important to ensure the privacy of both the xDSL subscriber
and mobile subscribers. It is ensured by creating a setup that prevents data from
becoming lost, garbled or modi ed without consent in terms of the xDSL sub-
scriber as well as individual hotspot users. It also means that hotspot users will
not, in any way, have access to any of the xDSL subscribers devices, network
drives and services, or shared folders as well as administration of the CPE itself.

Part 1l: Quality of Service
QoS is required such that mobile subscribers are not worsening the performance
of the xDSL connection seen from the perspective of the xDSL subscriber, who
pays for the connection. The performance of the network must, at any time, be in
favor of the xDSL subscriber, meaning that mobile subscribers can only utilise
spare capacity.

Part Ill: Authentication and User Identi cation
Authentication is a necessity to ensure that only Telenor mobile subscribers are
allowed access to the hotspot network. User Identi catibies in relation to
the Mobile subscribers as well as to protect the xDSL subscriber from wrongful
accusations. ISPs are required by law to do data retention such as logging and
recording user information and their activities. This means that traf ¢ generated
by individual Mobile subscribers must be identi able from each other and not
just as the xDSL connection as a whole.

Each partis independent of one another, and they will be treated as such. The report
will be structured into three parts, where the knowledge of one part is irrelevant to the
understanding of the othelt is however recommended that the report is read in the
way it is structured Each part will have the following structure:

¢ Analysis

¢ System Design
* Implementation
* Test

¢ Conclusion

The following section will give an overview of the purpose of the system in order
to later de ne the requirements for the whole system.

2In this project user identi cation is de ned as the ability to intercept traf ¢ and relate that traf ¢ to a
speci ¢ mobile subscriber.
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Chapter 2. System Overview

2.2 System Description

This section will provide the reader with an understanding of the concept behind the
hotspot solution as well as de nitions of the system as a whole. A few scenarios of how
the hotspot solution will work, will be shown in order to give the necessary require-
ments for a system to be fully functional, as well as accepted in terms of an acceptance
test.

Figure 2.1 shows the idea behind the tevfwad. The gure shows how a mobile
subscriber is connected to the cellular network for voice calls and text messaging, and
connected as a hotspot user to a local wired connection in order to transfer data. As
Telenor is both a CTO and ISP, both networks are connected to the same core network
at Telenor, which means that it does not matter which access medium is used, seen
from the perspective of the mobile subscriber.

Figure 2.1: The mobile subscriber is still connected to Telenor's core network even
though the data is being of oaded.

Figure 2.2 further illustrates the concept of of oading, in terms of a mobile sub-
scriber changing his geographical location. At pdihtthe mobile subscriber is con-
nected to the cellular network and will have voice calls, text messaging, and data traf ¢
through that connection. When moving, a mobile subscriber might passbtspot
location as shown in poin(2). At this point the mobile subscriber will connect to
the hotspot network and become a hotspot user. Voice calls and text messaging traf ¢
will go through the cellular network while data traf ¢ will go through the wired xDSL
connection. When the hotspot user/mobile subscriber decides to move away from the
hotspot locatiorand he will lose connection to the hotspot network as shown in point
(3). The mobile subscriber is now connected to the cellular network and voice calls,
text messaging, and data traf ¢ will go through that connection.
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2.3. SYSTEM REQUIREMENTS

Figure 2.2: Three different scenarios separated by time and geographical location. At
points(1) and(3) the mobile subscriber is connected to the cellular network. At point
(2) the mobile subscriber is of oading data traf c to the xDSL connection.

2.3 System Requirements

The system requirements takes basis in the problem statement de ned in Seciton 2.1 as
well as the scenarios just considered:

Telenor mobile subscribers
1. Only Telenor mobile subscribers should be able to use the hotspot network.
2. Traf c generated by individual hotspot users and the xDSL subscriber should
be identi able.

XDSL subscriber integrity
3. Hotspot users can only utilise the spare capacity of the xDSL connection,
so that the xDSL subscriber will not detect the slightest degradation of

performance.
4. The network integrity must not be compromised for the the xDSL sub-

scriber as well as mobile subscribers.

User friendliness

5. Mobile subscribers do not need to do any WiFi network con guration on

their device.
6. The solution does not require any extra software installations.

7. Mobile subscribers should seamless antbmatically connect to the hotspot
network when in close proximity.

3A mobile subscriber should only connect if the mobile device has WiFi turned on.

23



Chapter 2. System Overview

General

8. The hotspot solution will be implemented on the Technicolor TG788vn v2
modem.
9. Every hotspot solution should be identicéh. relation to requirement 8.,
it should be possible to give each xXDSL modem the same con guration
without speci ¢ changes.
10. The hotspot solution will only serve data traf c. Voice calls and text mes-
saging will go through the cellular network.

Project Delimitation

As the project considers a very large spectrum of tasks, it is necessary to present a
delimitation, presenting what aspects of the solution the project will not solve. The
project will thereby not deal with:

Handover procedures The project will not deal with the handover between
cellular networks and the hotspot network. Moreover, it will not deal with the
problem of termination of network services when making a handover.

Data logging The project will provide the necessary tools to enable data logging
and recording of user information, but will not deal with an implementation at
Telenor's core network.

Only at the CPE: The project will consider all parts of the system, i.e. the
network between the CPE and the Internet, but will only do an actual implemen-
tation at the CPE, because of restricted availability to Telenor's core network
devices.

The concept of of oading mobile subscribers to wired broadband connections through
WiFi has been analysed, described, and the requirements have been presented along
with a project delimitation. The last index of the project delimitation might give rise to
guestions as to what Telnor's core network devices are. Appendix A on page 199 aims
to give the reader a quick and general understanding of the network considered in this
project.

System requirement. announce thafrhe hotspot solution will be implemented on
the Technicolor TG788vn v2 modemi' quick introduction to the features of the Tech-
nicolor TG788vn v2 modem is given in Appendix B on page 203. When mentioning
speci cally that xDSL modem, in the report, it will be referred to as the MediaAccess
Gateway (MAG).

The report will, from this point, be split into the three different parts presented in
Section 2.1, each trying to solve its own issues. It is possible to read individual parts
without prior knowledge of its preceding parts, but it is recommended to read the report
in the order it is structured.
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CHAPTER

THREE

INTRODUCTION & ANALYSIS

The purpose of network integrity is to ensure the safety of everyone, who is going to be
involved in the nal solution. This includes both the xDSL subscriber, also known as
the private user(s), and the mobile subscribers, also known as hotspot users, as safety
issues can harm Telenor's publicimage. As mobile subscribers will gain Internet access
through the xDSL subscriber's xDSL modem, it is necessary to ensure the right level
of privacy. There are several possible security threats that might occur by allowing a
large span of different users to share the same xDSL modem. First of all, the mobile
subscriber could obtain an access to the private users devices and network attached
drives. That can result in the mobile subscriber modifying, deleting or stealing the
private users data e.g. photos, nancial information, or private correspondences. The
information can be used to gain illegal income and pro ts by selling the information to
third parties, or it can be used to blackmail the owner. Another possibility is that the
devices of the private user could be infected by malicious software and used for illegal
purposes, without the knowledge of the owner. Of course, all of this can happen in
other ways, but as Telenor allows mobile subscribers to connect to the xDSL modem,
Telenor has to guarantee that the privacy it not affected.

In order for a hotspot solution to work, there is a need of great separation between
the two types of users, which is a private user that pays for the xDSL subscription,
and mobile subscribers using the link for free Internet access. When Telenor pushes
the solution to the production/live environment, it will for sure be analysed by private
entities/companies to test the network integrity. Unexpected ndings that will show
vulnerabilities in the solution, or even worse, if any of the users will become a victim
due to insecure gaps, can have serious consequences for Telenor's public image. It
will result in loosing customer trust and thereby decrease the subscription humbers
instead of increasing both the number of new customers and good appearance. The
task of ensuring network integrity is nontrivial and requires a deep understanding of
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in uenced parts. A very accurate and reliable approach must be taken in order to take
into consideration all possible aspects and their in uences to the solution. When the
solution has been made, various tests must be performed in order to make sure that no
mistakes have been made and that the solution acts as expected.

Chapter 3 and Chapter 5 are basedGon gGuide_EthernetVLAN.pdfCon g-

Guide_Ethernet.pd& Con gGuide_IPQoS.pdfound at [Technicolor [2012b]] as well
asCLI REFERENCE GUIDE R10.4 .pdifechnicolor [2012a]] unless otherwise spec-
i ed. However, because of the different CPE model and special software designed
purely for Telenor, a large parts of this Chapters have required several experiments
and educated guessing in order to effectively learn how different components work and
affect each other .

This chapter will focus on detailed analysis and description of the MAG device. In
the analysis the following topics will be introduced: Overview of the internal structure
of the MAG, introduction to the network interfaces in the MAG, the three network ser-
vices Domain Name System (DNS), Dynamic Host Con guration Protocol (DHCP),
and Network Address Translation (NAT), as well as wireless security and authentica-
tion.

3.1 MediaAccess Gateway Internal Structure

In order to be able to con gure the MAG and to design the best solution for the hotspot
network, there is a need for an in depth understanding of the internal structure and
processes that occur inside the MAG and its different built-in components, as well as
the way these components (bridge, router, access point) interact to each other. To better
grasp the concepts during this analysis, a general picture of the basic MAG components
and their relationship is presented in gure 3.1 on the facing page.

The different components in Figure 3.1 have the following capabilities:

» Access point: The access point allows for wireless connections to the MAG.
It has possesses 2x2 MIMO antennas but only one radio with capabilities of
creating up to four unique Basic Service Set Identi ers (BSSIDs) (virtual APs),
each having a connection to the bridge.

» Switch/Bridge: The switch and bridge are two layer 2 devices used for packet
switching within the network. The MAG supports the creation of multiple bridge
instances, where each bridge can create and maintain multiple VLAN. Compared
to the bridge, the switch is very simple as its main function is layer 2 forwarding.
However, due to their very different features they require more attention and
explanation that can be found in Section 3.2.2.

« Router: The router is a layer 3 device with capabilities of forwarding packets
between different subnetworks within the MAG and to the Internet. The router
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has integrated NAT, DNS, DHCP, and Firewall capabilities, which are presented
later in Section 3.3.

Figure 3.1: General overview of the components in the MAG and their relationships.

3.2 Interface Architecture

In order to enable communication between the components presented in Section 3.1 a
set of network interfaces has to be con gured. The interfaces enable to connect and
disconnect components as well as message passing between them. This section will
describe the various types of interfaces in the MAG.

The list of existing interfaces and their connections can be displayed using the
Command Line Interface (CLI) commarnkb interface list. From the list different
interface names, type, state, and their upper layer connection to another interface can
be extracted. Depending on the parameters used, either the upper layer or lower layer
interface connections can be seen. Based on the list it is thereby possible to gure out
the connections of interfaces in the MAG.

Itis important for the purpose of the network integrity part to understand how inter-
faces are connected. To get the default interface con guration of the MAG, Figure 3.2
is created based on the lower layer interface connections, which can be obtained with
the CLI command=> interface list expand=disabled reverse=enablexten in List-
ing C.1 on page 206 in Appendix C. It should be noted that the three physical ports
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FXS1 FXS2(physical analog phone ports) amdisveth(usb port used for sharing
printers/ les) seen in Listing C.1 on page 206 are not shown in Figure 3.2 as their
placement is not of particular interest.

Figure 3.2: Default con guration of interfaces in the MAG.

The interfaces that are important for this project will be presented and described in
detail in following Sections. Figure 3.3 has been created in order to easier grasp the
overall picture of the particular placement of some of the following key interfaces:

Physical Ethernet and Physical wireless interfacesethif4 (Section 3.2.1)

Ethernet bridge ports e.gthport2(Section 3.2.3)

Logical Ethernet interfaces e.Bth_voip(Section 3.2.4)

IP interfaces e.d¢p_voip(Section 3.2.5)

As it is also important to understand the function of the Ethernet Switch and the
Ethernet Bridge, Section 3.2.2 that explains their relationship will also be introduced
even though it is not an interface as so. Lastly, Section 3.2.6 will combine the key
interfaces and give an introduction to the bridge and the router forwarding process.

3.2.1 The Physical Ethernet and Physical Wireless Interfaces

The MAG has both Physical Ethernet interfaces and Physical wireless interfaces as
seen in Figures 3.2 and 3.3. The following sections will describe each of the interfaces.
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