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Chapter 1

Introduction

This machine learning master thesis is about neural-networks (section 2). We’ll
investigate on a technique called adversarial-learning (section 3) to know if it can
help neural-networks in performing better.

1.1 Motivation

At the very beginning of this thesis, there is me, the writer. I wanted, from the
very first day, to work on neural-networks and more specifically on deep-learning.
I wanted so, because neural-networks has become in the last decade the most
efficient algorithm at classifying images. I was then searching for a topic. I discov-
ered the work made by Ian J. Goodfellow, Jonathon Shlens and Christian Szegedy.
In their publication named "Explaining and Harnessing Adversarial Examples"[4]
they motivate that adversarial learning could improve the accuracy of some given
neural-networks. After contacting one of the authors of this publication, it ap-
peared that it would be a good contribution to validate their observations on other
datasets, since most of their test are based on the MNIST dataset[8]. Therefore,
the following thesis is about further understanding and validating the proposed
adversarial-learning method described in [4] with different parameter and differ-
ent databases.

1.2 Methodology

We are therefore going to investigate on how is adversarial-learning performing
on specific neural-networks called shallow-neural-networks. For the investiga-
tion we’ll evaluate the impact of different parameters on the model, we are go-
ing to compare the adversarial-model with some others and will also evaluate few
adversarial-models on different databases. On the same time, we are going to in-
vestigate on the reasons underlining the adversarial performances. To do so, we

9



10 Chapter 1. Introduction

will first re-implement the proposed solution of [4] in such a way that we isolate
adversarial-learning from other techniques used in the paper. At this point we will
emphasize the benefits of adversarial-learning.

We will then move to another dataset similar to the first one, there will also
be 10 different classes of images to classify. That dataset will be the CIFAR10[7].
Again, some knowledge will be acquired from this experience. Finally, we will test
the adversarial-learning on a dataset of other nature. The one we will try is a tree
location dataset: the Covertype dataset1. The results obtained from this dataset
bring new insights on adversarial-learning.

1.3 Expected outcome

In their paper, Ian J. Goodfellow, Jonathon Shlens and Christian Szegedy, described
classic shallow-neural-networks to be too linear in what they learn. by linear they
meant that the classifier was too much feating the data distribution given on the
train-set. With adversarial-learning, they aim at learning a classifier relying less on
the inputs data as such but better relying on the idea of the class.

At the end of the report, one can expect to better understand adversarial learn-
ing. One can expect understanding the advantages of adversarial-learning on a
more classic approach to learning. Also, we’ll demonstrate that this learning tech-
nique generalizes to other datasets.

1.4 Adversarial-learning

Until now, we’ve been speaking a lot of adversarial-learning without explaining
what it is about. Lets start off with mentioning what an adversarial sample to a
classifier would be. Imagine you have full knowledge of a given classifier. Starting
from there, you can create samples to this classifier that are going to give some
predictions. Knowing how does the classifier behaves, you can creates samples
leading your classifier to some mistakes. This are adversarial samples. In machine
learning, adversarial-learning is about creating a classifier resisting to adversarial
samples.

In the publication that interest us[4], the authors noticed that twisting each
pixels of the input images by some very specific values (the adversarial values),
an accurate classifier could be easily fooled. Lets detail : Consider you have a
classifier able to recognize the MNIST dataset and this classifier makes 10 errors
when guessing the classes of 200 samples (95% accuracy). Now, if you modify each
pixels of these 200 samples by a little value, the classifier makes 180 errors (10%
accuracy). You’ve fooled your classifier with adversarial samples.

1https://archive.ics.uci.edu/ml/datasets/Covertype

https://archive.ics.uci.edu/ml/datasets/Covertype
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The adversarial-learning algorithm we use is going to learn from adversarial
samples. Therefore, at any time the algorithm want to predict the class of a sample,
he will predict the class of the adversarial sample. It’s with this approach that we
aim at augmenting the accuracy of the classifier.

1.5 Running example, the ’simple example’

On the next sections we will explain what are neural-networks, how do we train
them and how adversarial-learning apply to them. All along these explanations
we will use an example called the "simple example" to illustrate our definitions.

The task of our example is to predict the class of an image. There is 3 types
of images, a dot, a column and a comma. When a sample is called to be a dot, it is
referred as belonging to class y = 1. When it’s a comma, a class y = 2 and a column
a class y = 3.

The inputs to our examples are images. They are gray-scaled and have 3 pixels
with values in range [0, 1]. The 3 pixels are aligned in a column such that there is
an upper pixel (x1), a middle pixel (x2) and a lower pixel (x3).

On the training dataset we have 2 samples for each classes. It is with these
examples that we are going to train our classifier.

x1 =

0
0
1

 ; x2 =

0
.1
.9

 ; y1 = y2 = 1

x3 =

0
1
1

 ; x4 =

.1
.9
.9

 ; y3 = y4 = 2

x5 =

1
0
1

 ; x6 =

.9
.1
.9

 ; y5 = y6 = 3

Where xi refer to the input sample i and yi refer to the class of sample i.
The model we are going to use is a neural-network. Because it has few layers,

it’s also referred as a shallow-neural-network. Our simple neural-network will
have 3 inputs, one for each pixel of the images, 3 hidden neurons and 3 output
neurons. Figure 1.1 on the following page is a graphical representation of our
model.

Notation:
y is the class of a sample. This y is an integer representation of the class (1, 2, 3
...). We’ll often use the ’one-hot’ notation of this value. For instance, if there is 3
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xi
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Figure 1.1: Simple example of shallow-neural-network

possible classes, the one-hot version of y = 2 will be y = [0, 1, 0]. Where the second
value of y is ’1’ and all the rest are ’0’.



Chapter 2

Neural-Networks

In this section we will see how neural-network manage to solve classification tasks.
As a reminder, a classification problem aims at identifying the sub-populations of
a set belonging to a class. More specifically: if we are given a set of inputs X and
outputs Y. where xi denotes a sample from the set X and yi its class. Then, the aim
of classification is to predict the class a new sample given the knowledge based on
the xi’s.

Artificial neural-networks are a family of statistical learning algorithms. They
are inspired from the human brain structure: nowadays, we believe the brain has
a network of neurons triggering signals over its dendrite and propagated to other
neurons through a synapse interface. Network of artificial neurons mimics these
properties.

In this section, we will first introduce what are the artificial neurons and how
do we aggregate them to make neural-networks. After we’ve seen this, we will see
how to train these networks: what is a cost and how do we reduce the error made
by these networks.

It might be a good moment to mention that we wrote this section following the
electronic book of Michael Nielsen. You’ll find this book on-line at the following
web page: http://neuralnetworksanddeeplearning.com/

2.1 Artificial neuron and Perceptron

First, the neurons. The first neuron we mention here is the Perceptron. It was
described by Rosenblatt in 1958 [9] and was one of the first artificial neuron in-
troduced in the literature. This neuron takes as an input multiple binary values
to which it apply weights. Once multiplied, these weighted inputs are summed-up.
If the sum is lower than zero, the neuron outputs zero. Otherwise, the neuron
outputs one. A schema of an artificial neuron is given on Figure 2.1 on the next
page.

13

http://neuralnetworksanddeeplearning.com/
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x1

x2

...

xm

Output

Figure 2.1: Model of an artificial neuron

Formally: given an input vector x of size m where xi is the ith element of x, the
Perceptron defines a weight vector w with same shape as the input vector x and a
bias term b. Then its transfer function is:

Perceptron(x) =

{
1 if ∑m

j=0(wj × xj) + b > 0

0 otherwise

In a vector notation this becomes

Perceptron(x) =

{
1 if wT · x + b > 0

0 otherwise

Nowadays we use other types of neurons. As the Perceptron, these neurons
consider a weighted sum of their inputs plus a bias term. Now, their activation
function is different and their outputs are real valued. We present two of the well
known neurons:

• The sigmoid neuron is defined by a smooth threshold function:

σ(x) =
1

1 + e−x

• The Regression Logistic Unit (ReLU) is a neuron which activation function
is equal to zero for any negative inputs and equal to its input otherwise.

ReLU(x) = max(0, x)

2.2 Neural-network

Now that we have neurons, we need a network of them to compose an architecture
similar to the brain. The networks we are going to work with are called feed-
forward neural-networks. They are the most common ones in the literature. Fig-
ure 2.2 on the facing page is a representation of a two-hidden-layer feed-forward
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xi1

xi2

xi3

xi4

pi1

pi2

Hidden
layer 2

Hidden
layer 1

Input
layer

Output
layer

Figure 2.2: Feed-forward neural-network with two hidden layers

neural-network. As you can see, this model consist of groups of neurons. We de-
note as layer the group of neurons belonging to the same deepness in the model.
Therefore, all the neurons visible on the left in our model, compose the first layer
of neurons. It’s the input layer. The following layers are called the hidden layers
and the last one is the output layer. Some variations exists of this definition, for
instance, some outputs of the model might be placed at the same level as some
hidden layer.

Our simple example is also a feed-forward neural-network. It has an input layer
fully connected to a hidden layer, which is also fully connected to the output layer.
As drawn on the schema with the directions of the arrows, the signal propagates
from left to right, from the inputs to the outputs. Because of these two reasons
(layers fully connected and single direction signal propagation) our simple example
is a feed-forward neural-network.

It’s good to mention that other types of network exits such as the recurrent
networks. In these networks, there is directed cycles on the graph which means
that a neuron can depends on its own output. This model is considered to be closer
to the brain structure but the challenge on training these models isn’t state of the
art. We won’t work on these models.

Symmetrically connected networks is an other types of network, they are called
the "Boltzmann machines". They are symmetrical in the sense that connections
between neurons exists in the two directions and the weight on this connections is
the same in both directions. Here again, we won’t work on these models.



16 Chapter 2. Neural-Networks

1

w l
j;1

wl
j;2 zl

j

wl
j;3 bl j

al
j

jth neuron
on layer l

Figure 2.3: Our notation in a neuron

2.3 Forward-propagation

The logic route now is to relate our neural-network to the prediction or classifica-
tion task. Lets consider we have a neural-network. This neural-network has weight
vectors and biases initialized for each of its neurons. When we input a vector on the
left of this neural-network each neurons on the next layer will be assigned a local
output value (given the inputs on the previous layer). Following this same pattern
from layer to layer, the input signal (vector x) will propagate until the output layer
resulting in our prediction.

Notation: To refer to the weights of the jth neuron of the lth layer we note wl
j.

The superscript refer to the layer and the lower-script refer to the neuron number
on this layer. Also, we note bl

j the bias of the jth neuron of the lth layer. As a sum-

up of the inputs, zl
j is the weighted sum plus bias (wl

j
Tx + bl

j) of the jth neuron of
the lth layer. Finally, the output of neuron j on layer l is denoted al

j. Figure 2.3
sums-up these notations. Instead of referring to each and every vectors, we often
refer to the matrices composed by the vectors. For instance W i is the weight matrix
composed by each neuron’s vectors of the lth layer.

Lets demonstrate this forward-propagation on our simple example. We will
propagate x1, the first input sample of the dataset, and get the prediction made by
the network. To do so, we need to initialize the weights and biases of the 6 neurons
we have. We use weight initialization written on table2.1.

Given these weights, retrieving the prediction of the class of x1 consists on:

• Propagating x1 through the first neuron layer:

σ(z1) = σ(W1T
x1 + b1)
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w1
1 w1

2 w1
3 w2

1 w2
2 w2

3−10
−10
20

 −10
10
10

  10
−10
10

  5
−5
−5

 −5
5
−5

 −5
−5
5


b1

1 b1
2 b1

3 b2
1 b2

2 b2
3

−13 −13 −13 0 0 0

Table 2.1: figure A.1 on page 51 shows the weights on a schema

σ

−10 −10 20
−10 10 10
10 −10 10

 ·
0

0
1

+

−13
−13
−13

 = σ

 7
−3
−3

 =

.999
.047
.047


• Propagating σ(z1) through the second neuron layer (the prediction layer):

p(z1) = σ(W2T
σ(z1) + b2)

σ

 5 −5 −5
−5 5 −5
−5 −5 5

 ·
.999

.047

.047

+

0
0
0

 = σ

 9.042
−9.991
−9.991

 =

.989
.007
.007


We have here the prediction for x1. To have a percentage out of this prediction

we normalize prediction and get that sample x1 could be of class 1 with 98, 6%
accuracy, could be of class 2 with .7% or of class 3 with .7% accuracy. Our sim-
ple example, initialized with these weights made an accurate prediction for this
sample.

2.4 Cost function

Once we have build our model, we consider a cost function, also called "loss func-
tion". This cost function define how good is the model doing, considering an
evaluation criterion. In the case of classification, we want to evaluate how good
the prediction is doing towards the true output. The most famous cost functions
in neural-network classification are the squared error and the cross entropy (also
called the "negative log-likelihood"). For a given sample i with prediction pi and
the true output yi, they are defined as follow:

• Squared error:

l(pi, yi) =
∥∥∥yi − pi

∥∥∥2

2

• Cross entropy:
l(p̃i, yi) = − ln(p̃i)T · yi
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Where p̃ is the normalized value of the prediction over all the predictions. To
evaluate the error of the entire dataset, we use the mean of all the errors. l(P, Y) =
∑i l(pi, yi)

We are going to compute these two errors for the sample one but later on the
report, we will only consider the cross entropy.

• Squared error:

l(p1, y1) =

∥∥∥∥∥∥
.989

.007

.007

−
1

0
0

∥∥∥∥∥∥
2

2

= .0112 + .0072 + .0072 = .021

• Cross entropy:

l(p̃1, y1) = − ln

̃.989
.007
.007


T

·

1
0
0

 = − ln

.986
.007
.007

T

·

1
0
0

 = − ln(.986) = .011

For the rest of the thesis, we’ll be using the cross entropy error function. There
is no special motivation under this choice. One mustn’t believe that this choice is
motivated by .011 being lower than .021. This result comes from the fact that there
are two distinct costs. One compares a distance to the true output (the squared
error) whereas cross-entropy gives a negative-log-likelihood.

2.5 Back-propagation

Until now we’ve seen how to build a model. We initialized our model with
some specific values and propagated an input through this model. The forward-
propagation of the signal gave us a prediction that could be compared to the true
prediction of the sample thank to a cost function. Given an entire test set, we
could use the same cost function to evaluate our model. In this subsection and the
following, we investigate on how to modify the model such that it performs better.

2.5.1 Intuition

We want the model to perform better. We can’t change the input samples nor their
true predictions. The only parameters we can change are in the model. We could
add neurons and see how new neurons improve the current model but we don’t.
What we are going to do is to modify the neurons such that they have a positive
impact on the error. For each neurons present on the model, we are going to see
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how a twist on their weights and biases impacts the error made by the model. To
find the good twists we use Back-propagation and to take a step in the direction of
this twist we use gradient descent (section 2.6).

The name of back-propagation comes as the opposite of forward-propagation.
We start from the cost (C = l(P, Y)) of the network and see how twisting the
weights of the neurons, layer after layers, affects the cost. To be more formal, we
search for the direction of the derivative of the cost as a function of the weights
and biases of neuron j on layer i. To reach this step, we will first consider δl

i , the
derivative of the cost with respect to the input of neuron j of layer l.

δl
j =

∂C
∂zl

j

You might want to watch figure 2.3 on page 16 to remind the notation. Also, for
notation convenience we’ll be using many vector/matrix notations. As a result,
we’ll use the Hadamard ("◦") and the Kronecker ("⊗") products. The definitions of
these two products are reminded in appendix B.

2.5.2 Step-by-step

The first step of back-propagation is to back-propagate the cost C to the last layer
L.

δL
i =

∂C
∂zL

i

=
∂aL

i

∂zL
i
· ∂C

∂aL
i

(2.1)
δL =

∂C
∂zL

=
∂aL

∂zL ◦
∂C
∂aL

(2.2)

On this last equation, we see that deriving the cost with respect to the neu-
rons’ inputs of the last layer L consist on deriving the cost C with respect to the
prediction p and on deriving the output of a neuron with respect to it’s inputs.

The second step is to back-propagate the cost to the other layers l. We will here
take advantage of the chain rule.

δl =
∂C
∂zl

=

(
∂al

∂zl ◦
∂zl+1

∂al

)
·
(

∂al+1

∂zl+1 ◦
∂zl+2

∂al+1

)
(...)

(
∂aL

∂zL ◦
∂C
∂aL

)
=

(
∂al

∂zl ◦
∂zl+1

∂al

)
·
(

∂al+1

∂zl+1 ◦
∂zl+2

∂al+1

)
(...)

(
∂aL

∂zL ◦
∂C
∂aL

)
=

(
∂al

∂zl ◦
∂zl+1

∂al

)
·
(

∂al+1

∂zl+1 ◦
∂zl+2

∂al+1

)
(...)δL

=

(
∂al

∂zl ◦
∂zl+1

∂al

)
· δl+1

(2.3)
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At the very end of this equation we see how deriving the cost C with respect to
the inputs of layer l depends on the derivative of the next layer, and therefore how
back-propagation occurs.

The third part of the algorithm consist on deriving the cost C with respect to
the weights wl

j and biases bl
j.

∂C
∂wl

j
=

∂zl
j

∂wl
j

∂C
∂zl

j

=
∂zl

j

∂wl
j
δl

j

(2.4)

With zl = W lTal−1 + bl

∂C
∂W l =

∂zl

∂W l ⊗
∂C
∂zl

=
∂zl

∂W l ⊗ δl

= a(l−1)T ⊗ δl

(2.5)

∂C
∂bl

j
=

∂zl
j

∂bl
j

∂C
∂zl

j

=
∂zl

j

∂bl
j
δl

j

(2.6)

With zl = W lTal−1 + bl

∂C
∂bl =

∂zl

∂bl ⊗
∂C
∂zl

= δl
(2.7)

2.5.3 Equations applied to our simple example

Before applying the back-propagation, we are going to compute some important
derivatives. We will differentiate our cross entropy cost C with respect to its inputs
and differentiate the sigmoid neurons with respect to their inputs too.

• The derivative of the cost C with respect to the predictions pj:

∂C
∂aL

j
=

∂C
∂pj

=
∂
(
− ln(p)T · y

)
∂pj

= −∑
k

(
yk∂ ln(pk)

∂pk

∂pk

∂pj

)
= −∑

k

(
yk

pk

∂pk

∂pj

)
(2.8)

• The derivative of a neuron’s output al
j with respect to its inputs zl

j (or al wrt.
zl).
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∂al
j

∂zl
j
=

∂σ(zl
j)

∂zl
j

= zl
j(1− zl

j)

(2.9)
∂al

∂zl =
∂σ(zl)

∂zl

= zl ◦ (1− zl)

(2.10)

• Derivative of the softmax neurons: In the cost description (section 2.4), we
mention a normalized input p̃ but didn’t emphasize on it. This normalized
input impacts the last layer of the network such that the derivatives of this
layer are different than simple sigmoid neurons. That kind of layer is called
a softmax layer and is often used when neural-networks when dealing with
multi-class tasks. You’ll find more information on this function on the "Pat-
tern recognition and machine learning" book [2] starting on page 113. Right
bellow we derive the outputs of these softmax neurons with their aggregated
inputs. There is two cases to derive: the first one is when we differentiate the
neuron aL

k that correspond to the true output yk = 1. The second is when we
derive the other neurons aL

j that doesn’t correspond to the true output yj = 0.

– If pk corresponds to yk = 1

∂aL
k

∂zL
k
=

∂pk

∂zL
k

= pk(1− pk)

(2.11)

– If pj corresponds to yj = 0

∂aL
j

∂zL
j
=

∂pj

∂zL
j

= −pj pk

(2.12)

Back-propagate:
We’ve seen the result of some derivatives of some functions present in our simple
example. These derivatives will help us in applying the back-propagation algo-
rithm. As mentions on the previous section, there is three main steps to take. First
differentiate the cost C with respect to the inputs of the last layer. In our case we
differentiate the cross entropy function with respect to the inputs of normalized-
output-neurons. In other words we derive the cost function with respect to the
inputs of the softmax neurons. The second step consist on back-propagating the
error layer by layer such that we get the derivative of the cost with respect to the
inputs of layer l. Third, and last step, is to compute the derivatives at the weights
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and biases level instead of just the ’input’ of the neurons as we’ve been doing so
far.

1. To compute the derivative of the cost with respect to the inputs of the soft-
max layer we use the results of equations 2.8, 2.11 and 2.12.

δL
j =

∂C
∂zL

j

=
∂C
∂pj

∂pj

∂zL
j

= −
(

∑
k

yk

pk
· ∂pk

∂pj

∂pj

∂zL
j

)

= −
(

∑
k

yk

pk
· ∂pk

∂zL
j

)

= −
(

∑
k=j

yk

pk
· pk(1− pk)

)
−
(

∑
k!=j

yk

pk
· −(pj pk)

)

= −
(
yj(1− pj)

)
+

(
∑
k!=j

yk(pj)

)

=
(
yj pj − yj

)
+

(
∑
k!=j

yk pj

)

=

(
∑

k
yk pj

)
− yj

= pj − yj

(2.13)

Which in a vector notation is δL = p− y

2. Then we back-propagate to other layers. We only have two layers, we’ve just
done the last layer l = 2. We now do layer l = 1

δ1 =
∂a1

∂z1 ◦
(

∂z2

∂a1 · δ
2
)

=
∂σ(z1)

∂z1 ◦
(

∂(W2T
a1 + b1)

∂a1 · δ2

)
= σ(z1) ◦ (1− σ(z1)) ◦ (W2T · δ2)

= a1 ◦ (1− a1) ◦ (W2T · δ2)

(2.14)

3. Finally, we compute the derivative of the costs with respect to the weights
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and biases.

∂C
∂W2 =

∂z2

∂W2 ⊗ δ2

= a1T ⊗ (p− y)
(2.15)

∂C
∂W1 =

∂z1

∂W1 ⊗ δ1

= xT ⊗ δ1
(2.16)

∂C
∂b2 =

∂z2

∂b2 ⊗ δ2

= (p− y)
(2.17)

∂C
∂b1 =

∂z1

∂b1 ⊗ δ1

= δ1
(2.18)

2.6 Gradient descent

With back-propagation, we’ve computed the derivatives of the cost with respect to
the weights and biases of the model. In other words, we’ve seen how to twist the
neurons’ parameters such that, given an input sample, they lower the cost.

We now want to find the neurons’ parameters that will lower the model’s cost C.
We’ll search for this value with Gradient Descent. Gradient descent is an iterative
algorithm aiming at finding the local minimums of a function. At each steps its
improves its chances to be closer to a local minimum.

Consider a function f : Rn → R and its gradient ∇ f . Gradient descent works
by taking advantage of the gradient of the function f at a point x such that, follow-
ing the negative value of the gradient, the algorithm can find a local minimum for
the function.

xt+1 = xt − ε∇ f (x)

On deep learning, we don’t use gradient descent but Stochastic Gradient De-
scent (SGD). This descent algorithm picks a sample at random on the dataset and
evaluate the gradient from it. Still, ”The derivative based on a randomly chosen
single example is a random approximation to the true derivative based on all the
training data” [3].

2.6.1 Example on our simple example

We want to perform a step towards a lower cost on our simple example using SGD.
We’ll pick ’at random’ the 1st sample on the training set:

x1 =

0
0
1
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That is of class y1 = 1. The model we consider is initialized as before. It has the
weight and biases of table 2.1 on page 17.

To perform a step toward a lower cost in the model, we use the prediction made
by the current model on this sample x1 (already computed on section 2.3), and
compute the back-propagation equation 2.15, 2.16, 2.17, 2.18 with the prediction p1

and output y1.
Using an epsilon ε = .5, we get the following updates :

W1
t+1 = W1

t − ε ∂C
∂W1 =

−10.0 −10.0 10.0
−10.0 10.0 −10.0
20.0 10.0 10.0

− ε

−0.0 0.0 0.0
−0.0 0.0 0.0
−0.0 0.003 0.003


W1

t+1 =

−10.0 −10.0 10.0
−10.0 10.0 −10.0
20.0 9.998 9.998


W2

t+1 = W2
t − ε ∂C

∂W2 =

 5.0 −5.0 −5.0
−5.0 5.0 −5.0
−5.0 −5.0 5.0

− ε

−0.013 0.007 0.007
−0.001 0.0 0.0
−0.001 0.0 0.0


W2

t+1 =

5.007 −5.003 −5.003
−5.0 5.0 −5.0
−5.0 −5.0 5.0


b1

t+1 = b1
t − ε ∂C

∂b1 =

−13.0
−13.0
−13.0

− ε

−0.0
0.003
0.003


b1

t+1 =

 −13.0
−13.002
−13.002


b2

t+1 = b2
t − ε ∂C

∂b2 =

0.0
0.0
0.0

− ε

−0.013
0.007
0.007


b2

t+1 =

 0.007
−0.003
−0.003


As a result, our model moved towards a better one (considering this sample).

The loss of this model (toward x1) before the updates was .0135 and now is .0134.
Considering all the samples, the loss was before .014240 and decreased to 0.014233.
This gradient descent algorithm helped us lowering the loss made by the model.
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Adversarial learning

This section is the main contribution of the thesis. We’ll see how how an idea of ad-
versarial learning can be applied on a shallow-neural-network. This Idea was first
developed by Ian J. Goodfellow, Jonathon Shlens and Christian Szegedy. They pro-
posed an adversarial training on a shallow-feed-forward-neural-network. Along
the paper[4], they emphasize the be benefits of this method applied to a training
on the MNIST dataset[?]. Thanks to their adversarial learning, they obtained a
better accuracy on the test set.

3.1 Intuition

With adversarial learning, we train our classifier to resit to samples that could
confuse it. On the paper mentioned above[4], the authors noticed that some ad-
versarial modifications could be made up to fool drastically the classifier. If you
were allowed to twist the pixels’ values by .7%, and chose carefully these values,
you could mislead your classifier from a 95% accuracy to a low .7%. The twist they
proposed was adversarial in the sense that they elected a twist given the current
classifier. In other words, it’s by having full knowledge of the model’s neurons
and neurons’ weights that they created the adversarial twists. These twists are
computed with some math and will be detailed on section 3.2.

To take advantage of this observation, we will train our model, not on the
casual dataset, but on an adversarial version of it. To be more concrete: instead of
forward-propagating the input sample through the model and get the prediction
out of it, we will twist the input sample and forward-propagate it. The cost will
get is the one of the adversarial samples and not of the original dataset.

With this modification we hope that the classifier will learn, on the one hand,
to recognize a class, like it would normally do, but on the other hand, will learn
the differences between classes so that it can better discriminate them.

25
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3.2 Creating the adversarial samples

The adversarial samples will be created from the original samples. We’ll allow
ourself to modify the pixels by some values. For instance, for an image, if pixels
are coded with values between 0 and 255 (0 being black and 255 white) we will
allow ourselves to modify the pixels values by εadv × 255 so that the image looks
the same. The modifications will be based on our feed-forward models weights
biases and cost function. Concretely, the adversarial modifications will be equal to:

η = εadv × sign(∇xCost(W , x, y))

So that the adversarial samples x becomes:

x̃ = x + η

To create an adversarial sample we compute the derivative of the model

3.3 Adversarial sample on our simple example

Lets now build an example of adversarial sample. As always, we’ll use the simple
example we’ve build up (visible on section A) and the sample x1. From those two
elements, we’ll build-up the adversarial sample corresponding to it.

We aim at deriving the cost of the model with respect to the inputs x. Luckily,
we are able to re-use the back-propagation algorithm to compute the derivation.
With the notation of section 2.5, we have:

∇xC
∂x

=
∂z1

∂x
∂C
∂z1

=
∂
(

w1Tx + b1
)

∂x
· δ1

= W1 · δ1

(3.1)

And the modified sample which is the sum of the sample plus a twist η is:

x̃ = x + η

= x + εadv × sign(∇xC)

= x + εadv × sign(W1 · δ1)

(3.2)

At this point, we know how to compute the compute an adversarial sample.
From the last equation, it doesn’t clearly appears that an adversarial sample de-
pends on the variables of the model. Taking a closer look into it, we have that an
adversarial sample depends on all the variables present on the model. The neurons’
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weights appears twice. First on the the back-propagation and then on the forward-
propagation (the cost) and the biases appears once on the forward-propagation.
We also have that the sample class is present on the cost. Therefore, the adversarial
sample needs an entire knowledge on the model and on the samples.

Lets apply this to sample x1 with εadv = .07:

x̃1 = x1 + εadv × sign(W1 · δ1)

= x1 + .07× sign

−10 −10 10
−10 10 −10
20 10 10

 ·
 0

0.003
0.003


=

0
0
1

+

0.07
0.07
0.07


=

0.07
0.07
1.07



(3.3)

From this example we can see the adversarial twist added noise in a direction
to confuse the model. This augmented the error made by the model: it went from
a loss of .013501 to a loss of .013580 on the adversarial sample. With this example,
the benefits of adversarial learning are not clearly visible but we hope that the
process underlining adversarial learning is understood.

3.4 MNIST

The first dataset we’re going to evaluate is the MNIST dataset[?]. This dataset
is composed by 70k images representing digits going from 0 to 9. Each of the
images has 28 ∗ 28 gray scaled pixels. For each pixels is given a value in between
0 and 1 stating how bright is the pixel. The task, given this dataset, is to classify
the samples into the 10 classes they belong in. For our needs, we discomposed
the dataset into 3 sets: a training-set composed by 50k samples, a validation-set
composed by 10k samples and a testing-set composed by 10k samples.

From our observations, this dataset is similar to a baseline in machine learning
for testing algorithms in image processing. The reason is that it has been around
for a long time and that it’s big and small enough to quickly and accurately test
new ideas related to this domain. It’s for this reason that we’ll make most of our
tests using this dataset.

Lets now get to adversarial learning. On their paper[4], the authors used
adversarial-learning in conjunction with other techniques. In order separate adversarial-
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Figure 3.1: Graphical model of a MNIST net

learning from any anther technique, we’ve decided to re-implement the shallow-
neural-network without any method that could be assimilated as a regularization.
Concretely, the authors of the paper used two methods that function together called
maxout and dropout. Dropout is considered to regularize the network. For this
reason we removed it such that our net is only composed by the pixels inputs,
the hidden ReLU layer and the softmax output layer. Figure 3.1 is a graphical
representation of the MNIST net we used.

On the following subsections, we are performing some experiments to confirm
the benefits of adversarial learning. We’ll see the impact of the amount of neurons
on the networks, the impact of modifying the adversarial epsilon and compare the
adversarial-model with other ones.

3.4.1 Playing with neuron quantities

One of the first experiment we got interested in knowing which parameters should
be used to train the neural network. We would expect that the size of the hidden
layer has a direct impact on the predictions and on the accuracy of the model. We
would therefore try different layer sizes and see which ones were over and under
fitting. We also want to know if one of the adversarial or usual training would
under or over-fit before the other given the same amount of neurons. If one were
to under-fit longer than the other, it would imply it need to learn more functions
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Figure 3.2: Comparing the amount of neurons’ impact on non-adversarial and adversarial models.
Every pair represent a non-adversarial-learning and an adversarial-learning trained with a certain
amount of hidden neurons.

than the other model to be accurate.
In other words, if both of the models stops under-fitting on the same time, it

would probably mean that both of the models learn the same amounts of functions,
but one would be more accurate than the other. On the other hand, if a model (A)
under-fits longer than the other model (B) it would probably mean that it (A) needs
to learn more functions to accurate than the other model (B).

For this reason, the we’ve trained MNIST on models with different amount
of weights. Each of the adversarial examples are trained with εadv = .25. The
graph on figure 3.2 shows the evolution of the accuracy and the confidence for the
adversarial and non-adversarial models while increasing the amount of neurons.
As one could expect, the accuracy is defined as :

acc =
#correct guesses

#samples

And the confidence reflects how much the model was sure of which ever predic-
tions it made

conf = mean(argmax(predictions))

Analysis:
Looking at this graph (figure 3.2), the first thing we notice is that adversarial-
learning performs worse than non-adversarial-learning for models with less than
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a hundred neurons. When we deal with 5 hidden neurons, adversarial model is 17
percent points less accurate than the non-adversarial model. With this observation
we can hypothesize that adversarial model can’t properly synthesize what it sees
with so few functions (neurons). Therefore it introduces more inaccuracy in the
functions it learns.

What we find more relevant is the following: the adversarial-learning plateaus
at 400 neurons whereas non-adversarial-learning plateau in between 50 and 100
neurons. In other words, adversarial-learning need far more neurons (far more
functions) to reach its best accuracy. From this observation, and from the insight
of the universal approximator [6], we can say that adversarial-learning learns more
functions than the other model does. Which is to say that the adversarial-learning
method is not about having the same kind of model but one being more accurate
than the other. It’s about having a new model learning far more functions. Also,
as the adversarial-learning models converges slower than the other model, I would
say that adversarial-learning learns a whole set of new functions. If it were not
the case, We would expect the adversarial models to be at least as good as the
non-adversarial.

3.4.2 Playing with adversarial epsilon

The Adversarial learning we use relies on an epsilon, the one we’ve noted εadv:

x + εadv × sign(∇xC)

In this subsection, we want to evaluate the impact of this value on the learning. We
are going to expose the learning of a 800 hidden-neurons net trained with different
εadv. Even though, we expect an increased accuracy with an increased epsilon, we
don’t have any idea on which epsilon would be better.

Analysis:
Figure 3.3 on the next page seems to reveal that a good adversarial epsilon for this
dataset and given a model of 800 neurons is located between .05 and .3. On the
figure we plotted, the optimum value for the adversarial epsilon seems to be .1.
On this same plot, we can see that the confidence for the predictions falls down as
the adversarial epsilon raises. We don’t know what these two informations teaches
us towards adversarial-learning but that low epsilon value seems to perform better
on both accuracy and confidence.

3.4.3 Compare to noisy dataset

One of the objective mentioned for adversarial-learning was to diminish the lin-
earity of the network: The authors of [4] said that usual networks were not able to
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Figure 3.3: Evaluate non-adversarial and adversarial models of 800 hidden neurons.

understand the underlining nature of a class because it was too much dependent on
the underlining distribution of the data present on the dataset. This dependency
was described with too much linearity on the network to learn the underlining
dataset. It’s because of this over-linearity that adversarial samples were so good at
fooling the models.

On this subsection, we want to see if, effectively, the model is better at gen-
eralizing. To do this, we are going to compare a non-adversarial model (A) with
an adversarial model (B) on modified test-sets. The first one will compare A and
B on the adversarial test-set and will most probably confirm the hypothesis seen
above.The second one is going to compare A and B on an other modified version
of the test-set. Here we’ll by twisting each pixels by a random value. This random
value comes from a standard normal distribution (with a mean of 0 and variance
of 1). To produce this set we compute :

x̃i = xi + εadsnoise

Where noise is randomly generated following a standard normal distribution.

Analysis:
With the left plot of figure 3.4 on the following page, we confirm that adversarial
samples easily fools a usual feed-forward model. Twisting the pixels by 10% in the
direction of the worst case (our adversarial case),drastically confuses the original
model. Now, trying to fool the adversarial-model with this same technique doesn’t
work as good. The adversarial-model can’t be fooled as easily.
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Figure 3.4: Evaluate non-adversarial (dashed line) and adversarial models (plain line) of 800 hidden
neurons on modified test-sets. On the left, we try the two models on an adversarial test-dataset. The
horizontal axis represents the epsilon values used to modified the test-set. On the right, we try the
two models on an normal-distribution-modified test-dataset with different standard deviations.

Figure 3.5: Extract of the test-set with the same image with different noises. On the top, you see
the adversarial noised sample with εads = [.0, .1, .2, .3]. On the bottom you see the uniform noised
sample with, from left to right the standard deviation taking values: εnoise = [.0, .1, .2, .3]
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With the plot on the right, we compare the accuracy of both the models on
another twisted dataset. This time, the adversarial-model keeps an advantage until
the dataset becomes too noisy εnoise = .22. This result is a bit contradictory with
our expectations. In fact, we would have expected that adding noise to this test-
set would have fooled more the non-adversarial model than the adversarial one.
The reason being that adversarial-learning was supposed to better generalize the
underlining distribution of the test-set and therefore be less dependent on noise.

Despite this, the adversarial-model still outperforms the other one on this mod-
ified test-set before the test-set gets really noisy (εnoise > .22 )

3.4.4 Train with noisy dataset

So far we’ve been comparing an usual model to the non-adversarial model. Here,
we introduce a new model originating from the previous experience. As a matter
of fact, we stated that model A (the usual model) was too much linear. We in-
troduced model B (adversarial-model) as being less dependent on the underlining
distribution. Then we tested the models on a noisy test-sets. Now we want to
compare B with a new model that is also less dependent on the underlining distri-
bution. Therefore we introduce a model C (also having 800 hidden neurons) that is
trained on noisy dataset. This dataset is also computed live. At every iterations of
the back-propagation a new test-set is generated (as for the adversarial-model (B)).
This live modification of the test set permits the classifier not to over-fit an original
noise given to the network. It must learn that noise can appear. The input sample
modification is the same a before:

x̃i = xi + εadsnoise

Where noise is randomly generated following a standard normal distribution.
As a recall, adversarial-learning modified the input samples towards a worst

case prediction given the model. Now, instead of modifying the input sample
towards this worst case sample, we twist the sample by adding a random noise.
At this point, we don’t necessary expect this learning to be better at classifying but
we hope that it can better resist to adversarial samples. If it does, it could support
that usual training is too much linear.

Analysis:
With the left plot of figure 3.6 on the next page we can make two observations.
The first one was unexpected and is that model C (new one) performs as good
as model B (adversarial model) on the original dataset. They both score close to
98.7% accuracy on the original test-set. The second observation, more interesting
to us, reveals that model C is more resistant to adversarial samples than model A.
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Figure 3.6: Evaluate normal-distribution-based model versus the casual and adversarial models of
800 hidden neurons on noisy test-sets and adversarial datasets.

This observation come in favor of A being too linear and relying too much on the
original distribution of the samples. Why so ? The objective in training the dataset
with model C, was to enforce the classifier to learn that each of the pixels of a class
followed a normal distribution. We enforce the model to consider an alternative
data distribution than the one present on the original training-set. If C would have
performed as bad as A on the adversarial test-set, it could have meant that model
A, actually, generalizes and is not as linear as we ought to say. With the plot on
the right, we have that model C outperforms models A and B. This observation is
legitimate with the experiment we’ve build up. We trained model C on believing
that the pixels were under a normal distribution and then tested the model on a
test-set enforcing this normal distribution modification. Once again, we are a bit
disappointed here that adversarial-learning can’t best predict this noisy dataset.

3.4.5 Visualizing weights

We thought it could be nice to visualize what had been learned by the network.
We’ve therefore tried to visualize the weights to find out the patterns it relies on.
The first idea that came to our mind was to "back-propagate" the output-neurons’
weights connected to the inputs. As a result, we would have visualized a pattern
of what was understood as a 1, a 2 or any class of the task. Mathematically we just
needed to compute:

Wvisualize = W1 ·W2

And each of the columns of Wvisualize would have represented the patterns learned
from a class. On figure 3.7 on the facing page, you see these weights for classes 0 to
4 of MNIST. The upper-row are casual-learning and the lower-row is adversarial-
learning. On both neither of these images we can distinguish the patterns of a one,
a two or any other digit.

The second way we tried to visualize the patterns was at the first (and only)
hidden-layer we have. We’ve plotted some of the neuron’s weight but none gave



3.4. MNIST 35

Figure 3.7: Attempt at visualizing classes pattern on casual-model (top) and adversarial-model (bot-
tom) of 800 neurons (left) and 2000 neurons (right).

Figure 3.8: Attempt at visualizing neuron patterns on casual-model (top) and adversarial-model
(bottom) of 100 neurons (left), 800 neurons (center) and 2000 neurons (right).

gave us more insight on what was seeing model A and model B. After watching
figure 3.8, the only comparison we could make was that the adversarial-model
seems to have more grain on its neurons compared to the casual-model.

After these two failures in visualizing the patterns we expected to have, we’ve
browsed the find and found that this types of networks were not supposed to
contain some neurons with the patterns we were looking for. Instead, another
model called Restricted Boltzmann Machines (RBM) would have these properties
(where you can see patterns learned by neurons).

3.4.6 MNIST summary

With the MNIST dataset we’ve seen many things.

• Playing with the hidden neurons quantities we’ve seen that adversarial-model
(B) learned more functions than the usual-model (A) did.

• Playing with the adversarial epsilon we’ve seen which epsilons seemed to
perform better.

• Comparing models A and B with noisy datasets confirmed that A was sensi-
ble to adversarial samples when B was not.

• Training a new model (C) on a noisy dataset probably confirmed that A was
too linear.



36 Chapter 3. Adversarial learning

Figure 3.9: Extract of Cifar10 dataset.

• Visualizing weights didn’t worked as expected but played a role in knowing
what future work could be made of.

3.5 CIFAR-10

Another dataset we’ve used is the CIFAR-10 database. CIFAR-10 is a dataset com-
posed by 60k images. An image is about one of the following 10 classes: an airplane,
an automobile, a bird, a cat, a deer, a dog, a frog, a horse, a ship or a truck. Each images
is composed by 32 ∗ 32 RGB pixels which makes an input vector composed by
3072 values. As for the MNIST dataset, we discomposed the dataset into 3 sets: a
training-set composed by 40k samples, a validation-set composed by 10k samples
and a testing-set composed by 10k samples. Figure 3.9 is an extract of the dataset.

Right below, we are going to see how adversarial-learning did with CIFAR-10.

3.5.1 Training CIFAR-10

We’ve build a model to learn CIFAR-10. At the beginning, we trained a model
with 3072 inputs, 2500 hidden neurons and 10 outputs. Training this dataset took
a huge amount of time (we didn’t reached the end). Therefore, we decided to
shrink the input vector. To do so, we gray-scaled the input sample. In other words,
we changed the RGB pixel to gray pixels. This modification shrank our input by
3 times less inputs values (1024 instead of 3072). Even shrinking the input vector,
learning the dataset took 3 days on our computer. Because of this reason, we were
not able to perform all the test we performed on MNIST.

As we did for MNIST, we are going to compare basic model (Ac) and adversarial-
model (Bc) to noisy datasets. As before, we’ll have an adversarial dataset and a
dataset with random noise. Before rnedering the graph, we expect to have the
same kind of results. We expect the adversarial samples to fool Ac but not Bc.
We expect Bc to be more accurate that Ac is and, maybe we’ll have this time Bc
performing better than Ac on the random noise test-set. Figure 3.10 on the next
page are the resulting plots applied for CIFAR-10.

Analysis:



3.6. Covertype dataset 37

Figure 3.10: Evaluate non-adversarial (dashed line) and adversarial models (plain line) of 2500 hid-
den neurons on modified test-sets. On the left, we try the two models on an adversarial test-dataset.
The horizontal axis represents the epsilon values used to modified the test-set. On the right, we try
the two models on an normal-distribution-modified test-dataset with different standard deviations.

Looking at the results, we have that Bc outperforms Ac on the original test-set.
This observation comes in favor of adversarial-learning being less linear that Ac
is. This result is very similar to the one we had with MNIST on section 3.4.3. As
before, we see that Ac is easily fooled by adversarial learning and that Bc is not.
It appear weird that Bc does an amazing job at classifying the adversarial-test-
set, but remember that the noise given to the adversarial-test-set depends on the
output. Therefore, building this adversarial-test-set, we gave informations about
which classes the samples belonged in. As before, also, we have that Bc is not
doing an amazing job on the noisy test-set. The adversarial-classifier can’t predict
a sample with random noise much better than Ac does.

3.5.2 CIFAR summary

With this new dataset, we confirm some of the observations we’ve made earlier
with the MNIST dataset. Sadly, the higher dimensionality needed on the models
made us unable to recompute all the tests performed earlier.

3.6 Covertype dataset

This is the third and last dataset we performed experiments on. This one is called
the covertype dataset1. We elected this dataset because its nature was far from
the two image dataset seen previously and because it consists on a multi-class
classification task. With this dataset we "classify the predominant kind of tree
cover from strictly cartographic variables". The samples belongs in 7 classes and
the input vectors are composed by 54 values. Here the 54 values are not necessarily
in a given range. It might happen that a value is a numeric encoding.

1https://archive.ics.uci.edu/ml/datasets/Covertype

https://archive.ics.uci.edu/ml/datasets/Covertype
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3.6.1 Training Covertype

Learning this dataset was not as successful as learning the two other datasets.
We’ve trained many models hopping to see an adversarial one better than its non-
adversarial equivalence but it never really happened. the results we got are the
followings:

hidden neurons 60 80 100 120 150
non-adversarial .5103 .5107 .5116 .5108 .5108

adversarial .5106 .5111 .5103 .5106 .5116

Table 3.1: Accuracy of adversarial and non-adversarial models with different amount of hidden
neurons on the Covertype dataset.

3.6.2 Covertype summary

From this experiment we learn that adversarial-learning won’t necessarily perform
better non-adversarial-learning on every dataset. The fact that adversarial-learning
doesn’t perform better here is relevant with the nature of the dataset.

3.7 Adversarial learning conclusion

Here ends our experiments on the different datasets. we’ll come back on the results
obtained here in the conclusion. We are now going to see how we implemented
these experiments.
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Implementation

In this section we present the software we chose to implement our solution. The
elected software comes from the Lisa-lab1 in Montreal and is called Pylearn2 [5].
The Lisa lab is specialized in neural-network and more specifically, deep learning.
Yan Goodfellow, one of the writers of the paper[4], was part of this institution, he
is one of the main contributor of Pylearn2 and write most of his paper with this
tool. His implementation of Adversarial-learning was made with this tool but isn’t
detailed. In the following section, we are going to present the software’s needs we
had with respect to this thesis and on the next one we’ll explore the way Pylearn2
works.

4.1 software needs

At the very beginning of this thesis we searched for a good software with respect
to many needs. Of course, as we are doing neural-nets, our first need was to have
a software able to implement a neural-network. Then there was some other needs.
The learning curve for this software had to be steep enough so that we could
implement our solution in some reasonable time. After this, the software had to be
flexible towards our needs of adversarial-learning. Indeed, the cost of our shallow-
feed-forward network had to be modified in order to accept adversarial-learning.
Also, as we have large databases like the Cifar-10 (composed by 60k sample of 3k
values each), the software’s algorithms had to perform fast operations. To show the
importance of this criterion, with the software we finally choose, it took us more
that 48 hours to compute the adversarial model of Cifar-10.

In neural networks there was 4 main softwares answering partially our needs.

• Torch: "Torch is a scientific computing framework with wide support for ma-
chine learning algorithms". Their framework is very easy to use. In one hour

1urlhttps://github.com/lisa-lab
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you can build a neural-network classifying MNIST. Now, the implementation
of new functions is complicated. Implementing a new cost function is hard,
it’s for this reason that we didn’t chose this soft.

• Lush: "Lush is an programming language designed for researchers, experi-
menters, and engineers interested in large-scale numerical and graphic ap-
plications". Even though the description seems appealing, the software isn’t
maintained and doesn’t embed modern gradient descent algorithms.

• Pylearn2: "Pylearn2 is a machine learning library". It was designed for deep-
learning, is written in python and can differentiate function. Out of the other
alternatives, it’s the hardest tool to use. Still, because it also fulfills all the
software needs, this alternative was chosen

• Matlab: The very famous Matlab could have been used for our project. Now
the libraries provided weren’t as specific as the other softwares.

• R: "R is a language and environment for statistical computing and graphics".
This language integrates deep-learning algorithms but was not mentioned as
a reference in the deep leaning domain.

Advantage and drawbacks of Pylearn2:
On the one hand, Pylearn2 is written in Python: a very common and easy to un-
derstand language. That makes a big advantage to Pylearn2 toward a soft written
in C or Lua. On the other hand, Pylearn2 uses a file format called "Yaml" to build
and train the networks. These files are made so that you can easily call classes with
many parameters. Though it’s practical, it’s hard to understand this approach if
you’ve never seen something similar before. Pylearn2 is being under development
which makes it a software up to date. Now, this advantage is also a drawback
as the python documentation isn’t as furnished as one could expect nor are the
error messages. It was often needed during the implementation to browse spe-
cific forums and investigate on which could be a good solution for us. Thought
the python documentation lacks of details, a blog is maintained by the Lisa-lab to
introduce to their tools.

At this point, Pylearn2 is far from being the easiest tool to use in order to build
and trained a neural-network, but what really came in the balance to support it
use is a useful library on which it relies: Theano [1]. Theano, also developed
in the Lisa lab. It’s "a Python library that allows you to define, optimize, and
evaluate mathematical expressions involving multi-dimensional arrays efficiently".
This library also include automatic differentiation, so that you can create a new
cost function without having to differentiate it by hand.
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I’ll finish these motivations mentioning that Pylearn2 is hard to get into. One
need to spend some time on the code, on the blog and on the forums to builds
its own models but, at the end, Pylearn2 is very flexible and offer a useful tool of
differentiation to rapidly test new cost functions.

4.2 Pylearn2

Lets now present the tool. Pylearn2 is a python library. It mainly relies on Numpy,
for matrix manipulation and on Theano, for optimized operations on matrices.
There is three main files on Pylearn2: the model, the cost and the routine files.
Following comes the description of them. You may watch before figure 4.1 on the
following page for a graphical representation of the system.

• The model: The model is represented by a class in Pylearn2. It has to follow
rhe sucture of an abstract class (pylearn2.models.model.Model) in order to work
with the system. In supervised learning (what we are doing), this model will
be called by the cost to compute it. The model, in our case, is a shallow-feed-
forward-neural-network. An flexible implementation of this model is already
available on the Pylearn2 library.

• The cost: In Pylearn2 philosophy, one should be able to modify easily the cost
to test it. This is the strength of Pylearn2, where you would give the cost and
the library will differentiate it. This ease implies some difficulties as the user
has to input a cost in a ’Theano-symbolic’ format. In the system, this cost is
also represented by an abstract class (pylearn2.costs.cost.Cost) where the user
must implement the ’expr’ function which outputs the ’Theano-symbolic’
function.

• The routine: Finally, when one desire to build a model with a specific cost
and a specific learning algorithm, one will create a ’yaml’ file. This file is
only composed by classes calls. For the training, the library expects first the
Train class containing both the Model one and the Learning algorithm class
which itself contains the Cost class. With these classes and the dataset given
as parameters of them, Pylearn2 will initiate a learning process.
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Figure 4.1: Graphical representation of Pylearn2’s routine

4.3 Our implementation

We decided to re-implement the adversarial-learning for two reasons. The first one
was to get more insights on the way Pylearn2 works and the second reason was
that there were no real available code doing adversarial-learning. When we found
Ian’s work, it was to difficult for any Pylearn2 beginner. At the end, the code
produced is very easy to understand. None the less, this bit of code doesn’t reflect
the difficulties of writing it, as there is a huge lack of documentation and proper
error logs on Pylearn2.

We won’t present here the model for two reasons. At first we used an im-
plementation that is provided in the library, and, secondly, because the code is
hundreds of lines. How-ever, the code beneath the model does what we expected
it to do. It creates a layer of Regression Logistic Units and a softmax layer.

Then comes the implementation of the cost. On the constructor we define a
learning epsilon value that will be able to modify when calling the routine. Then,
the ’expr’ function computes the adversarial-cost in a Theano-symbolic way.

c l a s s Adversar ia lCost ( DefaultDataSpecsMixin , Cost ) :
# The d e f a u l t Cost t o use with an MLP.
supervised = True

def _ _ i n i t _ _ ( s e l f , l earning_eps ) :
s e l f . l earning_eps = learning_eps

def expr ( s e l f , model , data , ∗∗kwargs ) :
# c h e c k i n p u t s p a c e
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space , sources = s e l f . get_data_specs ( model )
space . v a l i d a t e ( data )

# Compute a d v e r s a r i a l c o s t
X , y = data
alpha = . 5
adv_X = X + s e l f . l earning_eps

∗ T . sgn ( T . grad ( model . cost_from_X ( data ) ,X ) )
adv_data = ( adv_X , y )

return alpha∗model . cost_from_X ( data )
+ (1−alpha )∗model . cost_from_X ( adv_data )

@wraps ( Cost . i s _ s t o c h a s t i c )
def i s _ s t o c h a s t i c ( s e l f ) :

return Fa lse
.

Finally, the routine file (the .yaml one) covers all the function calls. At first you
call Pylearn2’s Training class. Then you define the model you want to train, here a
ReLU shallow-neural-net. On the example below, the network is composed by 784
input units (for the MNIST database), 1200 ReLU hidden units on a single layer
and a softmax output layer composed by 10 classes. Here, each of the classes will
refer to a digit class. After the model comes the learning algorithm class. We elected
the Standard Gradient Descent (SDG) with some improvements: we use a batch
version of it so the results comes quicker and add a momentum to the learning rate
so that learning takes into consideration its previous moves when following the
gradient. Still in the SDG, we elected common early-stopping stopping technique
based on a validation set: we train on a testing set and, when ever the validation
set show that training is over-fitting we stop the training. Furthermore, we use a
rollback so that we don’t consider over-fitting to early, in other words, the learning
wont stop as soon as the validation states it performs worst than the train set,
but we wait a hundred iteration before claiming the over-fitting (still based on the
train set outperforming the validation set = over-fitting). Finally comes the cost
related to the learning algorithm. Here we use the one we’ve shown previously:
the adversarial cost. In this class comes a learning epsilon, it is the one of equation
3.2. When given 0, it’s an usual cross-entropy learning and when given a value
between ]0, 1[ it’s an adversarial learning.

! ob j : pylearn2 . t r a i n . Train {
d a t a s e t : &t r a i n ! ob j : pylearn2 . d a t a s e t s .

dense_design_matrix . DenseDesignMatrix {
X : ! pkl : ’/home/marc/data/mnis t_ t ra in_y_tra in_X . pkl ’ ,
y : ! pkl : ’/home/marc/data/mnis t_ t ra in_y . pkl ’ ,
y _ l a b e l s : 10 ,
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} ,
model : ! ob j : pylearn2 . models . mlp .MLP {

l a y e r s : [ ! ob j : pylearn2 . models . mlp . R e c t i f i e d L i n e a r {
layer_name : ’ h0 ’ ,
dim : 1200 ,
s p a r s e _ i n i t : 15

} , ! ob j : pylearn2 . models . mlp . Softmax {
layer_name : ’ y ’ ,
n _ c l a s s e s : 10 ,
i range : 0 .

}
] ,
nvis : 784 ,

} ,
algorithm : ! ob j : pylearn2 . t r a i n i n g _ a l g o r i t h m s . sgd .SGD {

b a t c h _ s i z e : 200 ,
l e a r n i n g _ r a t e : . 0 1 ,
l e a r n i n g _ r u l e : ! ob j : pylearn2 . t r a i n i n g _ a l g o r i t h m s

. l e a r n i n g _ r u l e .Momentum {
init_momentum : . 5 } ,

monitor ing_dataset : {
’ t r a i n ’ : ∗ t r a i n ,
’ va l id ’ : ! ob j : pylearn2 . ( . . . ) . DenseDesignMatrix {

X : ! pkl : ’/home/marc/data/mnist_valid_X . pkl ’ ,
y : ! pkl : ’/home/marc/data/mnist_val id_y . pkl ’ ,
y _ l a b e l s : 10 ,

} ,
’ t e s t ’ : ! ob j : pylearn2 . ( . . . ) . DenseDesignMatrix {

X : ! pkl : ’/home/marc/data/mnist_test_X . pkl ’ ,
y : ! pkl : ’/home/marc/data/mnis t_ tes t_y . pkl ’ ,
y _ l a b e l s : 10 ,

} , } ,
t e r m i n a t i o n _ c r i t e r i o n : ! ob j : pylearn2 .

t e r m i n a t i o n _ c r i t e r i a . And { c r i t e r i a : [
! ob j : pylearn2 . t e r m i n a t i o n _ c r i t e r i a . MonitorBased {

channel_name : " va l id_y_misc lass " ,
prop_decrease : 0 . ,
N: 100

} ,
! ob j : pylearn2 . t e r m i n a t i o n _ c r i t e r i a . EpochCounter {

max_epochs : 1500
}

]
} ,
c o s t : ! ob j : costAdv . Adversar ia lCost {

learning_eps : %( learning_eps ) f }
} ,
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extens ions : [
! ob j : pylearn2 . ( . . . ) . MonitorBasedSaveBest {

channel_name : ’ va l id_y_misc lass ’ ,
save_path : "%(path ) s/mlp_1_%( learning_eps ) s . pkl " ,

} , ! ob j : pylearn2 . ( . . . ) . MomentumAdjustor {
s t a r t : 1 ,
s a t u r a t e : 10 ,
final_momentum : . 9 9

}
]

}

As a note, one may wonder why is the cost inside the learning algorithm. The
reason is that some neural-networks can be unsupervised, meaning that their cost
doesn’t depends on their inputs. As a result, the learning algorithm just doesn’t
ask for a cost.
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Conclusion

Time has almost come to conclude on the work that have been done. But, before
that, lets summarize what we did. At the very beginning of this thesis, we men-
tioned our motivations on writing this thesis. We wanted to work on adversarial-
training to understand the underlining advantage of it over a more basic approach.
We wanted to expose the linearity of the basic approach and how adversarial-
learning generalizes. Also we wanted to figure out if this technique could work on
another dataset.

After all the experiment we’ve been through, we can most probably conclude
that basic-learning (A) on shallow-neural-networks doesn’t generalize the data
distribution it is trained on and is therefore too linear. We came to this conclu-
sion by predicting on a this model an adversarial test-sets and observing how
quickly it could be misled. Also, comparing another model (C) trained on random
modifications, to our model A confirmed this observation, that a model trained to
generalize a data distribution was less linear. This last point might sound obvious
but is key as A could have been as good as C if it had generalized. Comparing the
amount of neurons on the adversarial model (B) lead us to believe that B learns
more functions than A does and might generalize with these new functions. Fi-
nally, comparing this technique on other datasets let us realize that this technique
was specific to a certain type of inputs features and that non linear features most
probably aren’t concerned with adversarial-learning.

We didn’t exactly found what adversarial-learning was specifically doing. My
hypothesis would be that it better separate the classes by learning what makes the
class different from the others. Visualizing the weights and comparing A and B’s
weights would have helped us on validating this hypothesis but we can’t visualize
patterns with this type of networks.

This last observation leads us to a desired future work: We would like to
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confirm the hypothesis stated right above by training another type of network
where we can visualize the class patterns and where the adversarial-learning is
also better than the basic one.
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Appendix A

Weight initialisation on simple ex-
ample

The figure A.1 shows our simple example initalized with some specific hand-
engineered features.
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Figure A.1: Simple example with weight initialization
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Appendix B

Hadamard and Kronecker products

The Hadamar product "◦" is a mathematical operation used in between two ma-
trices of same shapes (or two vectors). This operator computes an element-wise
multiplication of "ij" elements of the matrices. Here is an example: a11 a12 a13

a21 a22 a23

a31 a32 a33

 ◦
 b11 b12 b13

b21 b22 b23

b31 b32 b33

 =

 a11 b11 a12 b12 a13 b13

a21 b21 a22 b22 a23 b23

a31 b31 a32 b32 a33 b33


The Kronecker product "⊗" is a mathematical operation used in between two

matrices. This operator augments each matrix elements (a) by another matrix (B)
multiplying B by a.

A⊗ B =

 a11B · · · a1nB
...

. . .
...

am1B · · · amnB
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Appendix C

Vectors and matrices

On this appendix, we summarize the notation used for the neural networks and
give the shape of the vectors in the case of our simple example (Se) and in the case
of the 800 hidden neurons adversarial model trained on MNIST (model B). These
shapes will be written in parenthesis at the end of each lines

• xi is the inputs vector. In the case of an image, it has as many values as there
is pixels. Se(3,1), B(784,1)

• W l is a weight matrix where each columns represent a feature detector. wl

has as many columns as there is neurons on the layer l and as many lines
as there is inputs in layer l − 1. On the figure A.1 on page 51 the weights
correspond to the numbers initialized on the edges in between each layers.
Se(3,3), B(784,800)

• bl is a bias vector. It has as many values as there is neurons on the layer l.
Se(3,1), B(784,1)

• al is the output vector of a layer. It has as many values as there is neurons on
layer l. Se(3,1), B(800,1)

• zl is the input vector of a layer, what comes right before the transfer function
(like the sigmoid). It has as many values as there is neurons on layer l. Se(3,1),
B(800,1)
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