
Type Checking
Versus Flow Logics
- relations between static analysis
methods for cryptographic protocols
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6 7%R bdFIN VKHUFIC��ZFV? B,NZB,CEW3TKPcT�F,]%B Y:HUFIVUF"bdFICr? HKPEVKVUR@N!PEN �����! PcT�YGR@H ] FIHK[MR1D�VUF
FID:V?B,PEN
B!T?B ] R\B,Y:Y:HUF �3PE[�B,VKPcFIN�F,]�Q B,CE`%RdT�B,N�D DGR"7ZBdQ"PcFI`:H
B,HKPcTKPEN:JcD3W"NZB,[_Pcb B,CECEW�� a�PEN%bdR\V�7%R
bdFI[!D:PENZB,VKPcFIN F,]�HURdTKVKHKPcb@VKPcFIN B,N�D HUR@Y:CEPcb B,VKPcFIN [�B W PEN�VKHUF�D3`%bdR�B,N PEN 
%N:PEVUR(N�`:[�DGR@H
F,]�NZB,[MRdT��²?�RMBITUTK`:[MR V�7ZB,V(] FIH�R BIb:7�NZB,[MRMFIH Q B,HKP B,D:CcR

n
V�7%R@HUR PcT!B b B,N%FIN:Pcb B,C

HUR@Y:HURdTUR@N�V?B,VKPEQSR
bnc

� 6 7:PcT\B,CcT?F_TUR@HKQSRdT VUF�B QSFIP¹D B,[�D:PEJ `:PEV�W FIN NZB,[MRdT�� ^�FIN%TKP¹D:R@H
V�7%R(] FICECcF@? PEN:J 8 `:N B B,N:N%FIV?B,VUR1D%9 Y:HUF"bdRdTUT��

P , (ν K)〈{M}K〉.(ν K)〈K〉

$ PEV�7%FI`:VMBp? BdW5VUF [�B-9SR V�7%R
K
TcD3PcTKVKPEN%b@V���V�7%R B,NZB,CEW3TKPcTc? FI`:C¹D N%FIVc9�N%FV?

P ] V�7%RO9SR@W=`%TUR1D=PEN�V�7%RMR@N%b@HKW"Y:VKPcFIN PcT V�7%RMT?B,[MR_FIN%R�?%7:Pcb:7 PcT C B,VUR@H�Y:`:D:CEPcT�7%R1D��
6 7%R@HUR�] FIHUR��y? RMBIT?TK`:[MR V�7ZB,V DGFIV�7=NZB,[MRdT

K
7ZBIT�D3P10�R@HUR@N V�b B,N%FIN:Pcb B,C0HUR@Y:HURdT?R@N BV?B,VKPEQSRdT����

=%`:HKV�7%R@HK[MFIHUR��
α B HUR@NZB,[_PEN:J*F,]ODGFI`:N�D5NZB,[MRdT PcTOD3PcTUb@PEY:CEPEN%R1D TU`%b:7 V�7ZB,V VC? F

NZB,[MRdT B,HUR
α B bdFIN�QSR@HKVKPED:CcR(FIN:CEWc?%7%R@N V�7%R@WO7ZBdQSR
V�7%R\T?B,[MR
b B,N%FIN:Pcb B,C NZB,[MR�� 6 7%R

] `:N%b@VKPcFIN
b·c

PcT\R
�3VUR@N�D:R1D VUF 7ZB,N�D3CcR!VUR@HK[MT��
bMc

PcT\V�7%R�VUR@HK[_?%7%R@HUR_B,CEC�NZB,[MRdT
B,N�D QIB,HKP B,D:CcRdT B,HUR!HUR@Y:C BIbdR1D D W�V�7%R@PEH(b B,N%FIN:Pcb B,C�QSR@HUTKPcFIN%T�� $ PEV�7 V�7%RdTUR B,D%TKVKH?BIb@V
NZB,[MRdT��ZV�7%R!B,Y:Y:HUF��"PE[�B,VKPcFIN=PcT
HUR@Y:HURdT?R@N VUR1D=BIT\B_VKHKPEY:CcR

(ρ, κ, ψ)
V�7ZB,V\T2B,VKPcT 
ZRdT\B

TUR@V
F,] l `�D3JSR@[MR@N VUT�� 6 7%RdTUR�bdFI[_YGFIN%R@N VUT
D:R

%N%R�V�7%R ] FICECcFV? PEN:J�PEN3] FIHK[�B,VKPcFINo�

• ρ : bXc → ℘(V)
� [�B,Y%T�R BIb�7*b B,N%FIN:Pcb B,C0Q B,HKP B,D:CcR_VUF�B TUR@V�F,]�b B,N%FIN:Pcb B,C

QIB,CE`%RdTOV�7ZB,V
PEV [�BdW DGR(D-FI`:N�D VUF��

• κ ⊆ ℘(V∗)
bdFIN V?B,PEN%T
V�7%ROYGF TUTKPED:CcR\[MRdTUT?B,JSR TUR&��`%R@N%bdRdT8?%7:Pcb�7 [�BdW �ZFV? FIN

V�7%R N%R@VC?�FIH�9 �
)�� @�:�35<;6SRS:=<unuH5<��{H&@L9;1F:a*-,/.�0�Q�3c6SQ�zF6SzP4�e�9;1PRS4�nu3c4uRS@F4r9I<;zPKL:�@t9;:�E{354�3c@[:=BDsF68RSQ�Rp9u3c@P@FHc9+3l9;R8Hc@

H&@
9;1F:|N"H5<;K
(ν n

χ)
N"H5<�<;:�4r9I<;RSQ=9;RSH&@P4 3c@PE

(xβ)
N�Hc<�RS@PsPzD9��&3l<;R83c>P6S:�4�w i	�L��
I�
��
���������
������������

nuHczP68E 9;1F:�@ >�:�zP4I:�E 9;H�K[3cs N�<;:=:�@-35KL:�4{35@-E �c35<;R83c>F68:=4|9;H 9;1P:�Rp<[35>P4r9I<+3cQC9|<;:�sD<;:�4I:�@t9+359;RS��:�4�w
� @
9;1FRS4�<;:�s�H5<I9�e�3c4�noRS9;1 KLHc4r9 <;:=Q�:�@t9�nuHc<��
H&@ *-,/.�0We�nu:LnoRS6S6u<;:=N�<+35RS@ N <;H&K zP4IRS@FT$3msP35<I9;RSQ��
zP6835<[KL:C9;1PH�E HcNjR8@F4r9I<;zPKL:�@t9;RS@PT 9;1F:�Q�35@PH&@FRSQ�3c6o@-35KL:�4�e�354LRp9[3&EFEF4L35@ zP@F@P:�Q=:�4I4;35<Iq 683�qt:=<LH5N
Q�H&KLsF6S:=BDRS9 qL9;H|9;1P:�35@-356SqD4IRS4�w
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• ψ ⊆ C × C
bdFIN�V?B,PEN%T V�7%R(Y-F T?TKPED:CcROQ"PcFIC B,VKPcFIN%T
F,] b@HKW"Y:VUF B YGFIPEN V\B,N:N%FIV?B,VKPcFIN%TFIN�V�7%R ] FIHK[

(`, `′)
��TKY-Rdb@P ] W"PEN:J V�7ZB,V�TUFI[MR@V�7:PEN:J R@N%b@HKW"Y:VUR1D*B,V

`
? BIT `:N BR
�3Y-Rdb@VUR1D3CEW D:Rdb@HKW"Y:VUR1D�B,V

`′
�3FIH�TUFI[MR@V�7:PEN:J�D:Rdb@HKW"Y:VUR1D B,V

`′
`:N%R
�3YGRdb@VUR1D3CEW

FIHKPEJ PENZB,VUR1D ] HUFI[
`
�

6 7%R B,NZB,CEW"TKPcT=bdFIN%TKPcTUV=F,] 
%N�D3PEN:J V�7%R5CcR BITUV=F,] V�7%R bdFI[_YGFIN%R@N VUT
(ρ, κ, ψ)?%7:Pcb:7 T2B,VKPcT 
ZRdT�B�TUR@VMF,] l `�D3JSR@[MR@N VUT�� $ R `%TUR V�7%R l `�D3JSR@[MR@N�VUT BITMY:HURdT?R@N VUR1D

PEN � kik X
+
Z[~ � � 6 7%R l `�D3JSR@[MR@N VUTO] FIH VUR@HK[MT
V?B-9SR V�7%R(] FIHK[ �

ρ |= M : v

B,N�D�R
�"Y:HURdTUT?RdT(V�7ZB,V
v
PcT�B,N*BIbdbdR@Y:V?B,D:CcRMRdTKVKPE[�B,VUR�F,] V�7%R_TUR@V�F,]�QIB,CE`%RdT V�7ZB,V

M[�BdW R@QIB,CE`ZB,VUR�VUF PEN�V�7%R R@N Q"PEHUFIN:[MR@N V
ρ
�

P���	���
���� x � �"! { 	�#$� %'& � & ��Q
.P.T
�3 &[5
8 ^i=3A � B,[MR 9
bnc ∈ v

ρ |= n : v

8 ^i="Aa;�B,HKP B,D:CcR 9
ρ(bxc) ⊆ v

ρ |= x : v

8 ^i=3A�4�N%b@HKW"Y:VKPcFIN 9
∧k

i=0 ρ |= Mi : vi ∧
∀V0, V1, . . . , Vk : ∧k

i=0 Vi ∈ vi ⇒ {V1, . . . , Vk}
l
V0

[
D:RdTUV

L] ∈ v

ρ |= {M1, . . . ,Mk}
l
M0

[
D:RdTKV

L] : v

6 7%R l `�D3JSR@[MR@N VUT ] FIH Y:HUF"bdRdTUTURdT V?B-9SR V�7%R ] FIHK[ �

(ρ, κ) |= P : ψ

P���	���
���� x � �"! { 	�#$� %'& � & ��Q J 
����;.S&�&W.S&[5
8 ^i=3A � B,H+9
(ρ, κ) |= P1 : ψ ∧ (ρ, κ) |= P2 : ψ

(ρ, κ) |= P1 | P2 : ψ

8 ^i=3A �\RdT+9
(ρ, κ) |= P : ψ

(ρ, κ) |= (ν n)P : ψ

8 ^i=3A��OR@Y:C 9
(ρ, κ) |= P : ψ

(ρ, κ) |= !P : ψ

8 ^i=3A � PEC 9

(ρ, κ) |= 0 : ψ
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8 ^i=3AB)\`:VKY:`:V+9
∧k

i=1 ρ |= Mi : vi ∧
∀V1, . . . , Vk ∧k

i=1 Vi ∈ vi ⇒ 〈V1, . . . , Vk〉 ∈ κ ∧
(ρ, κ) |= P : ψ

(ρ, κ) |= 〈M1, . . . ,Mk〉.P : ψ

8 ^i=3A � N:Y:`:V+9
∧j

i=1
ρ |= Mi : vi ∧

∀〈V1, . . . , Vk〉 ∈ κ : ∧j
i=1

Vi

�
vi ⇒ ∧k

i=j+1 Vi ∈ ρ(bxic) ∧

(ρ, κ) |= P : ψ

(ρ, κ) |= (M1, . . . ,Mj ;xj+1, . . . , xk).P : ψ

8 ^i=3A X Rdb@HKW"Y:V+9
ρ |= M : v ∧ ∧j

i=0
ρ |= Mi : vi ∧

∀{V1, . . . , Vk}
`
V0

[
D:RdTKV

L] ∈ v : ∧j
i=0

Vi

�
vi ⇒ ∧k

i=j+1 Vi ∈ ρ(bxic) ∧

(¬
�
o

(`,L′, `′,L) ⇒ (`, `′) ∈ ψ) ∧
(ρ, κ) |= P : ψ

(ρ, κ) |=
D:Rdb@HKW�Y:V

M
BIT

{M1, . . . ,Mj ;xj+1, . . . , xk}
l′

E0
[
FIHKPEJ

L′]
PEN
P : ψ

����� � # �
� +l�l� 	 %��$� � % %^��(��[� !
� HUFIVUF"bdFICcT_[�B W5DGR R
�3Rdb@`:VUR1D PEN B,N `:N%T?B ] R R@N�Q�PEHUFIN:[MR@N�V ?%7:Pcb�7 HUR@N�D:R@HUT_V�7%R@[
Q"`:CEN%R@H?B,D:CcROVUF B,VKV?BIb:93T�]8HUFI[ FIV�7%R@H YZB,HKVKPcRdT�� 6 7%R\Y:HUFIVUF"bdFIC

P
HK`:N:N:PEN:J PEN TK`%b:7 B,N

R@N�Q�PEHUFIN:[MR@N�V\PcT [MF�D:R@CcR1D D�W
P | P•,

?%7%R@HUR
P•

HUR@Y:HURdTUR@N�VUTOB,N�B,HKD:PEVKH?B,HKW B,VKV?BIb�9SR@H%? PEV�7 V�7%R(b B,YZB,D:PECEPEVKPcRdT Y:HURdT?R@N VUR1D D W
X FICcR@Q�B,N�D�� BIF�� X �N+ T �+�

T �8)\D:V?B,PEN B,N W [MRdTUT2B,JSR(YZBITUTKPEN:J_V�7:HUFI`:J[7 V�7%R�R@V�7%R@H��
W � X Rdb@HKW"Y:V�[MRdTUT2B,JSRdT(P ]i7%RO9"N%F@?
T V�7%RO9SR@W 8 ? R BITUTK`:[MR YGR@H ] Rdb@V�b@HKW"Y:VUFIJ H?B BYE7 W 9
�
~ �O^�FIN%TKVKHK`%b@VON%R"? R@N%b@HKW"Y:VKPcFIN%T ] HUFI[ V�7%R Q B,CE`%RdT%7%R�9"N%F@?
T��
���Oa"R@N�D [MRdTUT?B,JSRdT\F,] Q B,CE`%RdT%7%R�9"N%F@?
T��
\ � � R@N%R@H?B,VUR�N%R"? Q B,CE`%RdT��
��N V�7:PcT YZB,YGR@H��%? R�D:F*N%FIV bdFIN%TKP¹D:R@H �4" .
"$����,������ �-� � �7/ �%?%7%R@HUR�B,N B,VKV?BIb�9SR@H

D:R@CcR@VURdT([MRdTUT2B,JSRdTO] HUFI[ V�7%R�Y:HUFIVUF"bdFIC�? PEV�7%FI`:V V�7%R Y:HKPEN%b@PEYZB,CcT(N%FIVKPcb@PEN:J PEV�� 6 7:PcT
? PECEC N%FIHK[�B,CECEW CcR BXD�VUF B�7ZB,CEV\F,]�V�7%R�Y:HUFIVUF"bdFIC ��?%7%R@HUR B,N R@HKHUFIHH7ZB,N�D3CEPEN:J�Y:HUF"bdR BD3`:HUR V?B-9SRdT\F QSR@H
PEN�FIH:D:R@HOVUF_HURdbdF QSR@H��
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6 7:PcT B,HKD:PEVKH?B,HKW B,VKV?BIb:9SR@H PcT�[MF�D:R@CcR1D D W B ] FIHK[�`:C B
F ���

�r?%7:Pcb�7 b B,Y:VK`:HURdT B,CEC
V�7%R X FICcR@Q B � BIF b B,YZB,D:PECEPEVKPcRdT
B,N�D [�B-9SRdT V�7%RO] FIHK[!`:C B BIT TKVKHUFIN:J_BIT B,N W B,VKV?BIb�9SR@H��6 7:PcT�[MR B,N%T V�7ZB,V P ]

(ρ, κ, ψ)
T?B,VKPcT 
ZRdT

F ���
�,V�7%R@N

(ρ, κ, ψ) |= P•
] FIH�B,CEC3B,VKV?BIb�9SR@HUT

P•
� 6 F�b:7ZB,H?BIb@VUR@HKPcT?R�V�7%R�B,VKV?BIb�9SR@H��}?�RM[�B-9SR�B�TUR@V�F,] BIT?TK`:[_Y:VKPcFIN%T0?%7:Pcb�7 7ZBIT

N%F PEN �%`%R@N%bdR_FIN=V�7%R TUR@[�B,N�VKPcbdT�F,] ��� �! ��g? R_T2BdW�V�7ZB,V�B�Y:HUF�bdRdT?T
P
PcT F,]�V�W�YGR

8
N � ,Aκ,A ���
	 )

?%7%R@N%R@QSR@H��

T �#��V PcT
b@CcF TUR1D 8 P � R���PEVt7ZBIT
N%F ]8HURdR(Q B,HKP B,D:CcRdT+9
�
W �
A\CECG]8HURdR(NZB,[MRdT B,HUR PEN

N �
�

~ �
A\CEC�V�7%R�B,HKPEVKPcRdT
`%TUR1D ] FIH
TUR@N�D3PEN:J�FIH HURdbdR@PEQ"PEN:J B,HUR(PEN
Nκ

�

���
A\CEC�V�7%R�B,HKPEVKPcRdT
`%TUR1D ] FIH
R@N%b@HKW"Y:VKPcFIN FIHtD:Rdb@HKW"Y:VKPcFIN B,HUR(PEN
N ���
	

�

6 7%R B,VKV?BIb�9SR@H b B,N:N%FIV�] FIHKJSR B,N:N%FIV?B,VKPcFIN%T BIT�V�7%RdTUR�R
�3Y:HURdTUTMV�7%R PEN VUR@N�VKPcFIN%T
F,] V�7%R Y:HUFIVUF�bdFIC � B,N�D D-R@PEN:J B,D:CcR VUF�D:F TUFM? FI`:C¹D CcR BXD=VUF�] B,PECE`:HUR_F,] Q B,CEP¹D%B,VKPcFIN
] FIHMB,N W Y:HUFIVUF"bdFIC � f F@?�R@QSR@H���V�7%R TKW�N�V?B � F,] ��� �! HUR&��`:PEHURdT�B,N:N%FIV?B,VKPcFIN%T B,N�D
V�7%R@HUR�] FIHUR FIN:CEW V�7%R�VKHKPEQ"P B,C

[
D:RdTKV

C]
B,N�D

[
FIHKPEJ

C]
�GB,N�D FIN:CEW V�7%R b@HKW"Y:VUF B Y-FIPEN�V `•8 N%FIVOF�bdb@`:HKHKPEN:J�PEN

P
9 B,HUR(`%TUR1D��

AON%FIV�7%R@H BITKYGRdb@VMF,]�B,N B,VKV?BIb:9SR@H PcTMV�7ZB,V�?�R�[�`%TUV�DGR B,D:CcR VUF bdFIN�VKHUFIC\V�7%R
`%TUR F,](b B,N%FIN:Pcb B,C
NZB,[MRdT B,N�D QIB,HKP B,D:CcRdT_PEN PEV��´=%FIH B Y:HUF"bdRdTUT

P
R
�:Rdb@`:VKPEN:J PEN

YZB,H?B,CECcR@C�? PEV�7�V�7%R_B,VKV?BIb�9SR@H��
P
[�`%TKV(DGR!R
�%B,[_PEN%R1D=VUF 
%N�D V�7%R 
%N:PEVUR TUR@V

Nc

F,]
B,CEC3b B,N%FIN:Pcb B,CZNZB,[MRdT���B,N�D V�7%R 
%N:PEVUR
TUR@V

Xc

] FIH�B,CEC%b B,N%FIN:Pcb B,CZQIB,HKP B,D:CcRdT�� $ R V�7%R@N
bdFIN%TKVKHK`%b@V�V�7%R N%R"? b B,N%FIN:Pcb B,CZNZB,[MR

n•
B,N�DMV�7%R N%R"? b B,N%FIN:Pcb B,CZQ B,HKP B,D:CcR

z•
TK`%b:7

V�7ZB,V
n• 6∈ Nc

B,N�D
z• 6∈ Xc

� � PEQSR@N B,N B,VKV?BIb�9SR@H
Q
F,]�V W"Y-R 8

N � ,Aκ,A ���
	 )
�%V�7%R

TUR@[�B,N VKPcb B,CECEW R&��`:PEQIB,CcR@N�VOY:HUF"bdRdTUT
Q
PcT
bdFIN%TUVKHK`%b@VUR1D BIT ] FICECcF@?
T��

•
AOCEC�HURdTKVKHKPcb@VKPcFIN%T

(ν n)P
B,HUR

α B bdFIN QSR@HKVUR1D 8 PEN V�7%R*b@C BITUTKPcb B,C�TUR@N%T?R 9 PEN VUF
(ν n′)P

�E?%7%R@HUR
n′

7ZBIT V�7%R�b B,N%FIN:Pcb B,C�HUR@Y:HURdTUR@N V?B,VKPEQSR
n•
�

•
AOCEC�Q B,HKP B,D:CcRdT

xi

PEN TU`:D:Y:HUF�bdRdTUT?RdT
(M1, . . . ,Mj ;xj+1, . . . , xk).P

B,N�DÁD:R Bb@HKW"Y:V
M

BIT
{M1, . . . ,Mj ;xj+1, . . . , xk}

`
M0

[
FIHKPEJ

L]
PEN
P
B,HUR

α B bdFIN QSR@HKVUR1D8 PEN_V�7%R b@C BITUTKPcb B,C TUR@N%TUR 9�VUF Q B,HKP B,D:CcRdT
x′i

? PEV�7_V�7%R
b B,N%FIN:Pcb B,C%HUR@Y:HURdTUR@N�V?B,VKPEQSR
z•
�

6 7%R b B,N%FIN:Pcb B,C Q B,HKP B,D:CcR
n•

V�7%R@N HUR@Y:HURdTUR@N�VUTM9�N%FV? CcR1D3JSR&9"N%F@? N ] HUFI[ V�7%R
D-R@J PEN:N:PEN:JMD�W V�7%R�B,VKV?BIb:9SR@H���?%7:PECcR

z•
HUR@Y:HURdTUR@N�VUT B,CECy9"N%F@? CcR1D3JSR�J B,PEN%R1D��

6 7%R ] FIHK[�`:C B
F ���

PcT4D:R

%N%R1D BIT�V�7%R\bdFIN l `:N%b@VKPcFIN F,]�V�7%RO] FICECcF@? PEN:J 
%QSR\bdFI[ BY-FIN%R@N�VUT
bdFIHKHURdTKYGFIN�D3PEN:J_VUF!V�7%R X FICcR@Q B � BIF_bdFIN�D3PEVKPcFIN%T [MR@N VKPcFIN%R1D PEN V�7%R(D-R@J PEN BN:PEN:J�F,] V�7:PcTOTURdb@VKPcFINo�
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. -�. R ��� . ��� � # � { �2��# ��� .T
r5
(1) ∧k∈Aκ

∀〈V1, . . . , Vk〉 ∈ κ : ∧k
i=1 Vi ∈ ρ(z•)

(2) ∧k∈A ����� ∀{V1, . . . , Vk}
`
V0
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L] ∈ ρ(z•) :

V0

�
ρ(z•) ⇒ (∧k
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(`, C, `•,L) ⇒ (`, `•) ∈ ψ))

(3) ∧k∈A ����� ∀V1, . . . , Vk : ∧k
i=0 Vi ∈ ρ(z•) ⇒ {V1, . . . , Vk}
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∀V1, . . . , Vk : ∧k

i=1 Vi ∈ ρ(z•) ⇒ 〈V1, . . . , Vk〉 ∈ κ

(5) {n•} ∪ bN � c ⊆ ρ(z•)
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6 7%R=TURdbdFIN�D B,` �"PECEP B,HKW HUR@C B,VKPcFIN
Kdest : bNc → ℘(C)
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PEN3] FIHK[�B,VKPcFIN VUF�b@HUR B,VUR V�7%R R@[�DGR1DED:R1D BITUTUR@HKVKPcFIN%T���=%FIH B,CEC½9SR@W3T���? R\J B,V�7%R@H
B CEPcTKV
F,]�?%7:Pcb�7eD:RdTKVKPENZB,VKPcFIN%T\V�7%R@W B,HUR `%T?R1D VUFSD:Rdb@HKW�Y:V
[MRdT?T?B,JSRdT\B,V��
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f [n
+
7−→ r] ,

{

f [n 7→ r],
P ]
n /∈

X FI[
(f);

f [n 7→ (r ∪ f(n))],
P ]
n ∈

X FI[
(f).

a�PEN%bdRMB¬9SR@W FIH([MRdTUT?B,JSR b B,N=D-R_B Q B,HKP B,D:CcR��y? R `%TUR
ρ
VUF 
%N�D�?%7ZB,V NZB,[MRdT

[�BdW*DGR D-FI`:N�D VUF PEV���A\T_B bdFIN QSR@N:PcR@N%bdR�� BITUTK`:[MR V�7ZB,V
ρ(bnc) = bnc

] FIH_B,CEC
n ∈ N

� AOCcT?F=BIT?TK`:[MR V�7ZB,V
ρ(bMc) = M

P ]
M
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Kenc,Kdest, P
M → Kenc,Kdest
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PcT
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M
FIHOB Y:HUF"bdRdTUT

P
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 .T# � � 	/< { � � � � � # 
 % K .T� # � � ��	/&
Kenc,Kdest

� ^ � � .T	
ρ
�@5

8 �\R@C
Kenc,Kdest

� B,[MR 9

Kenc,Kdest, n→ Kenc,Kdest

8 �OR@C
Kenc,Kdest

;�B,HKP B,D:CcR 9

Kenc,Kdest, x→ Kenc,Kdest

8 �\R@C
Kenc,Kdest

4�N%b 9
Kenc,Kdest,M1 → K1

enc,K
1
dest · · · Kk−1

enc ,K
k−1

dest,Mk → Kk
enc,K

k
dest

Kenc,Kdest, {M1, . . . ,Mk}M0
→

Kk
enc[v1

+
7−→ (v1 × · · · × vk), . . . , vi

+
7−→ (v1 × · · · × vk)],K

k
dest?%7%R@HUR

ρ(bM0c) = {v1, . . . , vi} ∧ ρ(bM1c) = v1 · · · ρ(bMkc) = vk

8 �\R@C
Kenc,Kdest

)\`:V+9
Kenc,Kdest,M1 → K1

enc,K
1
dest · · · Kk−1

enc ,K
k−1

dest,Mk → Kk
enc,K

k
dest

Kk
enc,K

k
dest, P → K′

enc,K
′
dest

Kenc,Kdest, 〈M1, . . . ,Mk〉.P → K′
enc,K

′
dest

8 �\R@C
Kenc,Kdest

��N 9
Kenc,Kdest, P → K′

enc,K
′
dest

Kenc,Kdest, (M1, . . . ,Mj ;x1, . . . , xk).P → K′
enc,K

′
dest
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8 �\R@C
Kenc,Kdest
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Kenc,Kdest, P1 → K′′

enc,K
′′
dest K′′
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′′
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′
dest

Kenc,Kdest, (P1 |P2) → K′
enc,K

′
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8 �\R@C
Kenc,Kdest
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Kenc,Kdest, P → K′

enc,K
′
dest

Kenc,Kdest, (ν n :
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)P → K′
enc,K

′
dest

8 �OR@C
Kenc,Kdest
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Kenc,Kdest, P → K′

enc,K
′
dest

Kenc,Kdest, !P → K′
enc,K

′
dest

8 �\R@C
Kenc,Kdest

k R@J PEN 9
Kenc,Kdest, P → K′

enc,K
′
dest
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( ~M ).P → K′
enc,K

′
dest

8 �OR@C
Kenc,Kdest

� PEC 9

Kenc,Kdest, 0 → Kenc,Kdest

8 �\R@C
Kenc,Kdest

4�N�D%9
Kenc,Kdest, P → K′

enc,K
′
dest
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4�N�D

( ~M ).P → K′
enc,K

′
dest

8 �\R@C
Kenc,Kdest

X Rdb@H+9
Kenc,Kdest,M → K′′

enc,K
′′
dest K′′

enc,K
′′
dest, P → K′

enc,K
′
dest

Kenc,Kdest,
D:Rdb@HKW"Y:V

M
BIT

{M1, . . . ,Mj ;xj+1, . . . , xk}M0

PEN�R@N�D
(xk, d).P →

K′
enc,K

′
dest[v1

+
7−→ d, . . . , vi

+
7−→ d]?%7%R@HUR

ρ(bM0c) = {v1, . . . , vi}
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n
VUF 
%N:PcT�7 V�7%R V W"Y-R F,]�B 9SR@W��

?�R BXDED5PEN%TKVUR BXD B�Y:C BIbdR"7%FIC¹D:R@H
Hn

] FIH�V�7ZB,V NZB,[MR�� 6 7:PcT�Y:C BIbdR"7%FIC¹D:R@H_PcT!V�7%R@N
HUR@Y:C BIbdR1D R@QSR@HKW�?%7%R@HUR PEN=V�7%R HUR@C B,VKPcFIN ?%7%R@N%R@QSR@H0? R 
%N�D=V�7%R_BIb@VK`ZB,C�V�W�YGR F,]

n
�

6 7:PcTO`:Y�D%B,VUR(PcTtD:FIN%R!BIT ] FICECcFV?
T��

f [n
∗
7−→ r] = g,

?%7%R@HUR

g(x) =

{

r,
P ]
x = n;

f(x)[r/Hn],
FIV�7%R@H�? PcTUR��

6 7%R V�? F Y:HKPE[�B,HKW�HK`:CcRdT ] FIH V�7%R V�W�YGROPEN3] R@HUR@N%bdR B,CEJSFIHKPEV�7:[ B,HUR�a"FIC��\RdT � FIN B9SR@W B,N�D a"FICG�\RdT � R@W�� 6 7%R 
%HUTKV HK`:CcR PcT ] FIHO?%7%R@N V�7%R NZB,[MR PcT N%FIV `%TUR1D BIT
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BM9SR@W&?%7:Pcb�7 ? R�9�N%FV? ]8HUFI[ HUR@C B,VKPcFIN
Kenc

B,N�D TKPE[_Y:CEW `:Y�D%B,VURdT�V�7:PcT NZB,[MR_VUF
D-R F,]�V W"YGR L\N � 6 7%R TURdbdFIN�D=HK`:CcR PcT\] FIHH?%7%R@N�V�7%R NZB,[MR!PcT(`%T?R1D BIT�B 9SR@W B,N�D
CcF�FX93T B,V8?%7ZB,V NZB,[MRdT V�7:PcTi9SR@W�PcT�`%TUR1D VUF R@N%b@HKW"Y:V B,V�?%7:Pcb�7 Y:C BIbdRdT�� k Rdb B,`%TUR F,]
^�FIN%TKVKH?B,PEN V \ � W ? R(b B,N T2B ] R@CEW�BITUTU`:[MROV�7ZB,V R@QSR@HKW"V�7:PEN:J R@N%b@HKW"Y:VUR1D PEN B�TKYGFIV B,HUR
F,] V�7%R(T?B,[MR(V W"YGR�� 6 7:PcT [MR B,N%T%? R l `%TKV CcF�FX9�] FIH P ]�? R�9"N%F@? V�7%R(V W"YGR F,]�FIN%R F,]
V�7%RONZB,[MRdT R@N%b@HKW"Y:VUR1D PEN B!bdR@HKV?B,PEN TKYGFIV�� � ]²?�Rg9"N%F@? PEV���? R PEN%TUR@HKV�PEV��3FIV�7%R@H�? PcTUR
? R�PEN%T?R@HKVOV�7%R�Y:C BIbdR"7%FIC¹D:R@H�� � N�V�7%R!R@N�Dp?�R�JSR@V BMHUR@C B,VKPcFIN�] HUFI[ NZB,[MRdT\VUFMV�7%R@PEH
V W"Y-RdT�?%7:Pcb�7 ? R_b B,N*V�7%R@N�PEN%TUR@HKV�PEN FI`:H�R@N%bdF�D:R1D�Y:HUF�bdRdT?T PEN%TKVUR BXD�F,] V�7%R V W"Y-R
LON � $ R Y:HURdTUR@N�V\V�7%R HK`:CcRdTO] FIHOb@HUR B,VKPEN:J

Γ
? PEV�7 VKH?B,N%TKPEVKPcFIN HK`:CcRdT\B,J B,PEN=B,N�D�V�7%R

VKH?B,N%TKPEVKPcFIN ] FIHK[�B,V
PcT
Γ, P → Γ

?%7%R@HUR
P
PcTOB,N�R@N%bdF�D:R1D ��� �! Y:HUF"bdRdTUT��

P���	/&2��
��/��� � ��	 � Q
Γ
� < � � .T	

Kenc,Kdest
�@5

8 a"FIC/�OR@Y:C 9
Γ, P → Γ′

Γ, !P → Γ′

8 a"FIC � B,H+9
Γ, P1 → Γ′′ Γ′′, P2 → Γ′

Γ, (P1 |P2) → Γ′

8 a"FIC�)\`:V+9
Γ, P → Γ′

Γ, 〈M1, . . . ,Mk〉.P → Γ′

8 a"FIC ��N 9
Γ, P → Γ′

Γ, (M1, . . . ,Mj , xj+1, . . . , xk).P → Γ′

8 a"FIC k R@J PEN 9
Γ, P → Γ′

Γ,
D-R@J PEN��

( ~M ).P → Γ′

8 a"FIC�4�N�D%9
Γ, P → Γ′

Γ,
R@N�D

( ~M ).P → Γ′

8 a"FIC � PEC 9

Γ, 0 → Γ

8 a"FIC X Rdb@H+9
Γ, P → Γ′

Γ,
D:Rdb@HKW�Y:V

M
BIT

{M1, . . . ,Mj ;xj+1, . . . , xk}M0

PEN
P → Γ′

8 a"FIC/�ORdT � FIN B 9SR@W 9
bnc 6∈

X FI[
(Kenc) Γ[bnc

∗
7−→

L\N
], P → Γ′

Γ, (ν n :
LON

)P → Γ′
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8 a"FIC��\RdT � R@W 9
bnc ∈

X FI[
(Kenc) Γ[bnc

∗
7−→

� R@W
(x1 : T ′

1, . . . , xk : T ′
k, xk+1 :

LON
)[ ~B]], P → Γ′

Γ, (ν n :
LON

)P → Γ′

?%7%R@HUR
Kdest(n) = {d1, . . . , dn}B,N�D ~B =

� DGR@J `:N
(xk+1, d1), . . . ,

� DGR@J `:N
(xk+1, dn)B,N�D

Kenc(bnc) = {(v1,1, . . . , v1,k), . . . , (vj,1, . . . , vj,k)}B,N�D
∀i ∈ [1..k] : (vi,1 ∈

D:FI[
(Γ) ⇒ T ′

i = Γ(vi,1)) ∧
((vi,1 /∈

D:FI[
(Γ) ∧ vi,1 ∈ N ) ⇒ T ′

i = Hvi,1
) ∧

((vi,1 /∈
D:FI[

(Γ) ∧ vi,1 /∈ N ) ⇒ T ′
i =

LON
)

R .���	 � � � ��	 ( 
 � � .8%'0P. d � �L&2� � �W��� � ��	�� 

A R@V

Q
DGR!B � ������� �����! Y:HUF"bdRdTUT��%V�7%R@N

QΓ

PcTOV�7%R�T?B,[MR�Y:HUF�bdRdTUT��%R
�3bdR@Y:V(B,N W
HURdTKVKHKPcb@VKPcFIN%T

(ν n : T )
B,HUR�b:7ZB,N:JSR1D TK`%b:7 V�7ZB,V

T = Γ(bnc)
�

P���	 �2.S���W�/
 . ( 
 M � .*%'01.>/2	/Q .T
 ."	��;. ��	K�W-�.>3X	��S��� � 	/<�� 
 � � ��")� � �����! 
* ( ,7� ")/ /

P
�! #��� � ,��76&,�()� /5�-, � ,�� /)��( ���!�%�!/ �
� � �-, �
��� � �����  #��/5� ��� �/. ��/+� / (ρ, κ, ∅) �/)�#�) �! ����
(ρ, κ) |= P : ∅

��� �
(ρ, κ, ∅)

/$����� /��5")/
F �

�
�
�! #"$�

~n :
L\N

` JP KΓ ��  #"$( "
~n =

] N
(JP KΓ)

�
3 � #$3 0�� . ( 
 ��� /2	/Q .T
 � 	/< .*%'01.S& � 

^�FIN%TKP¹D:R@HOV�7%R(] FICECcFV? PEN:J R@N%bdF�D:R1D Y:HUF"bdRdTUT��

LPA(K)M = (ν m :
L\N

).〈{m, oA}K〉

LPB(K)M = (; s).
D:Rdb@HKW"Y:V

s
BIT

{;ms, x}K

PEN R@N�D
(x, dB)

JPSys(K)K =
DGR@J PEN��

(oA, dB).(ν K :
LON

)(LPA(K)M | LPB(K)M)

? PEV�7

ρ :

bsc {bmc}bKc

bmsc bmc

= PEHUTKV
TUVUR@Y PcT VUF_b@HUR B,VUR�V�7%R(B,` �3PECEP B,HKW HUR@C B,VKPcFIN%T
Kenc

B,N�D
Kdest

� $ R TUR V�7ZB,V
V�7%R@HUROPcT�FIN:CEWMFIN%ROR@N%b@HKW"Y:VKPcFIN B,N�D FIN:CEW_FIN%Rt9SR@W_PcT�R@QSR@H `%TUR1D ] FIH0V�7ZB,V��"TUF�? ROJSR@V
V�7%R(] FICECcF@? PEN:J��

Kenc :

bKc {bmc}
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B,N�D

Kdest :

bKc {dB}

$ R�B,HUR�N%FV? PEN_BOY-F TKPEVKPcFIN VUF\JSR@N%R@H?B,VUR�V�7%R V�W�YGRdT�� A\Tm? R�YZBITUT V�7%R HURdTKVKHKPcb@VKPcFIN
] FIH

K
? R�7ZB QSR

bKc ∈
D:FI[

(Kenc)
T?F)?�R\`%T?R\V�7%R HK`:CcR 8 a"FIC��ORdT � R@W 9
� $ Rg7ZB QSR

Kdest(bKc) = {dB}
TUF V�7%R�R@[�DGR1DED:R1D BITUT?R@HKVKPcFIN ~B =

� D-R@J `:N
(x2, dB)

� � N
b@HUR B,VKPEN:J V�7%R R@[�DGR1DED:R1D V W"YGRdT��r?�RH7ZBdQSR

Kenc = {bmc}
�4=%FIH

bmc
? RH7ZBdQSR V�7ZB,V

PEV�PcT!N%FIV�PEN¦D:FI[
(Γ)

D:`:V!PEV�PcT B NZB,[MR���V�7ZB,V [MR B,N%T�PEVUT![MR@HUR@CEW5B,N*`:N 
%N:PcT:7%R1D
V W"Y-R�T?FS? R�`%TUR V�7%R Y:C BIbdR"7%FIC¹D:R@H

Hm

� 6 FIJSR@V�7%R@H(V�7:PcT
J PEQSRdT
Γ(bKc) =

� R@W
(x1 :

Hbmc, x2 :
LON

)[
� DGR@J `:N

(x2, dB)]
�Q=%FIH(V�7%R HURdTKVKHKPcb@VKPcFIN F,]

m
? R TURdR V�7ZB,V V�7:PcT(PcT

N%R@QSR@H�`%TUR1D�BIT0BH9SR@W_B,N�D_V�7%R@HUR�] FIHUR
`:Y�D%B,VUR
Γ(bmc) =

L\N�B,N�D�B,V�V�7%R T?B,[MR VKPE[MR
`:Y�D%B,VUR B,CEC:F�bdb@`:HKHUR@N%bdRdT�F,] V�7%R�Y:C BIbdR"7%FIC¹D:R@H

Hbmc
PENMB,N W QIB,CE`%RdT�F,]

Γ
?%7:Pcb�7_J PEQSRdT

`%T
Γ(bKc) =

� R@W
(x1 :

L\N
, x2 :

L\N
)[
� D-R@J `:N

(x2, dB)]
�

L\TUPEN:J_V�7%RdTUR(PEN3] R@HKHUR1D�V W"Y-RdT%?�R�b B,N V�7%R@N�`:Y�D%B,VUR V�7%R�R@N%bdF�D:R1D Y:HUF"bdRdTUT VUF �

LPA(K)MΓ = (ν m :
LON

).〈{m, oA}K〉

LPB(K)MΓ = (; s).
D:Rdb@HKW�Y:V

s
BIT

{;ms, x}K

PEN�R@N�D
(x, dB)

JPSys(K)KΓ =
D-R@J PEN��

(oA, dB).(ν K :
� R@W

(x1 :
LON
, x2 :

LON
)[
� DGR@J `:N

(x2, dB)])

(LPA(K)MΓ | LPB(K)MΓ)

◆
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� N V�7%R CEPEJ[7 V F,] V�7%R�HURdTK`:CEVUT�] HUFI[ V�7%R Y:HUR@Q�PcFI`%T b:7ZB,Y:VUR@HUT��t? R Y:HUFIY-F TUR B�N%R"?
bdFIN VKHUFIC �ZF@? B,NZB,CEW3TKPcT DZBITUR1D=FIN=V�7%R!] FIHK[�B,CEPcT?B,VKPcFIN�D�W � PcR@CcTUFIN B,N�D � PcR@CcTUFIN�R@V��
B,C � �GD:`:V `%TUPEN:J V�7%R P¹D:R BIT\] HUFI[ � FIH:D:FIN*B,N�D�j R)0-HUR@W�� T(V W"Y-R TKW3TKVUR@[MT�� 6 7:PcT(N%R"?
[MR@V�7%F�D PcT b B,YZB,D:CcR�F,] QSR@HKP ]8W"PEN:J V�7%R bdFIHKHURdTKY-FIN�D:R@N%bdR(Y:HUFIYGR@HKV W V�7:HUFI`:J[7�V�7%R `%TUR
F,]�D-R@J PEN U R@N�D B,N:N%FIV?B,VKPcFIN%T��OD:`:V PcT TKVKHUFIN:JSR@H PEN V�7%R=TUR@N%TUR V�7ZB,V PEV b B,N QSR@HKP ] W
[�B,N W F,] V�7%R Y:HUF�bdRdT?TURdT_HUR l Rdb@VUR1D D W FI`:H�V�W�YGR TKW3TKVUR@["�8?%7:PECcR TKVKPECECOb B,YZB,D:CcR F,]
QSR@HKP ]8W"PEN:J�V�7%R T?B,[MR!Y:HUF�bdRdTUT?RdTt?%7:Pcb:7 B,HUR!QSR@HKP 
 B,D:CcR D W�FI`:H V W"Y-R!TKW"TUVUR@["� 4�QSR@N
[MFIHUR PEN VUR@HURdTKVKPEN:J��"V�7:PcT�N%R"? B,NZB,CEW3TKPcT0[MR@V�7%F�DMPcT�B,CcT?F�B,D:CcR
VUF QSR@HKP ] WMB,CECZY:HUF"bdRdTUTURdT
?%7:Pcb:7�b B,N DGR�QSR@HKP 
ZR1D D�W�V�7%R!FIHKPEJ PENZB,C�bdFIN VKHUFIC �ZFV? B,NZB,CEW3TKPcT�� $ R)? PECEC HUR�] R@H\VUF
V�7:PcT [MR@V�7%F�D BIT � 2 � � ] FIH � ,��%��( , .'2 .1, � � � � . ��/+� / � ���! � ,�(+( "+/ *#,�� �4"$� � "+/ �

	 ��� � � ,��
	[�
� N V�7%R\FIHKPEJ PENZB,CGbdFIN VKHUFIC �ZF@? B,NZB,CEW3TKPcT���V�7%R\R@HKHUFIH bdFI[_YGFIN%R@N V

ψ
PcT ��"$(&3 ,�/&"(PEN V�7%R

TUR@N%TUR�V�7ZB,V�PEV�PcT B�J CcFIDZB,C�bdFI[_YGFIN%R@N V 8 PEV�PcT�V�7%R0T?B,[MR0B,V�R BIb�7!TKVUR@Y�F,]3V�7%R�B,NZB,CEW3TKPcT+9
�
� N�^i="AO^��-V�7:PcT bdFI[_Y-FIN%R@N�V PcT /)�#� �$� ���&� 8 PEV [�BdW D-RcD3P10GR@HUR@N�V�B,VHD3P10�R@HUR@N V TKVUR@Y%T
F,]�V�7%RMB,NZB,CEW"TUPcT+9\TK`%b:7=V�7ZB,V DGR@J PEN=R@QSR@N�VUT [�BdW DGR!bdFICECcRdb@VUR1D�PEN=[!`%b:7 V�7%R T?B,[MR
?�BdW�BIT PEN V�7%R�V W"Y-R�TUW"TKVUR@["�

6 7%RO[�B,PEN P¹D:R B�D-R"7:PEN�D V�7:PcT�N%R"? [MR@V�7%F�D�PcT VUF B,N:N%FIV?B,VUR(R@N%b@HKW"Y:VKPcFIN%T ] FI`:N�D
PEN
ρ
B,N�D

κ
? PEV�7MC B,VUR@N V�R)0GRdb@VUT�PEN_[!`%b:7 V�7%R T?B,[MR%? BdWMBIT�C B,VUR@N V�R)0GRdb@VUT¶? FIH�93T0PEN

FI`:H V�W�YGR TKW3TKVUR@["� )\N%R F,] V�7%R BXD3QIB,N�V?B,JSRdT0VUF V�7:PcT�B,Y:Y:HUFSBIb�7 � bdFI[_YZB,HUR1D_VUF B,N:N%F BV?B,VKPEN:J_V�7%Rg9SR@W3T F,] R@N%b@HKW"Y:VKPcFIN%TOBIT PEN V�7%R(V W"Y-R(TKW3TKVUR@["�"PcT�V�7ZB,V%? R b B,N YGR@H ] FIHK[
B [�`%b�7 
%N%R@H J H?B,PEN%R1D # VKH?B,N%T ] R@H�%\F,]�R)0GRdb@VUT�� $ 7%R@N QSR@HKP ]8W"PEN:J B,N R@N%b@HKW�Y:VKPcFIN �"V�7%R
B,N:N%FIV?B,VUR1DMC B,VUR@N V�R)0GRdb@VUT�[�`%TKV�D-R PEN%b@CE`�D:R1D�PENMV�7%R 8 CcF"b B,C 9

ψ
bdFI[_YGFIN%R@N V�� $ 7%R@N

D:Rdb@HKW�Y:VKPEN:J���? Rc9"N%F@? ] HUFI[ V�7%R
ρ
bdFI[_YGFIN%R@N V�?%7:Pcb�7�R@N%b@HKW�Y:VKPcFIN%T([�B W �ZF@? VUF

V�7:PcTOYGFIPEN V(B,N�D DGR�TK`%bdbdRdTUTK]8`:CECEWpD:Rdb@HKW"Y:VUR1D�� k W R
�:B,[_PEN:PEN:J V�7%R B,N:N%FIV?B,VKPcFIN%T(FIN
V�7%RdTUR�R@N%b@HKW"Y:VKPcFIN%T��½? R07ZB QSR�PEN3] FIHK[�B,VKPcFIN=FINe?%7:Pcb:7=R)0�Rdb@VUTt7%R@C¹D B,V\V�7%R�VKPE[MR F,]
R@N%b@HKW�Y:VKPcFIN � 6 7%R_[�B �"PE[!`:[ TUR@V�F,] R)0�Rdb@VUT�?%7:Pcb:7¦? RMb B,N DGR_TK`:HURS?�FI`:C¹DÁ7%FIC¹D

\[\



( � ����� ,�� ��(2, .'2 . ,�� � ��� . ��/)� / � �!�! � ,�()( ")/-*#,����4")� � ")/

B,V V�7:PcT YGFIPEN V8? FI`:C¹D V�7%R@HUR�] FIHURODGR
V�7%ROPEN VUR@HUTURdb@VKPcFIN F,] B,CEC-C B,VUR@N V R)0GRdb@VUT�]8HUFI[ V�7%R
B,N:N%FIV?B,VKPcFIN%T�� A\T\B,N�R
�:B,[_Y:CcR��%bdFIN%TUP¹D:R@H
V�7%R(] FICECcF@? PEN:J�Y:HUFIVUF"bdFIC�NZB,HKH?B,VKPcFINo�

J 
��$�����S��� v # 
 
�# � � ��	 ! � �W- bE.S< � 	��¸3:	/� 3 � .T	���&Y5
8 T 9

A
��D-R@J PEN�� 8

n
9

8 W 9
A →

�
{n}K8 ~ 9

→ B
�
x8 � 9

B
��D:Rdb@HKW�Y:V

x
BIT

{xn}K8 \ 9
B
��R@N�D 8

xn

9

a�PEN%bdR DGR@J PEN
(n)

PcT�R
�3Y-Rdb@VUR1D VUFÁ7%FIC¹D B,V�V�7%R�VKPE[MR F,]�R@N%b@HKW�Y:VKPcFIN �t? Rp? PECEC
B,N:N%FIV?B,VUR1D V�7%R�R@N%b@HKW�Y:VKPcFIN&? PEV�7�V�7%R C B,VUR@N�V\R)0�Rdb@V � D-R@J `:N

(bnc)
PEN�V�7%R�B,NZB,CEW3TKPcT��

6 7:PcT B,NZB,CEW"TKPcT
(ρ, κ, ψ)

��?%7%R@HUR
ψ = ∅

�:PcT
D:R

%N%R1D BIT PEN�V�7%R ] FICECcF@? PEN:J�V?B,D:CcR��

ρ
�

bxc 7→ {bnc}bKc[
� D-R@J `:N

(bnc)]
bxnc 7→ bnc

κ
�
{bnc}bKc[

� D-R@J `:N
(bnc)]

6 7%R TKVUR@Y%T N%RdR1D:R1D5VUF QSR@HKP ] W�V�7:PcT_B,NZB,CEW"TKPcT�� bdFIHKHURdTUY-FIN�D3PEN:J=VUF�V�7%R TKVUR@Y%T PEN
V�7%R Y:HUFIVUF"bdFIC�NZB,HKH?B,VKPcFIN �+? FI`:C¹D DGR�BIT ] FICECcF@?
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M ::= 576989:<;

n =�>@?BA (n ∈ N )

x C'>@DFEG>@HJIKA (x ∈ X )

{M1, . . . ,Mk}M0 LFM ?N?BAPOFDFEKQRAP=SQPD MUT OFEKVW=
P ::= XY8FZ�[\69;\;]69;

0 =JE^I
〈M1, . . . ,Mk〉.P VW_JO T _JO
(M1, . . . ,Mj ;xj+1, . . . , xk).P E^= T _JO
P1 |P2 T >@D\>@I^IKAPI(Q]VW? T V L E^OFEKVW=
(ν n)P D`A L OFDFEKQPOFEKVW=
!P D`A T I^EKQ�>@OFEKVW=a A]QPD MbT O M > L {M1, . . . ,Mj ;

xj+1, . . . , xk}M0
E^= P L`M ?N?BAPOFDFEKQ a A]QPD MbT OFEKVW=

HcAPd'E^= � (M1, . . . ,Mk).P HcAPd'E^=�e7APCfAP=gO
AP= a (M1, . . . ,Mk).P AP= a e7APCfAP=UO

����hWi�jf�ki�h@�Sl"mRhn��jfoUp�pNq � i(rtsJ�SluoU�(jfov�Y�w���! $ "#�%'&(�")+*,#c)4-/# ='?x0(1��
P ≡ Q

3
P ≡ P y{z}|�~4z��UOFDF_SQPO.�.A9���
P ≡ Q⇒ Q ≡ P y{z}|b~4z��UOFDF_SQPO�� M ?N?��
(P ≡ Q ∧Q ≡ R) ⇒ P ≡ R y{z}|�~4z��UOFDF_SQPO.��D\>@= L �
P ≡ Q⇒ P |R ≡ Q |R y{z}|�~4z��UOFDF_SQPOx�2>@D��
P | 0 ≡ P y{z}|�~4z��UOFDF_SQPO.�/>@D � APD`Vg�
P |Q ≡ Q |P y{z}|b~4z��UOFDF_SQPO.�/>@Dxz}VW?N?��
(P |Q) |R ≡ P | (Q |R) y{z}|�~4z��UOFDF_SQPO.�/>@D4~ L`L VbQk�
P ≡ Q⇒!P ≡!Q y{z}|�~4z��UOFDF_SQPOx�4A T It�
!P ≡ P | !P y{z}|b~4z��UOFDF_SQPO.�4A T I��/>@D��
P ≡ Q E�� P >@= a Q >@D`A α e7Q]VW=gCfAPDFOFE^HJIKA y{z}|�~4z��UOFDF_SQPO.~.I TJ� >f�
(ν n1)(ν n2)P ≡ (ν n2)(ν n1)P y{z}|�~4z��UOFDF_SQPOx�4A L �

�'�
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(ν n)0 ≡ 0 y{z}|�~4z��UOFDF_SQPO.�4A L 
 E^It�
(ν n)(P |Q) ≡ P | ((ν n)Q) E�� n /∈ � = (P ) y{z}|�~4z��UOFDF_SQPO����bOFDF_ L EKVW=Y�

���!ogh@���kru�Y�(�Sl4�co�� �S���krujfpB�Y� ���! $ "#�%'&(�")+*,#c)4-/# ='?.021��
P → P ′ 3

y{z}|�~4z �/>@D��
P → P ′

P |Q→ P ′ |Q

y{z}|b~4z �4A L �
P → P ′

(ν n)P → (ν n)P ′

y{z}|�~4z����U_JE^CS�
P ≡ Q ∧Q→ Q′ ∧Q′ ≡ P ′

P → P ′

y{z}|�~4z���� �
∧j

i=1
TMiU = TM ′

iU

〈M1, . . . ,Mk〉.P1 | (M ′
1, . . . ,M

′
j ;xj+1, . . . , xk).P2 →R

P1 | P2[xj+1 7→Mj+1, . . . , xk 7→Mk]

y{z}|�~4z���A]QPD��
∧j

i=0
TMiU = TM ′

iUa A]QPD MbT O {M1, . . . ,Mk}M0
[ ~B] > L {M ′

1, . . . ,M
′
j ;xj+1, . . . , xk}M0

E^= P →

P [xj+1 7→Mj+1, . . . , xk 7→Mk]

y{z}|�~4z� ,APd'E^=Y�
P → P ′

HcAPd'E^= � ( ~M ).P → H�APd'E^= � ( ~M ).P ′

y{z}|b~4z!� = a �
AP= a ( ~M ).P → P
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