
Type Checking
Versus Flow Logics
- relations between static analysis
methods for cryptographic protocols
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FID:V?B,PEN
B!T?B ] R\B,Y:Y:HUF �3PE[�B,VKPcFIN�F,]�Q B,CE`%RdT�B,N�D DGR"7ZBdQ"PcFI`:H
B,HKPcTKPEN:JcD3W"NZB,[_Pcb B,CECEW�� a�PEN%bdR\V�7%R
bdFI[!D:PENZB,VKPcFIN F,]�HURdTKVKHKPcb@VKPcFIN B,N�D HUR@Y:CEPcb B,VKPcFIN [�B W PEN�VKHUF�D3`%bdR�B,N PEN 
%N:PEVUR(N�`:[�DGR@H
F,]�NZB,[MRdT��²?�RMBITUTK`:[MR V�7ZB,V(] FIH�R BIb:7�NZB,[MRMFIH Q B,HKP B,D:CcR

n
V�7%R@HUR PcT!B b B,N%FIN:Pcb B,C

HUR@Y:HURdTUR@N�V?B,VKPEQSR
bnc

� 6 7:PcT\B,CcT?F_TUR@HKQSRdT VUF�B QSFIP¹D B,[�D:PEJ `:PEV�W FIN NZB,[MRdT�� ^�FIN%TKP¹D:R@H
V�7%R(] FICECcF@? PEN:J 8 `:N B B,N:N%FIV?B,VUR1D%9 Y:HUF"bdRdTUT��

P , (ν K)〈{M}K〉.(ν K)〈K〉

$ PEV�7%FI`:VMBp? BdW5VUF [�B-9SR V�7%R
K
TcD3PcTKVKPEN%b@V���V�7%R B,NZB,CEW3TKPcTc? FI`:C¹D N%FIVc9�N%FV?

P ] V�7%RO9SR@W=`%TUR1D=PEN�V�7%RMR@N%b@HKW"Y:VKPcFIN PcT V�7%RMT?B,[MR_FIN%R�?%7:Pcb:7 PcT C B,VUR@H�Y:`:D:CEPcT�7%R1D��
6 7%R@HUR�] FIHUR��y? RMBIT?TK`:[MR V�7ZB,V DGFIV�7=NZB,[MRdT

K
7ZBIT�D3P10�R@HUR@N V�b B,N%FIN:Pcb B,C0HUR@Y:HURdT?R@N BV?B,VKPEQSRdT����

=%`:HKV�7%R@HK[MFIHUR��
α B HUR@NZB,[_PEN:J*F,]ODGFI`:N�D5NZB,[MRdT PcTOD3PcTUb@PEY:CEPEN%R1D TU`%b:7 V�7ZB,V VC? F

NZB,[MRdT B,HUR
α B bdFIN�QSR@HKVKPED:CcR(FIN:CEWc?%7%R@N V�7%R@WO7ZBdQSR
V�7%R\T?B,[MR
b B,N%FIN:Pcb B,C NZB,[MR�� 6 7%R

] `:N%b@VKPcFIN
b·c

PcT\R�3VUR@N�D:R1D VUF 7ZB,N�D3CcR!VUR@HK[MT��
bMc

PcT\V�7%R�VUR@HK[_?%7%R@HUR_B,CEC�NZB,[MRdT
B,N�D QIB,HKP B,D:CcRdT B,HUR!HUR@Y:C BIbdR1D D W�V�7%R@PEH(b B,N%FIN:Pcb B,C�QSR@HUTKPcFIN%T�� $ PEV�7 V�7%RdTUR B,D%TKVKH?BIb@V
NZB,[MRdT��ZV�7%R!B,Y:Y:HUF��"PE[�B,VKPcFIN=PcT
HUR@Y:HURdT?R@N VUR1D=BIT\B_VKHKPEY:CcR

(ρ, κ, ψ)
V�7ZB,V\T2B,VKPcT 
ZRdT\B

TUR@V
F,] l `�D3JSR@[MR@N VUT�� 6 7%RdTUR�bdFI[_YGFIN%R@N VUT
D:R
%N%R�V�7%R ] FICECcFV? PEN:J�PEN3] FIHK[�B,VKPcFINo�

• ρ : bXc → ℘(V)
� [�B,Y%T�R BIb�7*b B,N%FIN:Pcb B,C0Q B,HKP B,D:CcR_VUF�B TUR@V�F,]�b B,N%FIN:Pcb B,C

QIB,CE`%RdTOV�7ZB,V
PEV [�BdW DGR(D-FI`:N�D VUF��

• κ ⊆ ℘(V∗)
bdFIN V?B,PEN%T
V�7%ROYGF TUTKPED:CcR\[MRdTUT?B,JSR TUR&��`%R@N%bdRdT8?%7:Pcb�7 [�BdW �ZFV? FIN

V�7%R N%R@VC?�FIH�9 �
)�� @�:�35<;6SRS:=<unuH5<��{H&@L9;1F:a*-,/.�0�Q�3c6SQ�zF6SzP4�e�9;1PRS4�nu3c4uRS@F4r9I<;zPKL:�@t9;:�E{354�3c@[:=BDsF68RSQ�Rp9u3c@P@FHc9+3l9;R8Hc@

H&@
9;1F:|N"H5<;K
(ν n

χ)
N"H5<�<;:�4r9I<;RSQ=9;RSH&@P4 3c@PE

(xβ)
N�Hc<�RS@PsPzD9��&3l<;R83c>P6S:�4�w i	�L��
I���
���������
������������

nuHczP68E 9;1F:�@ >�:�zP4I:�E 9;H�K[3cs N�<;:=:�@-35KL:�4{35@-E �c35<;R83c>F68:=4|9;H 9;1P:�Rp<[35>P4r9I<+3cQC9|<;:�sD<;:�4I:�@t9+359;RS��:�4�w
� @
9;1FRS4�<;:�s�H5<I9�e�3c4�noRS9;1 KLHc4r9 <;:=Q�:�@t9�nuHc<��
H&@ *-,/.�0We�nu:LnoRS6S6u<;:=N�<+35RS@ N <;H&K zP4IRS@FT$3msP35<I9;RSQ��
zP6835<[KL:C9;1PH�E HcNjR8@F4r9I<;zPKL:�@t9;RS@PT 9;1F:�Q�35@PH&@FRSQ�3c6o@-35KL:�4�e�354LRp9[3&EFEF4L35@ zP@F@P:�Q=:�4I4;35<Iq 683�qt:=<LH5N
Q�H&KLsF6S:=BDRS9 qL9;H|9;1P:�35@-356SqD4IRS4�w
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• ψ ⊆ C × C
bdFIN�V?B,PEN%T V�7%R(Y-F T?TKPED:CcROQ"PcFIC B,VKPcFIN%T
F,] b@HKW"Y:VUF B YGFIPEN V\B,N:N%FIV?B,VKPcFIN%TFIN�V�7%R ] FIHK[

(`, `′)
��TKY-Rdb@P ] W"PEN:J V�7ZB,V�TUFI[MR@V�7:PEN:J R@N%b@HKW"Y:VUR1D*B,V

`
? BIT `:N BR�3Y-Rdb@VUR1D3CEW D:Rdb@HKW"Y:VUR1D�B,V

`′
�3FIH�TUFI[MR@V�7:PEN:J�D:Rdb@HKW"Y:VUR1D B,V

`′
`:N%R�3YGRdb@VUR1D3CEW

FIHKPEJ PENZB,VUR1D ] HUFI[
`
�

6 7%R B,NZB,CEW"TKPcT=bdFIN%TKPcTUV=F,] 
%N�D3PEN:J V�7%R5CcR BITUV=F,] V�7%R bdFI[_YGFIN%R@N VUT
(ρ, κ, ψ)?%7:Pcb:7 T2B,VKPcT 
ZRdT�B�TUR@VMF,] l `�D3JSR@[MR@N VUT�� $ R `%TUR V�7%R l `�D3JSR@[MR@N�VUT BITMY:HURdT?R@N VUR1D

PEN � kik X
+
Z[~ � � 6 7%R l `�D3JSR@[MR@N VUTO] FIH VUR@HK[MT
V?B-9SR V�7%R(] FIHK[ �

ρ |= M : v

B,N�D�R�"Y:HURdTUT?RdT(V�7ZB,V
v
PcT�B,N*BIbdbdR@Y:V?B,D:CcRMRdTKVKPE[�B,VUR�F,] V�7%R_TUR@V�F,]�QIB,CE`%RdT V�7ZB,V

M[�BdW R@QIB,CE`ZB,VUR�VUF PEN�V�7%R R@N Q"PEHUFIN:[MR@N V
ρ
�

P���	������� x � �"! { 	�#$� %'& � & ��Q
.P.T�3 &[5
8 ^i=3A � B,[MR 9
bnc ∈ v

ρ |= n : v

8 ^i="Aa;�B,HKP B,D:CcR 9
ρ(bxc) ⊆ v

ρ |= x : v

8 ^i=3A�4�N%b@HKW"Y:VKPcFIN 9
∧k

i=0 ρ |= Mi : vi ∧
∀V0, V1, . . . , Vk : ∧k

i=0 Vi ∈ vi ⇒ {V1, . . . , Vk}
l
V0

[
D:RdTUV

L] ∈ v

ρ |= {M1, . . . ,Mk}
l
M0

[
D:RdTKV

L] : v

6 7%R l `�D3JSR@[MR@N VUT ] FIH Y:HUF"bdRdTUTURdT V?B-9SR V�7%R ] FIHK[ �

(ρ, κ) |= P : ψ

P���	������� x � �"! { 	�#$� %'& � & ��Q J ����;.S&�&W.S&[5
8 ^i=3A � B,H+9
(ρ, κ) |= P1 : ψ ∧ (ρ, κ) |= P2 : ψ

(ρ, κ) |= P1 | P2 : ψ

8 ^i=3A �\RdT+9
(ρ, κ) |= P : ψ

(ρ, κ) |= (ν n)P : ψ

8 ^i=3A��OR@Y:C 9
(ρ, κ) |= P : ψ

(ρ, κ) |= !P : ψ

8 ^i=3A � PEC 9

(ρ, κ) |= 0 : ψ
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8 ^i=3AB)\`:VKY:`:V+9
∧k

i=1 ρ |= Mi : vi ∧
∀V1, . . . , Vk ∧k

i=1 Vi ∈ vi ⇒ 〈V1, . . . , Vk〉 ∈ κ ∧
(ρ, κ) |= P : ψ

(ρ, κ) |= 〈M1, . . . ,Mk〉.P : ψ

8 ^i=3A � N:Y:`:V+9
∧j

i=1
ρ |= Mi : vi ∧

∀〈V1, . . . , Vk〉 ∈ κ : ∧j
i=1

Vi

�
vi ⇒ ∧k

i=j+1 Vi ∈ ρ(bxic) ∧

(ρ, κ) |= P : ψ

(ρ, κ) |= (M1, . . . ,Mj ;xj+1, . . . , xk).P : ψ

8 ^i=3A X Rdb@HKW"Y:V+9
ρ |= M : v ∧ ∧j

i=0
ρ |= Mi : vi ∧

∀{V1, . . . , Vk}
`
V0

[
D:RdTKV

L] ∈ v : ∧j
i=0

Vi

�
vi ⇒ ∧k

i=j+1 Vi ∈ ρ(bxic) ∧

(¬
�
o

(`,L′, `′,L) ⇒ (`, `′) ∈ ψ) ∧
(ρ, κ) |= P : ψ

(ρ, κ) |=
D:Rdb@HKW�Y:V

M
BIT

{M1, . . . ,Mj ;xj+1, . . . , xk}
l′

E0
[
FIHKPEJ

L′]
PEN
P : ψ

����� � # �
� +l�l� 	 %��$� � % %^��(��[� !
� HUFIVUF"bdFICcT_[�B W5DGR R�3Rdb@`:VUR1D PEN B,N `:N%T?B ] R R@N�Q�PEHUFIN:[MR@N�V ?%7:Pcb�7 HUR@N�D:R@HUT_V�7%R@[
Q"`:CEN%R@H?B,D:CcROVUF B,VKV?BIb:93T�]8HUFI[ FIV�7%R@H YZB,HKVKPcRdT�� 6 7%R\Y:HUFIVUF"bdFIC

P
HK`:N:N:PEN:J PEN TK`%b:7 B,N

R@N�Q�PEHUFIN:[MR@N�V\PcT [MF�D:R@CcR1D D�W
P | P•,

?%7%R@HUR
P•

HUR@Y:HURdTUR@N�VUTOB,N�B,HKD:PEVKH?B,HKW B,VKV?BIb�9SR@H%? PEV�7 V�7%R(b B,YZB,D:PECEPEVKPcRdT Y:HURdT?R@N VUR1D D W
X FICcR@Q�B,N�D�� BIF�� X �N+ T �+�

T �8)\D:V?B,PEN B,N W [MRdTUT2B,JSR(YZBITUTKPEN:J_V�7:HUFI`:J[7 V�7%R�R@V�7%R@H��
W � X Rdb@HKW"Y:V�[MRdTUT2B,JSRdT(P ]i7%RO9"N%F@?
T V�7%RO9SR@W 8 ? R BITUTK`:[MR YGR@H ] Rdb@V�b@HKW"Y:VUFIJ H?B BYE7 W 9�
~ �O^�FIN%TKVKHK`%b@VON%R"? R@N%b@HKW"Y:VKPcFIN%T ] HUFI[ V�7%R Q B,CE`%RdT%7%R�9"N%F@?
T��
���Oa"R@N�D [MRdTUT?B,JSRdT\F,] Q B,CE`%RdT%7%R�9"N%F@?
T��
\ � � R@N%R@H?B,VUR�N%R"? Q B,CE`%RdT��
��N V�7:PcT YZB,YGR@H��%? R�D:F*N%FIV bdFIN%TKP¹D:R@H �4" ."$����,������ �-� � �7/ �%?%7%R@HUR�B,N B,VKV?BIb�9SR@H

D:R@CcR@VURdT([MRdTUT2B,JSRdTO] HUFI[ V�7%R�Y:HUFIVUF"bdFIC�? PEV�7%FI`:V V�7%R Y:HKPEN%b@PEYZB,CcT(N%FIVKPcb@PEN:J PEV�� 6 7:PcT
? PECEC N%FIHK[�B,CECEW CcR BXD�VUF B�7ZB,CEV\F,]�V�7%R�Y:HUFIVUF"bdFIC ��?%7%R@HUR B,N R@HKHUFIHH7ZB,N�D3CEPEN:J�Y:HUF"bdR BD3`:HUR V?B-9SRdT\F QSR@H
PEN�FIH:D:R@HOVUF_HURdbdF QSR@H��
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6 7:PcT B,HKD:PEVKH?B,HKW B,VKV?BIb:9SR@H PcT�[MF�D:R@CcR1D D W B ] FIHK[�`:C B
F ���

�r?%7:Pcb�7 b B,Y:VK`:HURdT B,CEC
V�7%R X FICcR@Q B � BIF b B,YZB,D:PECEPEVKPcRdT
B,N�D [�B-9SRdT V�7%RO] FIHK[!`:C B BIT TKVKHUFIN:J_BIT B,N W B,VKV?BIb�9SR@H��6 7:PcT�[MR B,N%T V�7ZB,V P ]

(ρ, κ, ψ)
T?B,VKPcT 
ZRdT

F ���
�,V�7%R@N

(ρ, κ, ψ) |= P•
] FIH�B,CEC3B,VKV?BIb�9SR@HUT

P•
� 6 F�b:7ZB,H?BIb@VUR@HKPcT?R�V�7%R�B,VKV?BIb�9SR@H��}?�RM[�B-9SR�B�TUR@V�F,] BIT?TK`:[_Y:VKPcFIN%T0?%7:Pcb�7 7ZBIT

N%F PEN �%`%R@N%bdR_FIN=V�7%R TUR@[�B,N�VKPcbdT�F,] ��� �! ��g? R_T2BdW�V�7ZB,V�B�Y:HUF�bdRdT?T
P
PcT F,]�V�W�YGR

8
N � ,Aκ,A ���
	 )

?%7%R@N%R@QSR@H��

T �#��V PcT
b@CcF TUR1D 8 P � R���PEVt7ZBIT
N%F ]8HURdR(Q B,HKP B,D:CcRdT+9�
W �
A\CECG]8HURdR(NZB,[MRdT B,HUR PEN

N �
�

~ �
A\CEC�V�7%R�B,HKPEVKPcRdT
`%TUR1D ] FIH
TUR@N�D3PEN:J�FIH HURdbdR@PEQ"PEN:J B,HUR(PEN
Nκ

�

���
A\CEC�V�7%R�B,HKPEVKPcRdT
`%TUR1D ] FIH
R@N%b@HKW"Y:VKPcFIN FIHtD:Rdb@HKW"Y:VKPcFIN B,HUR(PEN
N ���
	

�

6 7%R B,VKV?BIb�9SR@H b B,N:N%FIV�] FIHKJSR B,N:N%FIV?B,VKPcFIN%T BIT�V�7%RdTUR�R�3Y:HURdTUTMV�7%R PEN VUR@N�VKPcFIN%T
F,] V�7%R Y:HUFIVUF�bdFIC � B,N�D D-R@PEN:J B,D:CcR VUF�D:F TUFM? FI`:C¹D CcR BXD=VUF�] B,PECE`:HUR_F,] Q B,CEP¹D%B,VKPcFIN
] FIHMB,N W Y:HUFIVUF"bdFIC � f F@?�R@QSR@H���V�7%R TKW�N�V?B � F,] ��� �! HUR&��`:PEHURdT�B,N:N%FIV?B,VKPcFIN%T B,N�D
V�7%R@HUR�] FIHUR FIN:CEW V�7%R�VKHKPEQ"P B,C

[
D:RdTKV

C]
B,N�D

[
FIHKPEJ

C]
�GB,N�D FIN:CEW V�7%R b@HKW"Y:VUF B Y-FIPEN�V `•8 N%FIVOF�bdb@`:HKHKPEN:J�PEN

P
9 B,HUR(`%TUR1D��

AON%FIV�7%R@H BITKYGRdb@VMF,]�B,N B,VKV?BIb:9SR@H PcTMV�7ZB,V�?�R�[�`%TUV�DGR B,D:CcR VUF bdFIN�VKHUFIC\V�7%R
`%TUR F,](b B,N%FIN:Pcb B,C
NZB,[MRdT B,N�D QIB,HKP B,D:CcRdT_PEN PEV��´=%FIH B Y:HUF"bdRdTUT

P
R�:Rdb@`:VKPEN:J PEN

YZB,H?B,CECcR@C�? PEV�7�V�7%R_B,VKV?BIb�9SR@H��
P
[�`%TKV(DGR!R�%B,[_PEN%R1D=VUF 
%N�D V�7%R 
%N:PEVUR TUR@V

Nc

F,]
B,CEC3b B,N%FIN:Pcb B,CZNZB,[MRdT���B,N�D V�7%R 
%N:PEVUR
TUR@V

Xc

] FIH�B,CEC%b B,N%FIN:Pcb B,CZQIB,HKP B,D:CcRdT�� $ R V�7%R@N
bdFIN%TKVKHK`%b@V�V�7%R N%R"? b B,N%FIN:Pcb B,CZNZB,[MR

n•
B,N�DMV�7%R N%R"? b B,N%FIN:Pcb B,CZQ B,HKP B,D:CcR

z•
TK`%b:7

V�7ZB,V
n• 6∈ Nc

B,N�D
z• 6∈ Xc

� � PEQSR@N B,N B,VKV?BIb�9SR@H
Q
F,]�V W"Y-R 8

N � ,Aκ,A ���
	 )
�%V�7%R

TUR@[�B,N VKPcb B,CECEW R&��`:PEQIB,CcR@N�VOY:HUF"bdRdTUT
Q
PcT
bdFIN%TUVKHK`%b@VUR1D BIT ] FICECcF@?
T��

•
AOCEC�HURdTKVKHKPcb@VKPcFIN%T

(ν n)P
B,HUR

α B bdFIN QSR@HKVUR1D 8 PEN V�7%R*b@C BITUTKPcb B,C�TUR@N%T?R 9 PEN VUF
(ν n′)P

�E?%7%R@HUR
n′

7ZBIT V�7%R�b B,N%FIN:Pcb B,C�HUR@Y:HURdTUR@N V?B,VKPEQSR
n•
�

•
AOCEC�Q B,HKP B,D:CcRdT

xi

PEN TU`:D:Y:HUF�bdRdTUT?RdT
(M1, . . . ,Mj ;xj+1, . . . , xk).P

B,N�DÁD:R Bb@HKW"Y:V
M

BIT
{M1, . . . ,Mj ;xj+1, . . . , xk}

`
M0

[
FIHKPEJ

L]
PEN
P
B,HUR

α B bdFIN QSR@HKVUR1D8 PEN_V�7%R b@C BITUTKPcb B,C TUR@N%TUR 9�VUF Q B,HKP B,D:CcRdT
x′i

? PEV�7_V�7%R
b B,N%FIN:Pcb B,C%HUR@Y:HURdTUR@N�V?B,VKPEQSR
z•
�

6 7%R b B,N%FIN:Pcb B,C Q B,HKP B,D:CcR
n•

V�7%R@N HUR@Y:HURdTUR@N�VUTM9�N%FV? CcR1D3JSR&9"N%F@? N ] HUFI[ V�7%R
D-R@J PEN:N:PEN:JMD�W V�7%R�B,VKV?BIb:9SR@H���?%7:PECcR

z•
HUR@Y:HURdTUR@N�VUT B,CECy9"N%F@? CcR1D3JSR�J B,PEN%R1D��

6 7%R ] FIHK[�`:C B
F ���

PcT4D:R
%N%R1D BIT�V�7%R\bdFIN l `:N%b@VKPcFIN F,]�V�7%RO] FICECcF@? PEN:J 
%QSR\bdFI[ BY-FIN%R@N�VUT
bdFIHKHURdTKYGFIN�D3PEN:J_VUF!V�7%R X FICcR@Q B � BIF_bdFIN�D3PEVKPcFIN%T [MR@N VKPcFIN%R1D PEN V�7%R(D-R@J PEN BN:PEN:J�F,] V�7:PcTOTURdb@VKPcFINo�
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(1) ∧k∈Aκ

∀〈V1, . . . , Vk〉 ∈ κ : ∧k
i=1 Vi ∈ ρ(z•)

(2) ∧k∈A ����� ∀{V1, . . . , Vk}
`
V0

[
D:RdTKV

L] ∈ ρ(z•) :

V0

�
ρ(z•) ⇒ (∧k

i=1Vi ∈ ρ(z•) ∧ (¬
�
o

(`, C, `•,L) ⇒ (`, `•) ∈ ψ))

(3) ∧k∈A ����� ∀V1, . . . , Vk : ∧k
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∀V1, . . . , Vk : ∧k
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(5) {n•} ∪ bN � c ⊆ ρ(z•)
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{dB , dC}]) = {(oA, dB), (oA, dC)}.
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V�7%R�b@HKW"Y:VUF B YGFIPEN V
?%7:Pcb�7 PcT N%FV? YZB,HKVOF,]�V�7%R�R@N%b@HKW"Y:VUR1D�[MRdTUT?B,JSR��¸?%7:PECcR�YZB,VKVUR@HKN
[�B,VUb�7%RdTcD:FIN%R FIN5R@N%b@HKW"Y:VKPcFIN%T�PEN �����! PcT�PEJ N%FIHKPEN:J=B,CEC�b@HKW�Y:VUF B YGFIPEN V_B,N:N%FIV?B BVKPcFIN%T�� 6 7ZB,VOPcT��ZPEN	��� �! V�7%R�VC?�F R@N%b@HKW"Y:VKPcFIN%T

{m}o
k

B,N�D
{m}d

k

?�FI`:C¹D [�B,VUb�7 �
?%7:PECcR\R@N%bdF�D:R1D_QSR@HUTUPcFIN%T

{m, o}k

B,N�D
{m, d}k

?�FI`:C¹D�N%FIV�� 6 7:PcT bdFI`:C¹DMDGR TUFICEQSR1D
D�W PEN VKHUF�D3`%b@PEN:J=V�7ZB,V!YZB,VKVUR@HKN [�B,VUb:7%RdT_FIN R@N%b@HKW�Y:VKPcFIN%TO?�FI`:C¹D PEJ N%FIHUR�V�7%R C BITKV
VUR@HK["�r7%F@? R@QSR@H8? R
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B,N�D
o /∈ O

�



��� � � ( ,+* ")($���-"+/ ,26 �! #" � ��� ,7���!� 4 9'�

6 7%R@HUR�] FIHUR�� �
o D:F"RdT�N%FIV�b:7ZB,N:JSR B,V�V�7:PcT YGFIPEN V�PEN B�HUR1D3`%b@VKPcFIN TUR&��`%R@N%bdR\D W_V�7:PcT
HUR"? HKPEVUR���a�PEN%bdRMb@HKW�Y:VUF B YGFIPEN VUT B,HUR `:N:P� `%R���V�7%R HUR"? HKPEVUR�D:F"RdT(N%FIV!B 0GRdb@VN�go PEN
B,N W FIV�7%R@H
Y-FIPEN�V�� B,N�D V�7%R�T?Rdb@`:HKPEV W Y:HUFIY-R@HKV�W PcT V�7 `%TOY:HURdTUR@HKQSR1D��

6 7:PcT Y:HUF�bdR1D3`:HUR�PcT HUR@Y-R B,VUR1D `:N�VKPEC:B,CEC:R@N%b@HKW"Y:VKPcFIN%T�Q�PcFIC B,VKPEN:J(V�7%R HUR&� `:PEHUR@[MR@N�V
7ZBIT\DGRdR@N=[MF�D3P 
ZR1D�� a�PEN%bdR!V�7%R@HUR PcT�B 
%N:PEVUR N `:[!D-R@H�F,] R@N%b@HKW"Y:VKPcFIN%T(PEN

Q
�-V�7:PcT

PcT J `ZB,H?B,N VURdR1D VUF_VUR@HK[_PENZB,VUR��

21.T3 3 # 9  ( � d ���/&�� � �W��� � ��	 � 	 3X	��;��� � 	�<�& � 
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k W�V�7%R�R@N%bdF�D3PEN:J��
LQM = (ν n1 :
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)(ν n2 :
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= ∅
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L·M

D:F�RdT N%FIV�Y:HUF�D3`%bdR
DGR@J PEN R@QSR@N VUT�� ^ BITUR 8 6 W"Y-R1D X Rdb@H+9 B,N�D 8 6 W"Y-R1D 4�N�D%9 [!`%TKV�B,C ?�B W"T DGR
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B,Y:Y:CEPcR1D VUFIJSR@V�7%R@H�DGRdb B,`%TUR(F,]�V�7%R(R@N%bdF�D3PEN:J�� 6 7%R@HUR�] FIHUR�� 8 6 W"YGR1D X Rdb@HG4�N�D%9
PcTOB,Y:Y:CEPcb B,D:CcR�BIT%?�R@CEC �

21.T3 3 # 9� � � d ���L	���	�.T&�& � Q%3X	��;��� � 	�<��  � "$�
Q
3 " � �����! *�(2,7�+"+/ /

�
�  4� �) 

/$����� /��5")/ � ,�� /$��(2���!�%� ��� � � � � � � ")(+� 1 ���-�) #"+/�� �{� 6
Q→ Q′ �

�! #")�
LQM →Enc LQ′M

�

� (2, ,26 � A R@V
Q
B,N�D

Q′ D-R���� �! 5Y:HUF"bdRdTUTURdT B,N�D BITUTK`:[MROV�7ZB,V
Q→ Q′ �0^�FIN%TKP¹D:R@H

V�7%R ��� �! HUR1D3`%b@VKPcFIN `%TUR1D��

P�# &�. � ='?*@LA J # ��@5 A R@V
Q = Q1 | Q2

�
k W V�7%R R@N%bdF�D3PEN:J��

LQM = LQ1M | LQ2M
�

A R@V
Q′ = Q′

1 | Q2

�
k W V�7%R R@N%bdF�D3PEN:J��

LQ′M = LQ′
1M | LQ2M

�
A TUTK`:[MR

Q→ Q′ D W 8 �����! � B,H+9 D-Rdb B,`%T?R
Q1 → Q′

1

�
k W PEN�D3`%b@VKPEQSR)7 W"Y-FIV�7%RdTUPcT��

LQ1M →Enc LQ′
1M
�

k W 8 6 W�YGR1D � B,H+9�
LQM →Enc LQ′M

�

P�# &�. � ='?*@LA K .S& �@5 A R@V
Q = (ν n)Q′ �

k W V�7%R R@N%bdF�D3PEN:J��
LQM = (ν n :

LON
)LQ′M

�
A R@V

Q′ = (ν n)Q′′ �
k W V�7%R R@N%bdF�D3PEN:J��

LQ′M = (νn :
L\N

)LQ′′M
�

A TUTK`:[MR
Q→ Q′ D W 8 �����! �ORdT+9 DGRdb B,`%TUR

Q′ → Q′′ �
k W PEN�D3`%b@VKPEQSR)7 W"Y-FIV�7%RdTUPcT��

LQ′M →Enc LQ′′M
�

k W 8 6 W�YGR1D5�\RdT+9�
LQM →Enc LQ′M

�

P�# &�. � ='?*@LA 3 �'� � � �@5 6 7:PcT PcT BMHURdTK`:CEV(F,] A R@[_[�B ��� ] 8 4 ��`:PEQIB,CcR@N%bdRdT(PEN 4�N BbdF�D3PEN:JST+9�YZB,HKV 8 B 9 B,N�D V�7%R�PEN�D3`%b@VKPEQSR�7 W"Y-FIV�7%RdTUPcT��
P�# &�. � ='?*@LA / L �@5 A R@V

Q = 〈M1, . . . ,Mk〉.Q1 | (M
′
1, . . . ,M

′
j ;xj+1, . . . , xk).Q2

�
k W V�7%R R@N%bdF�D3PEN:J��

LQM = 〈LM1M, . . . , LMkM〉.LQ1M | (LM ′
1M, . . . , LM

′
jM;

xj+1, . . . , xk).LQ2M
�

A R@V
Q′ = Q1 | Q2[xj+1 7→Mj+1, . . . , xk 7→Mk]

�
k W V�7%R R@N%bdF�D3PEN:J��

LQ′M = LQ1M | LQ2[xj+1 7→Mj+1, . . . , xk 7→Mk]M
�

A TUTK`:[MR
Q→ Q′ D W 8 �����! � B,H+9 D-Rdb B,`%T?R

∧j
i=1

TMiU = TM ′
iU
�

k W ^�FIN%TUVKH?B,PEN V8��� W 8 � B,VKVUR@HKN o B,VUb�7%RdT+9�
∧j

i=1
Mi = M ′

i

�
k W A R@[_[�BE��� \ 8 a�`:D%TKVKPEVK`:VKPcFIN PEN54�N%bdF�D3PEN:JST)9�
LQ′M = LQ1M | LQ2M[xj+1 7→ LMj+1M, . . . , xk 7→ LMkM]

�
k W 8 6 W�YGR1D"� ) 9�

LQM →Enc LQ′M
�

P�# &�. � ='?*@LA R .T�;��@5 A R@V
Q =

D:Rdb@HKW"Y:V
{M1, . . . ,Mk}

`
M0

[
D:RdTUV

L])
BIT

{M ′
1, . . . ,M

′
k;xj+1, . . . , xk}

`′

M ′

0

[
FIHKPEJ

L′]
PEN
Q′′

k W V�7%R R@N%bdF�D3PEN:J��
LQM =

D:Rdb@HKW�Y:V
{LM1M, . . . , LMkM, `}LM0M

BIT
{LM ′

1M, . . . , LM
′
kM;xj+1, . . . , xk, y}LM ′

0
M

PEN R@N�D
(y, `′).LQ′′M

�
A R@V

Q′ = Q′′[xj+1 7→Mj+1, . . . , xk 7→Mk]
�
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k W V�7%R�R@N%bdF�D3PEN:J��
LQ′M = LQ′′[xj+1 7→Mj+1, . . . , xk 7→Mk]M

�
A\TUTU`:[MR

Q→ Q′ D�W 8 ��� �! X Rdb@H+9�DGRdb B,`%TUR
∧j

i=1
TMiU = TM ′

iU
�

k W�^�FIN%TKVKH?B,PEN�V8��� W 8 � B,VKVUR@HKN&o=B,VUb:7%RdT+9�
∧j

i=1
Mi = M ′

i

�
k W A R@[_[�B ��� \ 8 a�`:D%TKVKPEVK`:VKPcFIN PEN540N%bdF�D3PEN:JST+9�
LQ′M = LQ′′M[xj+1 7→ LMj+1M, . . . , xk 7→ LMkM]

�
k W 8 6 W"YGR1D X Rdb@H84�N�D%9�

LQM →Enc LQ′M
�

2P.T3 3 # 9� � � � P���3 0�� .;��.T	/.S&W&5� Q03X	/�;��� � 	/<��  � "&�
Q

3 " � �����! * (2, � "+/ / �
� 6

LQM →Enc P �
�! #")�

Q→ Q′ �
�  #")( "

LQ′M = P
�

� ( ,7,26 � ^�FIN%TKP¹D:R@H
V�7%R HK`:CcR�`%TUR1D��
P�# &�. � .*%'01.S� J # ��@5 A R@V

Q = Q1 | Q2

�
k W V�7%R�R@N%bdF�D3PEN:J��

LQM = LQ1M | LQ2M
�

A R@V
P = P ′ | LQ2M

�
A\TUTU`:[MR

LQM →Enc P
D W 8 6 W�YGR1D � B,H+9 DGRdb B,`%TUR

LQ1M →Enc P
′ �

k W PEN�D3`%b@VKPEQSR 7�W�YGFIV�7%RdTKPcT���V�7%R@HUR*PcT=B
Q′

1

TK`%b�7 V�7ZB,V
Q1 → Q′

1

B,N�D
LQ′

1M = P ′ �
A R@V

Q′ = Q′
1 | Q2

�
k W 8 ��� �! � B,H+9�

Q→ Q′ �
k W V�7%R�R@N%bdF�D3PEN:J��

LQ′M = LQ′
1M | LQ2M

�
k WM7 W"YGFIV�7%RdTKPcT��

LQ′M = P ′ | LQ2M
�

P�# &�. � .*%'01.S� K .S& �@5 A R@V
Q = (ν n)Q′′ �

k W V�7%R�R@N%bdF�D3PEN:J��
LQM = (ν n :

L\N
)LQ′′M

�
A R@V

P = (ν n :
L\N

)P ′ �
A\TUTU`:[MR

LQM →Enc P
D W 8 6 W�YGR1D5�ORdT)9 D-Rdb B,`%TUR

LQ′′M →Enc P
′ �

k W PEN�D3`%b@VKPEQSR 7 W"YGFIV�7%RdTKPcT��
V�7%R@HUR=PcT�B
Q′′′ TK`%b:7 V�7ZB,V

Q′′ → Q′′′ B,N�D
LQ′′′M = P ′ �
A R@V

Q′ = (ν n)Q′′′ �
k W 8 ��� �! �ORdT)9�

Q→ Q′ �
k W V�7%R�R@N%bdF�D3PEN:J��

LQ′M = (ν n :
L\N

)LQ′′′M
�

k WM7 W"YGFIV�7%RdTKPcT��
LQ′M = (ν n :

L\N
)P ′ �

P�# &�. � .*%'01.S� 3 �'� � � �@5 6 7:PcT�PcT B!HURdTK`:CEV F,] A R@[_[�B ��� ] 8 4 � `:PEQ B,CcR@N%bdRdT PEN 4�N BbdF�D3PEN:JST+9 YZB,HKV 8 D 9 B,N�D V�7%R PEN�D3`%b@VKPEQSR)7 W"Y-FIV�7%RdTKPcT��
P�# &�. � .*%'01.S� / L �@5 A R@V

Q = 〈M1, . . . ,Mk〉.Q1 | (M ′
1, . . . ,M

′
j ;xj+1, . . . , xk).Q2

�
k W V�7%R R@N%bdF�D3PEN:J��

LQM = 〈LM1M, . . . , LMkM〉.LQ1M | (LM1M, . . . , LMjM;
xj+1, . . . , xk).LQ2M

�
A R@V

P = LQ1M | LQ2M[xj+1 7→ LMj+1M, . . . , xk 7→ LMkM]
�

A\TUTU`:[MR
LQM →Enc P

D W 8 6 W�YGR1D"� ) 9�
A R@V

Q′ = Q1 | Q2[xj+1 7→Mj+1, . . . , xk 7→Mk]
�

k W 8 ��� �! � ) 9�
Q→ Q′ �
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k W V�7%R R@N%bdF�D3PEN:J��
LQ′M = LQ1M | LQ2[xj+1 7→Mj+1, . . . , xk 7→Mk]M

�
k W A R@[_[�BE��� \ 8 a�`:D%TKVKPEVK`:VKPcFIN PEN54�N%bdF�D3PEN:JST)9�
LQ′M = LQ1M | LQ2M[xj+1 7→ LMj+1M, . . . , xk 7→ LMkM]

�

P�# &�. � .*%'01.T� R .T�;¬3X	/���@5 A R@V
Q =

D:Rdb@HKW"Y:V
{M1, . . . ,Mk}

`
M0

[
D:RdTKV

L])
BIT

{M ′
1, . . . ,M

′
k;xj+1, . . . , xk}

`′

M ′

0

[
FIHKPEJ

L′]
PEN
Q′′ �

k W V�7%R R@N%bdF�D3PEN:J��
LQM =

D:Rdb@HKW"Y:V
{LM1M, . . . , LMkM}LM0M

BIT
{LM1M,

. . . , LMkM; xj+1, . . . , xk}LM ′

0
M

PEN�R@N�D
(`, `′).LQ′′M

�
A R@V

P = LQ′′M[xj+1 7→ LMj+1M, . . . , xk 7→ LMkM]
�

A TUTK`:[MR
LQM →Enc P

D�W 8 6 W�YGR1D X Rdb@H84�N�D%9�
A R@V

Q′ = Q′′[xj+1 7→Mj+1, . . . , xk 7→Mk]
�

k W 8 ��� �! X Rdb@H+9�
Q→ Q′ �

k W V�7%R R@N%bdF�D3PEN:J B,N�D A R@[_[�B ��� \ 8 a�`:D%TKVKPEVK`:VKPcFIN PEN54�N%bdF�D3PEN:JST+9�
LQ′M = LQ′′M[xj+1 7→ LMj+1M, . . . , xk 7→ LMkM]

�

.�-/.S� �.T3 9� � � � d .S�S�/ � � % J �.S&�.T � # � � ��	��  � * (2, � "+/ /
Q
� ���! � " . . . 6&,�()� " �

�$(+�+*��-,�.-/&"&�!/ ��� � /&����� /!6+���!� 4 � ,�� /)��( ��� � � ��� � � � ��� � ")()� 1 ���-�$ #"+/ � 4��#��( ���%� " "+/ ����.
� ������� ���#�! #")�%��� �$����� � 6 ��� � ,�� . � � 6

JQK
� / /$�267" �

� (2, ,26 � $ R TKY:CEPEVOV�7%R(Y:HUF�F,]�PEN�VC?�FMYZB,HKVUT��

P�# &�. �
Q

�L��.S& 	�� �E<���# �#$	���.S. �/%�	�#$3 � � #$���W-/.T	�� � � � � % �@5
A R@V

Q′ = γ.
D:Rdb@HKW"Y:V

{M1, . . . ,Mk}
`
M0

[
D:RdTKV

L]
BIT

{M ′
1, . . . ,M

′
j ;

xj+1, . . . , xk}
`′

M0
[
FIHKPEJ

L′]
PEN
Q′′′ �

k W 7 W"Y-FIV�7%RdTKPcT��
Q →∗ Q′ B,N�D Q′ 6→ � �

D-Rdb B,`%TUR �
o
(`,L′, `′,L) =

�  _��� ���
k W¬7�W�YGFIV�7%RdTKPcT��

∧j
i=1

TMiU = TM ′
iU
�

k W ^�FIN%TUVKH?B,PEN V8��� W 8 � B,VKVUR@HKN o B,VUb�7%RdT+9�
∧j

i=1
Mi = M ′

i

�
k W V�7%R R@N%bdF�D3PEN:J��

JQK = γ ��� .LQM
�

k W HUR@Y-R B,VUR1D3CEW B,Y:Y:CEW�PEN:J A R@[_[�B ��� 7 8 a"FI`:N�D3N%RdTUT F,] 4�N%bdF�D3PEN:J 9�
LQM →∗

Enc LQ′M
�

k W HUR@YGR B,VUR1D3CEW�B,Y:Y:CEW�PEN:J 8 6 W"Y-R1D k R@J PEN 9�
γ ��� .LQM →∗

Enc γ ��� .LQ
′M
�

k W A R@[_[�BG��� + 8 �OR1D3`%b@VKPcFIN%T�PENN4�N%bdF�D3PEN:JST+9GYZB,HKV 8 B 9�
γ ��� .LQM →∗ γ ��� .LQ′M

�
k W V�7%R R@N%bdF�D3PEN:J��

LQ′M = LγM.
D:Rdb@HKW"Y:V

{LM1M, . . . , LMkM, `}LM0M
BIT

{LM ′
1M, . . . , LM

′
jM;xj+1, . . . , xk, y}LM0M

PEN R@N�D
(y, `′).LQ′′′M

�
A R@V

σ = [xj+1 7→Mj+1, . . . , xk 7→Mk, y 7→ `]
�

k W 8 6 W"YGR1D X Rdb@H+9� 8 6 W�YGR1D k R@J PEN 9\B,N�D 8 6 W�YGR1D �ORdT+9t?%7%R@HURMB,Y:Y:CEPcb B,D:CcR��
γ ��� .LQ′M → γ ��� .LγM

� R@N�D
(y, `′)σ.LQ′′′Mσ

�
a�PEN%bdR�b@HKW"Y:VUF B Y-FIPEN�VUT\B,HUR `:N:P��`%R��%R@N�D (y, `′)σ =

R@N�D
(`, `′)

�
k Rdb B,`%TUR\V�7%R\R@N%bdF�D3PEN:JMBITUTUR@HKVUT�R@N�D 8

`, `′
9�r?�R\[!`%TKV R�:B,[_PEN%R\P ]�V�7%R R@N%bdF�D BPEN:J�R@QSR@H Y:HUF�D3`%bdRdT\B [�B,VUb�7:PEN:J DGR@J PEN��

(`, `′)
BITUTUR@HKVKPcFIN �

a�PEN%bdR
γ
PcT\B,N�PEN%R@HKV���� �! Y:HUF�bdRdT?T��

LγM
FIN:CEW bdFIN%TKPcTKVUTOF,] HURdTKVKHKPcb@VKPcFIN%T��
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a�PEN%bdR b@HKW"Y:VUF B YGFIPEN VUT B,HUR `:N:P��`%R��%?�R N%RdR1D FIN:CEW R�%B,[_PEN%R  �
({M1, . . . ,

Mk}
`
M0

[
D:RdTKV

L])
VUFMb:7%Rdb�9 P ]

(`, `′)
PcT
bdFIN V?B,PEN%R1D��

k WM7 W"YGFIV�7%RdTKPcT��$�go
(`,L′, `′,L) =

�  _��� ���¸?%7:Pcb:7 [MR B,N%T
` /∈ L′ ∨ `′ /∈ L

�
a�PEN%bdR

Q
7ZBITt?�R@CEC B ] FIHK[MR1D b@HKW�Y:VUF B T?R@VUT��:PEV PcT V�7%R�b BIT?R(V�7ZB,V `′ /∈ L

�
6 7%R@HUR�] FIHUR��  � ? PECEC�N%R@QSR@H\bdFIN V?B,PEN V�7%R�YZB,PEH

(`, `′)
�

P�# &�. �
JQK

� & 	/�$� &W# Q . �@5 A R@V
JQK = γ ��� .LQM

�
A R@V

P = γ.
D:Rdb@HKW�Y:V

{M1, . . . ,Mk, `}M0

BIT
{M1, . . . ,Mj ;xj+1, . . . , xk, y}M0PEN R@N�D

(y, `′).LQ′′′M
�

A R@V
σ = [xj+1 7→Mj+1, . . . , xk 7→Mk, y 7→ `]

�
k WM7 W"YGFIV�7%RdTKPcT��

γ ��� .γ.
R@N�D

(y, `′)σ.LQ′′′Mσ
PcTOB,N B,`:V�7%R@N VKPcb@PEV�W R@HKHUFIH��

4�N�D R@QSR@N VUTMB,HUR FIN:CEW*Y:HUF�D3`%bdR1D´D3PEHURdb@VKCEW*] FICECcF@? PEN:J*B&D:Rdb@HKW"Y:VKPcFIN ��TUF D W
7 W"Y-FIV�7%RdTKPcT��ZBITUTK`:[MR

LQM →∗ P
�

k W A R@[_[�B ��� + 8 �OR1D3`%b@VKPcFIN%T PEN 4�N%bdF�D3PEN:JST)9�YZB,HKV 8 D 9�
LQM →∗

Enc P
�

k W HUR@YGR B,VUR1D3CEW B,Y:Y:CEW�PEN:J A R@[_[�BV��� T@Z 8 ^�FI[_Y:CcR@VUR@N%RdT?T F,] 4�N%bdF�D3PEN:J 9�
Q→∗ Q′ �E?%7%R@HUR

LQ′M = P
�

6 F=Y:HUF QSR V�7ZB,V
Q

D:F�RdT N%FIV J `ZB,H?B,N VURdR�D3W"NZB,[_Pcb�B,`:V�7%R@N VKPcb@PEV�W�� b�] � X R
 BN:PEVKPcFIN W � \ 8 X W"NZB,[_Pcb�A\`:V�7%R@N VKPcb B,VKPcFIN 9��? R)? PECEC�Y:HUF QSR�V�7ZB,VOV�7%R HUR�] R@HUR@N%bdR
[MFIN:PEVUFIH B,DGFIHKVUT
FIN

Q′ DGRdb B,`%TUR��
o
(`,L′, `′,L) =

�  j�������
k WM7 W"YGFIV�7%RdTKPcT��:DGR@J PEN�� 8

`, `′) /∈ γ ��� .γ
�

6 7%R@N �! �
({M1, . . . ,Mk}

`
M0

[
D:RdTKV

L])
? PECEC�N%FIVObdFIN�V?B,PEN�V�7%R YZB,PEH

(`, `′)
�

6 7%R@HUR�] FIHUR��
` /∈ L′ ∨ `′ /∈ L

�%B,N�D bdFIN%TUR&� `%R@N�VKCEW �
o
(`,L′, `′,L) =

�  j����� �
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� ��� ����� ���

� PEQSR@N B ��� �! Y:HUF"bdRdTUT_B,N:N%FIV?B,VUR1D´? PEV�7 b@HKW"Y:VUF B YGFIPEN VUT�B,N�D V�7%R R@N%bdF�D3PEN:J B,C BJSFIHKPEV�7:["��V�7%R�� `%RdTUVKPcFIN*B,HKPcTURdT�?%7%R@V�7%R@H�FIH N%FIV�? R_b B,N�[�B,VUb�7 V�7%R_bdFIN VKHUFIC��ZF@?
B,NZB,CEW"TKPcT!FIN*V�7%R R@N%bdF�D:R1D*Y:HUF�bdRdT?T)? PEV�7 B V W"YGR�b:7%Rdb�9 � 6 7ZB,V�PcT�� J PEQSR@N B�TUFICE` BVKPcFIN VUF B�bdFIN�VKHUFIC��ZF@? B,NZB,CEW3TKPcT���D:F�RdT�V�7%R@HUR R�"PcTKV B!TUFICE`:VKPcFIN VUF�V�7%R\V W"Y-R b:7%Rdb�9��
A TUFICE`:VKPcFIN VUF B V W"Y-R b�7%Rdb:9 PEN V�7:PcT_bdFIN VUR�3V_PcTMB,N B,N:N%FIV?B,VKPcFIN F,]\V W"YGRdT_TK`%b:7
V�7ZB,V V�7%R R@N%bdF�D:R1D Y:HUF�bdRdTUT DGRdbdFI[MRdT�? R@CEC B V�W�YGR1D�`:N�D:R@H 6 7%RdFIHUR@[ ~ � T + 8 �OFID:`%TKV
a3B ] R@V�W 9�

����� � #��	, % !^���l� %',
$ R b B,N:N%FIV\b@HUR B,VUR�B!T?FICE`:VKPcFIN VUFMB,N B,HKD:PEVKH?B,HKW R@N%bdF�D:R1D Y:HUF�bdRdT?T��3TKPEN%bdR(FI`:H V W"Y-R
TKW"TUVUR@[ PEN VKHUF�D3`%bdRdT bdR@HKV?B,PEN PcT?TK`%RdT0DGRdb B,`%TUR F,]�V�7%R
`%TUR\F,]�R@[�DGR1DED:R1D V�W�YGRdT�� 6 7:PcT
[MR B,N%T�V�7ZB,Vi? Rg7ZBdQSR\VUF�HURdTKVKHKPcb@V�V�7%R\N `:[�DGR@H F,]�Y:HUF�bdRdTUT?RdT�VUF)?%7:Pcb:7M? R b B,N 
%N�D
B TUFICE`:VKPcFIN �"VUF V�7%F TUR
?%7:Pcb:7 T?B,VKPcT 
ZRdT V�7%RObdFIN%TKVKH?B,PEN�VUT PEN�VKHUF�D3`%bdR1D PEN�V�7:PcT�TURdb@VKPcFIN �
6 7%R PcTUTK`%R�V�7ZB,V�J PEQSRdT�HKPcTUR VUF V�7%RdTUR 
%HUTKV�V�7:HURdR
bdFIN%TKVKH?B,PEN�VUT0bdFI[MRdT�] HUFI[ V�7%R `%TUR F,]
R@[�DGR1DED:R1D=V W"Y-RdT���?%7:Pcb�7�PE[_Y-F TURdT TUVKHKPcb@V HUR&��`:PEHUR@[MR@N VUT�FIN V�7%R [MRdTUT2B,JSRdT�?%7:Pcb:7
B,HUR�B,CECcF@? R1D VUF DGR R@N%b@HKW�Y:VUR1D `:N�D:R@HOR BIb:7p9SR@W��

P���	/&2�� # � 	�� (  �  1 "+/ /&� 44"+/ � � /)�  �� ��" �! #" /&��� " � ��� 3 ")( , 6 " .")� ")�%�!/ �  #")�
")� �$()�+*�� " � � �!�! �! #" /$��� " ��"$� �

o RdT?T?B,JSRdT Q"PcFIC B,VKPEN:J ^�FIN%TKVKH?B,PEN�V \ � T b B,N PEN [MF TKV b BIT?RdT�DGR�HUR"? HKPEVKVUR@N D�W
# YZBXDED3PEN:J-%!V�7%R [MRdTUT?B,JSR TUR&��`%R@N%bdRc? PEV�7 Y:`:D:CEPcb NZB,[MRdT(N%FIV(`%TUR1D=B,N W�?%7%R@HUR_R@CcTUR
PEN V�7%R Y:HUF"bdRdTUT�� 6 7%RdTUR NZB,[MRdT b B,N V�7%R@N DGR b B,`:J[7 V D W YZB,VKVUR@HKN B [�B,VUb:7:PEN:JMPEN V�7%RD:Rdb@HKW�Y:V B Y:HUF"bdRdTUT��
P���	/&2�� # � 	���(  ��$� 6 � ��")�

K1

� / �4/7" � �-, ")� �&(+�+*�� ��� , �! #")( ��"$�
K2

�!� * .1� �+"
i
�!�

�! #" � "+/ /&� 44"
�
�! #")� ��")�

K1

���4/$� � " ��")( 3 " � /&" ���-,�")� �&(+�+*�� ���%���! � � 4 " . /&" �! ����
K2

�!� * .1� �+"
i
�
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a�PEN%bdRO?�Rc7ZBdQSR N%F N%FIVKPcFIN�F,] TK`:D:V W"Y:PEN:J PEN=V�7%R V W"Y-R TKW3TKVUR@["��? R N%RdR1D=bdFIN BTKVKH?B,PEN�V \ � W VUF_R@N%TK`:HUR�V�7ZB,V
V�7%R(VUR@HK[MTt?%7:Pcb�7 B,HUR�R@N%b@HKW"Y:VUR1D PEN B J PEQSR@N�YGF TKPEVKPcFIN
`%TKPEN:J�V�7%R T?B,[MR�9SR@W��ZB,HUR F,]�V�7%R�T?B,[MR V�W�YGR��

P���	�&2���# � 	��D(  ,�$� 6�� ��"$�
K1

� / �4/7" � �-, "$� �$()� * � � ��")�
K2

")���! #")( ��� ( " �&� . �
,�( �! (2,��/4� . ���4")( " � ")� �$()�+*�����,�� /

�
�! ")�

K2

��� /)� ��" ��")( 3 " � /&" � �-,
")� �&(+�+*��
K1���!( " �&� . � ,�( �! (2,��/4� �. ���4")( " ��")� �$()�+*���� ,�� / �

6 FMPECECE`%TKVKH?B,VUR0?�BdW ^�FIN%TUVKH?B,PEN V \ � ~ PcT N%RdR1D:R1D��ZbdFIN%TKP¹D:R@HOV�7%R VC?�F�R@N%b@HKW"Y:VKPcFIN%T
{K1}K2

B,N�D
{K2}K1

� � ]�? R VKHKW VUF V W"YGR V�7%R%9SR@W"T��[? R
T?RdR V�7%R Y:HUFID:CcR@["� 6 W"Y:PEN:J
K1

�[? R JSR@V � R@W 8
x1 : ?)[ ]

� $ R b B,N:N%FIV4D:R@VUR@HK[_PEN%R
V�7%R V�W�YGR
B,V�V�7%R � TUY-FIV�DGR�] FIHUR
?�R R�:B,[_PEN%R V�7%R(V W"YGRO] FIH

K2

��?%7:Pcb:7 PcT V�7%R@N � R@W 8
x1

� � R@W 8
x1 : ?)[ ])[ ]

B,N�DM? R
TURdR(V�7%R�PEN 
%N:PEVUR CcF�FIY F,]�R@[!D-R1DED:R1D V W"Y-RdT��

P���	�&2���# � 	�� (  9� � � . � � ��� "+/ ��( " � /&" � ��/ ��"$� / �
^�FIN%TUVKH?B,PEN V \ � �=PcT�N%RdR1D:R1D TKPEN%bdR R@N%b@HKW"Y:VKPcFIN%TMB,HUR B,C ? BdW3T_F,]OV W"YGR L\N �0B,N�D

?�R_b B,N:N%FIV!BXDED=C B,VUR@N V�R)0�Rdb@V(VUF V�7:PcT V W"YGR�� 6 7%R@HUR�] FIHUR��y? R�? PECEC N%FIV DGRMB,D:CcR VUF
# VKH?B,N%T ] R@H�% V�7%ROR)0�Rdb@VUT�] HUFI[ V�7%R YGFIPEN V�F,]�R@N%b@HKW"Y:VKPcFIN�VUF�V�7%R
YGFIPEN V F,]yD:Rdb@HKW"Y:VKPcFIN �

P���	�&2���# � 	�� (  (  � . . � ��� "+/ ���4/$� 3 " � 3 . " �-, � ,�� �-, � . . � ��()��� 3 . ")/ �
6 7%R"
%NZB,CObdFIN%TKVKH?B,PEN�V¬7ZBIT_N%FIV�7:PEN:J VUFÁD:F ? PEV�7 V�7%R R@[�DGR1DED:R1D V�W�YGRdT�� D:`:V

PEN%TKVUR BXD=HUR@C B,VUR1D VUF V�7%R_bdFIHUR ��`ZB,CEPEV W=F,]�bdFIN�VKHUFIC �ZF@? B,NZB,CEW3TKPcT�� � B,[MR@CEW V�7ZB,V PEV
9"N%F@?
T
?%7:Pcb:7�Q B,CE`%RdT �ZFV? ?%7%R@HUR�� ^�FIN%TKP¹D:R@H
V�7%R ] FICECcFV? PEN:J ��� �! Y:HUF"bdRdTUT��

PA(K) , (ν m)〈{{m}
o′A
K [

D:RdTUV
{dX}]}oA

K [
D:RdTKV

{dB}]〉

PB(K) , (; s).
D:Rdb@HKW"Y:V

s
BIT

{;ms}
dB

K [
FIHKPEJ

{oA}]
PEN

0

PSys(K) , (ν K)(PA(K) |PB(K))

��V�PcT�b@CcR B,H V�7ZB,V�V�7%R�#�FI`:VUR@H�%�R@N%b@HKW"Y:VKPcFIN_YGF TURdT N%F T?Rdb@`:HKPEV W�HKPcT:9 �ID:`:V�V�7%R�PEN:N%R@H
R@N%b@HKW"Y:VKPcFIN P ]0R@QSR@H�D:Rdb@HKW�Y:VUR1De? FI`:C¹D [�B-9SR�V�7%R�Y:HUF�bdRdT?T
PEN%TURdb@`:HUR��t=ZFIHKVK`:NZB,VUR@CEW��
PEN V�7:PcT b BITUR���PEV PcT N%R@QSR@HOD:Rdb@HKW"Y:VUR1D���T?F V�7%R Y:HUF�bdRdT?T!PcT T?B ] R���? RM9"N%F@? V�7:PcT PEN
^i=3A � D:`:VS?�R�D:F=N%FIVS7ZBdQSR V�7ZB,VS9"N%F@? CcR1D3JSR PEN FI`:H_V�W�YGR TKW3TKVUR@["� $ 7%R@N%R@QSR@H
TUFI[MR@V�7:PEN:J PcTOR@N%b@HKW"Y:VUR1D&? PEV�7 BS9SR@WÃ?�R)7ZB QSR�VUF BIT?TK`:[MR�V�7ZB,V(B,N WpD:Rdb@HKW"Y:VKPcFIN%T
YGR@H ] FIHK[MR1D D W V�7:PcT�9SR@W bdFI`:C¹D D-ROD:Rdb@HKW"Y:VKPEN:J B,N W�F,] V�7%RM[MRdTUT?B,JSRdT�R@N%b@HKW"Y:VUR1D��
6 7%R@HUR�] FIHUR��:P ]0B,N�R@N%b@HKW�Y:VKPcFIN N%R@QSR@H HUR BIb:7%RdT(B [�B,VUb:7:PEN:J¬D:Rdb@HKW"Y:VKPcFIN �E?�R�b B,N:N%FIV
J `ZB,H?B,N�VURdR\V�7%R T?B,[MR\T?B ] R@V�W_HURdTK`:CEV4? PEV�7 V W"YGROb:7%Rdb�9�PEN:J�� k Rdb B,`%T?R\F,]�V�7:PcT���? R\`%TUR
^�FIN%TKVKH?B,PEN�V \ � \ VUF_R@N%TU`:HUR V�7ZB,V
V�7:PcTtD:F"RdT N%FIVt7ZB,Y:YGR@N �

A BITKVKCEWMV�7%R(bdFIN%TKVKH?B,PEN V�] HUFI[ V�7%R Y:HUR@Q"PcFI`%T b:7ZB,Y:VUR@H�� ��� W �"HUR@J B,H:D3PEN:J V�7ZB,V FIN:CEW
NZB,[MRdT\[�BdW DGR `%TUR1D�PEN YZB,VKVUR@HKN [�B,VUb:7%RdT PcT
TUVKPECEC BITUTK`:[MR1D�VUFS7%FIC¹D FIN=B,N W Y:HUF BbdRdTUT?RdT!FIN ?%7:Pcb:7 V�7%R V W"Y-R�PEN3] R@HUR@N%bdR PcT B,VKVUR@[_Y:VUR1D�� )\V�7%R@H�? PcTUR��0V�7%R R@N%bdF�D3PEN:J
? PECEC�N%FIVOD-R(YGF TUTKPED:CcR(PEN V�7%R�
%HUTUV Y:C BIbdR��
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���=� � ��	��-+l�l� !^� �G� +l�&%���#[�	,
k R�] FIHUR�?�R Y:HURdTUR@N�V�V�7%R B,CEJSFIHKPEV�7:[ ] FIHMV W"YGR�PEN3] R@HUR@N%bdR�`:N�D:R@H FI`:H CEPcTKV F,]�bdFIN BTKVKH?B,PEN VUT���? R N%RdR1D V�? F B,` �"PECEP B,HKW HUR@C B,VKPcFIN%T
VUFS7%R@CEYe? PEV�7�V�7%R([�B,PEN�V?BIT�93T��

6 7%R HUR@C B,VKPcFIN
Kenc : bNc → ℘(V∗)

J B,V�7%R@HUTÃ?%7ZB,V�R BIb�7>9SR@W PcT `%TUR1D VUF
R@N%b@HKW�Y:V�� $ R(N%RdR1D�V�7:PcT
PEN3] FIHK[�B,VKPcFIN�VUFMb@HUR B,VUR V�7%R�R@[!D-R1DED:R1D V W"Y-RdT��

6 7%R=TURdbdFIN�D B,` �"PECEP B,HKW HUR@C B,VKPcFIN
Kdest : bNc → ℘(C)

PcT `%TUR1D VUF J B,V�7%R@H
PEN3] FIHK[�B,VKPcFIN VUF�b@HUR B,VUR V�7%R R@[�DGR1DED:R1D BITUTUR@HKVKPcFIN%T���=%FIH B,CEC½9SR@W3T���? R\J B,V�7%R@H
B CEPcTKV
F,]�?%7:Pcb�7eD:RdTKVKPENZB,VKPcFIN%T\V�7%R@W B,HUR `%T?R1D VUFSD:Rdb@HKW�Y:V
[MRdT?T?B,JSRdT\B,V��

$ R(`%TUR V�7%R ] FICECcF@? PEN:J N%FIV?B,VKPcFIN�] FIH `:Y�D%B,VKPEN:J B FIN%R B VUF B [�B,N�W�HUR@C B,VKPcFINo�

f [n
+
7−→ r] ,

{

f [n 7→ r],
P ]
n /∈

X FI[
(f);

f [n 7→ (r ∪ f(n))],
P ]
n ∈

X FI[
(f).

a�PEN%bdRMB¬9SR@W FIH([MRdTUT?B,JSR b B,N=D-R_B Q B,HKP B,D:CcR��y? R `%TUR
ρ
VUF 
%N�D�?%7ZB,V NZB,[MRdT

[�BdW*DGR D-FI`:N�D VUF PEV���A\T_B bdFIN QSR@N:PcR@N%bdR�� BITUTK`:[MR V�7ZB,V
ρ(bnc) = bnc

] FIH_B,CEC
n ∈ N

� AOCcT?F=BIT?TK`:[MR V�7ZB,V
ρ(bMc) = M

P ]
M

PcTMB,N R@N%b@HKW"Y:VKPcFIN � $ RÃ? PECEC
Y:HURdTUR@N V V�7%R B,` �"PECEP B,HKW HUR@C B,VKPcFIN%T PEN V�7%RO] FIHK[ F,]�VKH?B,N%TKPEVKPcFIN HUR@C B,VKPcFIN%T�?�FIH�9�PEN:JMFIN
B,N R@N%bdF�D:R1D�Y:HUF"bdRdTUT�� 6 7%R\VKH?B,N%TKPEVKPcFIN ] FIHK[�B,V�PcT

Kenc,Kdest, P
M → Kenc,Kdest

�
?%7%R@HUR

PM
PcT
R@PEV�7%R@H\B VUR@HK[

M
FIHOB Y:HUF"bdRdTUT

P

P� .T# � � 	/< { � � � � � #  % K .T� # � � ��	/&
Kenc,Kdest

� ^ � � .T	
ρ
�@5

8 �\R@C
Kenc,Kdest

� B,[MR 9

Kenc,Kdest, n→ Kenc,Kdest

8 �OR@C
Kenc,Kdest

;�B,HKP B,D:CcR 9

Kenc,Kdest, x→ Kenc,Kdest

8 �\R@C
Kenc,Kdest

4�N%b 9
Kenc,Kdest,M1 → K1

enc,K
1
dest · · · Kk−1

enc ,K
k−1

dest,Mk → Kk
enc,K

k
dest

Kenc,Kdest, {M1, . . . ,Mk}M0
→

Kk
enc[v1

+
7−→ (v1 × · · · × vk), . . . , vi

+
7−→ (v1 × · · · × vk)],K

k
dest?%7%R@HUR

ρ(bM0c) = {v1, . . . , vi} ∧ ρ(bM1c) = v1 · · · ρ(bMkc) = vk

8 �\R@C
Kenc,Kdest

)\`:V+9
Kenc,Kdest,M1 → K1

enc,K
1
dest · · · Kk−1

enc ,K
k−1

dest,Mk → Kk
enc,K

k
dest

Kk
enc,K

k
dest, P → K′

enc,K
′
dest

Kenc,Kdest, 〈M1, . . . ,Mk〉.P → K′
enc,K

′
dest

8 �\R@C
Kenc,Kdest

��N 9
Kenc,Kdest, P → K′

enc,K
′
dest

Kenc,Kdest, (M1, . . . ,Mj ;x1, . . . , xk).P → K′
enc,K

′
dest
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8 �\R@C
Kenc,Kdest

� B,H+9
Kenc,Kdest, P1 → K′′

enc,K
′′
dest K′′

enc,K
′′
dest, P2 → K′

enc,K
′
dest

Kenc,Kdest, (P1 |P2) → K′
enc,K

′
dest

8 �\R@C
Kenc,Kdest

�ORdT+9
Kenc,Kdest, P → K′

enc,K
′
dest

Kenc,Kdest, (ν n :
L\N

)P → K′
enc,K

′
dest

8 �OR@C
Kenc,Kdest

�OR@Y:C 9
Kenc,Kdest, P → K′

enc,K
′
dest

Kenc,Kdest, !P → K′
enc,K

′
dest

8 �\R@C
Kenc,Kdest

k R@J PEN 9
Kenc,Kdest, P → K′

enc,K
′
dest

Kenc,Kdest,
DGR@J PEN��

( ~M ).P → K′
enc,K

′
dest

8 �OR@C
Kenc,Kdest

� PEC 9

Kenc,Kdest, 0 → Kenc,Kdest

8 �\R@C
Kenc,Kdest

4�N�D%9
Kenc,Kdest, P → K′

enc,K
′
dest

Kenc,Kdest,
4�N�D

( ~M ).P → K′
enc,K

′
dest

8 �\R@C
Kenc,Kdest

X Rdb@H+9
Kenc,Kdest,M → K′′

enc,K
′′
dest K′′

enc,K
′′
dest, P → K′

enc,K
′
dest

Kenc,Kdest,
D:Rdb@HKW"Y:V

M
BIT

{M1, . . . ,Mj ;xj+1, . . . , xk}M0

PEN�R@N�D
(xk, d).P →

K′
enc,K

′
dest[v1

+
7−→ d, . . . , vi

+
7−→ d]?%7%R@HUR

ρ(bM0c) = {v1, . . . , vi}

��� � � #[� , %'!� ( %^�l� 	 %^�$��
)#�+ � %��-#[� %'# � 	 � � � � �
� (��
6 7%R C BITUV
HUR@C B,VKPcFIN

Γ : N → T
`%TURdT V�7%R PEN3] FIHK[�B,VKPcFIN J B,V�7%R@HUR1D D W V�7%R�B,` �3PECEP B,HKW

HUR@C B,VKPcFIN%T VUF b@HUR B,VUR�V�W�YGRdT�] FIH B,N�W NZB,[MRdT PEN VKHUF�D3`%bdR1D!PEN B�� ������� �����! �Y:HUF"bdRdTUT��
$ 7:PECcR b@HUR B,VKPEN:J V W"Y-RdT ] FIHg9SR@W3T�? R b B,N�N%FIV�B,C ?�B W"T 
%N:PcT�7=V�7%RdTUR TKPEN%bdRc? R N%RdR1D
VUF 9�N%FV? V�7%R�V�W�YGRdT�F,]�?%7ZB,V ? PECECOD-R�R@N%b@HKW"Y:VUR1D ? PEV�7 V�7%Rp9SR@W�� 6 7%R@HUR�] FIHUR�� P ]
?�R B,HUR�[_PcT?TKPEN:J*V�7%R V W"Y-R�F,]�B*bdR@HKV?B,PEN NZB,[MR

n
VUF 
%N:PcT�7 V�7%R V W"Y-R F,]�B 9SR@W��

?�R BXDED5PEN%TKVUR BXD B�Y:C BIbdR"7%FIC¹D:R@H
Hn

] FIH�V�7ZB,V NZB,[MR�� 6 7:PcT�Y:C BIbdR"7%FIC¹D:R@H_PcT!V�7%R@N
HUR@Y:C BIbdR1D R@QSR@HKW�?%7%R@HUR PEN=V�7%R HUR@C B,VKPcFIN ?%7%R@N%R@QSR@H0? R 
%N�D=V�7%R_BIb@VK`ZB,C�V�W�YGR F,]

n
�

6 7:PcTO`:Y�D%B,VUR(PcTtD:FIN%R!BIT ] FICECcFV?
T��

f [n
∗
7−→ r] = g,

?%7%R@HUR

g(x) =

{

r,
P ]
x = n;

f(x)[r/Hn],
FIV�7%R@H�? PcTUR��

6 7%R V�? F Y:HKPE[�B,HKW�HK`:CcRdT ] FIH V�7%R V�W�YGROPEN3] R@HUR@N%bdR B,CEJSFIHKPEV�7:[ B,HUR�a"FIC��\RdT � FIN B9SR@W B,N�D a"FICG�\RdT � R@W�� 6 7%R 
%HUTKV HK`:CcR PcT ] FIHO?%7%R@N V�7%R NZB,[MR PcT N%FIV `%TUR1D BIT
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BM9SR@W&?%7:Pcb�7 ? R�9�N%FV? ]8HUFI[ HUR@C B,VKPcFIN
Kenc

B,N�D TKPE[_Y:CEW `:Y�D%B,VURdT�V�7:PcT NZB,[MR_VUF
D-R F,]�V W"YGR L\N � 6 7%R TURdbdFIN�D=HK`:CcR PcT\] FIHH?%7%R@N�V�7%R NZB,[MR!PcT(`%T?R1D BIT�B 9SR@W B,N�D
CcF�FX93T B,V8?%7ZB,V NZB,[MRdT V�7:PcTi9SR@W�PcT�`%TUR1D VUF R@N%b@HKW"Y:V B,V�?%7:Pcb�7 Y:C BIbdRdT�� k Rdb B,`%TUR F,]
^�FIN%TKVKH?B,PEN V \ � W ? R(b B,N T2B ] R@CEW�BITUTU`:[MROV�7ZB,V R@QSR@HKW"V�7:PEN:J R@N%b@HKW"Y:VUR1D PEN B�TKYGFIV B,HUR
F,] V�7%R(T?B,[MR(V W"YGR�� 6 7:PcT [MR B,N%T%? R l `%TKV CcF�FX9�] FIH P ]�? R�9"N%F@? V�7%R(V W"YGR F,]�FIN%R F,]
V�7%RONZB,[MRdT R@N%b@HKW"Y:VUR1D PEN B!bdR@HKV?B,PEN TKYGFIV�� � ]²?�Rg9"N%F@? PEV���? R PEN%TUR@HKV�PEV��3FIV�7%R@H�? PcTUR
? R�PEN%T?R@HKVOV�7%R�Y:C BIbdR"7%FIC¹D:R@H�� � N�V�7%R!R@N�Dp?�R�JSR@V BMHUR@C B,VKPcFIN�] HUFI[ NZB,[MRdT\VUFMV�7%R@PEH
V W"Y-RdT�?%7:Pcb�7 ? R_b B,N*V�7%R@N�PEN%TUR@HKV�PEN FI`:H�R@N%bdF�D:R1D�Y:HUF�bdRdT?T PEN%TKVUR BXD�F,] V�7%R V W"Y-R
LON � $ R Y:HURdTUR@N�V\V�7%R HK`:CcRdTO] FIHOb@HUR B,VKPEN:J

Γ
? PEV�7 VKH?B,N%TKPEVKPcFIN HK`:CcRdT\B,J B,PEN=B,N�D�V�7%R

VKH?B,N%TKPEVKPcFIN ] FIHK[�B,V
PcT
Γ, P → Γ

?%7%R@HUR
P
PcTOB,N�R@N%bdF�D:R1D ��� �! Y:HUF"bdRdTUT��

P���	/&2����/��� � ��	 � Q
Γ
� < � � .T	

Kenc,Kdest
�@5

8 a"FIC/�OR@Y:C 9
Γ, P → Γ′

Γ, !P → Γ′

8 a"FIC � B,H+9
Γ, P1 → Γ′′ Γ′′, P2 → Γ′

Γ, (P1 |P2) → Γ′

8 a"FIC�)\`:V+9
Γ, P → Γ′

Γ, 〈M1, . . . ,Mk〉.P → Γ′

8 a"FIC ��N 9
Γ, P → Γ′

Γ, (M1, . . . ,Mj , xj+1, . . . , xk).P → Γ′

8 a"FIC k R@J PEN 9
Γ, P → Γ′

Γ,
D-R@J PEN��

( ~M ).P → Γ′

8 a"FIC�4�N�D%9
Γ, P → Γ′

Γ,
R@N�D

( ~M ).P → Γ′

8 a"FIC � PEC 9

Γ, 0 → Γ

8 a"FIC X Rdb@H+9
Γ, P → Γ′

Γ,
D:Rdb@HKW�Y:V

M
BIT

{M1, . . . ,Mj ;xj+1, . . . , xk}M0

PEN
P → Γ′

8 a"FIC/�ORdT � FIN B 9SR@W 9
bnc 6∈

X FI[
(Kenc) Γ[bnc

∗
7−→

L\N
], P → Γ′

Γ, (ν n :
LON

)P → Γ′
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8 a"FIC��\RdT � R@W 9
bnc ∈

X FI[
(Kenc) Γ[bnc

∗
7−→

� R@W
(x1 : T ′

1, . . . , xk : T ′
k, xk+1 :

LON
)[ ~B]], P → Γ′

Γ, (ν n :
LON

)P → Γ′

?%7%R@HUR
Kdest(n) = {d1, . . . , dn}B,N�D ~B =

� DGR@J `:N
(xk+1, d1), . . . ,

� DGR@J `:N
(xk+1, dn)B,N�D

Kenc(bnc) = {(v1,1, . . . , v1,k), . . . , (vj,1, . . . , vj,k)}B,N�D
∀i ∈ [1..k] : (vi,1 ∈

D:FI[
(Γ) ⇒ T ′

i = Γ(vi,1)) ∧
((vi,1 /∈

D:FI[
(Γ) ∧ vi,1 ∈ N ) ⇒ T ′

i = Hvi,1
) ∧

((vi,1 /∈
D:FI[

(Γ) ∧ vi,1 /∈ N ) ⇒ T ′
i =

LON
)

R .���	 � � � ��	 (  � � .8%'0P. d � �L&2� � �W��� � ��	�� 
A R@V

Q
DGR!B � ������� �����! Y:HUF"bdRdTUT��%V�7%R@N

QΓ

PcTOV�7%R�T?B,[MR�Y:HUF�bdRdTUT��%R�3bdR@Y:V(B,N W
HURdTKVKHKPcb@VKPcFIN%T

(ν n : T )
B,HUR�b:7ZB,N:JSR1D TK`%b:7 V�7ZB,V

T = Γ(bnc)
�

P���	 �2.S���W�/ . (  M � .*%'01.>/2	/Q .T ."	��;. ��	K�W-�.>3X	��S��� � 	/<��  � � ��")� � �����! 
* ( ,7� ")/ /

P
�! #��� � ,��76&,�()� /5�-, � ,�� /)��( ���!�%�!/ �� � �-, ���� � �����  #��/5� ��� �/. ��/+� / (ρ, κ, ∅) �/)�#�) �! ����
(ρ, κ) |= P : ∅

��� �
(ρ, κ, ∅)

/$����� /��5")/
F �

�
�
�! #"$�

~n :
L\N

` JP KΓ ��  #"$( "
~n =

] N
(JP KΓ)

�
3 � #$3 0�� . (  ��� /2	/Q .T � 	/< .*%'01.S& � 
^�FIN%TKP¹D:R@HOV�7%R(] FICECcFV? PEN:J R@N%bdF�D:R1D Y:HUF"bdRdTUT��

LPA(K)M = (ν m :
L\N

).〈{m, oA}K〉

LPB(K)M = (; s).
D:Rdb@HKW"Y:V

s
BIT

{;ms, x}K

PEN R@N�D
(x, dB)

JPSys(K)K =
DGR@J PEN��

(oA, dB).(ν K :
LON

)(LPA(K)M | LPB(K)M)

? PEV�7

ρ :

bsc {bmc}bKc

bmsc bmc

= PEHUTKV
TUVUR@Y PcT VUF_b@HUR B,VUR�V�7%R(B,` �3PECEP B,HKW HUR@C B,VKPcFIN%T
Kenc

B,N�D
Kdest

� $ R TUR V�7ZB,V
V�7%R@HUROPcT�FIN:CEWMFIN%ROR@N%b@HKW"Y:VKPcFIN B,N�D FIN:CEW_FIN%Rt9SR@W_PcT�R@QSR@H `%TUR1D ] FIH0V�7ZB,V��"TUF�? ROJSR@V
V�7%R(] FICECcF@? PEN:J��

Kenc :

bKc {bmc}
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B,N�D

Kdest :

bKc {dB}

$ R�B,HUR�N%FV? PEN_BOY-F TKPEVKPcFIN VUF\JSR@N%R@H?B,VUR�V�7%R V�W�YGRdT�� A\Tm? R�YZBITUT V�7%R HURdTKVKHKPcb@VKPcFIN
] FIH

K
? R�7ZB QSR

bKc ∈
D:FI[

(Kenc)
T?F)?�R\`%T?R\V�7%R HK`:CcR 8 a"FIC��ORdT � R@W 9� $ Rg7ZB QSR

Kdest(bKc) = {dB}
TUF V�7%R�R@[�DGR1DED:R1D BITUT?R@HKVKPcFIN ~B =

� D-R@J `:N
(x2, dB)

� � N
b@HUR B,VKPEN:J V�7%R R@[�DGR1DED:R1D V W"YGRdT��r?�RH7ZBdQSR

Kenc = {bmc}
�4=%FIH

bmc
? RH7ZBdQSR V�7ZB,V

PEV�PcT!N%FIV�PEN¦D:FI[
(Γ)

D:`:V!PEV�PcT B NZB,[MR���V�7ZB,V [MR B,N%T�PEVUT![MR@HUR@CEW5B,N*`:N 
%N:PcT:7%R1D
V W"Y-R�T?FS? R�`%TUR V�7%R Y:C BIbdR"7%FIC¹D:R@H

Hm

� 6 FIJSR@V�7%R@H(V�7:PcT
J PEQSRdT
Γ(bKc) =

� R@W
(x1 :

Hbmc, x2 :
LON

)[
� DGR@J `:N

(x2, dB)]
�Q=%FIH(V�7%R HURdTKVKHKPcb@VKPcFIN F,]

m
? R TURdR V�7ZB,V V�7:PcT(PcT

N%R@QSR@H�`%TUR1D�BIT0BH9SR@W_B,N�D_V�7%R@HUR�] FIHUR
`:Y�D%B,VUR
Γ(bmc) =

L\N�B,N�D�B,V�V�7%R T?B,[MR VKPE[MR
`:Y�D%B,VUR B,CEC:F�bdb@`:HKHUR@N%bdRdT�F,] V�7%R�Y:C BIbdR"7%FIC¹D:R@H

Hbmc
PENMB,N W QIB,CE`%RdT�F,]

Γ
?%7:Pcb�7_J PEQSRdT

`%T
Γ(bKc) =

� R@W
(x1 :

L\N
, x2 :

L\N
)[
� D-R@J `:N

(x2, dB)]
�

L\TUPEN:J_V�7%RdTUR(PEN3] R@HKHUR1D�V W"Y-RdT%?�R�b B,N V�7%R@N�`:Y�D%B,VUR V�7%R�R@N%bdF�D:R1D Y:HUF"bdRdTUT VUF �

LPA(K)MΓ = (ν m :
LON

).〈{m, oA}K〉

LPB(K)MΓ = (; s).
D:Rdb@HKW�Y:V

s
BIT

{;ms, x}K

PEN�R@N�D
(x, dB)

JPSys(K)KΓ =
D-R@J PEN��

(oA, dB).(ν K :
� R@W

(x1 :
LON
, x2 :

LON
)[
� DGR@J `:N

(x2, dB)])

(LPA(K)MΓ | LPB(K)MΓ)

◆
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� N V�7%R CEPEJ[7 V F,] V�7%R�HURdTK`:CEVUT�] HUFI[ V�7%R Y:HUR@Q�PcFI`%T b:7ZB,Y:VUR@HUT��t? R Y:HUFIY-F TUR B�N%R"?
bdFIN VKHUFIC �ZF@? B,NZB,CEW3TKPcT DZBITUR1D=FIN=V�7%R!] FIHK[�B,CEPcT?B,VKPcFIN�D�W � PcR@CcTUFIN B,N�D � PcR@CcTUFIN�R@V��
B,C � �GD:`:V `%TUPEN:J V�7%R P¹D:R BIT\] HUFI[ � FIH:D:FIN*B,N�D�j R)0-HUR@W�� T(V W"Y-R TKW3TKVUR@[MT�� 6 7:PcT(N%R"?
[MR@V�7%F�D PcT b B,YZB,D:CcR�F,] QSR@HKP ]8W"PEN:J V�7%R bdFIHKHURdTKY-FIN�D:R@N%bdR(Y:HUFIYGR@HKV W V�7:HUFI`:J[7�V�7%R `%TUR
F,]�D-R@J PEN U R@N�D B,N:N%FIV?B,VKPcFIN%T��OD:`:V PcT TKVKHUFIN:JSR@H PEN V�7%R=TUR@N%TUR V�7ZB,V PEV b B,N QSR@HKP ] W
[�B,N W F,] V�7%R Y:HUF�bdRdT?TURdT_HUR l Rdb@VUR1D D W FI`:H�V�W�YGR TKW3TKVUR@["�8?%7:PECcR TKVKPECECOb B,YZB,D:CcR F,]
QSR@HKP ]8W"PEN:J�V�7%R T?B,[MR!Y:HUF�bdRdTUT?RdTt?%7:Pcb:7 B,HUR!QSR@HKP 
 B,D:CcR D W�FI`:H V W"Y-R!TKW"TUVUR@["� 4�QSR@N
[MFIHUR PEN VUR@HURdTKVKPEN:J��"V�7:PcT�N%R"? B,NZB,CEW3TKPcT0[MR@V�7%F�DMPcT�B,CcT?F�B,D:CcR
VUF QSR@HKP ] WMB,CECZY:HUF"bdRdTUTURdT
?%7:Pcb:7�b B,N DGR�QSR@HKP 
ZR1D D�W�V�7%R!FIHKPEJ PENZB,C�bdFIN VKHUFIC �ZFV? B,NZB,CEW3TKPcT�� $ R)? PECEC HUR�] R@H\VUF
V�7:PcT [MR@V�7%F�D BIT � 2 � � ] FIH � ,��%��( , .'2 .1, � � � � . ��/+� / � ���! � ,�(+( "+/ *#,�� �4"$� � "+/ �

	 ��� � � ,��
	[�
� N V�7%R\FIHKPEJ PENZB,CGbdFIN VKHUFIC �ZF@? B,NZB,CEW3TKPcT���V�7%R\R@HKHUFIH bdFI[_YGFIN%R@N V

ψ
PcT ��"$(&3 ,�/&"(PEN V�7%R

TUR@N%TUR�V�7ZB,V�PEV�PcT B�J CcFIDZB,C�bdFI[_YGFIN%R@N V 8 PEV�PcT�V�7%R0T?B,[MR0B,V�R BIb�7!TKVUR@Y�F,]3V�7%R�B,NZB,CEW3TKPcT+9�
� N�^i="AO^��-V�7:PcT bdFI[_Y-FIN%R@N�V PcT /)�#� �$� ���&� 8 PEV [�BdW D-RcD3P10GR@HUR@N�V�B,VHD3P10�R@HUR@N V TKVUR@Y%T
F,]�V�7%RMB,NZB,CEW"TUPcT+9\TK`%b:7=V�7ZB,V DGR@J PEN=R@QSR@N�VUT [�BdW DGR!bdFICECcRdb@VUR1D�PEN=[!`%b:7 V�7%R T?B,[MR
?�BdW�BIT PEN V�7%R�V W"Y-R�TUW"TKVUR@["�

6 7%RO[�B,PEN P¹D:R B�D-R"7:PEN�D V�7:PcT�N%R"? [MR@V�7%F�D�PcT VUF B,N:N%FIV?B,VUR(R@N%b@HKW"Y:VKPcFIN%T ] FI`:N�D
PEN
ρ
B,N�D

κ
? PEV�7MC B,VUR@N V�R)0GRdb@VUT�PEN_[!`%b:7 V�7%R T?B,[MR%? BdWMBIT�C B,VUR@N V�R)0GRdb@VUT¶? FIH�93T0PEN

FI`:H V�W�YGR TKW3TKVUR@["� )\N%R F,] V�7%R BXD3QIB,N�V?B,JSRdT0VUF V�7:PcT�B,Y:Y:HUFSBIb�7 � bdFI[_YZB,HUR1D_VUF B,N:N%F BV?B,VKPEN:J_V�7%Rg9SR@W3T F,] R@N%b@HKW"Y:VKPcFIN%TOBIT PEN V�7%R(V W"Y-R(TKW3TKVUR@["�"PcT�V�7ZB,V%? R b B,N YGR@H ] FIHK[
B [�`%b�7 
%N%R@H J H?B,PEN%R1D # VKH?B,N%T ] R@H�%\F,]�R)0GRdb@VUT�� $ 7%R@N QSR@HKP ]8W"PEN:J B,N R@N%b@HKW�Y:VKPcFIN �"V�7%R
B,N:N%FIV?B,VUR1DMC B,VUR@N V�R)0GRdb@VUT�[�`%TKV�D-R PEN%b@CE`�D:R1D�PENMV�7%R 8 CcF"b B,C 9

ψ
bdFI[_YGFIN%R@N V�� $ 7%R@N

D:Rdb@HKW�Y:VKPEN:J���? Rc9"N%F@? ] HUFI[ V�7%R
ρ
bdFI[_YGFIN%R@N V�?%7:Pcb�7�R@N%b@HKW�Y:VKPcFIN%T([�B W �ZF@? VUF

V�7:PcTOYGFIPEN V(B,N�D DGR�TK`%bdbdRdTUTK]8`:CECEWpD:Rdb@HKW"Y:VUR1D�� k W R�:B,[_PEN:PEN:J V�7%R B,N:N%FIV?B,VKPcFIN%T(FIN
V�7%RdTUR�R@N%b@HKW"Y:VKPcFIN%T��½? R07ZB QSR�PEN3] FIHK[�B,VKPcFIN=FINe?%7:Pcb:7=R)0�Rdb@VUTt7%R@C¹D B,V\V�7%R�VKPE[MR F,]
R@N%b@HKW�Y:VKPcFIN � 6 7%R_[�B �"PE[!`:[ TUR@V�F,] R)0�Rdb@VUT�?%7:Pcb:7¦? RMb B,N DGR_TK`:HURS?�FI`:C¹DÁ7%FIC¹D

\[\
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B,V V�7:PcT YGFIPEN V8? FI`:C¹D V�7%R@HUR�] FIHURODGR
V�7%ROPEN VUR@HUTURdb@VKPcFIN F,] B,CEC-C B,VUR@N V R)0GRdb@VUT�]8HUFI[ V�7%R
B,N:N%FIV?B,VKPcFIN%T�� A\T\B,N�R�:B,[_Y:CcR��%bdFIN%TUP¹D:R@H
V�7%R(] FICECcF@? PEN:J�Y:HUFIVUF"bdFIC�NZB,HKH?B,VKPcFINo�

J ��$�����S��� v #  �# � � ��	 ! � �W- bE.S< � 	��¸3:	/� 3 � .T	���&Y5
8 T 9

A
��D-R@J PEN�� 8

n
9

8 W 9
A →

�
{n}K8 ~ 9

→ B
�
x8 � 9

B
��D:Rdb@HKW�Y:V

x
BIT

{xn}K8 \ 9
B
��R@N�D 8

xn

9

a�PEN%bdR DGR@J PEN
(n)

PcT�R�3Y-Rdb@VUR1D VUFÁ7%FIC¹D B,V�V�7%R�VKPE[MR F,]�R@N%b@HKW�Y:VKPcFIN �t? Rp? PECEC
B,N:N%FIV?B,VUR1D V�7%R�R@N%b@HKW�Y:VKPcFIN&? PEV�7�V�7%R C B,VUR@N�V\R)0�Rdb@V � D-R@J `:N

(bnc)
PEN�V�7%R�B,NZB,CEW3TKPcT��

6 7:PcT B,NZB,CEW"TKPcT
(ρ, κ, ψ)

��?%7%R@HUR
ψ = ∅

�:PcT
D:R
%N%R1D BIT PEN�V�7%R ] FICECcF@? PEN:J�V?B,D:CcR��

ρ
�

bxc 7→ {bnc}bKc[
� D-R@J `:N

(bnc)]
bxnc 7→ bnc

κ
�
{bnc}bKc[

� D-R@J `:N
(bnc)]

6 7%R TKVUR@Y%T N%RdR1D:R1D5VUF QSR@HKP ] W�V�7:PcT_B,NZB,CEW"TKPcT�� bdFIHKHURdTUY-FIN�D3PEN:J=VUF�V�7%R TKVUR@Y%T PEN
V�7%R Y:HUFIVUF"bdFIC�NZB,HKH?B,VKPcFIN �+? FI`:C¹D DGR�BIT ] FICECcF@?
T��

8 T 9 � C BIbdR V�7%R�R)0�Rdb@V�� D-R@J `:N
(bnc)

PEN V�7%R CcF"b B,C
ψ
bdFI[_Y-FIN%R@N�V��

8 W 95)\`:VKY:`:V BIT HUR@J `:C B,H �����! �� D:`:V B,N:N%FIV?B,VUR R@N%b@HKW"Y:VKPcFIN%T�? PEV�7 V�7%R�CcF"b B,C
ψbdFI[_YGFIN%R@N V�� a�PEN%bdR�V�7%R�CcF"b B,C

ψ
bdFI[_YGFIN%R@N V bdFIN%TKPcTKVUT�F,]MB � D-R@J `:N

(bnc)]R)0�Rdb@V��:V�7%R@N�QSR@HKP ] W V�7ZB,V
〈{bnc}bKc[

� DGR@J `:N
(bnc)]〉

PcT PEN
κ
�

8 ~ 9 ��N:Y:`:V\BIT HUR@J `:C B,H���� �! �
8 � 9Ã= PEN�D V�7%R�PEN VUR@HUTURdb@VKPcFIN F,]�V�7%R�TUR@VUTOF,]�R)0�Rdb@V\B,N:N%FIV?B,VUR1D FIN V�7%R VUR@HK[MTt?%7:Pcb�7

[�B W�DGR)D:Rdb@HKW"Y:VUR1D=B,V\V�7:PcT Y-FIPEN�V��(a�PEN%bdR FIN:CEW
{bnc}bKc[

� DGR@J `:N
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ψ
bdFI[_YGFIN%R@N V�TKPEN%bdR FIN:CEW ,���" F,]



��� � � � � . ��/+� / � � . ")/ ( M

V�7%RdTUR R@QSR@N�VUTS? PECEC�V?B-9SR Y:C BIbdR���B,N�D N%FIV!DGFIV�7 � 6 7%R@HUR�] FIHUR��4? RM? PECEC R�"VUR@N�D V�7%R
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ψbdFI[_Y-FIN%R@N�V��Y? Ri? PECEC3YGR@H ] FIHK[ V�7%R TK`:D%TKVKPEVK`:VKPcFIN
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ψ
TK`%b�7_V�7ZB,V�B,CEC3Q B,HKP B,D:CcRdT

B,V�YGF TKPEVKPcFIN
i
D-R@PEN:J_R@N%b@HKW"Y:VUR1D JSR@VUT TK`:D%TKVKPEVK`:VUR1DÃ? PEV�7
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∀V1, . . . , Vk : ∧k

i=1 Vi ∈ vi ⇒ 〈V1, . . . , Vk〉 ∈ κ

(ρ, κ) |≡ 〈M1, . . . ,Mk〉.P : ψ

8 ^i=3AO^ ��N:Y:`:V+9
∧j

i=1
(ρ, ψ) |≡Mi : vi ∧ (ρ, κ) |≡ P : ψ ∧
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AONZB,CEW3TKPcT+9� 6 7:PcT([MR@V�7%F�D=PcT�B,CcTUF b B,YZB,D:CcR_F,]�QSR@HKP ]8W"PEN:J B,N W"V�7:PEN:Jp?%7:Pcb�7*b B,N�D-R
V W"Y-R
b�7%Rdb:9SR1D�� 6 7%R
HUR1D�T:7ZB,Y-R PEN V�7%R
DGFIVKVUFI[ HUR@Y:HURdTUR@N�VUT�V�7%F TUR
Y:HUF"bdRdTUTURdT4?%7:Pcb:7
b B,N:N%FIV
D-R(QSR@HKP 
ZR1D�PEN R@PEV�7%R@HOF,]�V�7%R [MR@V�7%F�D:T��

6 7%R HKPEJ[7 V_HURdb@V?B,N:J CcR�B,CcTUF=bdFIN%TKPcTKVUT_F,]\V�7%R T2B,[MR V�7:HURdR 
%CECcTO? PEV�7 V�7%R T?B,[MR
HUR@C B,VKPcFIN DGR@VC?�RdR@N�R BIb:7 FIV�7%R@H��0A\T4? R Y:HUF QSR1D PEN ^87ZB,Y:VUR@H � 8 4�N%bdF�D3PEN:J �����! BIT
��������� ��� �! 9��b@HKW"Y:VUF B Y-FIPEN�VUT�b B,N=D-R!VKH?B,N%TKC B,VUR1D PEN VUF DGR@J PEN U R@N�D�R@QSR@N VUT 8 D:`:V
[MF TKV CEP 9SR@CEW N%FIV V�7%R FIV�7%R@H
?�BdW 9� $ R�7ZB QSR PECECE`%TKVKH?B,VUR1D V�7:PcT D�W CcR@VKVKPEN:J�V�7%R(HKPEJ[7 V
HURdb@V?B,N:J CcR�bdFIN V?B,PEN=B bdFIY W F,] V�7%R(CcR�] V
HURdb@V?B,N:J CcR�? PEV�7&D%BIT�7%R1D CEPEN%RdT�� 6 7%R�T:7ZB,Y-RdT
PEN V�7%RcD%BIT�7%R1D�HURdb@V?B,N:J CcR_B,HUR�V�7%R T?B,[MR BITOPEN V�7%R�CcR�] VOHURdb@V?B,N:J CcR VUF�TUPEJ N:P ]8W V�7ZB,V
V�7%R R@N%bdF�D3PEN:J5Y:HUF"bdRdTUT�b B,N:N%FIV [�B-9SR=B,N `:N QSR@HKP ] W B,D:CcR Y:HUF�bdRdTUT QSR@HKP ] W B,D:CcR B,N�D
Q�PcbdR(QSR@HUT?B �

� N�V�7%R_] FICECcFV? PEN:J��m?�R�? PECEC0Y:HURdT?R@N V�V�? F b B,N%FIN:Pcb B,C R�%B,[_Y:CcRdT�F,]
TURdb@`:HUR_Y:HUF BbdRdTUTURdT�B,N:N%FIV?B,VUR1D0? PEV�7!b@HKW�Y:VUF B YGFIPEN VUT B,N�D D-R@J PEN U R@N�D�R@QSR@N VUT��,HURdTKYGRdb@VKPEQSR@CEW��V?%7:Pcb�7
b B,N:N%FIV
D-R(QSR@HKP 
ZR1D��

][~
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Well Analysed

Well Typed

Well Analysed

Well Typed

(Not Verifyable) (Not Verifyable)

Annotated with
Crypto-points:

Annotated with
Begin/End Events:

Encoding

Example 7.1

Example 7.2

x

x

= PEJ `:HUR | � T � $ FIHKC¹D�;\PcR"? F,]�;0R@HKP 
 B,D:CcR � HUF�bdRdTUT?RdT��

3 � #$3 0�� . M  � � v ��	 � � .S � �L# ��� . P� %'0���� � 01� � 	�� { 	L	/�$��# � � ��	�� 
6 7:PcT N%R�3V R�:B,[_Y:CcR_T:7%F@?
T�B Y:HUF"bdRdTUT�B,N:N%FIV?B,VUR1D ? PEV�7 b@HKW"Y:VUF B Y-FIPEN�VUT��y?%7:Pcb�7 PcT
N%FIV QSR@HKP 
 B,D:CcR�R@QSR@N�V�7%FI`:J[7!PEV�J `ZB,H?B,N VURdRdT�D3W"NZB,[_Pcb B,`:V�7%R@N�VKPcb@PEV W�� ��N�V�7%R�Y:HUF"bdRdTUT��
PA

FI`:VKY:`:VUT
B,N R@N%b@HKW"Y:VKPcFINÃ? PEV�7 b@HKW�Y:VUF B YGFIPEN V oA

B,N�D¬?�B,PEVUT�] FIH B,N PEN:Y:`:V�� 6 7%R
Y:HKPEN%b@PEYZB,C

PB

?�B,PEVUT ] FIH�B,N�PEN:Y:`:V VUFÃD:Rdb@HKW�Y:V��y?%7:Pcb�7�[�BdW=FIN:CEW FIHKPEJ PENZB,VUR ] HUFI[
oA

��AO]8VUR@H0B(TK`%bdbdRdT?T ]8`:CED:Rdb@HKW"Y:VKPcFIN �
PB

FI`:VKY:`:VUT B N%R"? R@N%b@HKW"Y:VKPcFIN�? PEV�7Mb@HKW"Y:VUF BYGFIPEN V
oB

`%TKPEN:J V�7%R�T?B,[MR�9SR@W�� 6 7%R�9SR@W=PcT�T?Rdb@HUR@V!TUF B,N B,VKV?BIb:9SR@Hc? PECEC0N%FIV�DGR
B,D:CcR VUF_] FIHKJSR R@N%b@HKW"Y:VKPcFIN%T��



� (

PA(K) , (ν m)〈{m}oA

K [
D:RdTKV

{dA, dB}]〉.

(; y).
D:Rdb@HKW�Y:V

y
BIT

{;my}
dA

K [
FIHKPEJ

{oA, oB}]
PEN

0

PB(K) , (;x).
D:Rdb@HKW"Y:V

x
BIT

{;mx}
dB

K [
FIHKPEJ

{oA}]
PEN

(ν n)〈{n}oB

K [
D:RdTKV

{dA}]〉

Psys , (ν K)(PA(K) |PB(K))

$ R!b B,N:N%FIV�
%N�D=B,N=BIbdbdR@Y:V?B,D:CcR_B,NZB,CEW3TKPcT VUF�V�7%R FIHKPEJ PENZB,C�bdFIN VKHUFIC��ZF@? B,NZB,C BW"TKPcT!DGRdb B,`%TUR V�7%R B,NZB,CEW3TKPcTO7ZBIT N%F=bdFIN%bdR@Y:V F,]\CEPEN%R B,HKPEV W PEN YGF TUTKPED:CcR HUR1D3`%b@VKPcFIN
TUR&� `%R@N%bdRdT�� a�PEN%bdR DGFIV�7 R@N%b@HKW�Y:VKPcFIN%T0? PEV�7*b@HKW�Y:VUF B YGFIPEN VUT oA

B,N�D
oB

[�BdW �ZF@?
FIN V�7%R_R@V�7%R@H 8 P � R��!PcT�9�N%FV? N�VUF B,N�B,VKV?BIb�9SR@H+9��V�7%R@W [�`%TKV DGFIV�7=D-R PEN%b@CE`�D:R1D=PEN
V�7%R

κ
bdFI[_Y-FIN%R@N�V�� 6 7%RMB,NZB,CEW"TKPcT(HK`:CcRdT0? PECEC�V�7%R@N�D-R@CEPcR@QSR V�7%R_R@N%b@HKW"Y:VKPcFINÁ? PEV�7

b@HKW�Y:VUF B YGFIPEN V oB

[�BdW*B,HKHKPEQSR B,V
dB

� R@QSR@N5VUFI`:J[75PEV�PcT�N%FIV!Y-F T?TKPED:CcR�TKPEN%bdR�PEV�PcT
FIN:CEW b@HUR B,VUR1D C B,VUR@HOPEN B,N W HUR1D3`%b@VKPcFIN TUR&��`%R@N%bdR��

A R@V `%T R�:B,[_PEN%RH?%7 W PEV PcT N%R@PEV�7%R@H YGF TUTKPED:CcR\VUF V W"Y-R b:7%Rdb�9 PEV N%FIH�QSR@HKP ]8W PEV PEN
V�7%R(N%R"? bdFIN VKHUFIC �ZF@? B,NZB,CEW3TKPcT��140N%bdF�D3PEN:J

Psys

�¸?�R JSR@V��

LPA(K)M , (ν m :
L\N

)〈{m, oA}K〉.

(; y).
D:Rdb@HKW�Y:V

y
BIT

{;my, oy}K

PEN�R@N�D
(oy, dA)

LPB(K)M , (;x).
D:Rdb@HKW"Y:V

x
BIT

{;mx, ox}K

PEN
R@N�D

(ox, dB).(ν n :
L\N

)〈{n, oB}K〉

JPsysK ,
D-R@J PEN��

(oA, dA).
D-R@J PEN��

(oA, dB).
DGR@J PEN��

(oB , dA).

(ν K :
LON

)(LPA(K)M | LPB(K)M)

$ R�b B,N:N%FIV�
%N�D BMTUFICE`:VKPcFIN VUF_V�7%R�V�W�YGR�TKW3TKVUR@[ DGRdb B,`%TUR�?�R�N%RdR1D VUF�
%N�D B
D:R@Y-R@N�D:R@N�V\V�W�YGR(] FIH

K
FIN V�7%R(] FIHK[ � R@W

(z1 :
LON
, z2 :

LON
)[
� DGR@J `:N

(z2, dA),
� DGR BJ `:N

(z2, dB)]
� 6 7%R(VC? F�D-R@J `:N R)0�Rdb@VUTOB,HUR(N%RdR1D:R1D VUF bdFI`:N V BITOB b@HUR1D3PEV
VUF@? B,H:D:T

V�7%R=VC? F R@N�D R@QSR@N VUT�� f\FV? R@QSR@H���?%7%R@N R@N%b@HKW"Y:VKPEN:J V�7%R�[MRdTUT2B,JSR=PEN
PB

� V�7%R
D:R@Y-R@N�D:R@N�V�QIB,HKP B,D:CcRdT�PEN�V�7%R C B,VUR@N V�R)0�Rdb@VUT(JSR@V�TK`:D%TKVKPEVK`:VUR1D ? PEV�7*BIb@VK`ZB,C�Q B,CE`%RdT
TK`%b:7�V�7ZB,V V�7%R�BIT?TUR@HKVKPcFIN%T � D-R@J `:N

(oB , dA)
B,N�D � DGR@J `:N

(oB , dB)
[�`%TKV)7%FIC¹D�� A T

� D-R@J `:N
(oB , dB)

D:F"RdT ��,���7%FIC¹D���PEV PcT N%FIV�YGF TUTKPED:CcROVUF 
%N�D B�V�W�YGR ] FIH
K

VUF![�B-9SR
V�7%R(Y:HUF�bdRdTUTt? R@CEC B V W"YGR1D��

$ R_b B,N:N%FIV 
%N�D*B,N*BIbdbdR@Y:V?B,D:CcR B,NZB,CEW"TKPcT�VUF V�7%R_N%R"? bdFIN VKHUFIC��ZF@? B,NZB,CEW3TKPcT
DZBITKPcb B,CECEW D-Rdb B,`%T?R�F,]0V�7%R T?B,[MR�HUR BITUFIN V�7%R!FIHKPEJ PENZB,C�bdFIN VKHUFIC��ZFV? B,NZB,CEW3TKPcTO] B,PECcT��
6 7%R

κ
bdFI[_YGFIN%R@N VOPEN V�7%R�CcR BITKVOTUFICE`:VKPcFIN�PcT

κ
�

{m, oA}K [
� DGR@J `:N

(oA, dA),
� D-R@J `:N

(oA, dB),
� DGR@J `:N

(oB , dA)]
{n, oB}K [

� DGR@J `:N
(oA, dA),

� D-R@J `:N
(oA, dB),

� DGR@J `:N
(oB , dA)]

� N V�7%R b BITUR F,]�B,N W R@N%bdF�D:R1D Y:HUF"bdRdTUT���B,CEC�D-R@J PEN�R@QSR@N�VUT Y:HURdbdR1D:RdT(V�7%R R@N VKPEHUR
Y:HUF�bdRdTUT TK`%b:7!V�7ZB,V�V�7%R@W�? PECEC�7%FIC¹D�FIN�V�7%R�Y-FIPEN�V F,]�D:Rdb@HKW"Y:VKPcFIN � 6 7%R@HUR0PcT�V�7%R@HUR�] FIHUR
N%F
N%RdR1D VUFOR�%B,[_PEN%R�V�7%R�TUR@VUT F,]ZC B,VUR@N V�R)0�Rdb@VUT�B,V V�7%R Y-FIPEN�V F,]+D:Rdb@HKW"Y:VKPcFIN � $ 7%R@N
QSR@HKP ]8W"PEN:J
V�7%R0R@N�D�Y:HUF�bdRdTUT�� V�7%R�B,NZB,CEW3TKPcT�HK`:CcRdT}? PECEC�
%N�D�V�7ZB,V�D-FIV�7

oA

B,N�D
oB

[�B W
D-R DGFI`:N�D=VUF

ox

� 6 7:PcT [MR B,N%T V�7ZB,V DGFIV�7 � DGR@J `:N
(oA, dB)

B,N�D � D-R@J `:N
(oB , dB)
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PcT_HUR&��`:PEHUR1D VUF 7%FIC¹D�� R@QSR@N V�7%FI`:J[7 FIN:CEW V�7%R ] FIHK[MR@HS7%FIC¹D:T�� 6 7%R@HUR�] FIHUR���V�7%R
ρbdFI[_YGFIN%R@N V b B,N:N%FIV
D-R�R@[_Y:V W��

◆

3 � #$3 0�� . M  � � v ��	 � � .S � �L# ��� . P��� �.S&�0P��	/�/."	��;. { 	L	�� ��# � � ��	�� 
^�FIN%TKP¹D:R@HOV�7%R(] FICECcFV? PEN:J�Y:HUF"bdRdTUT��

PA(K) ,
DGR@J PEN

!(K).〈K〉

PB(K) , (K; ).
R@N�D

(K)

Psys , (ν K)(PA(K) | PB(K))

= PEHUTKV F,] B,CEC �3V�7:PcT�Y:HUF"bdRdTUTi7ZBIT N%F PE[_[MR1D3P B,VUR R&� `:PEQ B,CcR@N V
b@HKW"Y:VUF B Y-FIPEN�VOB,N:N%F BV?B,VKPcFIN ��BIT!PEVOD:F�RdT N%FIV [�B-9SR `%T?R�F,]\R@N%b@HKW"Y:VKPcFIN%T�� 6 7:PcT PcT)? BdW*PEV PcTcD:R@Y:Pcb@VUR1D
FI`:VUTKP¹D:R�V�7%R0D%BIT�7%R1D HURdb@V?B,N:J CcR PEN&= PEJ `:HUR | � T �

��N�V�7:PcTOY:HUF�bdRdTUT��
PA

B,N�D
PB

T:7ZB,HURdT\BMT?Rdb@HUR@V
NZB,[MR
K
� ��[�B,J PEN%R V�7ZB,V\V�7%R@HUR

PcT\N%F�CcFIN:JSR@H B�N%RdR1D�] FIHOPEV VUF�DGR�T?Rdb@HUR@V�� TUF
PA

Y:`:D:CEPcT:7%RdT\PEV\] FIH B,N WSFIN%R VUF TURdR��
6 7%R Y:HUF"bdRdTUT PcT HUFID:`%TKVKCEW T?B ] R BIT
B,N B,VKV?BIb:9SR@H\b B,N:N%FIVt9�N%FV? V�7%R(NZB,[MR

K
D-R�] FIHUR

PEV PcT Y:`:D:CEPcT�7%R1D D W
PA

��B,N�D DGR�] FIHUR!V�7ZB,V�7ZB,Y:Y-R@N%T��
PA

7ZBIT(PcTUTK`%R1D=BMDGR@J PEN
!(K)R@QSR@N�V��

$ R(b B,N:N%FIV 
%N�D B!TUFICE`:VKPcFIN VUF V�7%ROV�W�YGR(TKW"TUVUR@[ DGRdb B,`%TURH? R N%RdR1D VUF�# VKH?B,N%T B] R@H�%�V�7%R�R)0�Rdb@V � DGR@J `:N
(K)

]8HUFI[
PA

VUF
PB

�
A T
V�7%R@HUR!B,HUR!N%F�R@N%b@HKW"Y:VKPcFIN%T��GB,N�D
7%R@N%bdR N%F09SR@W3T���V�7:PcT b B,N:N%FIV DGRgD:FIN%R��P)O]�V�7%R T?B,[MR\HUR BITUFIN ��PEV PcT N%FIV YGF TUTKPED:CcR\VUF

%N�D B,N BIbdbdR@Y:V?B,D:CcR�B,NZB,CEW"TUPcTt? PEV�7

ψ = ∅
�

◆



� �������	��
 �

� ����� � � �������

6 7%R JSFSB,C%F,]-V�7:PcT�Y:HUF l Rdb@V�? BIT�VUF R�:B,[_PEN%R V�7%R�HUR@C B,VKPcFIN%T�7:PEY�D-R@V�? RdR@N�bdFIN�VKHUFIC �ZF@?
B,NZB,CEW"TKPcT B,N�D�V W"YGR�b:7%Rdb�9�PEN:J�� 6 7:PcT�HUR@C B,VKPcFIN%T�7:PEY ? BIT!R�%B,[_PEN%R1D D�W�CcF�FX9"PEN:J B,V
?%7%R@V�7%R@H�FIH N%FIV PEV PcT(YGF TUTKPED:CcR VUF�D3`:Y:CEPcb B,VUR�B QSR@HKP 
Zb B,VKPcFIN�] HUFI[ FIN%R VURdb:7:N:P��`%R
PEN V�7%R FIV�7%R@H�� $ R b�7%F TUR V�7%R bdFIN VKHUFIC��ZFV? B,NZB,CEW"TKPcT B,N�D V�7%R	��� �! b B,Ccb@`:CE`%T
BIT Y:HURdTUR@N VUR1D5PEN � k�k X

+
Z[~ � �}?%7%R@HUR B,N5B,`:V�7%R@N�VKPcb B,VKPcFIN Y:HUFIY-R@HKV�W ?�BIT�TUY-Rdb@P 
ZR1D

`%TKPEN:J\b@HKW"Y:VUF B Y-FIPEN�V0B,N:N%FIV?B,VKPcFIN%T�� $ R4D:R@QSR@CcFIYGR1D B
V W"Y-R1D!QSR@HUTKPcFIN F,] �����! �`%TKPEN:J
bdFIHKHURdTKY-FIN�D:R@N%bdR BIT?TUR@HKVKPcFIN%T��\B,N�D bdFIN%TKVKHK`%b@VUR1D B*V W"YGR TUW"TKVUR@[ ] FIH QSR@HKP ] W�PEN:J B
bdFIHKHURdTKY-FIN�D:R@N%bdR�Y:HUFIY-R@HKV�W���AON�R@N%bdF�D3PEN:J
] HUFI[ ��� �! Y:HUF"bdRdTUTURdT�VUF �������!� ��� �! 
Y:HUF�bdRdTUT?RdTm? BIT0bdFIN%TKVKHK`%b@VUR1D��"B,N�D!PEV�? BIT�Y:HUF QSR1D_V�7ZB,V�V�7%R R@N%bdF�D3PEN:J Y:HURdTUR@HKQSRdT�V�7%R
T?B ] R@V�W Y:HUFIY-R@HKVKPcRdT F,]�V�7%R�FIHKPEJ PENZB,C�Y:HUF"bdRdTUT��i=:`:HKV�7%R@HK[MFIHUR��-PEV
? BITOT�7%FV? N&7%FV? VUF
bdFIN%TKVKHK`%b@V�B�TUR@V F,]�V W"YGR
D:R
%N:PEVKPcFIN%T ] FIH B,N R@N%bdF�D:R1DMY:HUF"bdRdTUT���TK`%b:7 V�7ZB,V�PEV8? FI`:C¹D
[�B-9SR\V�7%R T?Rdb@`:HKPEV W�Y:HUFIYGR@HKVKPcRdT QSR@HKP 
 B,D:CcR(PEN V�7%R(V W"YGR TUW"TKVUR@[ P ]�V�7%R bdFIN�VKHUFIC��ZF@?
B,NZB,CEW"TKPcT!F,]
V�7%R�FIHKPEJ PENZB,C#�����! QSR@HUTKPcFIN 7ZBXD N%F b@HKW�Y:VUF B YGFIPEN V Q�PcFIC B,VKPcFIN%T J PEQSR@NbdR@HKV?B,PEN bdFIN%TKVKH?B,PEN VUT FIN V�7%R ��� �! Y:HUF"bdRdTUT��

A BITKVKCEW��X?�R b@HUR B,VUR1D_B N%R"? bdFIN VKHUFIC �ZFV? B,NZB,CEW3TKPcT DZBITUR1D FIN!V�7%R�FIHKPEJ PENZB,C%B,NZB,CEW BTKPcT��ID:`:V0`:VKPECEPcTKPEN:J�D-R@J PEN U R@N�D B,N:N%FIV?B,VKPcFIN%T0PEN%TKVUR BXDMF,]�b@HKW"Y:VUF B Y-FIPEN�VUT�� $ R
T�7%FV? R1D
V�7ZB,V�V�7:PcT N%R"? B,NZB,CEW3TKPcT�PcT b B,YZB,D:CcR F,] QSR@HKP ] W"PEN:J_B,N�W Y:HUF"bdRdTUTi?%7:Pcb:7 PcT QSR@HKP ] W B,D:CcR
D W R@PEV�7%R@H
V�7%R V W"YGR TKW"TUVUR@[ FIH��:V�7:HUFI`:J[7 R@N%bdF�D3PEN:J��%V�7%R FIHKPEJ PENZB,C B,NZB,CEW3TKPcT��

]Y|
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 � ��
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�������������������! " $#�%'&(�")+*,#�).-/# ='?.02143
M ::= 576989:<;

n =�>@?BA (n ∈ N )

x C'>@DFEG>@HJIKA (x ∈ X )

{M1, . . . ,Mk}M0 LFM ?N?BAPOFDFEKQRAP=SQPD MUT OFEKVW=
P ::= XY8FZ�[\69;\;]69;

0 =JE^I
〈M1, . . . ,Mk〉.P VW_JO T _JO
(M1, . . . ,Mj ;xj+1, . . . , xk).P E^= T _JO
P1 |P2 T >@D\>@I^IKAPI(Q]VW? T V L E^OFEKVW=
(ν n)P D`A L OFDFEKQPOFEKVW=
!P D`A T I^EKQ�>@OFEKVW=a A]QPD MbT O M > L {M1, . . . ,Mj ;

xj+1, . . . , xk}M0
E^= P L`M ?N?BAPOFDFEKQ a A]QPD MbT OFEKVW=

HcAPd'E^= � (M1, . . . ,Mk).P HcAPd'E^=�e7APCfAP=gO
AP= a (M1, . . . ,Mk).P AP= a e7APCfAP=UO

����hWi�jf�ki�h@�Sl"mRhn��jfoUp�pNq � i(rtsJ�SluoU�(jfov�Y�w���! $ "#�%'&(�")+*,#c)4-/# ='?x0(1��
P ≡ Q

3
P ≡ P y{z}|�~4z��UOFDF_SQPO.�.A9���
P ≡ Q⇒ Q ≡ P y{z}|b~4z��UOFDF_SQPO�� M ?N?��
(P ≡ Q ∧Q ≡ R) ⇒ P ≡ R y{z}|�~4z��UOFDF_SQPO.��D\>@= L �
P ≡ Q⇒ P |R ≡ Q |R y{z}|�~4z��UOFDF_SQPOx�2>@D��
P | 0 ≡ P y{z}|�~4z��UOFDF_SQPO.�/>@D � APD`Vg�
P |Q ≡ Q |P y{z}|b~4z��UOFDF_SQPO.�/>@Dxz}VW?N?��
(P |Q) |R ≡ P | (Q |R) y{z}|�~4z��UOFDF_SQPO.�/>@D4~ L`L VbQk�
P ≡ Q⇒!P ≡!Q y{z}|�~4z��UOFDF_SQPOx�4A T It�
!P ≡ P | !P y{z}|b~4z��UOFDF_SQPO.�4A T I��/>@D��
P ≡ Q E�� P >@= a Q >@D`A α e7Q]VW=gCfAPDFOFE^HJIKA y{z}|�~4z��UOFDF_SQPO.~.I TJ� >f�
(ν n1)(ν n2)P ≡ (ν n2)(ν n1)P y{z}|�~4z��UOFDF_SQPOx�4A L �

�'�
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(ν n)0 ≡ 0 y{z}|�~4z��UOFDF_SQPO.�4A L  E^It�
(ν n)(P |Q) ≡ P | ((ν n)Q) E�� n /∈ � = (P ) y{z}|�~4z��UOFDF_SQPO����bOFDF_ L EKVW=Y�

���!ogh@���kru�Y�(�Sl4�co�� �S���krujfpB�Y� ���! $ "#�%'&(�")+*,#c)4-/# ='?.021��
P → P ′ 3

y{z}|�~4z �/>@D��
P → P ′

P |Q→ P ′ |Q

y{z}|b~4z �4A L �
P → P ′

(ν n)P → (ν n)P ′

y{z}|�~4z����U_JE^CS�
P ≡ Q ∧Q→ Q′ ∧Q′ ≡ P ′

P → P ′

y{z}|�~4z���� �
∧j

i=1
TMiU = TM ′

iU

〈M1, . . . ,Mk〉.P1 | (M ′
1, . . . ,M

′
j ;xj+1, . . . , xk).P2 →R

P1 | P2[xj+1 7→Mj+1, . . . , xk 7→Mk]

y{z}|�~4z���A]QPD��
∧j

i=0
TMiU = TM ′

iUa A]QPD MbT O {M1, . . . ,Mk}M0
[ ~B] > L {M ′

1, . . . ,M
′
j ;xj+1, . . . , xk}M0

E^= P →

P [xj+1 7→Mj+1, . . . , xk 7→Mk]

y{z}|�~4z� ,APd'E^=Y�
P → P ′

HcAPd'E^= � ( ~M ).P → H�APd'E^= � ( ~M ).P ′

y{z}|b~4z!� = a �
AP= a ( ~M ).P → P



� ���������	��
��	

� ~4H�> �'������� ~.H�> a E � �bA]QPD`A]Q M H M O MbT E^=JdBE^= L A]QP_JDFE^O M T D`VWO`VUQ]VWI L ��� Z��b8 �����(Z��5��J6�� �"!$#&% � y('f�*),+�% �.- +0/ � #21 �'�'�&�
� ~x|43&1 �5��� ~.H�> a E�>@= a z � |SVW_JDF=SAPO �6� VWHJE^IKA C'>@I^_SA L #�=SA87�=�>@?BA L #�>@= a

L A]QP_JD`A Q]VW?N?R_J=JEKQ�>@OFEKVW= � � =:9<;=96>@? ACBEDF9,8 Z�[�6`6HG�
 �JI@;BZ�� 5���65K � 5��� �"!ML&NPO69=>"�RQTSUL&NPO6� ��V ;XWW:.X�Z@;�
 �b: Z��:9}8�
 ��[�
 X �^6�; ZH�
X�8 ZYI'8��W: : 
 �JI �Z���JI��[�\Ig6�;8# T >@dfA L 1\3P% - 1]1\' � ~4z � �!D`A L`L #_^]3]3&1 �

� ~R` � + ����� ~.H�> a E�>@= a ~ � � � ` VWD a VW= � ~ Q�>@IKQP_JI^_ L � VWD+QPD MbT O`VWd'D\> TJ� EKQ
T D`VWO`VbQ]VWI L )!� � A LFT E�Q�>@IKQP_JI^_ L � � =ba�Z��b8P5��c� �"!d� Z��\��698`6��Y[\6<Z��
� Z':4X �b57698e����G$� ZW: : ��� 
 [Y�'5 
 Z��J;<Lc6F[ �U8�
u5fW]# T >@dfA L ~'�.- %J+ � ~4z �
�!D`A L`L #g1 �'� + �

� ~R` � / ����� ~.H�> a E�>@= a ~ � � � ` VWD a VW= � ~�HJE L E^?R_JIG>@OFEKVW= ?BAPO � V a � VWDQPD MbT O`VWd'D\> TJ� EKQ T D`VWO`VUQ]VWI L � QRZW8HG�
 [ � � Z��c� ZW:.X ��5 
 �hI]#'Jy�%U�*)i^ � + -�~ 3 ~ #j1 �'� / �
� ~  3]' � � �_k�� ~.= a APD L AP=v>@= a z � � �  EKAPI L AP= � �UO\>@OFEKQ C'>@I^E a >@OFEKVW= V@�/CfVWOFE^=Jd

T D`VWO`VbQ]VWI L �=� > L O`APD\l L O � A L E L # � =�� VWDF?�>@OFEKQ L >@= a � >@O � AP?�>@OFEKQ�>@I� V a API^I^E^=Jd_#S��A]Q � =JEKQ�>@Ijm.=JE^CfAPD L E^O M V@� ��AP=J?�>@DHno# ����me#_^]3]3]' �
�  ,~  � 3 �5���  }_JDFD`V\7 L # �p� ~.H�> a EU#�>@= a � �  A]A a � >@? � ~�IKVWd'EKQ V@�

>@_JO � AP=UOFEKQ�>@OFEKVW= � � �"!�VS8����S; � � ZW:.X ��5 � LqW@;95 � #[/Jy�1k�*)r1\/ -�~'� #21 �'� 3 �
�   � + 3 ~�� z �  }V a APEU# ���  }_SQ �J� VWI^OHsC#�� � ��APdg>@=SV[#S| �  EKAPI L VW=g#S>@= ake�  EKAPI L VW= � ~._JO`VW?�>@OFEKQ CW>@I^E a >@OFEKVW= V@� T D`VWO`VbQ]VWI�=�>@DFD\>@OFEKVW= � �7=X�8 Z�[�6`6HG�
 �JI@;BZ���BCtW5��uNHv=v6vw� ZW:.X ��57698TL�6F[��b8 
 5fW a�Z����oGC�'5 
 Z��J;x ZW8Xy�;z��Z�X|{X�"L&a x BEtX}P# T >@dfA L 1\^ �.- 18%E3&#�^]3]3 ~&�
�   � + 3P% � z �  }V a APEU# ���  }_SQ �J� VWI^OHsC#�� � ��APdg>@=SV[#S| �  EKAPI L VW=g#S>@= a ke� �+E^E L EKAPI L VW= � z}VW=UOFD`VWI���V.7 >@=�>@I MbL E L Q�>@=�~S= a =SA87 �Y>\7 L O`VbV � �7=9,8 Z�[�6`6HG�
 �JI@;BZ�� x ZW8zyk;z�bZ�X Z���N\;�; �S6�; 
 � 5���6�V2��6FZW8*W�Z���Lc6F[��b8 
 5fW

{ x N]V2L�A��0}P#_^]3]3P% �
�  �   3&1�> � z �  }V a APEU#S� � ��APdg>@=SV[#S| �  EKAPI L VW=g#�>@= a ke� �+E^E L  EKAPI L VW= � �bA]QP_JDFE^O M>@=�>@I M�L E L _ L E^=Jd ��V\7�IKVWd'EKQ L � �7=�� �b898F6��Y5<VS8F6���G@; 
 ��V2��6FZ'8F6P5 
 [Y���

+h1



��� �4A9� APD`AP=SQ]A L

� ZW:.X ��57698TLc[�
 6��Y[\68# T >@dfA L ']^]' - 'P%E^ ��� VWDFI a �bQPEKAP=UOFEZ~�QR� _JHJI^E L`� E^=Jdz}V � # � =SQ � #_^]3]3&1 �
�  � � 3&1PH � z �  ,V a APEU#J� � �xAPdg>@=SV[#Y| �  EKAPI L VW=g#S>@= a k�� �4E^E L  EKAPI L VW= � �UO\>@OFEKQ>@=�>@I M�L E L � VWD O � A π e7Q�>@IKQP_JI^_ L 7 E^O � > TJT I^EKQ�>@OFEKVW=vO`V L A]QP_JDFE^O M �NHQ a���V���> D�N �\�]ZW89: �'5 
 Z��b����G � ZW:.X ��5U�'5 
 Z��p{,�PZW89:�698�� W

N �\�]ZW89: �'5 
 Z��$����G$� Z���5 8FZ�� }P# 1 � /&#q^]3]3&1 �
�  � 3P% �����  }_SQ �J� VWI^OHsC# ke� �+E^E L  EKAPI L VW=g#S>@= a | �  EKAPI L VW= � ~ Q�>@IKQP_JI^_ L � VWDQ]VW=UOFD`VWI���V\7 >@=�>@I MbL E L V@� L A]QP_JDFE^O MwT D`VWO`VUQ]VWI L � N ��57698����'5 
 Z������� Z��U8������2Z�� N �\�]ZW8�: �'5 
 Z�� Lc6F[��b8 
 5fW]#q^Jy ~ eU%U�*)r18%E' - 1 � +h# ^]3]3P% �
� ����/&1 � � � ��VWIKAPC�>@= a ~ � z � �$>WV � �.= O � A L A]QP_JDFE^O M V@� T _JHJI^EKQTnfA M

T D`VWO`VbQ]VWI L � � =b9}8FZ�[\6`6HG�
 �JIW;NZ�� 5��J6�KEKg5�� NHv6v=v LqWW:4XJZ@; 
 �U: Z��
a�Z����oGC�'5 
 Z��J;RZ��c� ZW:.X ��57698TL�[ 
 6���[\68# T >@dfA L ~ ']3 -�~ 'C+h#21 � /&1 �

� |"` � 3]' � z � |�VW_JDF=SAPO\#S~ � � � ` VWD a VW=g#�>@= a � �[� >��cAPE L � ~ O MbT A a E L QPE T I^E^=SA� VWD4>@_JO � VWDFErsk>@OFEKVW= T VWI^EKQPEKA L � �(A]Q � =JEKQ�>@I/�4A T VWDFO � �b�+e7� � e ^]3]3]'ne 3&1]#� EKQPD`V L V@� O+�4A L A�>@D`Q � #q^]3]3]' �� `
	E3]^ � ~ � � � `�VWD a VW=v>@= a ~ � � � ~ � 	fA���D`A M � � MbT E^=Jd�VW=SA9e{O`V@e7VW=SA >@= aVW=SA9e{O`V@e{?�>@= M Q]VWDFD`A LFT VW= a AP=SQ]A L E^= L A]QP_JDFE^O M T D`VWO`VbQ]VWI L � � =b9}8FZ�[ �N ��5 � L�ZH�95�6�W8`6�Lc6F[��b8�
u5fWcLqWW:4X � #�CfVWI^_J?BA5^ � 3 � V@�=>(6F[]5 �b8F6�QRZ'576�; 
 �
� ZW:.X ��57698TLc[�
 6��Y[\68# T >@dfA L ^ �[~.- ^]/]^ � � T DFE^=JdfAPD e��!APDFIG>@d_# ^]3]3]^ �� `
	E3 ~�� ~ � � � `�VWD a VW=v>@= a ~ � � � ~ � 	fA���D`A M � � MbT E^=Jd�Q]VWDFD`A LFT VW= a AP=SQ]A> L`L APDFOFEKVW= L � VWD+Q]VW?N? _J=JEKQ�>@OFEKVW= T D`VWO`VUQ]VWI L � V2��6FZW8`6P5 
 [Y���F� Z':4X �b57698L�[ 
 6���[\68# ~ 3]3Jy�19e ~ �*) ~ + �.- %E3 � # ^]3]3 ~&�

� `�	E3P%g> � ~ � � � `�VWD a VW=v>@= a ~ � � � ~ � 	fA���D`A M � ~4_JO � AP=UOFEKQPE^O M H M O MUT E^=JdN� VWD
L A]QP_JDFE^O MwT D`VWO`VUQ]VWI L �R� � � ZW:.X ��57698TLc6`[��U8�
 5fW0#21]1fy�%U�*) %E'&1 - '&1 � #o^]3]3P% �� `�	E3P%'H � ~ � � � `�VWD a VW=v>@= a ~ � � � ~ � 	fA���D`A M � � MbT A L >@= a A��cA]QPO L � VWD> LFM ?N?BAPOFDFEKQ QPD MbT O`VWd'D\> TJ� EKQ T D`VWO`VbQ]VWI L ��� � � ZW:.X �b576P8TLc6F[��b8�
u5fW]#1\^Jy ~�� %U�*) % ~ ' - %E/P%_# ^]3]3P% �

� `�VWI 3 ~�� � � `�VWI^I^?�>@=J= � ~4_JO � AP=UOFEKQ�>@OFEKVW= H M Q]VWDFD`A LFT VW= a AP=SQ]A � � =bNHv=v=vLc6��^6F[�576HGc�.8`6H�@; 
 � � ZW: : ��� 
 [z�'5 
 Z��J;*#bCfVWI^_J?BA�^&1]#�E L\L _SA 1]# T >@dfA L/]/ -b� '&#q^]3]3 ~&�
� k 	E3P% � z �_k >'>WQYn >@= a ~ � � � ~ � 	gA���D`A M � �2>@OFO`APDF=�e{?�>@O`Q � E^=Jd L`T E�e7Q�>@IKQP_JI^_ L �� =b9}8FZ�[ � NHa4NH9 x O	B ��� x ZW8zyk;z�bZ�X Z�� a�ZW8�: ������;{XJ6`[]5u; 
 �

Lc6`[��U8�
 5fW ����G VS8 �U;95(#JCfVWI^_J?BAc1.+ ~ # T >@dfA L ']' - +03 ��� I^_J7$APD~ Q�> a AP?NEKQ � D`A L`L #_^]3]3P% ��   k 3]^ � | �  EKAPI L VW=g# ke�  EKAPI L VW=g#S>@= a � �[k >@= L AP= � �">@I^E a >@OFE^=Jd ~SD`A87,>@I^I L_ L E^=JdB��V\7�IKVWd'EKQ L � V2��6FZW8`6P5 
 [Y���F� Z':4X �b57698�L�[�
{6��Y[\68#^]/ ~ y(^f�*) ~ 1\/ - %_1\/&# ^]3]3]^ �



���!|��!���  z �}� ���

�   �&3&1 � | �  EKAPI L VW=g# k��  EKAPI L VW=g#S>@= a k�� �bAPE a I � z$D MUT O`VWd'D\> TJ� EKQ >@=�>@I M�L E L E^=QP_JHJEKQROFE^?BA]#q^]3]3&1 �
�   �&3]^ � | �  EKAPI L VW=g# ke�  EKAPI L VW=g#�>@= a ke� �bAPE a I � ~ L _SQ]QPE^=SQPO L VWI^CfAPD,� VWD~���|/� � QRZW8HG�
 [ � Z��U8������2Z��u� ZW:.X ��5 
 �hI]# � ) ~[~ ' -�~ +0^&#q^]3]3]^ �
� � � �[~�� � � � � z � � VbVB>@= a � � � � �(>@? � ~ L AP?�>@=gOFEKQ ?BV a API�� VWD>@_JO � AP=UOFEKQ�>@OFEKVW= T D`VWO`VUQ]VWI L � � = � L&9RD NHv=v=v � ZW:.X ��57698<L�Z�[�
{6P5fW

L�W@:.X�ZW; 
 �U: Z�� �+69;]6H�W8F[*� 
 �bLc6F[��b8 
 5fW ����Ge9,8 
����f[8W]# T >@dfA L1.+0/ - 1 � %_#"1 �'�[~&�


